Serial Communication of Devices
Synchronous communication: when a byte/character or frame of data is received or transmitted at constant time intervals with uniform phase differences, the communication is called synchronous. Bits of a data frame are sent in a fixed maximum time interval. When the maximum time interval varies, it is a special case known as iso-synchronous. 
Asynchronous communication: when a byte/character or frame of data is received or transmitted at variable time intervals, the communication is called asynchronous. Voice data on line is sent on asynchronous mode. Telephone line communication is asynchronous.

Serial Data Communication using the ports

Microcontrollers have internal devices for SPI, SCI or SI. Each device has separate registers for control, status, serially received data bits and transmitting serial bits. Each device is programmable. These devices can be used in programmed IO modes or interrupt driven reception or transmission.

Synchronous peripheral interface port (SPI) : it has full duplex feature for synchronous communication. There are signals SCLK for serial clock, MOSI and MISO output from and input to master. An SPI feature is programmable rate for clock bits. It is also programmable for defining the occurrence of negative and positive edges with in an interval of bits at serial data out or in. It is also programmable for device selection for master or slave. 
Serial connect interface port (SCI) : it is a UART asynchronous mode port. Communication is in the full duplex mode for the SCI transmission and receiver. SCI baud rates are fixed. The SCI receiver has a wake up feature and is programmable by RWU (Receiver Wakeup Unavailable) bit. It is enabled if RWU bit is set. If RWU is set, then the receiver of a slave is not interrupted by the succeeding bytes. RWU feature helps in inter-processor communication. SCI has 2 control register bits TB8 and RB8.
Serial interface port (SI) : it is a USART port. Its features include a programmable rates register. SI operates in half duplex synchronous mode of operation called mode0 and full duplex asynchronous mode of operation  called mode1, mode2 or mode3. 
Secure Digital Input Output (SDIO)

SDIO is an SD card with programmable IO functionalities such that it 

(a) can be used up to eight logical functions

(b) can provide additional memory storage in SD format

(c) can provide IOs using protocols in systems.

It supports SPI and SD formats. Both SPI and SD formats specify that there should be interrupt handling for the IOs and the CRC checks on transferred data. SDIO is an SPI based 9 pin connector card. Six pins are used for communication.
Parallel Device Ports
The parallel port of devices transfers a number of bits over the wires in parallel. Parallel wires capacitive effect reduces length up to which parallel communication can be done. Parallel ports inputs I0 to I7 may be to a keypad controller. Parallel ports outputs O0 to O7 may be output bits to LCD display output controller. BRi and BRo are the input and output data buffers at bi-directional IO port. A device port connects to the address bus signals, Ai and Aj through a port address decoder. IORD and IOWR are additional control signals for the port device read and write respectively in case of IO mapped IOs. The memory read and write signals, RD and WR are used in the processor with memory mapped IOs.
· A device port may have multi byte data input buffers and data output buffers. 
· A port may have a data direction register (DDR). 

· There may be multiple functionality or alternate functionality in the port pins.
· A port may have provision for multiplexed output.
· A port may have provision for de-multiplexed inputs.
Parallel port interfacing with switches and keypad:

A parallel device has a number of input output bits that can be used to find the code of the pressed key in a matrix of keys. A keypad controller has a processing element to compute the code of the pressed key and to generate the status signal when any key is found pressed. A mobile phone keypad controller processes the states of the keys to enable application of the same keypad for dialing as well as editing SMS messages.
Parallel port interfacing with LCD Controller:

A parallel device having 8 output data and 3 bits for E, RS and R/W can be connect to an LCD controller. An LCD controller has a processing element that needs three control signals as input and eight IO bits for parallel output (PB0 to PB7).

Parallel port interfacing with Touch Screen:

A parallel device having 8 input data bits from an ADC and 8 IO data bus and 4 bits for INTR, E, RS and R/W can be used to connect a port interface with processing element to a touch screen . ADC generates input bits for the port from the analog signal which is as per the touched position on the screen.

SERIAL BUS COMMUNICATION PROTOCOLS:
Processor of Embedded system can be connected to system memory bus and networked to other systems through a serial bus.
I2C Bus
I2C Bus is a serial bus for interconnecting various ICs. It has a start bit and stop bit like in a UART. It has seven fields for the start, 7-bit address, defining a read or write, defining a byte as an acknowledging byte, data byte, NACK and End.
CAN Bus
Controller area network bus is a standard bus in distributed network. It is mainly used in automotive electronics, medical electronics and industrial plant controllers. A CAN bus network has a serial line which is bi-directional. It has fields for bus arbitration bits, control bits for address and data bits, CRC check bits, acknowledgement bits and ending bits. 
USB Bus

Universal serial bus is a bus between host system and number of interconnected peripheral systems. It attaches and detaches a device from the network. It uses a root hub. Nodes containing the devices can be organized like a tree structure. It is most widely used in networking the IO devices in a computer system. Wireless USB is used for remote connection without wires.
Parallel Bus Device Protocols
Parallel bus interconnects IO devices and peripherals over very short distances at high speed. ISA, PCI and ARM buses are examples of parallel buses. A parallel bus interfaces the system memory bus through a bridge or switching circuit.
ISA Bus

IBM standard architecture connects only to an embedded device that has an 8086 or 80186 or 80286 processor. ISA memory accesses can be in two ranges: 640 to 1MB and 15 to 16 MB.ISA and EISA buses are compatible with IBM architecture. They are used for connecting devices following IO addresses and interrupt vectors as per IBM PC architecture. EISA is 32-bit extension of ISA. It also supports software interrupt functions and Ethernet devices.

PCI and PCI/X Buses

The most synchronous parallel bus in the computer system for interfacing PC based devices is peripheral component interconnect. It is almost platform independent. PCI parallel bus is popular in distributed embedded devices.PCI/X is an extension of PCI. PCI new version support data transfer with synchronous/asynchronous throughputs.
ARM Bus 

ARM processor interfaces the memory, IO devices which connect to 32 bit data and 32 bit address line at high speed using AMBA(ARM main memory bus architecture)-AHB(ARM high performance bus). AMBA-APB bridge interfaces the memory and external IO devices. That is ARM bus is of two types AMPA-AHB and AMBA-APB. AHB connects to high speed memory . APB connects to the slow speed external devices. 
DEVICE DRIVERS AND INTERRUPT SERVICE MECHANISM

ISR Concept

Interrupt means event, which invites attention of processor for some action on the hardware or software event.

1. When a device or port is ready, a device or port generates an interrupt or when it completes the assigned action, it generates an interrupt. This interrupt is called hardware interrupt.

2. When software run-time exception condition is detected either processor hardware or software instruction generates an interrupt. This interrupt is called software interrupt or trap or exception.

3. Software can execute the software instruction for interrupt to signal the execution of ISR. The interrupt due to signal is also a software interrupt.

In response to the interrupt, the routine or program, which is running at present gets interrupted and an ISR is executed. ISR is also called device driver.

Device Driver

Each device in a system needs device driver routines. An ISR relates to a device driver function. A device driver is a function used by a high-level language programmer and does the interaction with the device hardware and communicates data to the device, sends control commands to the device and runs the codes for reading the device data. A programmer uses generic commands for the device driver for using a device. The OS provides these generic commands.

The driver routine controls a device without requiring understanding of the device configuration, control, status, data and other registers, when using the generic functions. Device driver runs the ISRs of the device. Each ISR the low-level part of the device driver generic function, which executes on software interrupt instruction.
The driver translates a program generic function for using the device and sends the necessary commands to the device configuration and control registers. The driver uses the device control, status and data registers.

Interrupt Sources
Hardware sources can be from internal devices or external peripherals, which interrupt the ongoing routine and thereby cause diversion to corresponding ISR. Software sources for Interrupt are related to 1) processor detecting (trapping) computational error for an illegal op-code during execution or (2) execution of an SWI instruction to cause processor- interrupt of ongoing routine.
Each of the interrupt sources (when not masked) (or groups of interrupt sources) demands a temporary transfer of control from the presently executed routine to the ISR corresponding to the source.
Hardware Interrupts Related to Internal Devices    There are number of hardware interrupt sources which can interrupt an ongoing program. These are processor or microcontroller or internal device hardware specific. An example of hardware related interrupt is timer overflow interrupt generated by the microcontroller hardware.
Hardware Interrupts Related to External Devices - 1 There can be external hardware interrupt source for interrupting an ongoing program that also provides the ISR address or vector address or interrupt type information through the data bus. External hardware interrupts with ISR addresses information sent by the devices themselves and are device hardware- specific.

Hardware Interrupts Related to External Devices - 2 External hardware interrupts with their ISR vector address are processor or microcontroller specific interrupts of an ongoing program. External interrupting source does not send interrupt type or ISR address related information.

Software error related hardware interrupts. Executing software error related processor interrupts are needed to respond to errors such as division by zero or illegal opcode, which is detected by processor hardware. These are called traps or exceptions. These are essential for handling run time errors detected by system hardware.

Interrupt servicing mechanism

Each system has an interrupt servicing or handling mechanism. The OS also provides for mechanism for interrupt handling.

Interrupt vector

Interrupt vector is a memory address to which the processor vectors. The processor transfers the program counter to interrupt vector to new address on interrupt. Using this address, the processor services that interrupt by executing corresponding ISR. The handling mechanism is as follows.

Processor vectoring to the ISR_VECTADDR on an interrupt, the processor vectors to a new address, ISR_VECTADDR. It means that the PC which has the instruction address of the next instruction saves the address on the stack or in some CPU register, and the processor loads the ISR_VECTADDR into the PC. The stack pointer register of the CPU provides the saved address to enable return from the ISR using the stack. The ISR last instruction is the RETI (return from interrupt) instruction. 




Vector address provides the ISR or ISR address to the processor for an interrupt source or a group of sources or for the given interrupt type. The interrupt vector table is an important part of interrupt service mechanism, which associates the system provisioning for the multiple interrupt sources and source groups.
