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Abstract

Kerberos is a network authentication system for use on physically insecure networks, based on the key distribution model presented by Needham and Schroeder. It allows entities communicating over networks to prove their identity to each other while preventing eavesdropping or replay attacks. It also provides for data stream integrity (detection of modification) and secrecy (preventing unauthorized reading) using cryptography systems such as DES.

A process associated with scrambling plain text (ordinary text, or clear text) into cipher text (a process called encryption), then back again (known as decryption). Cryptography concerns itself with four objectives: 





1) Confidentiality (the information cannot be understood by anyone for whom it was unintended) 










2) Integrity (the information cannot be altered in storage or transit between sender and intended receiver without the alteration being detected) 




3) Non-repudiation (the creator/sender of the information cannot deny at a later stage his or her intentions in the creation or transmission of the information) 



4) Authentication (the sender and receiver can confirm each others identity and the origin/destination of the information) 






Procedures and protocols that meet some or all of the above criteria are known as cryptosystems

Kerberos  works by providing principals (users or services) with tickets that they can use to identify themselves to other principals and secret cryptographic keys for secure communication with other principals. A ticket is a sequence of a few hundred bytes. These ticket can then be embedded in virtually any other network protocol, thereby allowing the processes implementing that protocol to be sure about the identity of the principals involved.

It is important to realize that Kerberos is a one-trick pony. It provides for mutual authentication and secure communication between principals on an open network by manufacturing secret keys for any requestor and providing a mechanism for these secret keys to be safely propagated through the network. Kerberos does not, per se, provide for authorization or accounting, although applications that wish to can use their secret keys to perform those functions securely. Kerberos also does not provide password validation for individual workstations unless care is taken.

Introduction

Kerberos developed at MIT (Massachusetts Institute of Technology) about ten years ago, was an authentication infrastructure designed to assure the security of user accounts and system services on potentially insecure networks.  By distributing secret keys and using ctryptographic protocols to verify possession of these keys, Kerberos suppposedly prevented unauthorized parties from compromising system security even if they had the means to subvert the network.

Terminalogy & Convertion

PRINCIPAL :
It is the basic entity that participates in authentication.  In most cases a principal represents a user or an instantiation of a network service  on  a  particular  host. Each  principal  is uniquely named by it’s a Principal identifier .



ENCRYPTION: 

It is the process of transforming data into a  form  that   cannot   be  understood  without  applying  a  second transformation.   The  transformation  is  affected  by   an  encryption key in such a manner that the second transformation can only be applied by someone  in  possession  of  the  corresponding decryption key.

A SECRET KEY CRYPTOSYSTEM: 

As that defined by  the  Data  Encryption  Standard  (DES)   it uses a single key for  both encryption and decryption.  Such an encryption  key  is  called a secret  key. 

A PUBLIC KEY CRYPTOSYSTEM : 

It uses different keys  for encryption and decryption.  One of the keys in the pair can be publicly known while  the  other  must  be  kept  private. These  keys are referred to as public and private keys respectively.

PLAIN TEXT: 

It is a  message  in  its  unencrypted  form,  either before  the  encryption  transformation has been applied, or after the corresponding decryption  transformation  is  complete.











CIPHER TEXT :

 It is the encrypted form of a message, the output of the encryption transformation.

The Kerberos 

Kerberos was developed to  enable  network  applications  to securely  identify their peers.  To achieve this, the client(initiating party) conducts a three-party  message  exchange

to  prove  its identity to the server (the contacted party).The client proves its identity by presenting to the server a ticket which identifies a principal and establishes a temporary encryption key that  may  be used  to communicate with that principal, and an authenticator

which proves that the  client is  in  possession  of the temporary encryption key that was assigned to the principal identified  by  the  ticket.   The authenticator  prevents  an intruder from replaying the same ticket to the server in a future session.

Tickets are issued by a trusted third party key distribution centre (KDC).  The  KDC,  proposed by Needham and Schroeder is trusted to hold in confidence secret keys  known

by  each  client  and server on the network (the secret keys are established out-of-band or through  an  encrypted  channel).   The  key  shared  with  the KDC forms the basis upon

which a client or server believes the  authenticity  of  the tickets  it receives.  A Kerberos ticket is valid for a finite interval called its life time-.  When the  interval  ends, the  ticket  expires;  any  later  authentication  exchanges require a new ticket from the KDC.

Each installation  comprises  an  autonomously  administered realm  and establishes its own KDC. Most currently-operating sites have chosen realm  names  that  parallel  their  names under the Internet domain name system (e.g. Project Athena's realm is ATHENA.MIT.EDU).  Clients in  separate  realms  can authenticate  to  each  other if the administrators of those realms have previously arranged a shared secret.

THE INITIAL TICKET EXCHANGE

Let us take one example :

1. Client -> KDC: c, s, n

     
2. KDC -> Client: {Kc,s ,n}Kc ,{Tc,s}Ks

     
3. Client -> Server: {Ac}Kc,s ,{Tc,s}Ks

In the first message the client contacts the KDC, identifies itself, presents a nonce (a timestamp or other non-repeating identifier for the request), and  requests  credentials  for

use with a particular server.

Upon receipt of the message the KDC selects a random encryption  key  K
9c,s
8,  called  the session key and generates the requested ticket.  The ticket identifies the client,  specifies  the  session  key K
9c,s
8, lists the start and expiration times, and is encrypted in the key K
9s
8 shared by the KDC  and the  server.  Because the ticket is encrypted in a key known only by the KDC and the server, nobody else can read  it  orUpon receiving the response the client decrypts it using its secret  key (usually derived from a password).  After checking the nonce, the client caches the ticket  and  associated session key for future use.

In the third message the client presents the ticket and  a freshly-generated  authenticator to the server.  The authenticator contains a timestamp and is encrypted in the session key K
9c,s
8.  Upon receipt the server decrypts the ticket using the key it shares with the KDC (this key is kept  in  secure storage  on  the server's host) and extracts the identity of the client and the session key K
9c,s
8.  To verify the identity of  the  client, the sever decrypts the authenticator (using the session key K
9c,s
8 from the ticket) and verifies that  the timestamp is current. change  the identity of the client specified within it.  The KDC next assembles a response, the second message, which  it sends to the client.  The response includes the session key, the nonce, and the ticket. The session  key  and  nonce  are  encrypted  with the client's secret key K
9c
8 (in Version 4 all fields are encrypted in K
9c
8 from the ticket) and verfies that the timestamp is current.

Successful verification of the authenticator proves that the client  possesses  the session key K
9c,s
8, which it only could have obtained if it were able to decrypt the  response  from the  KDC.   Since the response from the KDC was encrypted in K
9c
8, the key of the user named in the ticket, the server  may reasonably be assured that identity of the client is in fact the principal named in the ticket.

If  the  client  requests  mutual  authentication  from  the server,  the  server responds with a fresh message encrypted  using the session key.  This proves to the client  that  the server  possesses  the session key, which it could only have obtained if it was able to decrypt the  ticket.   Since  the ticket  is  encrypted in a key known only by the KDC and the server, the response proves the identity of the server. 

THE ADDITIONAL TICKET EXCHANGE

To reduce the risk of exposure of the client's secret key K
9c  
8and  to  make  the  use  of Kerberos more transparent to the user, the exchange above  is  used  primarily  to  obtain  a ticket  for  a  special  ticket granting server  (TGS). The client erases its copy of the client's secret key once  this ticket-granting ticket (TGT) has been obtained.

The TGS is logically distinct from the  KDC  which  provides the  initial  ticket  service,  but the TGS runs on the same host and has access to the same database of clients and keys used  by  the KDC.  A client presents its TGT (along with other request data)  to  the  TGS  as  it  would present  it to any other server (in an application request);the TGS verifies the ticket, authenticator, and accompanying request,  and  replies  with a ticket for a new server.  The protected part of the reply is encrypted  with  the  session key from the TGT, so the client need not retain the original secret key K
9c
8 to decrypt and use  this  reply.   The  client then  uses  these  new credentials as before to authenticate itself to the server, and perhaps to verify the identity  of the server.

Once the  authentication  is  established,  the  client  and server share a common session key K
9c,s
8, which has never been transmitted over the network without being encrypted.   They may use this key to protect subsequent messages from disclosure or modification.   Kerberos  provides  message  formats which  an  application  may generate as needed to assure the integrity or both the integrity and privacy of a message.

Limitation :

1) It is Encryption system dependent.

2) It is Internet protocol dependent.

3) Some environment require longer lifetimes for proper operation.

4) No provision for allowing credentials issued to a client on one host to be forwarded to some other host.

5) Principals are named with three components: name, instance, and relam, each of which may be up to 39 characters long. These sizes are too short form some applications and installation environments.

6) There is no need to encrypt it in the messange from the KDC to the client, and doing so can be wasteful of processing.

7) Unfortunately, it allows an intruder to modify a message with a special block-exchange attack which may not be detected by the recipient.

8) Maintaining a list of unexpired authentication.  Which have already been presented to a service can be hard to implement properly.

9) The initial exchange with the Kerberos server encrypts the response with a Client’s secret key, which in the case of a user is algorithmically derived from a password.

10) It may be possible for an intruder to replay messages from a previous connection to clients or servers which do not properly protect themselves.

Change In Version


Above studied was version 4 due to its limitation a new version that is version 5 was evolved which provide the solution as below :-

1) To improve modularity and ease export-regulation considerations the use of encryption has been separated into distinct software modules which can be replaced or removed by the programmer as needed.

2) Encrytion keys are also tagged with a type and length when they appear in messages.


3) Each encryption algorithm is responsible for providing sufficient integrity protection for plaintext so that the receiver can verify that the ciphertext was not altered in transit.

4) When Network addresses appear in protocol messages, they are similarly tagged with a type and length field so the recipient can interpret them properly.

5) Network messages in Version 5 are described using the Abstract Syntax Notation one.

6) It is split into two parts, one encrypted and the other plaintext.  The server’s name in the ticket is plaintext since a server with multiple indentities.

7) The Ticket lifetime is encoded as a starting time and an expiratioin time (rather than a specific lifetime field), affording nearly limitless ticker lifetimes.

8) The indentifier is encoded in two parts, the realm and the remainder of the name.

9) A source realm is interoperable with a destination realm if it shares an inter-realm key directly with the destination realm.

10) Tickets contain several additional timestamps and a flags field.  These changes allow greater flexibility in the use of tickets.

11) Tickets may be issued as a renewable tickets with two expiration times, one for a time in the near future, and one later. The ticket expires as usual at the earlier time,  but if it is presented to the KDC in renewal request before this earlier expiration time, a replacement ticket is returned which is valid for an additional period of time.

User Interaction


If all parts of kerberos are working properly, users will not normaly be aware that Kerberos authentication is in use by their applications.  The normal login process obtains and caches an initial ticket-granting ticket, and applicatiions automatically obtain and cache service tickets as required.  Only when authentication fails will users become aware of the underlying use of Kerberos.


If users need to refresh tickets (e.g., if they expire), then they can use the kinit program, which will get a new ticket-granting ticket after reading a password from the keyboard.  Users examine the cached tickets with klist and destroy the cache with kdestroy.


When principal names need to be displayed to human users, by convention they are represented as the sequence of name compoents separated by slashes (/), followed by an at-sign @, and the realm name.  Thus, a principal with two name components userX and role2 in the realm ATHENA.MIT.EDU would be represented as userX/role2 ATHENA.MIT.EDU

Password to key Conversion


Since users are  not good at remembering binary encryption keys, Kerberos provides routines which convert passwords into keys.  The algorithm used to convert a password into an encryption key performs a non-invertible transformation, so that an attaacker cannot discover a user’s password knowing only K
9c
8.  In Version 5, conversion can be seeded with an 
additional string (often the realm name) which perturbs the output key, so that a user who is registered in multiple realms and uses the same password in two of those realms will have a different K
9c
8 in each realm.  Without this perturbation, an attacker discovering the user’s key in one realm could impersonate that user in the other realm, without needing to know the user’s password.  When no additional perturbation string is supplied, the resulting key is the same as the key produced by the version 4 algorithm.

Applications 


There are many network applications that would benefit from the addition of authentication. Among the highly visible examples are electronic mail, popular bulletin-board systems.  It is hoped that application designers will consider authentication and related security services when designing their protocols.  The generic application programming interface should go a long way toward making it possible to do so. Some of application are as as below.

1) Improved appearance and performance

2) New icon with better key status visibility

3) Support for setting defaults for addressless tickets, renewable tickets, and renewable lifetime 

4) Optionally will automatically renew renewable tickets.

5) Double-click on ticket entries  to display ticket information window

6) Will work without a configuration file being present.

Conclusion :-


Security is a key component of modern computing perticularly as we move to more network centric a& Meta computing systems


Today kerberos can be used to easily & efficiently provide secure authentication which has been widely adopted by many organisation.  It provides a service to identify clients of network services across an insecure network & protect the privacy & integrity of communication with those services on a wide variety of computer system.


Kerberos is continuing development & is becoming a more practical solution kerberos 5 can now be configure, compiled & installed with few difficulties on many workstation.  We can expect that kerberos will become a widespread & important technology as we move into the final release stage.
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Appendix –I

Dictionary

Credentials 

-
Letter of  introduction

Eavesdropping 

-
One who listen to private talking

Intruder


-
To come in without permission

Nonce


-
Immediate purpose

Subvert


-
To destroy, to overthrow

Realm


-
kingdom, sphere,domain

Peers


-
To become partly visible
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