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Fingerprint identification is one of the most well-known and publicized biometrics. Because of their uniqueness and consistency over time, fingerprints have been used for identification for over a century, more recently becoming automated (i.e. a biometric) due to advancements in computing capabilities. Fingerprint identification is popular because of the inherent ease in acquisition, the numerous sources (ten fingers) available for collection, and their established use and collections by law enforcement and immigration.

In a general sense, fingerprint recognition technologies analyze global pattern schemas along with small unique marks on the fingerprint known as minutiae, which are the ridge endings and bifurcations or branches in the fingerprint ridges. The data that is extracted from fingerprints is extremely dense which explains why fingerprints are an extremely reliable means of personal identification. 
There are on average seventy unique, measurable minutiae points in each fingerprint, and each point has seven unique characteristics - more than enough to establish identity. Should we desire an even more foolproof identification schema, because each of our fingerprints is unique, we can use as many as ten fingerprints which yield at least 4900 independent measurable characteristics.

A practical biometric system should meet the specified recognition accuracy, speed, and resource requirements, be harmless to the users, be accepted by the intended population, and be sufficiently robust to various fraudulent methods and attacks to the system.
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1.1- Problem Definition
In today’s world security and genuine attendance system is very necessary in every where. You use these system to restrict the entry of unauthorized person or students and make your premises secure from unauthorized use. Lot’s of offices, schools and colleges introduce the card reader for to make there security system intact. The concept behind card reader is like these: 
  First of all, one card is issued to the student or person whom you like to give the privilege to enter into your premises or to update the attendance. The card contains one program and a security code. The security code is generated randomly. This security code is compare with the database that we have and if the security code matches with the security code of the card then you can enter the premises. But, this card and the card reader have some problem and it may lead to the any of the penetration of security.

  1] First of all, if the person, to whom the card has been issued, can give his card to some other unauthorized person or it may be stolen. Before the reporting to higher authority and before blocking the access of that card one may misuse that card.

  2] Card may damage or can cause malfunction and in meantime person can’t enter in to premises where there may be some urgency.

  To avoid these stuffs we can use a new gadget can “Fingerprint Reader”. Where the finger print of the authorize person will be taken and store into data storage. Then, at the time of entering the fingerprint of the person will be compared with the fingerprint save in the data storage. This are the more secure and more reliable and expert are thinking that these are the future security application which will replace the card reader.

1.2 Existing System
· Keypad and password based Attendance and door access system is widely used in the Industry and companies.
· Card based system is also used in various attendance and door access systems. 
1.3 Limitations and Drawbacks of Existing system
· In keypad and password system if password is leaked than anyone can easily get the attendance or unauthorized access.
· In card based security systems, anyone can get the access by stealing anybody’s card.
1.4 The Proposed System

· In our system there will be no need to remember any password nor is it required to carry any card for getting the attendance.
· The Finger Print of every Individual will be the access key.

· We will use a finger print module in our hardware.

· Every user has to show is finger print to the finger print Scanner.

· The module will match the finger print with already stored print in its memory if matched then access is given to him/her.
· Hence the members to be allowed for access should be first Enrolled in finger print module.

1.5 Features of the Proposed System
· Scan of entire finger print with dual orientation
· Advanced and reliable image processing and encryption.
· Finger Print Module will be directly interfaced with the serial port of the PC.

· Interfacing the FP module to the PC.

· Controlling the serial port of the PC.

· Controlling parallel Port of the PC.
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2.1-
 Development Stages and Process

The complete development of this system can be divided into the following stages

· Problem definition stage

· Designing block diagram

· Implementing circuits and components

· Developing flowchart for software

· Testing 

· Running

· Documentation

Problem definition stage


This is the very first stage to develop any project. It actually defines the aim and the concept of the project. In this section the purpose i.e. why this particular project is required is explained.

Designing block diagram


At this stage we have categorized the whole system into different individual modules. These modules (block diagrams) will be helpful in understanding the concept and working of the integrated system.

Implementing circuits and components


This is the actual implementation of circuit of each block. At this stage we have actually designed each block separately and finally integrated them into the complete working system.

Developing Flowchart for software


To get the logical flow of the software, the development of flowchart is having a prominent role. So we have to analyze the complete system and organized the flowchart in such a manner that one can understand the complete working of the software. 

Testing


This time we tested our project for actual working, after loading the software into the microcontroller. Any errors found were removed successfully.
Running


This is the last and final stage of development of our project. In this stage a user flowchart was made so that any one can use this system without any difficulty. 

2.1- The System Organization and Hierarchy


[image: image1]
2.2- Block Diagram
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2.3- Brief Explanation

Brief Explanation: 
· Finger Print Scanner                                                          

[image: image6.png]


This unit is the heart of the complete system. This Unit is used for scanning the Fingers of the different Users. Optical fingerprint scanners provide robust fingerprint scanning, scratch resistance, long life and no effect of electrostatic current. They are suitable for large scale use and support thousands of scans per day. Support for chip based sensors is also available if required.   

· The Finger Print Module
[image: image7.png]


The Finger Print is a interface adapter that allow your to connect Standalone Fingerprint Module to your PC for simulation and testing, before integrating it with your SBC. ADP5000 provide power supply and converter for direct communication with PC. ADP5000 can help you in rapid development of your product and help you test and diagnose response of Standalone Fingerprint module for various commands. 
· Power Supply Unit

This unit will supply the various voltage requirements of each unit. This unit will be consists of transformer, rectifier, filter and regulator.


Literature Survey

Introduction to Finger Print Detection
Finger Print Module Interfacing
4.1-   Literature Survey
Definition

Biometric recognition, or simply biometrics, refers to the automatic recognition of individuals based on their physiological and/or behavioral characteristics. Automatic fingerprint identification is one of the most reliable biometric technology. However, automatic fingerprint identification is computationally demanding especially for a large database. Without an effective fingerprint indexing scheme, one needs to exhaustively match a query fingerprint against all the fingerprints in the database, which is not desirable in practice. Fingerprint clustering, which is the unsupervised classification of fingerprints into groups (clusters) categories, provides an indexing scheme to facilitate efficient matching for large fingerprint databases; if two fingerprint images are the impressions of the same finger, then they must belong to the same category. Therefore, a query fingerprint needs to be compared only with the database fingerprints of the same category in the fingerprint matching process.

  Introduction to Finger Print Detection

Biometric Systems

A biometric system is essentially a pattern recognition system that operates by acquiring biometric data from an individual, extracting a feature set from the acquired data, and comparing this feature set against the template set in the database. Depending on the application context, a biometric system may operate either in verification mode or identification mode:

· In the verification mode, the system validates a person’s identity by comparing the captured biometric data with her own biometric template(s) stored system database. In such a system, an individual who desires to be recognized claims an identity, usually via a PIN (Personal Identification Number), a user name, a smart card, etc., and the system conducts a one-to one comparison to determine whether the claim is true or not (e.g., “Does this biometric data belong to Bob?”). Identity verification is typically used for positive recognition, where the aim is to prevent multiple people from using the same identity
.

· In the identification mode, the system recognizes an individual by searching the templates of all the users in the database for a match. Therefore, the system conducts a one-to-many comparison to establish an individual’s identity (or fails if the subject is not enrolled in the system database) without the subject having to claim an identity (e.g., “Whose biometric data is this?”). Identification is a critical component in negative recognition applications where the system establishes whether the person is who she (implicitly or explicitly) denies to be. The purpose of negative recognition is to prevent a single person from using multiple identities4. Identification may also be used in positive recognition for convenience (the user is not required to claim an identity). While traditional methods of personal recognition such as passwords, PINs, keys, and tokens may work for positive recognition, negative recognition can only be established through biometrics.

[image: image3.emf]
Figure 7 Results of applying the matching algorithm to an input minutiae set and a template; (a) input minutiae set; (b) template minutiae set; (c) alignment result based on the minutiae marked with green circles; (d) matching result where template minutiae and their correspondences are connected by green lines.

Figure 7 shows the results of applying the matching algorithm to an input and a template minutiae set pair. The outcome of the matching process is defined by a matching score. 
[image: image4.emf]
Figure 8 Minutiae Correspondences
Matching score is determined from the number of mated minutia from the correspondences (see Figure 8) associated with the minimum cost of matching input and template minutiae string. The raw matching score is normalized by the total number of minutia in the input and template fingerprint representations and is used for deciding whether input and template fingerprints are mates. The higher the normalized score, the larger the likelihood that the test and template fingerprints are the scans of the same finger.

About Finger Print Module

1. General Descriptions

FIM30N is a low-price stand-alone Fingerprint Identification Device with many excellent features. It provides benefits such as high identification performance, low power consumption and RS-232 serial interface with the various commands for easy integration into a wide range of applications. It is a durable and compact device with fingerprint identification module containing NITGEN® optics-based fingerprint sensor inside.

2. Target Application

Door-lock system

Safe Box

Simple Access Controller

Vehicle Control

ATM , POS

And more
3. Basic Feature

Hardware Specification[image: image5.emf]


VB

VB
Introduction to Visual Basic 

Welcome to Microsoft Visual Basic, the fastest and easiest way to create applications for Microsoft Windows®. Whether you are an experienced professional or brand new to Windows programming, Visual Basic provides you with a complete set of tools to simplify rapid application development.

So what is Visual Basic? The "Visual" part refers to the method used to create the graphical user interface (GUI). Rather than writing numerous lines of code to describe the appearance and location of interface elements, you simply add prebuilt objects into place on screen. If you've ever used a drawing program such as Paint, you already have most of the skills necessary to create an effective user interface.

The "Basic" part refers to the BASIC (Beginners All-Purpose Symbolic Instruction Code) language, a language used by more programmers than any other language in the history of computing. Visual Basic has evolved from the original BASIC language and now contains several hundred statements, functions, and keywords, many of which relate directly to the Windows GUI. Beginners can create useful applications by learning just a few of the keywords, yet the power of the language allows professionals to accomplish anything that can be accomplished using any other Windows programming language.

A programmer can put together an application using the components provided with Visual Basic itself. Programs written in Visual Basic can also use the Windows API, but doing so requires external function declarations.
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7.1- Applications and Scope


By the realization of the above proposed system we can make a fault (or proxy) free access and secured device access in any company, Lab, or any Government Department.
7.2- Limitations and Drawbacks

There can be certain limitations in our project as being an academic project many costly modules are not used in our project. The few can be like 

· Only hundred different users can be enrolled at a time in the module memory.
· The FP module consumes around 300mA of current at the time of scanning and matching hence efficient power supply is required. 
7.3- Future Modifications and Enhancements

· Costly FP module can be used to increase the memory of the module so that it can support up to 1000 users.
· This system can be enhanced to implement at all those places where secured entry or access is required.   
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