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ABSTRACT

                           Network security is a technology used to make its resources available to only authenticated people. There are varieties of techniques available on in this paper. We use Smart Card as an authentication device to have access to the resources.
                             Smart card is a credit card sized device having some IC’s (integrated circuits) within it. We have a crypto controller within it which is used to encrypt the users data namely: password, identity details etc. By this smart card the user will be able to access the computer resources by inserting the card in the smart card reader which is attached to the computer network. Once the card is inserted there is a query by the system which is answered by the user. If this tallies with that which had been registered and have been stored in the memory of smart card, then access is given to the user.  

                           Smart card has variety of applications. The banks are planning in India to make use of smart cards in the place of magnetic strip cards used for credit and debit cards. These have an edge over the former in its inability to clone as the data is in the encoded form and the bus that is inside the smart card is not available for hacker to hack it. Moreover, smart cards are cheaper when are mass produced. There is a rough estimate of this cost, presently to be about $1 which may be much lower than the magnetic strip cards used. The government is also interested in making use of the same smart card for variety of other authentications like ID, bank transactions, income tax etc. Thus many applications can be built within a same smart card with no extra cost. Thus today it is the best authentication tool for network security.
1. Introduction

   Cryptography is one of the techniques of network security. Smart card is                                                                                                               one of the methods using cryptography.

1.1 Basics of Network Security

Network security is a technology for ensuring secure usage of computer resources. Network security can be as simple as sticking to a set of rules; technology alone can't prevent hack attacks and other security breaches. The following helps in implementing simple security systems.

Using strong passwords

Following is a list that we can use to set strong passwords


· Using a nonsensical combination of letters

· Including a mix of upper- and lowercase letters

· Longer passwords are better

· Changing the passwords regularly

· Setting new passwords instead of reusing the same ones over and over 

· We shouldn't use a set of characters straight off the keyboard 

       Even through use of anti-virus software
1.2 Basic Terminology of Cryptography

Cryptography is a technology of encrypting the data of computer network. In cryptographic terminology, the message is called plaintext or clear text. Encoding the contents of the message in such a way that hides its contents from outsiders is called encryption. The encrypted message is called Cipher text.  The process of retrieving the plain text from cipher text is called decryption. Encryption and decryption usually makes use of a key, and the coding method is such that decryption can be performed only by knowing the proper key.

Cryptography is the art or science of mathematical techniques related to such       aspects of data security as

Confidentiality or keeping secret the content of information from unauthorized parties;

Data integrity or detecting the unauthorized alteration of data;

Authentication, or identifying either entities or data origin;

Non-repudiation or preventing an entity from denying previous commitments or actions.

Cryptanalysis is the study of mathematical methods which are used in attempting to defeat cryptographic techniques. 

Cryptology means the study of cryptography and cryptanalysis. 

                       2. Smart Card             

The smart card, an intelligent token, is a credit card sized plastic card embedded with   an integrated circuit chip. First of all, it has an inside - a normal credit card is a simple piece of plastic. The inside of a smart card usually contains an embedded 8-bit microprocessor. The microprocessor is under a gold contact pad on one side of the card.  It provides not only memory capacity, but computational capability as well. The self-containment of smart card makes it resistant to attack as it does not need to depend upon potentially vulnerable external resources. Because of this characteristic, smart cards are often used in different applications which require strong security protection and authentication. 

For examples, smart card can act as an identification card which is used to prove the identity of the card holder. It also can be a medical card which stores the medical history of a person. Furthermore, the smart card can be used as a credit/debit bank card which allows off-line transactions. All of these applications require sensitive data to be stored in the card, such as biometrics information of the card owner, personal medical history, and cryptographic keys for authentication, etc. 

In the near future, the traditional magnetic strip card will be replaced and integrated together into a single card by using the multi-application smart card, which is known as an electronic purse or wallet in the smart card industry. The smart card is becoming more and more significant and will play an important role in our daily life. It will be used to carry a lot of sensitive and critical data about the consumers ever more than before when compared with the magnetic strip card. 

Physical Structure 
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     Figure 1: Physical structure of a smart card 

The printed circuit conforms to ISO standard 7816/3 which provides five connection points for power and data. It is hermetically fixed in the recess provided on the card and is burned onto the circuit chip, filled with a conductive material, and sealed with contacts protruding. The printed circuit protects the circuit chip from mechanical stress and static electricity. Communication with the chip is accomplished through contacts that overlay the printed circuit. 

The capability of a smart card is defined by its integrated circuit chip. Typically, an integrated circuit chip consists of a microprocessor, read only memory (ROM), non static random access memory (RAM) and electrically erasable programmable read only memory (EEPROM) which will retain its state when the power is removed. The current circuit chip is made from silicon which is not flexible and particularly easy to break. Therefore, in order to avoid breakage when the card is bent, the chip is restricted to only a few millimeters in size. 

In general, the size, the thickness and bend requirements for the smart card are designed to protect the card from being spoiled physically. However, this also limits the memory and processing resources that may be placed on the card. These limitations may degrade the security of the smart card in some circumstances as the external elements are untrusted and risky. 

3. Attacks on Smart Card

The smart card seems to be a superior tool for enhancing system security and provides a place for secure storage. One of the security features provided by most of the smart card operating systems is the cryptographic facilities. They provide encryption and decryption of data for the card; some of them can even be used to generate cryptographic keys. 

The secret of the cryptographic algorithm, the keys stored, and the access control inside the smart card become the targets of attackers. 

3.1 Logical Attacks 

As all the key material of a smart card is stored in the electrically erasable programmable read only memory (EEPROM), and due to the fact that EEPROM write operations can be affected by unusual voltages and temperatures, information can be trapped by raising or dropping the supplied voltage to the microcontroller.

A short voltage drop can release the security lock without erasing the secret data sometimes. Low voltage can facilitate other attacks as well; such as an analogue random generator used to create cryptographic keys will produce an output of almost all 1’s when the supply voltage is lowered slightly. 

For these reasons, some security processors implemented sensors which will cause an alarm when there is any environmental change. 

3.2 Physical Attacks 

Invasive physical attacks are typical. Before this kind of attack can be performed, the circuit chip has to be removed from the plastic card. This can be done by simply using a sharp knife to cut away the plastic behind the chip module until the epoxy resin becomes visible. And then the resin can be dissolved by adding a few drops of fuming nitric acid (>98% HNO3). The acid and resin can be washed away by shaking the card in acetone until the silicon surface is fully exposed. Ultimately the chip can be examined and attacked directly. 

Besides this, there are many different ways to perform physical attacks. For instance, erasing the security lock bit by focusing UV light on the EPROM, or using laser cutter microscopes to explore the chip, and so on . 

4. ATM Authentication

In order to achieve a greater level of security along with greater flexibility, smart cards are being pushed as a replacement of mag-stripe cards. They can store a person’s biometric data that can be used to authenticate that person. It can essentially take the role of an electronic ID card for any purpose. Automatic teller machines have since their introduction used mag-stripe cards to identify the person wishing to use the ATM. The card’s magnetic strip contains details of the person’s bank account but in order to prevent unauthorized use of the card, a personal identification number (PIN) is required. The cardholder must enter the PIN associated with their card before the ATM allows them to perform any transactions with their card. 

This scheme is flawed in that the only two things needed to perform a transaction are the card and the PIN. Cards are easily stolen and PINs are also vulnerable. People may write their PIN down and store it with their card so as not to forget it. So, if the person’s wallet/bag is stolen with the card, the PIN is stolen too.

The main flaw is the PIN itself. It is a piece of information that is supposed to be known only by those authorized to use the card. If some robust method of authorization could be used which relies on some unchanging, unflawed entity then ATM crime could be dramatically reduced. 

5. Advancement in Smart Card Technology
Latest smart cards are using Biometric data onto it which is stored in encrypted form. The piece(s) of information used to authenticate someone which fall into the “who we are” category would ideally be some kind of biometric.

The following is one of the Biometric applications:      

5.1 Iris Recognition

A person's irises are unique, as are their retinas and fingerprints. An iris is in fact "more unique" than a fingerprint.

How is it captured?
A camera is used to take a picture of a user's iris (the user can be a bit more than a meter away from the camera for this).

How is it processed?
The key features of the iris image are determined by breaking the iris up on a grid. The grid cells are used to generate data points for comparison with the stored data points.

Advantages:
· easy to use (non-invasive) 

· very accurate 

· a commercial implementation exists 

· unaffected by the wearing of glasses/contact lenses and time of day/lighting conditions 

Disadvantage:   

· Relatively Expensive 

 6. Smart Card Feasibility

Smart cards are a mature technology which are currently enjoying wide spread use in many applications. They are constantly progressing and getting easier to develop.

Smart cards are very flexible and many different applications can be integrated onto one card. Many smart card proponents see all of one person's identification, authentication, access control and even purchasing revolving around their single personal smart card. Whether this happens or not, smart cards offer an excellent authentication tool for ATM users. 

ATM authentication can be improved and the ATM fraud rate reduced by making use of one or more biometrics as a means of positive authentication.

Iris Recognition offers the most accurate and user friendly biometric and is not cost prohibitive for ATM usage.

Smart cards should be used to store all secret authentication information. They are at least as user friendly as mag-stripe cards with higher reliability and prospects of integration with other applications.

7. Conclusion

It is believed that smart cards offer more security and confidentiality than the other kinds of information or transaction storage. Moreover, applications applied with smart card technologies are illustrated which demonstrate smart card is one of the best solutions to provide and enhance the system with security and integrity.

it is important to realize that attacks against any secure systems are nothing new or unique. As the technology advances quickly, manufacturers update and enhance their products constantly. Therefore, as soon as the hackers find ways of hacking the system, the problems could be solved by the new generation of technology. 

Finally, it can be concluded that the smart card is an intrinsically secure device. It is a safe place to store valuable information such as private keys, account numbers, and valuable personal data such as biometrics information. The smart card is also a secure place to perform off-line processes such as public or private key encryption and decryption. The smart card can be an element of solution to a security problem in the modern world. 
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