CHAPTER ONE

1.0. OVERVIEW OF THE COMPUTER SYSTEM 
A personal computer (PC) is a computing device made up of many distinct electronic components that all function together in or order to accomplish some useful tasks such as adding up numbers in a spreadsheet or helping you write a letter. By this definition, we are describing a computer as having many distinct parts working together. Most computers today are modular. That is, they have components that can be removed and replaced with a component of similar function in order to improve performance, and each component have specific functions.
There are many different types of computers available including Mainframe, servers, Desktops, Laptops, Work stations and even hand-held portable devices. They are the most common types of computers used in homes and businesses today.
What makes one computer better suited to play a new game or new audio file over another? The answer is the components and the peripherals that make up the computer system. The requirements for a machine dedicated mainly to word processing are very different from one designed for graphics applications or gaming. Hence, it is important to determine the intended use of a computer before deciding on the type of computer and components to purchase.
1.1. APPLICATION OF COMPUTER SYSTEM
Computers play an increasingly important and nearly indispensable role in everyday life. Computers are used all over the world in all types of environment. They are used in businesses, manufacturing environment, homes, government offices and non- profit organizations. Schools use computers for instructions and for maintaining student records. Hospitals use computers to maintain patient records and to provide medical care. In addition to these uses of computers, there are also many customized computers designed for specific purposes. These computers are integrated into devices such as television, cash registers, sound system, and other electronic devices. They can be found embedded in appliances such as stoves and refrigerators, automobiles and even aircrafts, where they are used to control, send signals and output responses in these devices.
3.3 THINGS COMMON TO ALL COMPUTER SYSTEMS
As said earlier, computers are used for many reasons and in many different places. They may be of different sizes and processing power, but all computers have some features in common. In order for most computers to perform useful functions, there are three things that have to work together:
· Hardware- which is the physical component, both internal and external, that makes up a computer.
· Operating system-which is a set of computer programs, that manages the hardware of a computer.
· Application software -which are programs loaded on the computer to perform a specific function using the capabilities of the computer.

1.3 COMPUTER SYSTEM MANAGEMENT
From the ongoing discussion, computer systems are made up of many components. The computer system and its components have to be properly managed to obtain optimum efficiency and reliability, hence the question “What is management”?
Management is the act of running, coordinating, controlling a system, equipment, and even a business in other to obtain optimum results in terms of performance of that system. Thus COMPUTER SYSTEM MANAGEMENT is the act of coordinating, running, controlling, maintaining, and managing a computer system such that it is able to meet up with the expected requirements from such a computer system and as such lead to higher efficiency.
1.4 OBJECTIVE
· The objectives of this seminar work are to:
· Understand the basics of computer system.
· Know what computer system management is about.
· Have an understanding of the various parts of a computer system.
· Understand the various management practices that can be carried out on a computer system.
· Identify various problems encounter during computer system management and various actions taken to rectify problems.
· Troubleshooting of computer system and general management tips.
1.6 SCOPE OF THE WORK
This seminar work which is aimed at computer system management will span from the basics of computer system to the various components that make up the computer system and how they inter relate with one another to achieve their function. Various types of system management will be discussed including practical problems and their solution, so as to have a reliable and efficient computer system management.
This seminar work spans from this introduction into computer system management which makes up chapter one and then the various components that makes up a computer system and how they inter relate to achieve the goal of the end users in the literature review which is chapter two. Chapter three will emphasize on various management practices carried out on a computer systems, problem encountered and suggested solutions, diagnosis and troubleshooting as well as computer system management tips. Finally Chapter four will ponder on the conclusion, recommendations and references as they concern this seminar work.

CHAPTER TWO
LITERATURE REVIEW OF THE COMPUTER SYSTEM
2.0 INTRODUCTION 
A computer system is a computing device made up of many distinct electronic components and their included peripherals work/function together in order to accomplish some useful tasks. Each of these components has a specific function and as such it is important that they are reviewed literally in the course of this seminar work. Hence this chapter will review the various components that make up a computer system. The computer system components include
· Motherboard
· Processor
· Memory 
· Storage devices
· Power supplies
· Display devices
· Adapter card
· Ports and cable
· Cooling systems


2.1 THE MOTHERBOARD
The motherboard is the spine of the computer system, otherwise known as the system board or less commonly referred to as the planar board. It is the olive green or brown circuit board that lines the bottom of the computer. It is the most important component in the computer because it connects all the other components of the computer system together.
Figure 2.1 shows a typical computer system board
As seen from above, all other components are attached on this board. On the system board, you will find the central processing unit (CPU), underlying circuitry, expansion slots, video components, random access memory (RAM) slots, and a variety of other chips.
2.1.1 TYPES OF SYSTEM BOARD
There are two major types of system boards: integrated and non-integrated
· Non integrated system board: In this kind of board, each major assembly is installed in the computer as an expansion card. The major assemblies we are talking about here are items like the video circuitry, disk controllers, and accessories. Non integrated system board can be easily identified because each expansion slot is usually occupied by one of these components. It is difficult to find a non integrated motherboard these days. Many of what would normally be called non integrated system boards now incorporate the most commonly used circuitry such as IDE, floppy controllers, serial controllers, and sound card onto the motherboard itself.
· Integrated system board: In this case, most of the components that would otherwise be installed as expansion cards are integrated into the motherboard circuitry. Integrated motherboards were designed for simplicity. Of course, there’s a drawback to this simplicity, such that when one component breaks, you can’t just replace the component that is broken; the whole motherboard must be replaced. Although these boards are cheaper to produce, they are more expensive to repair.
With integrated system boards, there is a way around having to replace the whole motherboard when a single component breaks. On some motherboards, you can disable the malfunctioning onboard component (for example, the sound circuitry) and simply add an expansion card to replace its functions.

2.1.2 SYSTEM BOARD FORM FACTORS
System motherboards are also classified by their form factor i.e. design. In such classification, we have the various classes of system board:
· Advanced Technology Extended (ATX)   
· Micro Advanced Technology Extended (MATX)
· New Low-profile Extended (NLX)
· Balanced Technology Extended (BTX)
There are other motherboard designs, but these are the most popular. Some manufacturers (such as Compaq and IBM) design and manufacture their own motherboard, which don’t conform to the standards. This style of motherboard is known as a “proprietary design” motherboard.

2.1.3 SYSTEM BOARD COMPONENT
Like it’s been said before, the motherboard is made up of different components, among these are:
· Chipsets, expansion slots, memory slots, and external cache, CPU and processor slots or sockets, power connectors, onboard disk drive connectors, BIOS chip, CMOS battery, jumpers and DIP switches and firmware etc. The diagram of the labeled onboard components is as shown in fig 2.1.
2.2       THE PROCESSOR
The processor which is often called the central processing unit (CPU) is the brain of any computer unit. This component does all the calculation and performs 90 percent of all the functions of a computer. The processor is shown in figure 2.2
Typically, in today’s computers, the processor is the easiest to identify on the motherboard. It is usually the component that has either a fan or a heat sink (usually both) attached to it. The fan and heat sink are used to draw away the heat that the processor generates. This is done because heat is the enemy of micro electronics. Theoretically, a Pentium (or higher) processor generates enough heat that without the heat sink, it would self-destruct in a matter of hours.
Sockets and slots on the motherboard are as plentiful and varied as processors. Sockets are basically flat and have several rows of holes arranged in a square. Figure 2.3 and 2.4 shows a processor’s slot and the insertion of a processor into its sockets respectively.
The processor slot is another method of connecting a processor to a motherboard, but one into which an Intel Pentium 11 or third class processor on a special expansion card can be inserted. Newer, more complex processors, such as the Intel itanium, use a package known as a pin array on the very low insertion force (VLIF) principle.
Older CPUs are generally square, with contacts arranged in a Pin Grid Array (PGA). Prior to 1981, chips were found in a rectangle with two rows of 20 pins known as Dual Inline Package (DIP). Most CPUs use either the PGA or the Single Edge Contact Cartridge (SECC) form factor. SECC is essentially a PGA- type socket or a special expansion card.
As processor technology grows, the staggered PGA (SPGA) layout was developed. An SPGA package arranges the pins in what appears to be a checkerboard pattern, but if you angle the chip diagonally, you will notice straight rows, closer together than the right angle rows and column of PGA. This feature allows a higher pin count per area.
The microprocessor determines the processing speed of the computer system. The speed is usually described in clock frequency (MHz or GHz).
The set of data lines between the CPU and the primary memory of the system can be 32 or 64 bits wide, among other widths. The wider the bits, the more data that can be processed per unit of time and hence more work can be performed.
Over clocking your processor is a way of increasing the CPU performance. However, you must make special arrangements to ensure that an over clocked CPU does not destroy itself from the increased heat level.
The voltage regulator module (VRM) is the circuitry that sends a standard voltage level to the portion of the processor that is able to send a signal back to the VRM concerning the voltage level the CPU needs. After receiving the signal, the VRM truly regulates signal for its own use.
2.3 MEMORY
A computer system memory is an olive green set of thin rows of small circuit boards sitting vertically, packed tightly together near the processor.
Today, memory is one of the most popular, easy and inexpensive way to upgrade a computer. The memory helps to run both the software and hardware configuration. As the computer works, it stores information in the computer’s memonry. The rule of thumb is the more memory a computer has, the faster it will operate.
Figure 2.5 and 2.6 respectively shows the computer memory before and after installation on the motherboard.
We have four major types of computer memory, they are: 
· Dynamic Random Access Memory (DRAM)
· Static Random Access Memory (SRAM)
· Read Only Memory (ROM)
· Complementary Metal-oxide Semiconductor (CMOS)
· DRAM: This is what is what most people are talking about when they mention RAM. When you expand the memory in a computer, you are adding DRAM chips. DRAM chips are cheaper to manufacture because they are less complex. Dynamic refers to the memory chips needed for a constant update signal, also called a refresh signal in order to keep the information that is written there. If this signal is not received very often, the information will cease to exist.
Currently, there are four popular implementation of the DRAM, they are:
· SDRAM (Synchronous DRAM)
· DDR (Double Data Rate)
· DDR2 (Double Data Rate 2) and
· RAMBUS ()

· SRAM: Static random access memory does not require a refresh signal like DRAM does. The chips are more complex and thus more expensive. However, they are faster. DRAM access time comes in at 60 nanoseconds or more, while SRAM has an access time as fast as 10ns. SRAM is often used for cache memory.
· ROM: This is the kind of memory in which the original form cannot be written into. Once information has been written to the ROM, it cannot be changed. ROM is normally used to store the computer’s BIOS, because this information normally does not change often. The system’s ROM enables the computer to pull itself up by its bootstraps or boot (start the operating system).
Through the years, different forms of ROM were developed that could be altered. The first was the programmable ROM (PROM), which could be written to for the first time in the field, but then no more. Following the PROM came erasable PROM (EPROM), was able to be erased using ultraviolet light and subsequently reprogrammed. These days, our flash memory is a form of electrically erasable PROM (EEPROM), which does not require UV light, but rather a slightly higher than normal electrical pulse, to erase its contents.
· CMOS: This is a special kind of memory that holds the BIOS configuration. CMOS memory is powered by a small battery, so the settings are retained when the computer is shut down. Shown in figure 2.7 is the CMOS battery.
The BIOS starts with its own default information and then reads information from the CMOS, such as which hard drive types are configured for the computer to use, which drive it should search for boot sectors, and so on. Any conflicting information read from the CMOS overrides the default information from the BIOS. CMOS memory is usually not upgradeable in terms of its capacity and it is very often integrated into the modern BIOS chip.
2.4 STORAGE DEVICE 
What good is a computer without a place to put everything?
Storage media/devices are components that hold the data being accessed, as well as the files the system needs to operate and data that needs to be saved. The many different types of storage differ in terms of their capacity (how much they can store, access time, that is how fast the computer can access the information), and the physical type of media used. Examples of storage device include:
· HARD DISK DRIVE SYSTEM (HDD): this used for permanent storage and quick access. They can hold more information than other forms of storage. The HDD consists of three critical components:
· CONTROLLER- It controls the device. It understands how the drive operates, sends signals to the various motors in the disk, and receives signals from the sensors inside the drive.
·  HARD DISK- This is the physical storage medium. Hard disk drive systems store information on small disks (between three and five inches in diameter) stacked together and placed in an enclosure.
· HOST ADAPTER- This is the translator, converting signals from the hard disk and controller to signals the computer can understand. The diagram is shown below in figure 2.8

· FLOPPY DRIVES: A floppy disk is a magnetic storage medium that uses a flexible diskette made of thin plastic enclosed in a protective casing. They enable information to be transported from one computer to another very easily. The original floppy disk can be found in 5 14 inches square or 3 12 inches square, but are growing obsolete due to its small capacity. The diagram of the floppy disk drive and the floppy disk inserted is shown in figure 2.9

· CD-ROM DRIVES: The Compact Disk Read Only memory is read only, meaning that once information has been written to a CD, it can’t be erased or changed. CD-ROM are very popular because they make a great software distribution medium, and they have been standardized across platforms with the ISO 9660 standard. A typical CD-ROM is shown in figure 2.10
CD-ROM drives are rated in terms of their data transfer speed. The manufacturers just increase the spin speed in order to increase the rate of data transfer. Hence we have CD transferring data at the rate of 150kbps and even 300kbps. Other versions of CD-ROM are CD- recordable (CD-R), CD-rewritable (CD-RW) drives and DVD-ROM drives.
· REMOVABLE STORAGE: As the name implies, these are storage devices that can be attached and removed from the system unit. Removable storage can find themselves on form of:
· TAPE BACKUP DEVICES: This is an older form of removable storage. This device can be installed internally or externally and used as either a digital or analog magnetic tape medium instead of disk for storage. They hold more data than any other medium but are also much slower. They are primarily used for archival storage.
· FLASH MEMORY: This is the type of memory that is in vogue these days, it has the ability of storing large amount of data, portable, occupies less space and efficient. For many years, modular and PC cards known as flash memory have offered low to mid capacity storage for devices. The name comes from the concept of easily being able to use electricity to instantly alter the contents of the memory. The flash memory is shown below in figure 2.11

2.5 POWER SUPPLY
The computer’s component would not be able to operate without power. The device in the computer that provides this power is the power supply.  The power supply converts 110 volts or 220 volts AC current into the DC voltage that a computer needs to operate. These are 3.3 volts DC, +5 volts DC, -5 volts DC (ground), +12 volts DC, -12 volts DC (ground), and +5 volts DC standby. The 3.3 volts DC and +5 volts DC standby voltages were first used by ATX motherboard. The diagram of a power supply is as shown in figure 2.12
Power supply is rated in watts. A watt is a unit of power. The higher the number, the more power the power supply can use. Most computers use power supply in the 250-500 watt range. Classic power supply used only three types of connectors to power the various devices within the computer; floppy drive power connector, AT system connector, and standard peripheral power connector. Each has a different appearance and way of connecting to the device.

2.6 DISPLAY DEVICES
The primary method of getting information out of a computer is to use a computer video display unit (VDU). Display systems converts computer signals into text and pictures and display them on a TV-like screen. As a matter of fact, the first personal computer used television screen because it was simple to use an existing display technology rather than to develop a new one. Several types of computer displays are in use today, including the TV. All of them use either the same cathode ray tube (CRT) technology found in television sets or the liquid crystal display (LCD) technology found on all laptop, netbook, and palmtop computers. LCD is steadily gaining in popularity on the desktop. The diagrams below show a VDU and a LCD display unit.
3.3 DISPLAY CONCEPT
Several aspects of display systems make each type of display different. However, most display systems work the same way. First, the computer sends a signal to a device called the video adapter (an expansion board in an expansion bus slot) telling it to display a particular graphic or character. The adapter then renders the character for the display device- that is it converts the single instruction into several instructions that tells the display device how to draw the graphic- and sends the instructions to the display device. The primary differences after that are in the type  of video adapter you are using (digital or analogue) and the type of display (CRT or LCD).
An important parameter in display unit is the resolution. This is simply the number of picture element (pixels) that is used to form an image on the screen. For the same display device, more pixels yield a sharper image. The resolution is described in terms of the visible image’s dimensions, which indicates how many pixels across and down are used to draw the screen. For example, a resolution at 1024 × 768 means 1024 pixels across and 768 pixels down were used to draw the pixel matrix. The video technology in this example would use 786,432 (1024 ×768=786,432) pixels to draw the screen.
The screen of a display unit is measured diagonally.
2.7 INPUT DEVICE
An input device is one that transfers information outside the computer system to an internal storage location, such as system RAM, video RAM, flash memory, or disk storage. Without input devices, a computer would be unable to change state from their originally manufactured personality. Some examples of input devices are:
· Mouse
· Keyboard
· Bar-code reader
· Multimedia devices
· Biometric devices
· Touch screens 
Among these, the keyboard and mouse are the most popular input devices, as well as the touch screen which is gaining popularity lately due to technological development. Figure 2.15 and 2.16 shows the mouse and the keyboard respectively as an input device.
3.3 ADAPTER CARD
An adapter card, also known as expansion card is simply a circuit board you install into a computer to increase the capabilities of that computer. Adapter cards come in many different kinds, but the important thing to note is that no matter what function a card has, the card being installed must match the bus type of the motherboard you are installing it into, for example, you can install a PCI network card only into a PCI expansion slot.
Five of the most common expansion cards that are installed today are as follows: 
· Video card 
· Network interface card (NIC)
· Modem
· Sound card
· IO card
 An example of adapter card is shown in the figure 2.17 below
2.9 PORTS AND CABLES
A port is a generic name for any connector on a computer into which a cable can be plugged. A cable is simply a way of connecting a peripheral or other device to a computer using multiple copper or fiber optic conductors inside a common wrapping or sheath. Typically, cables connect two ports; one on the computer and one on some other device.
3.3 PERIPHERAL PORT CONNECTOR TYPES
As said earlier, computer ports are interfaces that allow other devices to be connected to the computer. Their appearances vary widely depending on their function.
A port can be female and as well as male in a variant classification. Male ports are those ports that have pins, while female ports are those ports that have holes. Ports are very useful in connecting external devices into the computer system. Some examples of computer system ports are:
· RJ series port, where we have the RJ11 and RJ45 inclusive
· Parallel ports
· Serial ports
· Video ports
· Universal Serial Bus (USB) port
· IEEE 1394 (fire wire) port
· Infrared port
· PS/2 (mini- DIN) port
These ports can also be said to be peripheral interface since they are used as a means or method of connecting two dissimilar items together.
Figure 2.18 and 2.19 shows a multimedia port and an RJ45 port respectively

2.10 COOLING SYSTEM
It is a basic concept of physics that electronic components turn electricity into work and heat. The heat must be dissipated or the excess heat will shorten the life of the component. In some cases like CPU, the component will produce so much heat that it can destroy itself in a matter of seconds if there is not some way to remove this excess heat.
Most PCs use air cooling methods to cool their internal components. With air cooling, the movement of air removes the heat from the component. Sometimes, large blocks of metal called heat sinks are attached to a heat producing component in order to dissipate the heat more rapidly. For dissipation of this heat, you will definitely need some kind of fan.
2.10.1    FANS
When you turn on a computer, you will often hear lots of whirring. Contrary to popular opinion, the majority of the noise isn’t coming from the hard disk (unless it’s about to go bad). Most of this noise is coming from the various fans inside the computer.
Most PCs have a combination of these six fans:
· Front Intake Fan- this fan is used to bring fresh, cool air into the computer for cooling purposes.
· Rear Exhaust Fan- this fan is used to take hot air out of the case.
· Power Supply Fan- this fan is usually found at the back of the power supply and it is used to cool the power supply.
· CPU Fan- this fan is used to cool the processor. Typically, this fan is attached to a large heat sink, which is in turn attached directly to the processor.
· Chipset Fan- this fan aids in the cooling of the onboard chipset (especially useful when over-clocking)
· Video Card Chipset Fan
Ideally the airflow inside a computer should resemble the following;
Thus in a computer system management, there is memory cooling, hard drive cooling, chipset cooling, CPU cooling, air cooling.
Advanced CPU cooling methods are also undertaken in the cooling process; they include Liquid cooling, Peltier cooling device and Phase change cooling.



CHAPTER THREE
COMPUTER SYSTEM MANAGEMENT, ARCHITECTURE AND ANALYSIS
3.0 INTRODUCTION
As it has been mentioned in previous discussions, a computer system is a computing device that is made up of various components most of which have been treated in chapter two, all of these components work together to achieve the goal of the end user. Since it is a device and like every other device proper management ought to be carried out to be able to obtain optimum result, hence the term ‘computer system management’.
Most PCs owners today think their computers are disposable, so when it breaks down they end up replacing it for a newer (more expensive) model. By understanding the rudiments of computer system management, you can add more years to the life of your system. In computer system management, there exist many forms of management and as such we have:
3.1 OPERATING SYSTEM MANAGEMENT
An operating system is system software that helps the system software and hardware to run and operate together so as to allow end users to run system applications. It is the software that helps to load system file for booting methodology to get to user interface.
Management of operating system basically involves reinstalling the operating system when it is corrupt and this may be as a result of malicious programs such as virus.
Once you verified that the computer on which you are planning to install Windows is capable of running it properly, you are sure all hardware are supported, and you have chosen your installation options; you need to carry out two important processes after inserting your bootable disk and changing your booting sequence from CMOS environment to boot from the CD, these processes are:
a. Partitioning- which is a process of assigning part or all the drive for use by the computer.
b. Formatting- which is the process of preparing the partition to store data in a particular fashion.
Thus general OS installation involves:
· Installation requirement
· Accessing the setup file
· Running the setup program
· Partitioning
· Formatting
· Customizing setup
In situations where newer versions of OS are available, an upgrade is required, which entails moving to a higher version of the OS. Upgrading OS as a management practice is often the best way to ensure you will receive the best support. With each version, the hardware requirements go up; however, so does the number of features that are included.
An OS upgrade is a major undertaking and shouldn’t be taken lightly. You must consider several items, including these:
· Upgrade path
· Hardware compatibility
· Application compatibility
· Service packs and updates
· Backing up data 
· Upgrade utility
3.2 MEMORY MANAGEMENT
Memory management is the act of managing computer memory. In its simpler form, this involves providing ways to allocate portions of memory to programs at their request and freeing it for reuse when no longer needed. The management of main memory is critical to the operating system.
3.3 VIRTUAL MEMORY
This is one of the ways management is carried on memory. Systems separate the memory addresses used by a process from actual physical addresses, allowing separation of processes and increasing effectively the available amount of RAM using disk swapping. The quality of the virtual memory manager can have a big impact on overall system performance.
3.2.2 GARBAGE COLLECTION
This is another way in which management is carried on system memory. It is the automatic allocation and de-allocation of computer memory resources for a program. This is generally implemented at the programming language level and is in opposition to manual memory management- the explicit allocation and de-allocation of computer memory resources.
Memory management systems on multitasking operating systems usually deal with the following issues:
· Relocation: In systems with virtual memory, programs in memory must be able to reside in different parts of the memory at different times. This is because when the program is swapped back into memory after being swapped out for a while, it cannot always be placed in the same location. The virtual memory management unit must also deal with concurrency.
· Protection: Processes should not be able to reference the memory for another process without permission. This is called memory protection, and prevents malicious or malfunctioning code in one program from interfering with the operations of other programs.
· Sharing: Even though the memory for different processes is normally protected from each other, different processes sometimes need to share information and therefore access the same port of memory. Shared memory is one of the fastest techniques for inter-process communication.
· Logical organization: Programs are often organized in modules. Some of those modules could be shared between different programs, some are read only and some contain data that can be modified. The memory management is responsible for handling this logical organization that is different from the physical linear address space. One way to arrange to average this organization is segmented.
· Physical organization: Memory is usually divided into fast primary storage and slow secondary storage. Memory management in the operating system handles moving information between these two levels of memory.
3.3 COMPUTER SYSTEM FILE MANAGEMENT
The term computer file management refers to the manipulation of documents and data in files on a computer system. Proper file management leads to ease of access of data.
Specifically, one may create a new file or edit an existing file and save it, open or load a pre-existing file into memory, or close a file without saving it. Additionally, one may group related files in directories. These tasks are accomplished in different ways on different operating systems and depend on the user interface design and to some extent, the storage medium being used.
The concept of saving a file in particular has been the subject of many innovations, with some applications having an auto save feature to periodically save changes to a file in case of a computer crash, power outage and thus proper file management is being carried.
Files can also be managed based on their location on a storage device. They are stored in a storage medium in binary form. Physically, the data is placed in an organized structure due to fragmentation. However, the grouping of files into directories (for operating systems such as DOS, UNIX, Linux) or folders (for the Mac OS or Windows) is done by changing an index of file information known as the File Allocation Table (F.A.T) or Master File Table depending on the OS used. In this index, the physical location of a particular file on the storage medium is stored, as well as its position in the order of directories.
For a proper file management practice, we have the following for the different OS.
On UNIX/Linux computers, the order is;
· The root directory (/)
· Directories (/usr “user” or /dev “device”)
· Sub directories (/usr/local)
· Files, data, devices, links etc. (/usr/local/readme.txt or /dev/hdal which is the hard disk device)
For Mac/Windows, the order is:
· Drive (C:)
· Directory/folder (C:\My Documents)
· Sub directories/sub folder (C:\My Document\My Pictures)
· File (C:\My Document\My Pictures\Vacation Photo.jpg)
3.4 COMPUTER SYSTEM SECURITY INCIDENT MANAGEMENT
Computer security incident management involves the monitoring and detection of security events on a computer or computer network, and the execution of proper responses to those events. Computer security incident management is a specialized form of incident management, the primary purpose of which is the development of a well understood and predictable response to damaging events and computer intrusions.
Incident management requires a process and a response team which follows this process.
Computer system security management includes physical security of servers and workstations, security of data from viruses and worms, and the means by which you keep those threats from entering the network and also security of data from hackers and miscreants.
As a computer professional, you have the responsibility to protect and safeguard the information your organization uses. Many times, that means educating your users and making certain that they understand the ‘why’ behind what is implemented.
When discussing security management, you must be able to identify the names , purpose and characteristics of three key areas:
· Hardware/software security
· Wireless security
· Physical/data security
To really talk on computer system security, it is important for the professional to discuss Authentication Technologies.
3.4.1 AUTHENTICATION TECHNOLOGIES
Authentication proves that a user or system is actually who they say they are, it is part of a process that is also referred to as identification and authentication. The identification process starts when a user ID or login name is typed into a sign on screen. Authentication is accomplished by challenging the claim about who is accessing the resource. Without authentication, anybody can claim to be anybody.
Authentication systems or methods should be carried out by managers in three ways:
· Using something you know, such as a password or PIN.
· Using something you have, such as a smart card or an identification device.
· Using something physical, such as your fingerprints or retinal patterns.
Thus, a manager can use several methods for authentication such as these below:
· Username/Password: Unique usernames and passwords that have a mixture of alphabets, numbers and alphanumeric should be used because it will give a strong password strength.
· Password Authentication Protocol (PAP): here the username and password values are both sent to the server as clear text checked for a match. If they match, the user is granted access; if not, the user is denied.
· Certificate: a server or certificate authority (CA) can issue a certificate that will be accepted by the challenging system. Certificates can be stored in physical access devices such as smart cards or stored in the user’s computer as a digital signature used as part of the login process.
· Biometrics: using biometric characteristics can help one secure a computer system. Biometric devices use physical characteristics to identify the user. These include hand scanners, retinal scanners, and possibly DNA scanners. To gain access you must pass through a physical screening test/process.
Other forms of security, that management has to impose on computer system is the installation and constant update of antivirus that will help to detect and remove any threat. Installation of anti-spyware is also necessary as a security measure.
A good firewall is one of the first lines of defense in a network. The basic purpose of the firewall is to isolate one network from another. They are installed in between two networks.
3.5 SESSION MANAGEMENT
In human-computer interaction, session management is the process of keeping track of a user’s activity during session of interaction with the computer system.
Typical session management tasks on a computer might include keeping track of which applications are open and which document each application has opened, so that the same state can be restored when the user logs out and logs in later. For a website, session management might require the user to login again if the session has required (that is a certain time limit has passed without user activity).
Thus we have different types of session management. They include:
· Desktop session management
· Browser session management
· Web server session management



CHAPTER FOUR
4.1 GENERAL COMPUTER SYSTEM MANAGEMENT
General computer system management is one of the most overlooked  ways to reduce the cost ownership in any environment.
Cleaning a computer system is the most important part of maintaining it because computer components get dirty and dirt reduces their operating efficiency, which in turn reduces their life. Cleaning them is definitely important but cleaning with the right materials is equally important. Using the wrong materials can leave a residue behind that is more harmful than the dirt you are trying to remove.
Most computer and monitor cases can be cleaned using mild soap and water on a clear, lint-free cloth but make sure the power is off.
To clean a monitor screen, use a glass cleaner designed specifically for monitors and a soft cloth. It is not advisable to use commercial window cleaners, because the chemicals in it can ruin the anti-glare coating on some monitors.
To clean a keyboard, use canned air to blow debris out from under keys and use towels designed for use with computers to keep the tops clean. If you spill anything on a keyboard, you can clean it by soaking it in distilled, de-mineralized water. Make sure you allow the keyboard dry for at least 24 hours before using it.
The electronic connectors of a computer, on the hand, should never touch water. Instead use a cotton swab moistened in distilled, denatured isopropyl alcohol to clean contacts. Doing so will take the oxidation off the copper contacts.
To prevent a computer from becoming dirty, it is advisable to control its environment. Make sure there is adequate ventilation in the work area and the dust level is minimal. To avoid ESD, you should maintain 50-80 humidity in the room where the computer is operating.
You should visually inspect the computer inspect the computer for signs of distress within it. Discolored areas on the board are caused by overheating. The overheating can be caused by power surges or over-clocking and is usually an indication that something is wrong.
Removable media devices such as floppy and CD drives do not usually need cleaning. Clean only, if you are experiencing problems with it. Cleaning kits sold in computer stores provide the needed supplies. Usually, cleaning a floppy drive involves using a dummy floppy disk made of semi abrasive material. When the disk is inserted in the drive, the drive spins it, and the abrasive action on the read-write head removes any debris.
The motherboard contains a battery as well, which is used to maintain internal settings when power is not provided to the unit. Resembling large watch batteries, they tend to have a considerable life in average but can lose their charge over time. If you boot a system, and find that the date and time and other variables  have not been maintained, you will need to change the internal battery.
Never turn your computer off with the power switch until windows has shut down completely. The one exception to this rule is when your computer crashes and your hard drive light is not running (hard drive light is not blinking). It is highly recommended to purchase a UPS for effective computer system management. This will prevent your computer from shutting down abruptly during a power outage. 
It is also recommended to backup your files regularly to at least two separate physical drives like external hard drive, Zip disk, CD-RW etc. Run Scandisk and defragment at least once a month, this will keep your hard drive healthy and prevent crashes. Never unplug peripherals from the computer when it is powered up, unplugging with the power on can short out the connector socket or the motherboard.
Keep at least 300mb of the  drive C:  free for windows to use. For windows XP or vista, 400-600mb free space on the drive C:. If there is limited space on the drive C:, it will choke windows and it will start dumping data on the hard drive or it will slow down the computer. The ADD/DELETE tool in the windows control panel to remove unwanted program from the drive. Clean sweep included in  Norton utilities  can also be used to remove programs.
As a management practice, do not allow a lot of programs to startup with the computer because they use up valuable memory and Windows resources.
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