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ABSTRACT

This technology provides short-range, wireless connectivity between devices. It is intended to replace the cables connecting portable and/or fixed electronic devices. Cables limit the mobility of the consumer and are easily lost or broken. Also, some of these are proprietary. To counteract these limitations, Bluetooth-enabled devices are designed to be mobile, robust and reliable. Bluetooth devices exist in small ad-hoc network configurations with the ability to operate either as master or slave; the specification also allows a mechanism for master and slave to switch their roles. Point to point configuration with one master and one slave is the simplest configuration.
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1. INTRODUCTION

The much hyped Bluetooth wireless technology has progressed at a snail’s pace. However, it is gaining a fresh momentum with a number of companies releasing Bluetooth-enabled consumer products. Let’s check out how Bluetooth drives these devices wireless. 

This technology provides short-range, wireless connectivity between devices. It is intended to replace the cables connecting portable and/or fixed electronic devices. Cables limit the mobility of the consumer and are easily lost or broken. Also, some of these are proprietary. To counteract these limitations, Bluetooth-enabled devices are designed to be mobile, robust and reliable. Bluetooth-enabled devices include desktops, servers, printers, audio/video systems, mobile phones and many more. These operate in what may be called the personal area network (PAN).

In 1994, Ericsson Mobile communications began to examine alternatives to cables linking accessories with their mobile phones. This study produced the initial specification for wireless technology. With the Bluetooth special interest group (SIG) founded in February 1998 by the core promoters, viz, Ericsson Mobile, Intel, IBM, Toshiba and Nokia Mobile. The core promoters announced the global SIG in May 1998 and invited other companies to join as blue tooth adopters. Later the core promoter group was enlarged with the inclusion of Microsoft, Agere, 3Com and Motorola.

2. TECHNOLOGY OVERVIEW

Bluetooth operates within the industrial, scientific and medical (ISM) band at 2.4 GHz. In fact, it operates using 79 RF channels with the frequency range of 2.40 to 2.4835 GHz. This equates to a channel spacing of 1 MHz. in this band, Bluetooth uses frequency hopping spread spectrum (FHSS) technique in order to improve its immunity from interference. In some countries, a smaller band is available; in this band, 23 RF channels spaced 1 MHz apart are defined.

In the FHSS scheme, a device changes its carrier frequency once every 625 microseconds. That is, it transmits data for 625 ms on one frequency and transmits data on that frequency. In other words, the hop frequency is 1600 hops per second, thus, frequency hopping implements time-division multiplexing, where each slot corresponds to an RF hop frequency.

When two Bluetooth devices communicate, one device is designated the aster and the other is designated the slave. The data transfer rate between master and the slave is approximately 1 Mbps.

The Bluetooth network is completely self-organising and can be established whenever tow or more Bluetooth devices are close enough t establish radio contact. The devices self-organize by automatically searching for other Bluetooth enabled devices in their vicinity, upon establishing a contact, information is exchanged, which determines whether the connection should be completed or not. During this first encounter, the Bluetooth devices connect via a process of authorisation and authentication.

3. PICONETS AND SCATTERNETS

Bluetooth devices exist in small ad-hoc network configurations with the ability to operate either as master or slave; the specification also allows a mechanism for master and slave to switch their roles. Point to point configuration with one master and one slave is the simplest configuration.

When more than two Bluetooth devices communicate with one another, this is called piconet, a piconet can contain up to seven slaves clustered around a single master. By definition, the device that initiates establishment of the piconet becomes the master. Within in a piconet, the timing of carious devices and the frequency hopping sequence of individual devices are determined by the clock and unique 48 – bit address of the master, in other words, the master is responsible for transmissions control be dividing the network into a series of time slots amongst the net members, as a part of the time division multiplexing scheme.

There is no direct connection between the slaves, and all connections are essentially master to slave of slave to master. Slaves are allowed to transmit once these have bee polled by the master, transmission starts in the slave to master time slot immediately following a polling packet from the master.

A device can be a member of two or more piconet, jumping from one piconet to another by adjusting to the transmission regime-timing and frequency hopping sequence-dictated by the master device of the second piconet. It can be a slave in one piconet and a master in and other; it cannot, however, be a master in more than one piconet. Devices ‘resident’ in adjacent piconets provide a bridge to support inter-piconet communications, allowing assemblies of linked piconets to form a physically extensive communications infrastructure known as a scatternet.
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Figure 3.1 Baseband Spec

4. BLUETOOTH ARCHITECTURE

The Bluetooth specifications define not only a radio system but also a software protocol stack similar to the more familiar open system interconnect (OSI) standard reference model for communication protocol stacks. It permits applications t discover devices and the services they offer, and t use these services. The stack is a sequence of layers with features crossing single or multiple-layer boundaries.

Radio layer: The radio layer defines the requirements for a Bluetooth transceiver operating in the 2.4GHz ISM band. The radio modulates and demodulates data for transmitting and receiving over the air. The radio module uses Guassian frequency shift keying (GFSK), where a binary ‘1’ is represented by a positive frequency deviation and a binary ‘0’ by a negative frequency deviation

Each device is classified into three power classes:

1. Class 1: with a power of 100 m W (20 dBm) and a range of 100 metres.

2. Class 2: with a power of 2.5 m W (4dBm) and a range of 20 metres.
3. Class 3: with a power of 1 m W (0 dBm) and a range of 20 metres.
As with all wireless systems, propagation is affected by walls, furniture and human bodies, so the realistic operational range for, say, a class-3 Bluetooth device operating within a building or room is 5 to 7 metres.

To enable all classes to communicate in a piconet without damage to the RF front ends of the power classes, a method for controlling class-1 device transmission power is required. Transmission power control is mandatory above 4 dBm. Below this level, it is optional.

A transceiver that wishes to take part in a power controlled link must be able to measure its own receiver signal strength and determine whether the transmitter on the other side of the link should increase or decrease its output power level. A receiver signal strength indicator makes this possible. Power control is specified using a ‘golden receive power range’, which has lower and higher threshold levels ad a high limit.

Baseband layer: This layer lies on top of the radio layer in the Bluetooth stack. It ménages physical channels ad links apart from other services such as error correction, data whitening, hop selection and Bluetooth security. The Baseband protocol is implemented as a link controller, which works with the link manager for carrying out link level routines such as link connection and power control. The Baseband layer also manages synchronous and asynchronous links, handles packets and does paging and inquiry to access and inquire Bluetooth devices in the area.

As mentioned previously, the channel is divided into time slots, each 625 ms in length. The timeslots are numbered according to the Bluetooth clock of the piconet master; a time-division duplex scheme is used where master and slave alternately transmit .

The master starts its transmission in even numbered time slots only, while the slave starts its transmission in odd numbered time slots only. The packet start should be aligned with the slot start. Packets transmitted by the master or the slave may extend over up to five time slots.

The RF hop frequency remains fixed for the duration of the packet. For a single packet, the RF hop frequency to be used for the entire packet is derived from the Bluetooth clock value in the first slot of the packet.

Between master and slave, two types of links can be established.

1. Synchronous connection –oriented (SCO) link.

2. Asynchronous connectionless (ACL) link.

The SCO link is a point-to-point link between the master and a single slave is the piconet. The master maintains the SCO link by using reserved time slots at regular intervals. Hence this link can be considered as a circuit switched connection between master and slave. The master can support up to three SCO links to the same slaver to different slaves. The SCO link typically supports time bound information such as above.

The ACL link is a point to multipoint link between the master and all the slaves. I time slots not required for the SCO links, the master can sends packetised data to any slave. Between the master and a slave, only a single ACL link ca exist.

The general packet format used for data transmission is shown in figure. Each packet consists of three entities: access code, header and payload. The access code is used for timing synchronization, paging and inquiry procedures. The header contains information for packet acknowledgement, packet numbering for out-of –order packet reordering, flow control, slave address and error check for header. 
The packet payload can contain voice, data or both. The payload size can range from zero to a maximum of 2745 bits.

Normally, a connection between two devices occurs with the inquiry procedure followed by a paging procedure. The inquiry procedure involves a unit sending out inquiry packets and then receiving the inquiry reply from the destination unit. After this, with the paging procedure, an actual connection can be established. As a part of the Baseband protocol, forward error correction is also implemented.


The Baseband protocol recommends using FIFO queues in ACL and SCO links. If the receive FIFO queues are full, flow control is used to avoid dropped packets and congestion. In this case, a stop indication is sent over the header of the return packet. When the transmitter receives the stop indication, it temporarily freezes its transmit FIFO queue.

Link manager protocol (LMP):

The link manager (LM) carries out link set-up, authentication, link configuration and other protocols. It discovers other remote LMs and communicates with via the link manager protocol (LMP).

The LMP essentially consists of a number of protocol data units (PDUs), which are sent from one device to another. LM messages have higher priority than user data. Some of the LM messages may call for the LM to respond with another valid message within the specified time.

As an example, consider the authentication procedure. The verifier device sends and LM packet containing a random number to the claimant. The claimant calculates a response, which is a function of the random number, address of the claimant’s device and a secret key. The response is sent back to the verifier, which checks whether the response was correct or not, other function of the LM include exchanging keys, encryption, power control, control of multipoint packets, connection establishment, error handling, etc.

Host control interface: Typically the radio frequency section and the base band processing section are implemented in the hardware this portion is called is Bluetooth transceiver the blue tooth transceiver is connected to a microprocessor called the host processor. The host processor executes the upper layers of the Bluetooth protocol stack, from the L2CAP layer upwards.

The HCI provides a standard command interface between the host processor and the underlying Baseband controller and the link manager, and access to the hardware and the control registers. Essentially this interface provides a uniform method of accessing the Bluetooth Baseband capabilities. At the physical level the interface between the transceiver and the host processor is either UART, RS-232 or USB.
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Figure 4.1 HCI Functional Entities

Logical link control and adaptation protocol: L2CAP is layered over the Baseband protocol. it provides connection oriented and connection less data services to upper layer protocol with protocol multiplexing capability, segmentation and re assembly operations etc.

L2CAP supports only the ACL links fro the Baseband layer. It must be able to distinguish between upper layer protocols such as the service discovery protocol, RFCOMM and telephony control protocol and multiplex them.

In the segmentation operation a large size packet received from higher layer protocols is broken down into smaller packets that can be transmitted over Baseband packets.

In the reassembly operations that occur in the reverse direction the smaller packets received from the Baseband and the LM layers are reassembled and sent to the upper layers.

RFCOMM protocol:

The RFCOMM protocol provides emulation RF232 serial ports over the L2CAP protocol. It supports up to 60 simultaneous connections between two Bluetooth devices. The number of connection that can actually be used simultaneously in blue tooth devices is implementation-specific. For the purposes of RFCOMM, a complete communication path involves two applications running on different devices with a communication segment between them.

RFCOMM emulates the line signals of an RS232 interface. The data link connection identifier identifies an ongoing connection between a client and server application, RFCOMM also emulates the serial port flow control mechanism such as XON/XOFF and RTS/CTS flow control.

4.1 Serial data protocol (SDP):

SDP provides a means for applications to discover which services are available on Bluetooth devices and to determine the characteristics of those available services, once services have been discovered using SDP, these can be accessed by another protocols defined by blue tooth.

4.2 Telephony control specification binary

This protocol defines the call control signaling for the establishment of speech and data calls between Bluetooth devices. It is based on the ITU-T recommendation Q.931. Q.931 defines a set of messages and call states necessary for call setup, call connection and call disconnection.

4.3 Bluetooth profiles and applications

The Bluetooth ver 1.1 specifications names 13 specific applications to be supported and provides different protocol stacks for each of   them. Each profile makes use of a subset of the entire Bluetooth protocol specification, profile descriptions highlight what portion of the Bluetooth protocol is used for different applications, and hence this aids applications development, some of these profiles are mentioned in the table.

The generic access profile is not really and application, rather the basis upon which the real applications are built, its main job is to provide a way to establish and maintain secure links (CHANNELS) between the master and the slave. As mentioned earlier, devices to discover what services other devices are expected to implement these two profiles use the service discovery profile, the remaining ones are optional. The serial port profile emulates a serial line and a widely used by most other profiles.

Ordinary equipment such ad PCs and printers can be converted into Bluetooth adaptor or dongle into their serial/USB port, some equipment are available either built-in Bluetooth functionality, for example, a Bluetooth enabled PC can access the Internet by using a Bluetooth enabled modem. Using a Bluetooth headset does away with the cable between the mobile phone and the headset, for computer users, the wireless keyboard and the wireless mouse based on blue tooth technology provide greater freedom of movement. Many of these devices have a wireless range of up to 98 metres.

Many more applications of Bluetooth are likely in the future.

4.4 Bluetooth security

A security protocol prevents an eavesdropper from gaining access t confidential information exchanged between two Bluetooth devices, some applications don’t require any security, while some devices require high level of security, and the current Bluetooth specification defines security at the link level.

Security involves authentication and encryption, authentication involves verifying whether a device that wishes exchange data is actually the device it claims to be for authentication to succeed, the master device and the slave device must share a common secret key between them, such devices sharing the same linked key are called trusted devices, encryption is the process of encrypting know only to trusted or authorized devices on a piconet.

The sector link key is never directly transmitted over the air, when two Bluetooth devices want to communicate for the first time, the sharing of the link key takes palace using a number of computation steps, these step or procedures have to be carried out separately for each pair of units that want to implement authentication and encryption, this process is called pairing or bonding

The cipher algorithm used by Bluetooth for authentication and encryption is 64 bit block cipher algorithm called SAFER + (secure and fast encryption routine). For maintaining security at the link layer, four different entities ate used: a 48 bit deice address that is unique for each Bluetooth device, a 128-bit random number, a private device key of 128 bits for authentication and a private device key of 8 to 128 bits for encryption.


Figure 4.2 Bluetooth Specification Protocol Stack

5. BLUETOOTH HARDWARE DEVELOPMENT

The Baseband controllers support data and also PCM voice, if required. These typically consist of a micro controller along with on-chip flash memory and static RAM, I/O interfaces and RF interfaces with CFSK pulse shaper, RSSI measurements and even on-chip digital to analogue and analogue to digital converters for voice. The firmware for the link controller is stored on the on chip flash memory. The radio modem IC consists of a 2.4 GHz radio transceiver and GFSK modem. Other devices such as Broadcom’s BCM2035 consist of a monolithic, single chip, Baseband processor with and integrated 2.4GHz transceiver.

Many vendors such as Philips and Memec market Bluetooth development kits. These kits typically consist of printed circuit boards having RF and Baseband functionally and the associated protocol software to be ported on the host processor. There is also a freely downloadable protocol stack called BlueZ, from which can be ported on a host running the Linux operating system. Other companies such as stone street one market the entire protocol stack under the trade name of Bluetopia. Such protocol stacks aid the development of new Bluetooth applications.

6. CONCLUSION

Bluetooth has been a little late in coming to the market, in part because it has proved difficult to deliver a complex system at the price target aimed by the cable replacement market. The standard has also been a victim of its own success. The 2500-plus members of the Bluetooth SIG have spawned a multiplicity of suggestions, creating problems for manufacturers trying to track a rapidly evolving standard.

Finally, major multinationals are releasing Bluetooth enabled consumer products, the performance of these devices will dictate whether the general public accepts Bluetooth technology.
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