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Abstract

Bluetooth is a way to achieve wireless communication basically for Adhoc Networks using FHSS (Frequency Hopping Spread Spectrum). In Bluetooth piconet there can be 8 nodes active at a point of time (1 master and 7 slaves) and can have maximum of 255 nodes as parked one. Two or more piconet when communicate form a scatter net.  Development of Bluetooth started with merely connecting peripheral without wires, by some well-known companies like Ericsson, Intel, Nokia etc. Bluetooth has now become a major short range, low power communication technique. There are other wireless communication techniques, viz. IEEE 802.11, Infrared etc. But still Bluetooth is gaining the popularity. Main reasons for that is low range, short power, low cost hardware and many more. Bluetooth uses 2.4 GHz radio frequencies, which is mostly free in different countries. Bluetooth is very popular type of wireless communication but it also has some drawbacks like bluejacking, bluesnarfing, low data rate, Interference etc. 

1. Introduction

Bluetooth

Bluetooth is a wireless technology designed as a short range, low power connectivity solution for small peripheral, portable, and electronic devices like mobile phones, PDAs, printer, keyboard etc.
Wireless LAN

Wireless networking is a way to connect computers or other devices, either in your home or across long distances, using infrared light or radio frequency signals

There are two types of WLAN:

· A local area network that uses access points to connect computers and devices on the network. This is also called an infrastructure network. 

· A computer-to-computer local area network (also called an ad hoc network) with several users in a limited area, such as a conference room. This type of network does not use an access point. 

 Bluetooth is now days a major technology for Adhoc networks. It can also be used in “infrastructure based” wireless communication system. Bluetooth uses 2.4 GHz unlicensed radio frequency for communication

History

IN 1994 a mobile manufacturing company Ericsson became interested in connecting its mobile phone to other devices without cables. It together with some companies like Nokia, Toshiba, Intel, IBM etc. make a group called SIG i.e Special Interest Group and named the project as BLUETOOTH. The main aim is to develop a short range, low power, and inexpensive wireless radio communication standard. Project is named after a king who tried to unite the Denmark and Norway. There are some IEEE standards, which resembles with Bluetooth but the main thing about Bluetooth is that its specification is for complete system, from physical layer to the application layer. But for example the specification of IEEE 802.15 standardize only physical and the data link layer: and the rest of the protocol stack is not under consideration

The Bluetooth Special Interest Group (SIG) is a trade association comprised of leaders in the telecommunications, computing, automotive, industrial automation and network industries that is driving the development of Bluetooth wireless technology The Special Interest Group was founded in September 1998. 

Some specification of Bluetooth
· Operates in the 2.4 GHZ band which is globally available 

· It has 79 channels

· Uses FHSS ,GFSK modulation
· 1600 hops per second
· Can support up to 8 devices in a piconet 

· Omni-directional, non line of sight transmission through walls 

· 10m to 100m range 

· Low cost, $20 

· 1mW power 

· Extended range with external power amplifier (100 meters) 

Above data is taken from [7] and [1].
2. Difference
There are many other wireless communication techniques are available in the market like IEEE 802.11 (Wi-Fi), IrDA, GSM, GPRS etc. But still Bluetooth is very popular among them. There are many reasons like some techniques required huge infrastructure like GSM, GPRS etc. and also they are not suitable for Adhoc networks like Bluetooth. But some wireless communications techniques are there that are the competitors of Bluetooth. Some main competitors are IEEE 802.11 and IrDA (Infrared Data Association). In this section we will discuss the differences b/w these and Bluetooth.

· IEEE 802.11

It is a family of IEEE standards for wireless LANs that were designed to extend 802.3 (wired Ethernet) into the wireless domain. The 802.11 standard is more widely known as "Wi-Fi". Based on the Bluetooth Specification, is now an IEEE standard under the denomination of 802.15 WPANs



The first 802.11 specifications were introduced in 1997 and included two spread spectrum methods for transmission in the unlicensed 2.4GHz band: 1 Mbps frequency hopping (FHSS) and 1 and 2 Mbps direct sequence (DSSS). 

11b
In 1999, 802.11b boosted speed to 11 Mbps using DSSS. The 1 and 2 Mbps DSSS modes are still valid, and devices can throttle down to the lower speeds to maintain a connection when signals are weak.
An 802.11 system works in two modes. In "infrastructure" mode, wireless devices communicate to a wired LAN via base stations known as "access points." Each access point and its wireless devices are known as a Basic Service Set (BSS). An Extended Service Set (ESS) is two or more BSSs in the same subnet.
In "ad hoc" mode, also known as "peer-to-peer" mode, wireless devices communicate with each other directly without an access point. This is an Independent BSS (IBSS).
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Fig 1. Wireless LAN (Ref: [1])
· IrDA

IrDA is an international organization that creates and promotes interoperable, low-cost infrared data interconnection standards. IrDA has a set of protocols covering all layers of data transfer and in addition has some network management and interoperability designs. IrDA protocols have IrDA DATA as the vehicle for data delivery and IrDA CONTROL for sending the control information. IrDA DATA defines a standard for an interoperable universal two way cordless infrared light transmission data port.
Features of IrDA
· Range: From contact to at least 1metre. Can be extended to 2 meters.  

· Bi-directional communication is the basis of all specifications 

· Data transmission from 9600 b/s with primary speed/cost steps of 115 kb/s and maximum speed up to 4 Mb/s 

· Data packets are protected using a CRC (CRC-16 for speeds up to 1.152Mb/s and CRC-32 at 4 Mb/s). 

IrDA Vs Bluetooth 

If you examine the benefits of each technology, you can see that Bluetooth and IrDA are both critical to the marketplace. Bluetooth's ability to penetrate solid objects and its capability for maximum mobility within the piconet allows for data exchange applications that are very difficult or impossible with IrDA. For example, with Bluetooth a person could synchronize their phone with a PC without taking the phone out of their pocket or purse (this is not possible with IrDA). The omni-directional capability of Bluetooth allows synchronization to start when the phone is brought into range of the PC.
	 
	Peak Data Rate 
	Range
	Relative Cost
	Voice network support
	Data network support

	IEEE
802.11
	2 Mbps
	50m
	Medium
	Via IP
	TCP / IP

	IrDA
	16 Mbps
	< 2m
	Low
	Via IP
	Via PPP

	Bluetooth
	1 Mbps
	< 10m
	Medium
	Via IP and cellular
	Via PPP

	HomeRF
	1.6 Mbps
	50m
	Medium 
	Via IP and PSTN
	TCP / IP 


Table 1:   (ref -> www.mobileinfo.com)

3. Architecture
In Bluetooth system the basic unit is piconet. We can assume piconet as a group of devices. A Bluetooth piconet consists of 1 master and 7 active slave device (all nodes must be within 10 meter range). There can be 255 parked nodes in the single piconet but at any time maximum 7 are communicating. A piconet is shown in Fig 2.
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Fig 2 A simple Piconet (Ref : [1])
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Fig 3 A simple scatternet.(Ref : [1])
Two piconets can be connected through a common Bluetooth device (a gateway or bridge) to form a scatternet as shown in fig 3. These interconnected piconets within the scatternet form a backbone for the Mobile Area Network (MANET), and can enable devices which are not directly communicating with each other, or which are out of range of another device, to exchange data through several hops in the scatternet. Current implementations of Bluetooth depend primarily on simple point-to-point data links between Bluetooth devices within direct range of each other. However, the Bluetooth specification defines not only a point-to-point link (connectivity) solution, but also a solution for more complex networking topologies. Therefore, the goal is to form Bluetooth scatternets that provide effective and efficient communication over multiple hops with acceptable response times and power consumption so that end-to-end solutions can be deployed [5].

The Bluetooth protocol stack
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Fig4  Bluetooth Core Protocol Groups [5]




The Bluetooth specification divides the Bluetooth protocol stack into three logical groups. They are the Transport Protocol group, the Middleware Protocol group and the Application group, as shown in Fig. 4. The Transport group protocols allow Bluetooth devices to locate each other, and to manage physical and logical links with higher layer protocols and applications. Please note that the use of the word “transport” in the Transport protocol group does not indicate that it coincides with the Transport layer of the Open Systems Interconnection Reference Model (OSI) model. Rather, these protocols correspond to the Data-Link and Physical layers of the OSI model. The Radio, Baseband, Link Manager, Logical Link Control and Adaptation (L2CAP) layers and the Host Controller Interface (HCI) are included in the Transport Protocol group. These protocols support both asynchronous and synchronous transmission. All the protocols in this group are required to support communications between Bluetooth devices. The Middleware Protocol group includes third-party and industry-standard protocols, as well as Bluetooth SIG developed protocols. These protocols allow existing and new applications to operate over Bluetooth links. Industry standard protocols include Point-to-Point Protocol (PPP), Internet Protocol (IP), Transmission Control Protocol (TCP), wireless application protocols (WAP), and object exchange (OBEX) protocols, adopted from Infrared Data Association (IrDA). Bluetooth SIG-developed protocols include: 
1) A serial port emulator (RFCOMM) that enables legacy applications to operate seamlessly over Bluetooth transport protocols. 
2) A packet based telephony control signaling protocol (TCS) for managing telephony operations, and 
3) A service discovery protocol (SDP) that allows devices to obtain information about each other’s available services. 
Reuse of existing protocols and seamless interfacing to existing applications was a high priority in the development of the Bluetooth specifications, as shown in Fig. 5. The Application group consists of actual applications that use Bluetooth links. They can include legacy applications as well as Bluetooth-aware applications
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A brief discussion of the layers in the Transport group follows. 
Radio layer. The specification of the Radio layer is primarily concerned with the design of the Bluetooth transceivers.
Baseband layer. This layer defines how Bluetooth devices search for and connect to other devices. The master and slave roles that a device may assume are defined here, as are the fre quency-hopping sequences used by devices. The devices use a time division duplexing (TDD), packet-based polling scheme to share the air-interface. The master and slave each communicate only in their pre-assigned time slots. Also, defined here are the types of packets, packet processing procedures and the strategies for error detection and correction, signal scrambling (whitening), encryption, packet transmission and retransmissions. The Baseband layer supports two types of links: Synchronous Connection- Oriented (SCO) and Asynchronous Connection-Less (ACL). SCO links are characterized by a periodic, single-slot packet assignment, and are primarily used for voice transmissions that require fast, consistent data transfer. A device that has established a SCO link has, in essence, reserved certain time slots for its use. Its data packets are treated as priority packets, and will be serviced before any ACL packets. A device with an ACL link can send variable length packets of 1, 3 or 5 time-slot lengths. But it has no time slots reserved for it.

Link Manager Layer. This layer implements the Link Manager Protocol (LMP), which manages the properties of the air interface link between devices. LMP manages bandwidth allocation for general data, bandwidth reservation for audio traffic, authentication using challenge response methods, and trust relationships between devices, encryption of data and control of power usage. Power usage control includes the negotiation of low power activity modes and the determination of transmission power levels.
 L2CAP layer. The Logical Link Control and Adaptation Protocol (L2CAP) layer provides the interface between the higher- layer protocols and the lower-layer transport protocols. L2CAP supports multiplexing of several higher layer protocols, such as RFComm and SDP. This allows multiple protocols and applications to share the air-interface. L2CAP is also responsible for packet segmentation and reassembly, and for maintaining the negotiated service level between devices. 
HCI layer. The Host Controller Interface (HCI) layer defines a standard interface for upper level applications to access the lower layers of the stack. This layer is not a required part of the specification. Its purpose is to enable interoperability among devices and the use of existing higher level protocols and applications.

4. Communication
A Bluetooth transceiver is a frequency hopping spread-spectrum (FHSS) device that uses the unlicensed (worldwide) 2.4 GHz ISM (Industrial, Scientific, Medical) frequency band. In most countries, there are 79 channels available. The nominal bandwidth for each channel is 1MHz. When connected to other Bluetooth devices, a Bluetooth device hops (changes frequencies) at the rate of 1600 times per second for typical use, with a residence time of 625 µsec. When in inquiry or page mode, it hops at 3200 hops per second with a residence time of 312.5 µsec. A Bluetooth transceiver uses all 79 channels, and hops pseudo-randomly across all channels at a rate of 1600 hops per second for standard transmissions. It has a range of approximately10 meters, although ranges up to 100 meters can be achieved with amplifiers. Because the transceiver has an extremely small footprint, it is easily embedded into physical devices, making it a truly ubiquitous radio link. The Bluetooth specification uses time division duplexing (TDD) and time division multiple access (TDMA) for device communication. A single time slot is 625 µ sec in length, representing the length of a single-slot packet. At the Baseband layer, a packet consists of an access code, a header, and the payload, as shown in Fig. 3. The access code contains the piconet address (to filter out messages from other piconets) and is usually 72 bits in length. The header contains link control data, encoded with a forward error-correcting code (FEC) with a 1/3 rate for high reliability. Such code is a repetition code and thus every bit in the header is transmitted three times. The header is usually 18 bits in length, and includes the active member address for a currently active slave. The payload can contain from 0 to 2745 bits of data, and may be protected by a 1/3 rate FEC (simple bit repetition, for SCO packets only), a 2/3 rate FEC (which is a (15,10) shortened Hamming code capable of correcting all one-bit errors and detecting all two-bit errors), or a 3/3/ rate (no FEC). For SCO connections, packets must be exactly one time-slot in length. For ACL links, packets may be 1, 3, or 5 time slots in length. Bluetooth uses polling-based packet transmission. All communication between devices takes place between a master and a slave, using time-division duplex (TDD), with no direct slave-toslave communication. The master will poll each active slave to determine if it has data to transmit. The slave may only transmit data when it has been polled. Also, it must send its data in the time slot immediately following the one in which it was polled. The master transmits only in even numbered time slots, while the slaves transmit only in odd-numbered time slots. In each time slot, a different frequency channel f is used (a hop in the hopping sequence).
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5. Problems
Bluesnarfing

To copy address information from a person's Bluetooth phone in the vicinity. The object exchange (OBEX) protocol used in Bluetooth was designed to let users easily send each other business card data without authentication. Bluesnarfers exploit this vulnerability to extract proprietary data from Bluetooth users

Bluespamming

Sending spam to Bluetooth-enabled devices
Bluejacking

Sending a message from your Bluetooth phone or PDA to a nearby stranger who also has a Bluetooth device.
6. Conclusions
Bluetooth wireless technology encompasses several key points that facilitate its widespread adoption: 
1. It is an open specification that is publicly available and royalty free; 
2. Its short-range wireless capability allows peripheral devices to communicate over a single air-interface, replacing cables that use connectors with a multitude of shapes, sizes and numbers of pins; 
3. Bluetooth supports both voice and data, making it an ideal technology to enable many types of devices to communicate; 

4. Bluetooth uses an unregulated frequency band available anywhere in the world. 

To fully realize the Bluetooth vision, full networking of multiple Bluetooth devices is required. This leads to the investigation of Bluetooth scatternets, which must address scatternet formation and reconfiguration, scheduling, and routing issues.
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