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INTRODUCTION: 
Radio Frequency Identification (RFID) is an automatic identification method, relying on storing and remotely retrieving data using devices called RFID tags or transponders. An RFID tag is an object that can be attached to or incorporated into a product, animal, or person for the purpose of identification using radio waves. Chip-based RFID tags contain silicon chips and antennae. Passive tags require no internal power source, whereas active tags require a power source. 

Types of RFID tags:
RFID cards are also known as "proximity", "proxy" or "contactless cards" and come in three general varieties: passive, semi-passive (also known as semi-active), or active. 

Passive:
Passive RFID tags have no internal power supply. The minute electrical current induced in the antenna by the incoming radio frequency signal provides just enough power for the CMOS integrated circuit in the tag to power up and transmit a response. Most passive tags signal by backscattering the carrier signal from the reader. This means that the antenna has to be designed to both collect power from the incoming signal and also to transmit 
the outbound backscatter signal. The response of a passive RFID tag is not necessarily just an ID number; the tag chip can contain non-volatile EEPROM for storing data. 

The lack of an onboard power supply means that the device can be quite small: commercially available products exist that can be embedded in a sticker, or under the skin in the case of low frequency RFID tags. 

Non-silicon tags made from polymer semiconductors are currently being developed by several companies globally. Simple laboratory printed polymer tags operating at 13.56 MHz were demonstrated in 2005 by both PolyIC (Germany) and Philips (The Netherlands). If successfully commercialized, polymer tags will be roll printable, like a magazine, and much less expensive than silicon-based tags. The end game for most item level tagging over the next few decades may be that RFID tags will be wholly printed - the same way a barcode is today - and be virtually free, like a barcode. However, substantial technical and economic hurdles must be surmounted to accomplish such an end: hundreds of billions of dollars have been invested over the last three decades in silicon processing, resulting in a per-feature cost which is actually less than that of conventional printing. 

Active:
Unlike passive RFID tags, active RFID tags have their own internal power source which is used to power any integrated circuits that generate the outgoing signal. Active tags are typically much more reliable (e.g. fewer errors) than passive tags due to the ability for active tags to conduct a "session" with a reader. Active tags, due to their onboard power supply, also transmit at higher power levels than passive tags, allowing them to be more  effective in "RF challenged" environments like water (including humans/cattle, which are mostly water), metal (shipping containers, vehicles), or at longer distances. Many active tags have practical ranges of hundreds of meters, and a battery life of up to 10 years. Some active RFID tags include sensors such as temperature logging which have been used in concrete maturity monitoring or to monitor the temperature of perishable goods. Other sensors that have been married with active RFID include humidity, shock/vibration, light, radiation, temperature and atmospherics like ethylene. Active tags typically have much longer range (approximately 300 feet) and larger memories than passive tags, as well as the ability to store additional information sent by the transceiver. The United States Department of Defense has successfully used active tags to reduce logistics costs and improve supply chain visibility for more than 15 years. At present, the smallest active tags are about the size of a coin and sell for a few dollars. 

CURRENT APPLICATIONS:
Passports:
RFID tags are being used in passports issued by many countries. The first RFID passports ("e-passports") were issued by Malaysia in 1998.Standards for RFID passports are determined by the International Civil Aviation Organization (ICAO), cover. 

RFID tags are included in new UK and some new US passports, beginning in 2006. The US produced 10 million passports in 2005, and it has been estimated that 13 million will be produced in 2006. The chips will store the same information that is printed within the 

passport and will also include a digital picture of the owner. The passports will incorporate a thin metal lining to make it more difficult for unauthorized readers to "skim" information when the passport is closed. 

Transport payments:
• Throughout Europe, and in particular in Paris in France (system started in 1995 by the (RATP)), Lyon and Marseille in France, Porto and Lisbon in Portugal, Milan and Torino in Italy, Brussels in Belgium, RFID passes conforming to the "Calypso" international standard are used for public transport systems. They are also used now in Canada (Montreal), Mexico, Israel, Pereira in Colombia, etc. 

• The New York City Subway is conducting a trial during 2006, utilizing PayPass by MasterCard as fare payment. 

• The Moscow Metro, the world's busiest, was the first system in Europe to introduce RFID smartcards in 1998. 

• In the UK, op systems for prepaying for unlimited public transport have been devised, making use of RFID technology. The design is embedded in a creditcard-like pass, that when scanned reveals details of whether the pass is valid, and for how long the pass will remain valid. The first company to implement this is the NCT company of Nottingham City, where the general public affectionately refer to them as "beep cards". It has since then been implemented with great success in London, where "Oyster cards" allow for pay-as-you-go travel as well as passes valid for various lengths of time and in various areas. 

• In Oslo, Norway, the upcoming public transport payment is to be entirely RFID-based. The system is to be put into production around spring 2007 

• In Norway, all public toll roads are equipped with an RFID payment system known as AutoPass. 

• Since 2002, in Taipei, Taiwan the transportation system uses RFID operated cards as fare collection. 

• In Hong Kong, mass transit is paid for almost exclusively through the use of an RFID technology, called the Octopus Card. Originally it was launched in September 1997 exclusively for transit fare collection, but has grown to be similar to a cash card, and can be used in vending machines, fast-food restaurants and supermarkets. The card can be recharged with cash at add-value machines or in shops, and can be read several centimetres from the reader. 

• RFID tags are used for electronic toll collection at toll booths with Georgia's Cruise Card The tags, which are usually the active type, are read remotely as vehicles pass through the booths, and tag information is used to debit the toll from a prepaid account. The system helps to speed traffic through toll plazas as it 

records the date, time, and billing data for the RFID vehicle tag. The plaza- and queue-free 407 Express Toll Route, in the Greater Toronto Area, allows the use of a transponder (an active tag) for all billing. This eliminates the need to identify a vehicle by licence plate and saves the end user money. 

An Electronic Road Pricing gantry in Singapore. Gantries such as these collect tolls in high-traffic areas from active RFID units in vehicles. 

• In Singapore, public transport buses and trains employ passive RFID cards known as EZ-Link cards. Traffic into crowded downtown areas is regulated by variable tolls imposed using an active tagging system combined with the use of stored-value cards (known as CashCards). 

• In Rio de Janeiro, "RioCard" passes can be used in buses, ferries, trains and subway. The cards cannot be recharged. 

• A number of ski resorts, particularly in the French Alps, have adopted RFID tags to provide skiers hands-free access to ski lifts. 

Product Tracking:
• The Canadian Cattle Identification Agency began using RFID tags as a replacement for barcode tags. The tags are required to identify a bovine's herd of origin and this is used for tracing when a packing plant condemns a carcass. Currently CCIA tags are used in Wisconsin and by US farmers on a voluntary basis. The USDA is currently developing its own program. 

RFID tags used in libraries: square book tag, round CD/DVD tag and rectangular VHS tag. 

• High-frequency RFID tags are used in library book or bookstore tracking, pallet tracking, building access control, airline baggage tracking, and apparel and pharmaceutical item tracking. 

• UHF RFID tags are commonly used commercially in case, pallet, and shipping container tracking, and truck and trailer tracking in shipping yards. 

AUTOMOTIVE:
• Microwave RFID tags are used in long range access control for vehicles. 

• Since the 1990's RFID tags have been used in car keys. Without the correct RFID, the car will not start. 

• In January 2003, Michelin began testing RFID transponders embedded into tires. 

• Starting with the 2004 model year, a Smart Key/Smart Start option became available to the Toyota Prius. The key uses an active RFID circuit allowing the car to detect the key approximately 3 feet from the sensor. The driver can open the doors and start the car with the key in a purse or pocket. 

Animal identification:
• Implanted RFID tags are also used for animal identification. There are several more or less incompatible systems. 

RFID in inventory systems:
An advanced automatic identification technology such as the Auto-ID system based on the Radio Frequency Identification (RFID) technology has two values for inventory systems. First, the visibility provided by this technology allows an accurate knowledge on the inventory level by eliminating the discrepancy between inventory record and physical inventory. Second, the RFID technology can prevent or reduce the sources of errors. Benefits of using RFID include the reduction of labour costs, the simplification of business processes and the reduction of inventory inaccuracies. 

Human implants: 
Hand with the planned location of the RFID chip 

Just after the operation to insert the RFID tag was completed 

Implantable RFID chips designed for animal tagging are now being used in humans. An early experiment with RFID implants was conducted by British professor of cybernetics Kevin Warwick, who implanted a chip in his arm in 1998., The Netherlands, use an implantable chip to identify their VIP customers. 

In 2004, the Mexican Attorney General's office implanted 18 of its staff members with the Verichip to control access to a secure data room. 

Many books published about RFID are aimed at medium to large businesses implementing RFID technology to track shipments or livestock. 

Security experts are warned against using RFID for authenticating people due to the risk of Identity Theft. For instance a Mafia Fraud Attack would make it possible for an attacker to steal the identity of a person in real-time. Due to the resource-constraints of RFIDs it is virtually impossible to protect against such attack models as this would require complex distance-binding protocols.[citation needed ]
Other:
• Sensors such as seismic sensors may be read using RFID transceivers, greatly simplifying remote data collection. 

• Some smart cards embedded with RFID chips are used as electronic cash. The Chicago Transit Authority recently began using RFID technology in their Chicago Card. 

• Automatic timing at mass sports events "ChampionChip". 

• Used as storage for a video game system produced by Mattel, "Hyperscan". 

• Many more applications can be found in the literature[7]. 

Potential uses:
Replacing barcodes:
RFID tags are often envisioned as a replacement for UPC or EAN barcodes, having a number of important advantages over the older barcode technology. They may not ever completely replace barcodes, due in part to their higher cost and in other part to the advantage of more than one independent data source on the same object. The new EPC, along with several other schemes, is widely available at reasonable cost. 

The storage of data associated with tracking items will require many terabytes on all levels. Filtering and categorizing RFID data is needed in order to create useful information. It is likely that goods will be tracked preferably by the pallet using RFID tags, and at package level with Universal Product Code (UPC) or EAN from unique barcodes. 

An FDA nominated task forcecame to the conclusion after studying the various technologies currently commercially available, which could meet the pedigree 

requirements, including RFID or Radio Frequency Identification technology. Amongst all technologies studied including bar coding, RFID seemed to be the most promising and the committee felt that the pedigree requirement could be met by easily leveraging something that is readily available. (More details see RFID-FDA-Regulations) 

Telemetry:
Active RFID tags also have the potential to function as low-cost remote sensors that broadcast telemetry back to a base station. Applications of tagometry data could include sensing of road conditions by implanted beacons, weather reports, and noise level monitoring. 

Patient identification:
In July 2004, the Food and Drug Administration issued a ruling that essentially begins a final review process that will determine whether hospitals can use RFID systems to identify patients and/or permit relevant hospital staff to access medical records. Since then, a number of U.S. hospitals have begun implanting patients with RFID tags and using RFID systems, more generally, for workflow and inventory management.[8] The use of RFID to prevent mixups between sperm and ova in IVF clinics is also being considered [9]. 

Security concerns:
A primary security concern surrounding RFID technology is the illicit tracking of RFID tags. Tags which are world-readable pose a risk to both personal location privacy and corporate/military security. Such concerns have been raised with respect to the United States Department of Defense's recent adoption of RFID tags for supply chain management [11]. More generally, privacy organizations have expressed concerns in the context of ongoing efforts to embed electronic product code (EPC) RFID tags in consumer products. 

A second class of defense uses cryptography to prevent tag cloning. Some tags use a form of "rolling code" scheme, wherein the tag identifier information changes after each scan, thus reducing the usefulness of observed responses. More sophisticated devices engage in challenge-response protocols where the tag interacts with the reader. In these protocols, secret tag information is never sent over the insecure communication channel between tag and reader. Rather, the reader issues a challenge to the tag, which responds with a result computed using a cryptographic circuit keyed with some secret value. Such protocols may be based on symmetric or public key cryptography. Cryptographically-enabled tags typically have dramatically higher cost and power requirements than simpler equivalents, and as a result, deployment of these tags is much more limited. This cost/power limitation has led some manufacturers to implement cryptographic tags using substantially weakened, or proprietary encryption schemes, which do not necessarily resist sophisticated attack. For example, the Exxon-Mobil Speedpass uses a cryptographically-

enabled tag manufactured by Texas Instruments, called the Digital Signature Transponder (DST), which incorporates a weak, proprietary encryption scheme to perform a challenge-response protocol. 

Still other cryptographic protocols attempt to achieve privacy against unauthorized readers, though these protocols are largely in the research stage. One major challenge in securing RFID tags is a shortage of computational resources within the tag. Standard cryptographic techniques require more resources than are available in most low cost RFID devices. RSA Security has patented a prototype device that locally jams RFID signals by interrupting a standard collision avoidance protocol, allowing the user to prevent identification if desired. [12]. Various policy measures have also been proposed, such as marking RFID tagged objects with an industry standard label. 

RFID Shielding:
A number of products are available on the market in the US that will allow a concerned carrier of RFID-enabled cards or passports to shield their data. Simply wrapping an RFID card in aluminum foil, essentially creating a Faraday cage, is claimed to make transmission more difficult, yet not be completely effective at preventing it. [15]
Shielding is again a function of the frequency being used. Low-frequency tags, like those used in implantable devices for humans and pets, are relatively resistant to shielding, though thick metal foil will prevent most reads. High frequency tags (13.56 MHz -- smart cards and access badges) are more sensitive to shielding and are difficult to read when within a few centimetres of a metal surface. UHF tags (pallets and cartons) are very difficult to read when placed within a few millimetres of a metal surface, although their read range is actually increased when they are spaced 2-4 cm from a metal due to positive reinforcement of the reflected wave and the incident wave at the tag. UHF tags can be successfully shielded from most reads by being placed within an anti-static plastic bag. 

Protection against RFID interception:
Various methods can be used to protect against RFID data interception[18]: 

• Most RFID chips can be disabled by physical means: for example the RFID chip inside RFID credit cards can be disabled by a sharp tap of a hammer. 

• One can prevent the RFID transponders from receiving power. This is accomplished by obstructing the power supply; one approach is to shield the RFID transponders in a Faraday's cage, intercepting the electromagnetic signal which normally powers them. For RFIDs which couple magnetically, the shield requires a housing of magnetically permeable material such as iron or MU-metal. 

• One can simply damage the antenna. With larger RFID transponders one can recognize the spirals of the antenna clearly by use of a radiograph. If one splits the antenna circuit, the effective range of the RFID transponder will be greatly reduced. 

             • An intense electromagnetic impulse applied to the transponders and antenna can                                                                                                    high currents,interrupting the circuit and rendering the tag useless. A crude way to do this is putting the RFID tag in a microwave oven. Success may vary, depending on the                frequency of the microwave and the shape of the antenna. 

• The system can be blocked by sending a spurious signal in conjunction with the inquiry signal, preferably on the RFID frequency. This blocks the relatively weak signals of the RFID transponder. 

• If a simple memory chip is used to confirm the authenticity of the inquiry, then one can record the inquiry and at a later time reverse engineer the signal, allowing replication. For the reader it appears as if the correct RFID transponder were in the field. Modern RFID tags using UHF Class 1 gene 2 developed by the European Working Group of EPCglobal Inc., which protect against such replay attacks by using more complex encodings. 

• Many RFID tags include a built in 'kill' function. When provided with the correct pass-code, a tag can be either reprogrammed or told to 'self destruct', rendering it useless. 
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