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Biometrics 

The word biometric can be defined as "life - measure." It is used in security and access control applications to mean measurable physical characteristics of a person that can be checked on an automated basis. 

Although you may not think about it, your driver's license contains biometric information about you. Your height, weight, hair color and eye color are all physical characteristics that can easily be checked. However, your height changes with age (16 year old drivers get taller, senior citizens get shorter). Your hair color changes naturally (and on purpose). You can wear colored contact lenses that change your eye color; everyone's weight fluctuates over time. 

Biometric data that does not change

Security personnel look for biometric data that does not change over the course of your life; that is, they look for physical characteristics that stay constant and that are difficult to fake or change on purpose. 

Most of us can remember when biometric security checks were the stuff of science fiction or action movies like James Bond. However, biometric identification is becoming commonplace as hardware and software come down in price.

Characteristics of successful biometric identification methods

The following factors are needed to have a successful biometric identification method: 

· The physical characteristic should not change over the course of the person's lifetime 

· The physical characteristic must identify the individual person uniquely 

· The physical characteristic needs to be easily scanned or read in the field, preferably with inexpensive equipment, with an immediate result 

· The data must be easily checked against the actual person in a simple, automated way. 

Other characteristics that may be helpful in creating a successful biometric identification scheme are: 

· Ease of use by individuals and system operators 

· The willing (or knowing) participation of the subject is not required 

· Uses legacy data (such as face recognition or voice analysis). 

Biometric identification systems

Biometric identification systems can be grouped based on the main physical characteristic that lends itself to biometric identification: 

· Fingerprint identification
Fingerprint ridges are formed in the womb; you have fingerprints by the fourth month of fetal development. Once formed, fingerprint ridges are like a picture on the surface of a balloon. As the person ages, the fingers get do get larger. However, the relationship between the ridges stays the same, just like the picture on a balloon is still recognizable as the balloon is inflated. 

· Hand geometry
Hand geometry is the measurement and comparison of the different physical characteristics of the hand. Although hand geometry does not have the same degree of permanence or individuality as some other characteristics, it is still a popular means of biometric authentication. 

· Palm Vein Authentication
This system uses an infrared beam to penetrate the users hand as it is waved over the system; the veins within the palm of the user are returned as black lines. Palm vein authentication has a high level of authentication accuracy due to the complexity of vein patterns of the palm. Because the palm vein patterns are internal to the body, this would be a difficult system to counterfeit. Also, the system is contactless and therefore hygienic for use in public areas. 

· Retina scan
A retina scan provides an analysis of the capillary blood vessels located in the back of the eye; the pattern remains the same throughout life. A scan uses a low-intensity light to take an image of the pattern formed by the blood vessels. Retina scans were first suggested in the 1930's. 

· Iris scan
An iris scan provides an analysis of the rings, furrows and freckles in the colored ring that surrounds the pupil of the eye. More than 200 points are used for comparison. Iris scans were proposed in 1936, but it was not until the early 1990's that algorithms for iris recognition were created (and patented). All current iris recognition systems use these basic patents, held by Iridian Technologies. 

· Face recognition
Facial characteristics (the size and shape of facial characteristics, and their relationship to each other). Although this method is the one that human beings have always used with each other, it is not easy to automate it. Typically, this method uses relative distances between common landmarks on the face to generate a unique "faceprint." 

· Signature
Although the way you sign your name does change over time, and can be consciously changed to some extent, it provides a basic means of identification. 

· Voice analysis
The analysis of the pitch, tone, cadence and frequency of a person's voice. 

Biometric technology on the leading edge

Some leading edge applications: 

· Fingerprint scanners (and the necessary software to store and compare fingerprints) have already been installed in laptop computers and PDAs like the iPaq. 

· Sensors installed in automobiles can identify the driver, and adjust mirrors, seat positions and climate controls. 

· Special readers can measure various elements of hand geometry, comparing the result with data on file for each person (See Biometric Hand Reader for an example.) 

· Surveillance cameras can search crowds for missing persons or criminal suspects. 

· Face recognition software can be modified to recognize gestures, leading to improved assistive technologies for quadriplegic patients. 

Biometric security and business ethics

A variety of ethical concerns with biometric identification methods have been registered by users: 

· Some biometric identification methods are relatively intrusive (like retina scans) 

· The gathering of biometric information like fingerprints is associated with criminal behavior in the minds of many people 

· Traditionally, detailed biometric information has been gathered by large institutions, like the military or police; people may feel a loss of privacy or personal dignity 

· People feel embarrassed when rejected by a public sensor 

· Automated face recognition in public places could be used to track everyone's movements without their knowledge or consent. 

There are also many questions about how this data will be stored and used: 

· How will masses of biometric data be stored? These are not fingerprint cards stored in a secured building; this is easily moved and duplicated electronic information. How will this information be safeguarded? 

· Who will have access to this information? Will companies be allowed access to face biometrics, letting them use security cameras to positively identify customers on a routine basis? How would you feel about walking into a store you've never been in before, only to be greeted by name by a sales associate who has just read a summary of all of your recent purchases? 

Biometric authentication: what method works best?

There does not appear to be any one method of biometric data gathering and reading that does the "best" job of ensuring secure authentication. Each of the different methods of biometric identification have something to recommend them. Some are less invasive, some can be done without the knowledge of the subject, some are very difficult to fake. 

· Face recognition
Of the various biometric identification methods, face recognition is one of the most flexible, working even when the subject is unaware of being scanned. It also shows promise as a way to search through masses of people who spent only seconds in front of a "scanner" - that is, an ordinary digital camera. 
Face recognition systems work by systematically analyzing specific features that are common to everyone's face - the distance between the eyes, width of the nose, position of cheekbones, jaw line, chin and so forth. These numerical quantities are then combined in a single code that uniquely identifies each person. 

· Fingerprint identification
Fingerprints remain constant throughout life. In over 140 years of fingerprint comparison worldwide, no two fingerprints have ever been found to be alike, not even those of identical twins. Good fingerprint scanners have been installed in PDAs like the iPaq Pocket PC; so scanner technology is also easy. Might not work in industrial applications since it requires clean hands. 
Fingerprint identification involves comparing the pattern of ridges and furrows on the fingertips, as well as the minutiae points (ridge characteristics that occur when a ridge splits into two, or ends) of a specimen print with a database of prints on file. 

· Hand geometry biometrics
Hand geometry readers work in harsh environments, do not require clean conditions, and forms a very small dataset. It is not regarded as an intrusive kind of test. It is often the authentication method of choice in industrial environments. 

· Retina scan
There is no known way to replicate a retina. As far as anyone knows, the pattern of the blood vessels at the back of the eye is unique and stays the same for a lifetime. However, it requires about 15 seconds of careful concentration to take a good scan. Retina scan remains a standard in military and government installations. 

· Iris scan
Like a retina scan, an iris scan also provides unique biometric data that is very difficult to duplicate and remains the same for a lifetime. The scan is similarly difficult to make (may be difficult for children or the infirm). However, there are ways of encoding the iris scan biometric data in a way that it can be carried around securely in a "barcode" format. (See the SF in the News article Biometric Identification Finally Gets Started for some detailed information about how to perform an iris scan.) 

· Signature
A signature is another example of biometric data that is easy to gather and is not physically intrusive. Digitized signatures are sometimes used, but usually have insufficient resolution to ensure authentication. 

· Voice analysis
Like face recognition, voice biometrics provide a way to authenticate identity without the subject's knowledge. It is easier to fake (using a tape recording); it is not possible to fool an analyst by imitating another person's voice. 

Iris Recognition

· Iris recognition is a biometric identification technology that uses high-resolution images of the irides of the eye. The iris of the eye is well suited for authentication purposes. It is an internal organ protected from most damage and wear, it is practically flat and uniform under most conditions and it has a texture that is unique even to genetically identical twins. 

· Iris recognition is accomplished by applying proprietary algorithms for image acquisition and subsequent one-to-many matching that were developed initially by John G. Daugman, Ph.D., OBE. 

· Iris recognition algorithms produce remarkable results. Daugman's algorithms have produced accuracy rates in authentication that are better than those of any other method. IrisCode, a commercial system derived from Daugman's work, has been used in the United Arab Emirates as a part of their immigration process. After more than 200 billion comparisons, there has never been a false match.

· Iris scanning is a method of biometric identification; pattern recognition is used to determine the identity of the subject. 

· Iris scans create high-resolution images of the irides of the eye; IR illumination is used to reduce specular reflection from the cornea. The iris itself is a "good subject" for biometric identification, because it is an internal organ that is well protected, it is mostly flat and it has a fine texture that is unique even for identical twins. 

· Iris scans can be done regardless of whether the subject is wearing contact lenses or glasses. However, it is necessary for the system to take eye lids and eye lashes into account; both can obscure the necessary parts of the eye and cause false information to be added into automated systems. 

· Iris scans are extremely accurate. 

· (See also iris recognition.) 

Biometric Devices

DEFINITION: Devices that provide biological identification of a person, which includes eyes, voice, handprints, fingerprints and hand-written signatures. 
VeriSoft

Multi-Factor Authentication

Bioscrypt VeriSoft Single Sign On supports multifactor user authentication, including fingerprint biometrics, user passwords, smart cards, proximity cards and virtual tokens. This robust feature allows for multiple authentication methods to be used in any combination when assigning access privileges to applications and services. 

Enterprise Single Sign On

Bioscrypt VeriSoft Single Sign On stores usernames and passwords for multiple applications and automatically enters logon credentials when a registered application is accessed. Users no longer have to memorize the growing number of passwords for web based and Microsoft Windows applications. 

Fingerprint Verification

Password protection is no longer considered effective for protecting sensitive and private information found within organizations. Bioscrypt’s award winning fingerprint matching algorithm has been independently validated as the most accurate and interoperable fingerprint verification technology placing first at the Fingerprint Verification Competition (FVC) in 2002 and 2004. 

Automated Password Management

Password generation is completed behind the scenes and is trans- parent to end users. The result is a highly secure and easy to use identity and access management solution designed to authenticate users quickly and efficiently while securing sensitive organizational data. 

Physical/Logical Access Convergence

Bioscrypt VeriSoft Single Sign On enables Door-To-Desktop® convergence by sharing identity credentials with the enterprise’s existing physical access controls. 

VeriSoft OEM 

Increase computer platform security and protect sensitive user information and data. 

The bioscrypt VeriSoft OEM security software is a robust and highly integrated security solution that allows computer manufacturers the ability to strengthen platform security, consolidate user identities and encrypt/decrypt vital data and information. Remembering multiple passwords for desktop and web based applications is a thing of the past thanks to its adaptive learning technology. 

Features & Benefits

· Strengthen PC platform security and eliminate costly third party software applications by standardizing on a universal and scalable authentication framework 

· Differentiate PC platform offerings by packaging them with robust identity security and data protection applications and services 

· Store usernames and passwords for web based and Microsoft Windows applications via enterprise class Single Sign-On (SSO) 

· Manage online forms automatically with advanced form filling technology via eWallet. 

· Deploy powerful file and folder encryption allows user drag and drop functionality to secure sensitive information on the fly 

· Support multifactor user authentication, including fingerprint and other biometrics, Trusted Platform Modules (TPM), smartcards, USB tokens, virtual tokens, certificates and user passwords, 

· Allow for multiple authentication methods to be used in any combination when assigning access privileges to applications and services 

· Trusted Platform Module support allows for the utilization of hardware based encryption and storage of PC user information and data 

· Secure Windows and network logon enhances the end user experience and the overall performance of PC notebooks and desktops 

· Transparent password administration allows users to authenticate quickly and efficiently 

· Integrated event logging provides a secure and irrefutable audit trail 

· Enterprise server ready – Compatible with VeriSoft Single Sign On and Microsoft Active Directory 
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