ABSTRACT

The popularity and usefulness of the Internet seem to grow exponentially every day. As a result of this rapid growth, mobile users expect to access the Internet’s information resources and to communicate with other Internet users. However, providing efficient and reliable stream transmissions in mobile computing environments presents a significant obatacle to the development of mobile computing systems over the Intenet. this paper presents three approaches-known as Fast Retransmissions, Data Interceptions, and Packet Interceptions-that can be used to improve the performance and reliability of transmission protocols in mobile computing environments. The paper also discusses how packet interception has become the most effective approach of the three and describes its, implementation.

INTRODUCTION

One of the tióst challenging and interesting recent trends in the computer ar.d communications iniustries is the integration of mobile communications and omputing. The resulting distributed network, referred to as mobile computing system, is in, more than one way fundamentally different from conventional wired computer networks.

With the adv nt of small portable computers and technological advan in wireless communications, mobile wireless computing is likely to become vexy popti tar in the near future. Wireless links are slower and less reliable compared to wired links ar d are prone to losses of signal due to noise and fading. Furthermore, host mobility can give rise to periods of disconnection frown the fixed ietwork. The use of óxisting network protoco which were developed mainly fo the high bandwidth and faster wired links, with mobile cmputers thus give rise to unique performance problems arising from lost mobility and due to the characteristics of wireless medium.
MOBILE COMPUTING : WHEN MOBILifY MEETS COMPIT1

Wireless connectivity enhances the functionality of éomputing equipment by freeing communication from the location constraints of the wireline structure. By changing this basic characteristics, mobile computing systems, requiring researchers and users to redefine their model of networked computing.

The successful use of mobile computing faces several challenges, among them.

1. The communication link between the mobile host and the base station is unpredictabW and varies greatly due to the constantly changing location of the mobile nodes and interference of non-network entities such as buildings.

2. The topology of the network changes rapidly due to the movement and resulting connections and disconnections of the mobile nodes.

3 The available bandwidth is limited and variable, depending on location chant reüie must, therefore, be an integral part of the channel access system in order to provide service toas many potential sub as possible.

4. The power available to mobile node is limited and, as a result, the poser required for tr and receiving must be minimized.
THE EFFECTS OF MOTION IN TCP

Motion across wireless cell boundaries cause increased delays and packet losses while the network 1ea how to route data to a host’s new location. Reliable transpot prptQcols li TCP interpret these delays and losses as signs of network congestion. They consequently throttle their transmissions, further degrading performance.

Transport-level connections will encounter types of delays and loss that are unrelated to congestion. First, communication may pause while the handoff between cells completes and. packets can again be routed to and from the mobile host. Second, packets may be lost due to futile transmissions over the wireless network when a mobile host moves out of reach of other transceivers, especially in networks with little or no overlap between cells. Third, packets may be lost due to the relatively frequent transmission errors suffered by wireless links. Some performance degradation due to these delays and losses is unavoidable.

These events also trigger congestion control procedures thai further degrade performance. In particular, TCP implementations continually measure how long acknowledgements take to return. They maintain a running average of this delay and an estimate of the expected deviation in delayfrom the average If the current delay is longer than the average by more than twice the expected deviation, TCP assumes that the packet was lost. In response, TCP retransmits the lost packet and initiates congestion control procedure to give the network a chance to recover. First, TCP drops the transmission window size toreduce the amount of data in transit through the network. Second, it activates the slow-start algorithm to

restrict the rate at which the window grows to previous levels. Third, it resets the retransmission timer to a backoff interval that doubles with each consecutive timeout.

When motion is mistaken for congestion, these procedures result in significant reductions in throughout and unacceptable interactive delays for active connections. The degradation is readily apparent, for example, to users of emerging ubiquitous computing environments.

RELIABLE STREAM TRANSMISSION

PROTOCOLS IN MOBILE COMPUTING ENVIRONMENTS

The popularity and usefulness of the Internet seem to grow exponentially eveiy day. As a result of this rapid growth, mobile us expect to access the Internet’s information resources and to communicate with other Internet users in the future. Much researàh has been done in constructing mobile networks with the Internet at the core. The purpose of that research is to make the movement of mobile hosts transparent, at least to the application layer. In other qrds, all the Internet’s resources should be made available to mobile users through existing application software.

Reliable stream transmission is a data transmission, which results in an error free and sequenced reception of the transmitted data. . And the responsible protocols for such transmissions are known as the reliable stream transmission protocols. Mobile computing environment refers to wireless transmission medium and the movement of mobile hosts (for example, high noise and interference rates, low bandwidth, weak signals, run-down battery, ard cell handoff during mobile movement).

The initial approach of providing mobile users with Internet access enhanced the functionality at the Internet rayer at allowed both the transport and application layers to remain unchanged. The enhanced Internet protocol (IP) is called the mobile W This approach, however, encountered a significant obstacle-unreasonable communication delays. To improve the performance of Internet access by mobile users, additional work beyond the mobile IP must be done to provide reliable stream transmissions in mobile computing environmeilts.

In .examing the five layers of the Internet, the transport layer with transmission control protocol (l’CP) wa identified as the bottleneck adversely affecting Internet access by mobile users. During an en-ta-end TCP connection, if a sender does not receive anexpected acknowledgement from a receiver within a certain time period (timeout), the TCP at the sender then retransmits the corresponding packet (s) and doubles the value of the timeout for possible retransmission. The assumption of this exponential timeout policy is that the data error rate at the, physical layer is extremely low. Therefore, a packet retransmission at the transport layer is considered to be caused mostly by traffic congestion at the IP layer.

However, with the addition of the wireless transmission medium (mobile cells) and the movement of mobile hosts into the Internet (called the mobile computing environ the data error rate at the physical layer in mobile cells is expected to be very high, contradicting the assumption of the TCP/IP suite. The high packet loss rate stems from physical disconnects at the physical layer due to the handoffs of the mobile lP noise and interference, run-down batteries and weak signals. Consequently, the timeout policy is no longer effective, causing unreasonable communication delays at thetransport layer. One wayof correcting this problem is to assurñe the continued existence of the high packet loss rate in the wireless transmission medium across the entire Internet. The transport layer can then be modified by allowing a different timeout pàlicy for mobile users. Fast retransmissions take a similar approach.

When analysing the performance problem of Internet access by mobile users, another solution is possible. In examining the components of the Internet, one finds that it consists of IP gateways and fixed termination hosts, which are physically linked by a wired transmission medium. The IP gateways constitute the core of the Internet, and the [ at the lntemet(top) layer controls the packets. The TCP at the transport layer in the termination hosts provides reliable stream transmission at the base of the IF. With the advent of the mobile computing environment, new components have been added to the Internet These include base stations, the wireless transmission medium (mobile cells), and mobile hosts.

In the mobile IP, a base station functions as a regular IF gateway, and it has additional modules that support the mobile IF Base stations are located at the boundary between the Internet and mobile cells, and they isolate both the mobile cells and mobile hosts from the Internet at the physical layer. The mobile IP takes advantage of this characteristic of the mobile computing environment, deploying additional modules at base stations and then hiding the movements of mobile users from both the transport and Internet layers (specifically, from the majority of the JP gateways). Two approaches-Data Interceptions and packet lnterc take advantage of this characteristic of the mobile computing environment for achieving

improved Internet access by mobile users. With these approaches, the high packet loss rates

in mobile cells ar hidden from the Internet by further enhancing the functionality of base’”

stations. Thus, optiinum perfbrmance of the Internet can be realized.

This paper reviews three approaches to reliable stream transmissions in mobile computing environment: approach 1 -Fast Retransmissions, approach 2-Data Interceptions, and approach 3-packet Interceptions.

Before progressing to the next section, note that the figure 1 illustrates a typical system architecture of the mobile IP.
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In the figure, the fixed host is a wired computer sending a file destined fora mobile host across the Internet. Base stations I and 2 are two devices located in different geographical areas that function as routers on the boundaries ofthe wired Internet and mobile cells. The mobile IP executes a handoff when the mobile host moves acrosss a boundaryof the two mobile cells, denoted in the figure as mobile cell I and mobile cell 2, in the sense that the mobile JP uses base station 2 as the router instead of base station 1 after the handoff. The mobile IP embedded in the Internet can deliver a packet to the mobile host through base station I before the handoff (or through base station 2 after the handoft). The mobile IP supports data communications not only from mobile to fixed hosts but also from mobile to mobile hosts.
APPROACH I - FAST RETRANSMISSION

Focussing on communication disconnects during the haridom of mobile hosts; the Fast Retransmissions approach changes the timeout policy ifand only if handof1 in the mobile IP occur. In this approach, after the TCP software of the sender (either a fixed or mobile host) is aware of a handoff, it immediately retransmits the earliest unacknowledged packet, drops the transmission window, and initiates the slow-start algorithm.

This simple techniquereduces long delays causedby handofl of’the mobilel.R Hô it cannot resolve the performance issue raised by the high packet loss rates caused by i handoff circumstances. This approach also affects the overall performance of the Internet.

Exponential Delays

Exponential delays exist in many circumstances. In addition to handoffs of the mobile IP, which cause physical disconnects of mobile hosts from the Internet, noise and interference, weak signals, and rundown batteries also cause high packet loss rates- even when mobile iosts. are not moving. These types ofincidences cannot be dtected bythe mobile IP. The,refore, the TCP cannot synchronize itself to the fast retransmission policy from the exponential timeout policy. Consequently; this approach still exhibits unreasonable communication delays and does not fundamentally resolve the performance issue of the TCP in the mobile computing environment.

Performance Impact on the Internet

Fast retransmissjons do not take into account the high loss rates caused by non-handoff circumstances in mobile cells. Thus, the packet loss rate of a connection betwen an Internet fixed host and a mobile host average higher than that ofa connection between two fixed Internet hosts. Suppose that the average packet loss rate on the Internet is LI (5 to 15% is common across wide area networks [ ) and the average packet loss rate for mobile cells (between mobile hosts an base stations) is L2. The combined packet loss rate for connection between a fixed and mobile host then averages Ll+L2, Because L2 is significant in the sense that it is about equivalent to or even greater than LI, the overall packet loss rate, L1+L2, over the connection increases significantly. With the substantial increase in the number of mobile hosts in the future, the overall packet loss rate over the entire Internet would be significantly degraded.

In addition, the awareness of handoffs at the transport layer of the senders (either fixed or mobile hosts) requires the modification of the TCP software at both mobile hosts and fixed hosts. Further, the function of handling the nature of mobile computing environments is split into two layers-the IP layer and the transport layer-across all mobile and fixed hosts talking to mobile hosts,
* A transport layer conne between a mobile and fixed host is established as two separate connection- one over mobile cells and another over Internet. The connection over the Internet is the regular TCP in which base station pretends to be the mobile host and intercepts packets from the fixed host. The fixed host designates its peer as the mobile host and is not aware of the interception of the packets fromthe base station. The connection oyer mobile cells is a modified TCP that more effectively adapts tothe nature of the mobile computing ànvironment. The transport layers at both the mobile host and base station are aware of the

movement of the mobile host. A connection between a mobile host and a fixed host always contains a reference mdicating the first base station that initiated the connection, although the connection may already be physically moved away from the first base station

* In the base station, the socket for the connection over the Internet passes data to the t for the connection over the mobile cells.

‘During a handoff of the mobile JP, both the states and the two sockets at the base i are transferred to the corresponding new base station.

APPROACH 2- DA1A INTERCEPTIONS

The nature of mobile computing environments leads to the conclusion that reliable stream ti over the Internet should be isolated from those in mobile cells. The approach discussed here, comparable to two others that were previously developed, is more effective in improving the performance of reliable stream transmissions in mobile computing environments. Because the two approaches are similar, we treat them here as asingle approach called data interceptions. The following concepts from the foundation for this approach.
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We call this approach Data Interceptions because it uses sockets at th base stations for incoming data. A base station can intercept a complete file from a fixed host before part of the file is transferred to a mobile host. Approach 2, or Data Interceptions, overcomes the problems inherent in approach 1, or fist retransmissions. That is, like the packet Interceptions approach discussed next, the Data Interceptions approach improves the end-to-end perfbrmance of reliable stream transmissions over rnohilc it uvii iii s’sy - It t.iW*tf$?fi’t’ italso guarantees that the pertormnan ot the Internet Is not affected ( packet loss rate is approximately max [ L2}, where LI and L2 are the average packet loss rates over thelntemet and in mObilecélls, respectivley, and where we assume that LI is about equivalent to L2).

However, this approach can cause memory exhaustion at the base stations, and it can also have gher computation over head as described in the ‘Computation Overhead’ subsection below

Memory Exhaution

The first weakness of the Data Interceptions approach is space (memoiy) over load. Memory exhaustion is also possible at the base stations. Because this approach cmploys session-oriented Data Interceptions, the space at base stations can be exhausted easily whenever the following conditions occur:

* Slow throughput in a mobile cell, which can cause memory exhaustion atthó base station. Because the throughputs on the Internet normally are much higher than those in mobile cells and the sockets at the base station accumulate as much data as they can, the speed of the memory allocations for incoming data is greater than that of the memory releases for outgoing data. Eventually, base station memory could be exhausted ifthere are too may mobile users accessing the Internet for a long period of time.

* A single connection transferring a very large volume of data (larger than the available space at the base station), which could consume all available memo ( or space) of base station if the mobile host is physically disconnected from the base station for a long period oftime. Therefore, a disconnect of a single mobile host from the base station could bring the entire mobile cel down.

Computation overhead

The following three considerations are integral parts of computation overhead, which immediately degrades communication performance:

* Two separate and relithle stream transmissions for a single connection between a mobile and fixed host are very expensive.

* The two sockets at the base station for a connection involving a mobile host must communicate locally at the base station to transfer data from one to the other.

* in the case of a handoff, the remaining data (which could be substantial) in the old base Station must be transferred to the new base through a third TCP connection between the old and new base stations.

Regarding the functional partitioning between the transport and IP layers, the Data Interceptions approach does not require any modification of the transport layer at the fixed hosts and maintains the clean functional partitioning among the five layers of the Internet. However, the transport layer at the mobile host is aware of the address of the first base station. This implies modifying the TCP software at the mobile host and splitting the function of handling the nature of the mobile computing environments among the IP and transport layers.
APPROACH 3- PACKET INTERCEPTIONS

In this section, we discuss an approach that more effectively imporves the performance of the reliable stream transmissions in mobile computing environments. Like Data Interceptions, this approach isolates the reliable stream transmissions in mobile cells from those on the Internet. The reliable stream transmissions protocol on both the Internet and the mobile hosts is the regular TCP.

The major difference when comparing the packet Interceptions and Data Interceptions approaches is in the base station where the only additional software above the mobile IP (called the mcrblle TCP [ ) acts as both an end of the regular TCP on the Internet and an end of the im dified TCP in the mobile cell. No socket is needed at the base station for packet Interc ptions.

4TCP manages a single buffer with limited size (similar to sliding windows in TCP and also called sliding windows in this paper), and it intercepts packets from both the mobile ai fixed hosts Reliable stream transmission between a mobile and fixed host is accomplished in th following manner: I

* T e mobile host initiates a TCP connection for a file transfer by using the fixed host as the peer. In addition, the fixed host takes the mobile host as its peer. The movement of the mob le host is transparent to the transport layer at both the mobile and fixed hosts.

* Tne base station intercepts tue packets from both the mobile host and the base station, and. it uses a single limited-size buffer (or sliding window) to execute the interception with minimum computational overhead for the connection.

* When a handoff of the mobie IP at the base station occurs, MTCP executes a hándoff at the transport layer, which transf the packets remaining in the sliding window to the new base station.

* In the case of a handoff, the remaining data (which could be substantial) in the old base station must be transferred to the new base through a third TCP connection between the old and new base stations.

Regarding the functional partitioning between the transport and IP layers, the Data Interceptions approach does not require any modification of the transport layer at the fixed hosts and maintains the clean functional partitioning among the five layers of the Internet. However, the transport layer at the mobile host is aware of the address of the first base station. This implies modif the TCP software at the mobile host and splitting the function of handling the nature of the mobile computing environments among the I? and transport layers.

APPROACH 3- PACKET INTERCEPTIONS

In this section, we discuss an approach that more effectively imporves the performance of the reliable stream transmissions in mobile computing environments. Like Data Interceptions, this approach isolates the reliable stream transmissions in mobile cells from those on the Internet. The reliable stream transmissions protocol on both the Internet and the mobile hosts is the regular TCP.

The major difference when comparing the packet Interceptions and Data Interceptions approaches is in the base station where the only additional software above the mobile IP (called the mcf bile TCP [ ) acts as both an end of the regular TCP on the Internet and an end of the m dified TCP in the mobile cell. No socket is needed at the base station for packet Interci :ptions.

4TCP manages a single buft with limited size (similar to sliding windows in TCP and also c ailed sliding windows in this paper), and it intercepts packets from both the mobile and fixed hosts. Reliable stream transmission between a mobile and fixed host is accomplishedin th following manner:
.
-

T ie mobile host initiates a TCP connection for a file transfer by using the fixed host as the peer. In addition, the fixed hcit takes the mobile host as its peer. The movement of the mob le host is transparent to the transport layer at both the mobile and fixed hosts.

Tne base station intercepts the packets from both the mobile host and the base station, anduses a single limited-size buffer (or sliding window) to execute the interception with minimum computational overl for the Coflfl

When a handoff of the mobde IP at the base station occurs, MTCP executes a hándoff at the transport layer, which transfrrs the packets remaining in the sliding window to the new base station
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Obviously, the packet Interception approach overcomes all the problems inherent in the previous two approaches. The following itemized summary details its advantages:

* The packet Interceptions approach is a unified approach for all the circumstances causing unreasonable communication aelays. These circumstances refer to physical disconnects of mpbile hosts at the physical layer from the Internet due to the handofi of the mobile IP, high packet loss rates due to. noise and interference, weak signals, and run-down batteries.

* Because packet Interceptions isolate the reliable stream transmissions in mobile cells from those on the Internet, packet Interceptions do not affect the overall performance of the Internet.

* Because the size of the sliding window is limited, memory exhaustion at the base stations can be prevented (assuming that the TCP connections through the base stations are also limited).

* Compared with the TCP software package, which was used at base stations implementing thedata interception approach, the MTCP software package is much less complex and minimizes computational overhead.

* The packet Interceptions approach makes movement of mobile hosts invisible tO both mobile and fixed hosts t the transport layer; it also maintains the TCP software in unmodified condition at both the fixed and mobile hosts. Although base stations are enhanced above the IF layer, the entire function of handling the nature of the mobile computing environments is accomplished solely in the base stations.

CONCLUSION

Three discrete approaches can be used to improve the end-to-end performance of reliable tréam transmissions between mobile and fixed hosts over the Inteinet: approach 1-Fast Retransmission; approach 2- Data Interceptions; and approach 3 - packet Interceptions. As the preferred approach, packet Interceptions solve all the performance problems stemming form the nature of mobile computing environments: wireless transmission media and the movement of mobile hosts (far example, high noise and interference rates, low bandwidth, weak signals, run-down batteries, and cell handoff during mobile movement). The packet Interceptions approach supports mobile compting without affecting the performance of the Internet. It prevents possible memory exhaustion and minimizes computational overhead at the base stations. Packet interceptions overcome all the problems inherent i n both the Fast Retransmissions and Data interceptions approaches.

In addition, the packet Interceptions approach maintains clean functional partitioning. The function of handling the nature of the mobile computing environments solely resides in base stations, keeping the wireless transmission medium and the movements of mobile hosts invisible to the Internet.
DEFINITION OF RELATED TERMS

Protocol:

The term protocol is used to refer to a well-known set of rules and formats to be used forcommunication between process in order to perform a given task.

A protocol is implemented by a pair of software modules located in the sending and receiving computers. For example a Transport Protocol transmits messages of any length from a sending process to a receiving process.

Protocol suite

A complete se of protocol layers is referred to as protocol suite (or protocol stack, reflecting the layered structure).
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