   SEMINAR REPORT

                ON
 “ INTRUSION DETECTION SYSTEM”

                 [image: image1.jpg]



                       SUBMITTED
                       BY

               SUMANTA KUMAR DAS
                              Regd No :0701218126

                INFORMATION   TECHNOLOGY
Purushottam Institute Of Engg& Technlogy

An Intrusion Detection System (IDS) is a device or software application  that monitors network and/or system activities for malicious activities or policy violations and produces reports to a Management Station. Intrusion prevention is the process of performing intrusion detection and attempting to stop detected possible incidents.  Intrusion detection and prevention systems (IDPS) are primarily focused on identifying possible incidents, logging information about them, attempting to stop them, and reporting them to security administrators.  In addition, organizations use IDPSs for other purposes, such as identifying problems with security policies, documenting existing threats, and deterring individuals from violating security policies. IDPSs have become a necessary addition to the security infrastructure of nearly every organization.
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An Intrusion Detection System (IDS) is a device or software application  that monitors network and/or system activities for malicious activities or policy violations and produces reports to a Management Station. Intrusion prevention is the process of performing intrusion detection and attempting to stop detected possible incidents.  Intrusion detection and prevention systems (IDPS) are primarily focused on identifying possible incidents, logging information about them, attempting to stop them, and reporting them to security administrators.  In addition, organizations use IDPSs for other purposes, such as identifying problems with security policies, documenting existing threats, and deterring individuals from violating security policies. IDPSs have become a necessary addition to the security infrastructure of nearly every organization.
IDPSs typically record information related to observed events, notify security administrators of important observed events, and produce reports. Many IDPSs can also respond to a detected threat by attempting to prevent it from succeeding. They use several response techniques, which involve the IDPS stopping the attack itself, changing the security environment (e.g., reconfiguring a firewall), or changing the attack’s content.
Hence we need IDS in our regular use of network. as it may protect us from malicious activities which are invisible to us but they are lightly or severely  harmful for us . so IDS is important for home user, server, workstations, govt security portal etc.

INTRUSION DTECTION SYSTEM 


2.1 What is intrusion?
· Intrusion : Attempting to break into or misuse your system.

· Intruders may be from outside the network or legitimate users of the network.

· Intrusion can be a physical, system or remote intrusion.

2.2. What is intrusion detection?
An Intrusion Detection System (IDS) is a device or software application, that monitors network and/or system activities for malicious activities or policy violations and produces reports to a Management Station. Intrusion prevention is the process of performing intrusion detection and attempting to stop detected possible incidents.  Intrusion detection and prevention systems (IDPS) are primarily focused on identifying possible incidents, logging information about them, attempting to stop them, and reporting them to security administrators.  In addition, organizations use IDPSs for other purposes, such as identifying problems with security policies, documenting existing threats, and deterring individuals from violating security policies.

Intrusion detection systems are software of hardware product that automate those monitoring and analysis process. Hence  IDS can help us from attacking malwares, poisonous programs, security threats, finally a total protection can be accomplished by an IDS

2.3A Brief History of IDS

1970s–Rudimentary audit-trail analysis 
1980s –  Rules-Based expert systems 
1990s – Explosion of available IDS systems 

2000s (2010s)
• Emergence of Active IDS 

• Intrusion Detection and Prevention (IDP) 

• Intrusion Prevention Systems (IPS) 

• Convergence of Technologies .

• Firewall + IDP + Anti Firewall + IDP + Anti-Virus.

• Appliances and Security Switches.

•A complete protection package

•Total recovery of the system
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2.4 Why should I use IDS?

IDS, allows organizations to protect their systems from the threats that come with increasing network connectivity and reliance on information system. There are some questions including system protection can not be answered by our firewall, e.g. modem protection, protection of firewall itself and so many

There are several compelling  reasons to acquire and use IDSs:

· To prevent the problem behavior by increasing the perceived risk of discovery and punishment for those who would attack or otherwise abuse the system 

· To detect attacks and other security violations that are not prevented by  other security measures

· To detect and deal with preambles  to attack 

· To document the existing threats to an organization

· To provide useful information about intrusion and its imact on the network and your system, allowing improved diagnosis, recovery and correction of causative factors. 

  2.5Why should I use Intrusion detection system I have a firewall ?
· IDS are a dedicated assistant used to monitor the rest of the security infrastructure

· Today’s security infrastructure are becoming extremely complex, it includes firewalls, identification and authentication  systems, access control product, virtual private networks, encryption products, virus scanners, and more.  All of these tools performs functions essential to system security.  Given their role they are also prime target and being managed by humans, as such they are prone to errors. 

· Failure of one of the above component of your security infrastructure jeopardized the system they are supposed to protect
· Not all traffic may go through a firewall
i:e modem on a user computer

· Not all threats originates from outside.  As networks uses more and more encryption,  attackers will aim at the location where it is often stored unencrypted (Internal network)

· Firewall does not protect appropriately against application level weaknesses and attacks

· Firewalls are subject to attacks themselves

· Protect against misconfiguration or fault in other security mechanisms
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2.6What an IDS can do for us?

· Monitor and analyse user and system activities
· Auditing of system and configuration vulnerabilities

· Asses integrity of critical system and data files

· Recognition of pattern reflecting known attacks

· Statistical analysis for abnormal activities

· Data trail, tracing activities from point of entry up to the point of exit
2.7 What an IDS can not do for us!

· Compensate for weak authentication and identification mechanisms

· Investigate attacks without human intervention

· Guess the content of your organization security policy

· Compensate for weakness in networking protocols, for example: IP Spoofing

· Compensate for integrity or confidentiality of information

· Analyze all traffic on a very high speed network

· Deal adequately with attack at the packet level

· Deal adequately with modern network hardware
2.8 IDS Terminology
· Alert/Alarm: A signal suggesting that a system has been or is being attacked.

· True Positive: A legitimate attack which triggers an IDS to produce an alarm.

· False Positive: An event signaling an IDS to produce an alarm when no attack has taken place.

· False Negative: A failure of an IDS to detect an actual attack.

· True Negative: When no attack has taken place and no alarm is raised.

· Noise: Data or interference that can trigger a false positive.

· Site policy: Guidelines within an organization that control the rules and configurations of an IDS.

· Site policy awareness: The ability an IDS has to dynamically change its rules and configurations in response to changing environmental activity.

· Confidence value: A value an organization places on an IDS based on past performance and analysis to help determine its ability to effectively identify an attack.

· Alarm filtering: The process of categorizing attack alerts produced from an IDS in order to distinguish false positives from actual attacks.

· Attacker or Intruder: An entity who tries to find a way to gain unauthorized access to information, inflict harm or engage in other malicious activities.
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2.8 IDS Terminology(continued)
· Masquerader: A user who does not have the authority to a system, but tries to      access the information as an authorized user.       They are generally outside users.

· Misfeasor: They are commonly internal users and can be of two types: 

1. An authorized user with limited permissions.

2. A user with full permissions and who misuses their powers.

· Clandestine user: A user who acts as a supervisor and tries to use his privileges so as to avoid being captured.

3. Types of IDS

There are three main types of Intrusion Detection Systems:
• Host Based(HIDS)
• Network Based(NIDS)
•Application based 
3.1Host Based IDS

Intrusion Detection System is installed on a host in the network. HIDS collects and analyzes the traffic that is originated or is intended to that host. HIDS leverages their privileged access to monitor specific components of a host that are not readily accessible to other systems. Specific components of the operating system such as passwd files in UNIX and the Registry in Windows can be watched for misuse. There is great risk in making these types of components available to NIDS to monitor. 

In most cases, a Host Intrusion Detection System (HIDS) component is made up of two parts: a centralised manager and a server agent. The manager is used to administer and store policies, download policies to agents and store information received by agents. The agent is installed onto each server and registered with the manager. Agents use policies to detect and respond to specific events and attacks. An example of a policy would be an agent that sends an SNMP trap when three concurrent logins as root have failed on a UNIX server. System logs and processes are also monitored to see if any actions that violate the policy have occurred. If a policy has been violated, the agent will take a predefined action such as sending an email or sending a SNMP trap to a network management system. Host based intrusion detection system may further be divided into
System integrity verifiers (SIV): monitors system files to find when a intruder changes them (thereby leaving behind a backdoor). The most famous of such systems is 
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"Tripwire". A SIV may watch other components as well, such as the Windows registry 

and chron configuration, in order to find well known signatures. It may also detect when a normal user somehow acquires root/administrator level privileges. Many existing products in this area should be considered more "tools" than complete "systems": i.e. something like "Tripwire" detects changes in critical system components, but doesn't generate real-time alerts upon an intrusion. 
Log file monitors (LFM): monitor log files generated by network services. In a similar manner to NIDS, these systems look for patterns in the log files that suggest an intruder is attacking. A typical example would be a parser for HTTP server log files that looking for intruders who try well-known security holes, such as the "phf" attack. Example: swatch

Although HIDS is far better than NIDS in detecting malicious activities for a particular host, they have limited view of entire network topology and they cannot detect attack that is targeted for a host in a network which does not have HIDS installed.

3.1.1 Advantages

· Host based IDSs, with their ability to monitor events local to a host, can detect attacks that  cannot be seen by network based IDS.

· Host based IDSs can often operate in an environment in which network traffic is encrypted , when the host based information sources are generated before data is encrypted at the destination host.

· Host based IDSs are unaffected by switched network.

· When host based IDSs operate on OS audit trails, they can help detect Trojan Horse or other attacks that involves software integrity.  

3.1.2 Disadvantages

· Host based IDSs are harder to manage, as information must be configured and managed for every host monitored

· Since at least the information sources (and sometimes part of analysis engines)for host based IDSs reside on the host targeted by attacks, the IDSs may be attacked and disabled as part of the attack.

· Host based IDSs are not well suited for detecting network scans or other such surveillance that targets an entire network, because the IDS only sees those network packets received by its host.

· Host-based IDSs can be disabled by certain denial-of- service attacks.

· When host-based IDSs use operating system audit trails as an information source,   the amount of information can be immense, requiring additional local storage on the system .

· Host based IDSs use the computing resources of the host they are monitoring, therefore inflicting a performance cost on the monitored system.   

INTRUSION DTECTION SYSTEM 

3.2 Network Based IDS


Network IDSs (NIDS) are placed in key areas of network infrastructure and monitors the traffic as it flows to other host. Unlike HIDS, NIDS have the capability of monitoring the network and detecting the malicious activities intended for that network. Monitoring criteria for a specific host in the network can be increased or decreased with relative ease.

A Network Intrusion Detection system (NIDS) transparently monitors network traffic, looking for patterns indicative of an attack on a computer or network device. By examining the network traffic, a network based intrusion detection system can detect suspicious activity such as a port scan or Denial of Service (DOS) attacks. 
A NID monitors the network traffic it has access to, by comparing the data in the TCP/IP packet to a database of attack signatures. In a network environment, it can see packets to and from the system(s) that it monitors. In a switched environment, it can see packets coming to and from the system(s) that it monitors, providing it can see all data traffic on the ports that connect to the systems. Once a NIDS detects an attack, the following actions may be      taken:                                                                                                       . 

· Send email notification

· Send an SNMP trap to a network management system


· Send a page (to a pager)


· Block a TCP connection


· Kill a TCP connection


· Run a user defined script


In general terms a NID will be deployed on a DMZ. This assumes that you have a firewall in place and that you have a DMZ configured. When deployed behind the firewalls, the NID will detect attacks from protocols and sources allowed through the firewall and from internal users. By taking an action, such as sending an SNMP trap or a page, it can alert network staff that an attack is in progress and enable them to make decisions based on the nature of the attack. It is recommended that the IDS is used for detection and alerting only and not for proactive defence i.e. killing/blocking TCP connections as this can often cause more problems.

NIDS should be capable of standing against large amount number of network traffic to remain effective. As network traffic increases exponentially NIDS must grab all the

traffic and analyze in a timely manner.
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3.2.1 Advantages of NIDS

· A few well-placed network-based IDS can monitor a large network.

· The deploying of NIDSs has little impact upon an existing network. NIDSs are usually passive devices that listen on a network wire without interfering with the normal operation  of a network .Thus, it is usually easy  to retrofit a network to include NIDSs with minimal effort.

· NIDSs  can be made very secure against attack and even made invisible to many attackers.  
3.2.2 Disadvantages of NIDS

· NIDSs may have difficulty possessing all packets in a large or busy network and, therefore, may fail to recognize an attack launched during period of high traffic. Some vendors are attempting to solve this problem by implementing IDS completely in hardware, which is much faster. The need to analyze packets  quickly also forces vendors to both detect fewer attacks and also detects attacks with as little computing as possible which can reduce detection effectiveness .
· Many of advantages of NIDSs don’t apply to more modern switch-based networks. Switches subdivide networks into many small segments and provide dedicated links between host serviced by the same switch. Most switches do not provide universal monitoring ports and this limits the monitoring range of a NIDSs systems sensor to to a single host. Even when switches provide such monitoring ports, often the single port can not mirror all traffic  traversing the switch.
· NIDSs can not analyze encrypted information. This problem is increasing as more organizations (and attackers) use virtual private network.
· Most NIDSs can not tell whether or not an attack was successful ; they can only discern that an attack was initiated. This means that after NIDSs detect an attack, administrator must manually  investigate each attacked host to determine whether it was indeed penetrated.        
3.3Application based IDS

An application protocol-based intrusion detection system (APIDS) is an intrusion detection system that focuses its monitoring and analysis on a specific application protocol or protocols in use by the computing system. An APIDS will monitor the dynamic behavior and state of the protocol and will typically consist of a system or agent that would typically sit between a process, or group of servers, monitoring and analyzing the application protocol between two connected devices. A typical place for an APIDS would be between a web server and the database management system, monitoring the SQL protocol specific to the middleware/business logic as it interacts with the database.
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3.3.1Monitoring dynamic behavior

At a basic level an APIDS would look for, and enforce, the correct (legal) use of the protocol. However at a more advanced level the APIDS can learn, be taught or even reduce what is often an infinite protocol set, to an acceptable understanding of the subset of that application protocol that is used by the application being monitored/protected.

Thus, an APIDS, correctly configured, will allow an application to be "fingerprinted", thus should that application be subverted or changed, so will the fingerprint change.
3.3.2 Advantages 

· An application protocol-based intrusion detection system can monitor the interaction between user and application, which often allows them to trace unauthorized activity to individual users .
· An application protocol-based intrusion detection system can often can work in encrypted environment, since they interface with the applications at the transaction end points, where the information is presented to users in unencrypted form.  
3.3.3 Disadvantages 

· An application protocol-based intrusion detection system may be more vulnerable than host-based IDS  to attack as the applications log are not as well protected as the operating system audit trails used for host based IDS.
· As an application protocol-based intrusion detection system often monitor events at the user level of abstraction, they cannot detect Trojan horse or ether such software tampering attacks. Therefore, it is advisable to use Application based IDS in combination with Host based IDS or network based IDS. 
3.4 Other types of IDS

There are other types of IDS can be explained ,these are
3.4.1Stack Based IDS


Stack based IDS is latest technology, which works by integrating closely with the TCP/IP stack,  allowing  packets to be watched  as they  traverse their  way  up  the  OSI  layers. Watching the packet in this way allows the IDS to pull the packet from the stack before the OS or application has a chance to process the packets.
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3.4.2Signature-Based IDS
Signature-Based IDS use a rule set   to identify intrusions by   watching for patterns of events specific to known and   documented attacks. It is typically   connected to a large database which houses attack signatures. It compares the information it gathers against those attack signatures to detect a match.

These types of systems are normally presumed to be able to detect only attacks “known” to its database. Thus, if the database is not updated with regularity, new attacks could slip through. It can, however,  detect new     attacks that share characteristics with old attacks, e.g. , accessing 'cmd.exe' via a HTTP GET request. But, in cases of new,  uncataloged attacks, this technique is pretty porous.

Also, signature based IDS’s  may affect      performance in cases when intrusion patterns match several attack signatures. In cases such as these, there is a noticeable performance lag. Signature definitions stored  in the database need to  be specific so that variations on known attacks are not missed. This sometimes leads to      building up of huge databases which eat up a chunk of space.


3.4.3Anomaly Based IDS

Anomaly-Based IDS examines ongoing traffic, activity, transactions and behavior in order to identify intrusions by detecting anomalies. It works on the notion that “attack behavior” differs enough from “normal user behavior” such that it can be detected    by       cataloging and identifying the differences involved                .
In most anomaly-based IDS’s   the system administrator defines the baseline of normal behavior. This includes the state of the network's traffic load, breakdown, protocol, and typical   packet size                                                                   .                                                                                                  Anomaly  detectors     monitor network  segments to compare their state to the normal baseline and look for current behavior which deviate statistically from the normal. This capability theoretically gives anomaly-based IDSs abilities to detect new attacks that are neither known nor for which signatures have been created. On the other hand, anomaly-based IDS systems have been known to be prone to a lot of false positives. In these cases, the attacks are reported based on changes to the current .System on which the IDS is installed. This is because there is a change in the normal state of the system which is not perceived by the IDS                                        .
Sometimes, anomaly-based IDS systems can cause heavy processing overheads on the computer system they are installed on. It takes a short period of time for anomaly-based systems to create statistically significant baselines. During this period, they are relatively open to attack.
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4. General intrusion detection system with firewall
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In general intrusion detection process, there is an IDS between our firewall and the internet(WAN). Also there may be IDS in the system(server, pc etc)

4.1 IDS and Firewalls

A common misunderstanding is that firewalls recognize attacks and block them. This is not true                           . 

Firewalls are simply a device that shuts off everything, then turns back on only a few well-chosen items. In a perfect world, systems would already be "locked down" and secure, and firewalls would be unneeded. The reason we have firewalls is precisely because security holes are left open accidentally. Thus, when installing a firewall, the first thing it does is stops ALL communication. The firewall administrator then carefully adds "rules" that allow specific types of traffic to go through the firewall. For example, a typical corporate firewall allowing access to the Internet would stop all UDP and ICMP datagram traffic, stops incoming TCP connections, but allows outgoing TCP connections. This stops all incoming connections from Internet hackers, but still allows internal users to connect in the outgoing direction                         . 
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A firewall is simply a fence around you network, with a couple of well chosen gates. A fence has no capability of detecting somebody trying to break in (such as digging a hole underneath it), nor does a fence know if somebody coming through the gate is allowed in. It simply restricts access to the designated points                                  . 
In summary, a firewall is not the dynamic defensive system that users imagine it to be. In contrast, an IDS is much more of that dynamic system. An IDS does recognize attacks against the network that firewalls are unable to see                        . 
For example, in April of 1999, many sites were hacked via a bug in ColdFusion. These sites all had firewalls that restricted access only to the web server at port 80. However, it was the web server that was hacked. Thus, the firewall provided no defense. On the other hand, an intrusion detection system would have discovered the attack, because it matched the signature configured in the system.                                            . 
Another problem with firewalls is that they are only at the boundary to your network. Roughly 80% of all financial losses due to hacking come from inside the network. A firewall a the perimeter of the network sees nothing going on inside; it only sees that traffic which passes between the internal network and the Internet. 
Some reasons for adding IDS to you firewall are                                                                 : 


· Double-checks misconfigured firewalls  

· Catches attacks that firewalls legitimate allow through (such as attacks against web servers).   

· Catches attempts that fail 

· Catches insider hacking   

· Suddenly alerts users if any intrusion is detected

·   It has the power to prevent the intrusion also.

· Greater potentiality against new intruders (newly poisonous viruses )                                                                           

. 

. 
.
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4.2General network layout with firewall
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5. Intrusion detection process


IDSes use a number of different technologies to detect malicious activity. The three most widely distributed technologies are signature detection, behavioral anomaly detection, and protocol anomaly detection. 
 5.1Signature Based Detection                    .


The majority of commercial IDS products on the market are based upon a system that examines the network traffic for specific patterns of attack. This means that for every exploit, the IDS vendor must code a signature specifically for that attack in order to detect it, and therefore the attack must be known. Almost all IDS systems are structured around a large signature database and attempt to compare every packet to every signature in the database. 

Unfortunately, there are some significant flaws in this approach that render the IDS incapable of recognizing attacks. As network speeds increase, the IDS sensor does not have the resources to look at every packet, so some packets are discarded, allowing attacks to slip by unnoticed by the sensor. Most IDS sensors can only operate effectively up to about 60Mb/sec. Higher data speeds generally decrease their detection rate and increase their false positive rate considerably, thus reducing their effectiveness. Many companies today fully utilize 10/100Mb/sec or even up to 1Gb/sec on their network backbone, where most of their mission critical servers reside. Because a signature-based sensor cannot effectively operate at these data speeds, it leaves these systems vulnerable to attack. 

Another known issue with signature-based systems is the time it takes the IDS vendor to identify new attacks, create a signature, and release an update. Attacks like Code Red and Nimda cannot be identified by signature-based systems until the signature is added to the database, leaving a window of opportunity for attacks to penetrate the network unnoticed. Unfortunately, a new attack does the most damage during this window of opportunity. 

5.2Behavioral Anomaly Detection 

A less prevalent method of Intrusion Detection is the ability to detect statistical anomalies. The framework of statistical anomaly detection is the "baseline" of certain system statistics, or patterns of behavior that are tracked continually by the system. Changes in these patterns are used to indicate an attack. Examples include detection of excessive use, detection of use at unusual hours, and detection of changes in system calls made by user processes. 
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The benefit of this approach is that it can detect the anomalies without having to understand the underlying cause behind the anomalies; however, legitimate use of the system can trigger anomalies leading to a very high number of false positives. 

5.3Protocol Anomaly Detection
Protocol anomaly detection is performed at the application protocol layer. It focuses on the structure and content of the communications. Many attacks target protocols such as Telnet, HTTP, RPC, SMTP, and Rlogin for example. 

When protocol rules are modeled directly in the sensors, it is easy to identify traffic that violates the rules, such as unexpected data, extra characters, and invalid characters. That is exactly how some of these attacks can be identified. Protocol-based IDSes, for example, can detect code Red, because they model the HTTP protocol exactly as it is reflected in the RFC. The Code Red attack violates the HTTP protocol specification because it uses a GET request to post and execute malicious code on the victim server. The IDS recognizes this as a violation of the protocol and alerts the system administrator to the violation. While the same kind of attack is making its way past signature-based systems, this attack is recognized by the IDS as a protocol violation and is reported to the system administrators, giving them hours, sometimes even days to respond to the new threat before a signature for the attack is developed and distributed. 

6. Other approaches of security

6.1 A layered Security Approach 

In the layered security approach, Intrusion Detection enters the game at the highest level, providing a highly coordinated approach to managing security issues, from identifying threats on the network and gathering additional information on demand, to responding quickly and taking appropriate action. Through the use of distributed sensors, protocol anomaly detection, and high-speed statistical correlation analysis, a layered security approach to Intrusion Detection can identify and respond to both common and novel attacks to protect your network against business interruption, and prevent damage to your network as well as to customer confidence. 
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6.1.1Deploying Network IDS 

A successful IDS deployment is one that monitors each network segment by installing a sensor on the segment itself or on a segment boundary device, such as a switch, that has the ability to inspect all packets on the subnet. If you are using a signature-based IDS, you must consistently obtain the updated set of attack signatures from all your IDS and firewall vendors and review all security policies weekly to help narrow the window of vulnerability. It may be advisable to use a configuration management tool to track the signature file information on all systems. 

IDS sensors are most effective when deployed on the network perimeter, such as on both sides of the firewall, near dial-up servers, and on links to partner networks. 

6.1.2 Deploying Host Based IDS 

The next step is to deploy host-based intrusion detection mechanisms on all servers identified as mission critical by your security policy, increasing their chances of surviving an attack. Unless you have an unlimited budget, you will want to prioritize your deployment. If your main concern is attack from the Internet, you should concentrate your host-based defenses in the Demilitarized Zone (DMZ). 
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Deception is perhaps the easiest tool in your arsenal to manage and perhaps the most rewarding tool when identifying malicious activity on the network. As deception hosts log every connection and keystroke entered, it is possible to learn the intentions, motive, and experience of the attacker. A common scheme for deploying deception hosts is based on "The Minefield" principle, and simply involves placing them where an attacker is likely to find them, often with appealing server names (such as "Primary Mail Server" etc.). Deception systems can be placed in your DMZ to attract attackers away from production network assets, and on the internal network to catch snooping employees or hackers that may have bypassed your other defenses. 

Establishing a policy for centrally monitored IDS systems and sensors will aid in the correlation and analysis of events. It is also recommended that administrators rotate their logs, a copy of which should always be written to remote, removable media in case an attacker tries to delete or modify the log data. 

In Summary 


To be effective, a network security solution must be made up of several layers to address the various types of threats faced by today's networks. Intrusion detection systems will not pick up every attack, no matter what kind of system the company has deployed. If only signature IDSes are deployed throughout the network, they will not pick up new attacks. Since protocol anomaly systems can detect many new attacks like Code Red, Code Red II, and Nimda, corporations should, at minimum, be able to strengthen their defenses at the gates to their networks: at the Internet connection, VPN connections, customer network connections, and so on. Thus they bolster the first line of defense at the entry-points so that these attacks can be detected as soon as possible. 

The Internet provides a cost effective platform for companies and businesses to sell their products and services to a vast audience that is without geographic constraints. In 1995 there were 50 million people accessing the Internet worldwide, with recent projections suggesting somewhere in the region of 807 million people by 2003. The possibilities for companies with sound business practices and solid security are limitless. Detecting attacks quickly requires advanced warning systems. Most corporations need to improve their detection abilities in order to protect their data, their customers, and their partners' networks. Strengthen your defenses and reduce your network risk. 
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7.GENERAL ALGORITHM FOR INTRUSION DETECTION
7.1FLOW CHART: (FOR DNS SERVER)
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7.2ALGORITHM(for DNS server)

1. A system(DNS server) is requested a file by client

2. check whether the current record in the system log is available in DN database.

3. found?

4. If yes,

i. check the record in the DNS database.

ii. if found ,serve the data to client as per request.

iii.  else, “raise an intrusion alarm”

iv. Investigation by SSO

v. Intrusion detected?

vi. if yes, take an action

vii. No, then

a. check monitor if record exists

b. record exists?

c. If yes, update on DNS database and go to step-1

d.  if No, update monitor and go to step-1

                  5. else , go to step i.

                  6. continue till connection ends.

Hence the DNS server has an intrusion detection system, which checks the client request, first of all it checks whether there is actual request or fake request by the intruder. First of all it  checks whether the requested file is available on the DNS server or DNS database, if there is no requested file then it raises an alarm as an intrusion detected  and necessary actions are taken by IDS.  If   the request is actual then it simply serve the requested file to the client.

Further the action is taken by the SSO whether that request was an intrusion or not, if intrusion detected then raises an alarm, if not detected  then  it checks the record if monitor exists, in both cases data is updated and further loop is continued(from step 1 to onward) 
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7.3 FLOW CHART FOR HTTP SERVER INTRUSION DETECTION SYSTEM 
[image: image6.png]Start

|

Wait for new HTTP
request

A new HT[TP request

Check [orbidden
keywords for XSS
and SQL-Injcction

attack

Attack signatures

Check paramerter .
. Learned maximum
valuc lenth for

Buller-Over-Flow allowed parameter
attack value length

v

Check paramerter
presence and order Rules of frequent
No to detect faked paramcler presence,
HTTP request by order, and value length
hack tools

v

Check web server
rcturn code

Check relationships
among historical
records to detect

probe attacks

Total scorc
exceed valve
valuc?

Yes

Report
anomaly




                                     FIG.7.3

INTRUSION DETECTION SYSTEM

8. Data processing techniques used in intrusion detection systems 

Depending on the type of approach taken in intrusion detection, various processing mechanisms (techniques) are employed for data that is to reach an IDS. Below, several systems are described briefly:

· Expert systems, these work on a previously defined set of rules describing an attack.  All security related events incorporated in  an audit trail are translated in terms of if-then-else rules. Examples are Wisdom & Sense and ComputerWatch. 

· Signature analysis Similarly to expert System approach, this method is based on the attack knowledge. They transform the semantic description of an attack into the appropriate audit trail format. Thus, attack signatures can be found in logs or input data streams in a straightforward way. An attack scenario can be described, for example, as a sequence of audit events that a given attack generates or patterns of searchable data that are captured in the audit trail. This method uses abstract equivalents of audit trail data. Detection is accomplished by using common text string matching mechanisms. Typically, it is a very powerful technique and as such very often employed in commercial systems (for example Stalker, Real Secure, NetRanger, Emerald eXpert-BSM). 

· Colored Petri Nets The Colored Petri Nets approach is often used to generalize attacks from expert knowledge bases and to represent attacks graphically. Purdue University’s IDIOT system uses Colored Petri Nets.  With this technique, it is easy for system administrators to add new signatures to the system. However, matching a complex signature to the audit trail data may be time-consuming. The technique is not used in commercial systems. 

· State-transition analysis Here, an attack is described with a set of goals and transitions that must be achieved by an intruder to compromise a system. Transitions are represented on state-transition diagrams. 

· Statistical analysis approach This is a frequently used method (for example SECURENET). The user or system behavior (set of attributes) is measured by a number of variables over time. Examples of such variables are: user login, logout, number of files accessed in a period of time, usage of disk space, memory, CPU etc. The frequency of updating can vary from a few minutes to, for example, one month. The system stores mean values for each variable used for detecting exceeds that of a predefined threshold. Yet, this simple approach was unable to match a typical user behavior model. Approaches that relied on matching individual user profiles with aggregated group variables also failed to be efficient. Therefore, a more sophisticated model of user behavior has been developed using short- and long-term user profiles. These profiles are regularly updated to keep up with the changes in user behaviors. Statistical methods are often used in implementations of normal user behavior profile-based Intrusion Detection Systems. 
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· Neural Networks Neural networks use their learning algorithms to learn about the relationship between input and output vectors and to generalize them to extract new input/output relationships. With the neural network approach to intrusion detection, the main purpose is to learn the behavior of actors in the system (e.g., users, daemons). It is known that statistical methods partially equate neural networks. The advantage of using neural networks over statistics resides in having a simple way to express nonlinear relationships between variables, and in learning about relationships automatically. Experiments were carried out with neural network prediction of user behaviors.  From the results it has been found that the behavior of UNIX super-users (roots) is predictable (because of very regular functioning of automatic system processes). With few exceptions, behavior of most other users is also predictable.  Neural networks are still a computationally intensive technique, and are not widely used in the intrusion detection community. 

· User intention identification This technique (that to our knowledge has only been used in the SECURENET project) models normal behavior of users by the set of high-level tasks they have to perform on the system (in relation to the users’ functions). These tasks are taken as series of actions, which in turn are matched to the appropriate audit data. The analyzer keeps a set of tasks that are acceptable for each user. Whenever a mismatch is encountered, an alarm is produced. 

· Computer immunology Analogies with immunology has lead to the development of a technique that constructs a model of normal behavior of UNIX network services, rather than that of individual users. This model consists of short sequences of system calls made by the processes. Attacks that exploit flaws in the application code are very likely to take unusual execution paths. First, a set of reference audit data is collected which represents the appropriate behavior of services, then the knowledge base is added with all the known “good” sequences of system calls. These patterns are then used for continuous monitoring of system calls to check whether the sequence generated is listed in the knowledge base; if not — an alarm is generated. This technique has a potentially very low false alarm rate provided that the knowledge base is fairly complete. Its drawback is the inability to detect errors in the configuration of network services. Whenever an attacker uses legitimate actions on the system to gain unauthorized access, no alarm is generated. 

· Machine learning This is an artificial intelligence technique that stores the user-input stream of commands in a vectorial form and is used as a reference of normal user behavior profile. Profiles are then grouped in a library of user commands having certain common characteristics . 

· Data mining generally refers to a set of techniques that use the process of extracting previously unknown but potentially useful data from large stores of data. Data mining method excels at processing large system logs (audit data). However they are less useful for stream analysis of network traffic. One of the fundamental data mining techniques used in intrusion detection is associated with decision trees . Decision tree models allow one to detect anomalies in large .

INTRUSION DETECTION SYSTEM 

 This is done by matching patterns extracted from a simple audit set with those referred to warehoused unknown attacks. A typical data mining technique is associated with finding association rules. It allows one to extract previously unknown knowledge on new attacks  or built on normal behavior patterns. Anomaly detection often generates false alarms. With data mining it is easy to correlate data related to alarms with mined audit data, thereby considerably reducing the rate of false alarms .

9. COMPUTER ATTACKS AND VOLNERABILITIES  
Many organizations acquire intrusion detection system because they know that  IDS are a necessary complement to comprehensive system security architecture . However, given the relative youth of commercial IDSs, most organizations lacks  experienced IDS operator. Despite vendor claims about ease of usage, such training or experience is necessary. An IDS is only as effective as the human operating it . IDS user interfaces very greatly in quality. Some produces responses in in the form of cryptic text logs while other provide graphical depictions  of the attack on the network. Despite this wide variance in display technique, most IDSs output the same basic information about computer attacks. If user understand this common set of outputs, they can quickly learn to use the majority of commercial IDSs.

9.1 ATTACK TYPES

Most computer attacks only corrupt a systems security in very specific ways. For example, certain attacks may enable an attacker to read specific files but don’t allow alternation of any system components. Another attacker may allow an attacker to shut down certain system components but doesn’t allow access to any files. Despite the varied capabilities of  computer attacks, they usually result in violation of only four different security properties : availability, confidentiability, integrity, and control . these violations are described below:

Confidentiability:  an attack causes confidentiability violation if it allows attackers to access data without authorization from the owner of the information .

Integrity: an attack causes an integrity violation if it allows the attacker to change the system state or any data residing on or passing through a system.

Availability: causes an availability violation if it keeps an authorized user (human or machine) from accessing a particular system resource when, where, and in the form that they need it.
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Control : an attack causes a control violation if it grants an (authorized ) attacker privilege in violation of the access control policy of the system. This privilege enables a subsequent confidentiability, integrity, or availability violation.

9.2 Types  of computer attacks commonly detected by IDSs
9.2.1scanning attack:

 A particular type of BRUTE FORCE ATTACK on a computer system. It involves the use of a program known as a WAR DIALLER. This generates a large number of sequences of characters that could be telephone numbers or passwords. A typical scanning attack would involve the program being set up to dial a long series of telephone numbers; any numbers giving some indication of a modem being used are stored. After a scanning session an intruder dials these numbers and attempts to break in using a variety of techniques including trying well-known passwords.
9.2.2 Port Scan Attack
Port Scan attack refers to scan TCP/UDP ports to discover services they can break into. All machines connected to a LAN or connected to Internet via a modem run many services that listen at well-known and not so well-known ports. By port scanning the attacker finds which ports are available (i.e., being listened to by a service). Essentially, a port scan consists of sending a message to each port, one at a time. The kind of response received indicates whether the port is used and can therefore be probed further for weakness.

9.2.3 A denial-of-service attack 

(DoS attack) or distributed denial-of-service attack (DDoS attack) is an attempt to make a computer resource unavailable to its intended users. Although the means to carry out, motives for, and targets of a DoS attack may vary, it generally consists of the concerted efforts of a person or people to prevent an Internet site or service  from functioning efficiently or at all, temporarily or indefinitely. Perpetrators of DoS attacks typically target sites or services hosted on high-profile web servers such as banks, credit card payment gateways, and even root nameservers. The term is generally used with regards to computer networks, but is not limited to this field, for example, it is also used in reference to CPU resource management.

One common method of attack involves saturating the target (victim) machine with external communications requests, such that it cannot respond to legitimate traffic, or 
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responds so slowly as to be rendered effectively unavailable. In general terms, DoS attacks are implemented by either forcing the targeted computer(s) to reset, or consuming its resources so that it can no longer provide its intended service or obstructing the communication media between the intended users and the victim so that they can no longer communicate adequately.

Denial-of-service attacks are considered violations of the IAB's Internet proper use policy, and also violate the acceptable use policies of virtually all Internet service providers. They also commonly constitute violations of the laws of individual nations.

9.2.4 Peer-to-peer attacks

Attackers have found a way to exploit a number of bugs in peer-to-peer servers to initiate DDoS attacks. The most aggressive of these peer-to-peer-DDoS attacks exploits DC++. Peer-to-peer attacks are different from regular botnet-based attacks. With peer-to-peer there is no botnet and the attacker does not have to communicate with the clients it subverts. Instead, the attacker acts as a 'puppet master,' instructing clients of large peer-to-peer file sharing hubs to disconnect from their peer-to-peer network and to connect to the victim's website instead. As a result, several thousand computers may aggressively try to connect to a target website. While a typical web server can handle a few hundred connections/sec before performance begins to degrade, most web servers fail almost instantly under five or six thousand connections/sec. With a moderately big peer-to-peer attack a site could potentially be hit with up to 750,000 connections in a short order. The targeted web server will be plugged up by the incoming connections. While peer-to-peer attacks are easy to identify with signatures, the large number of IP addresses that need to be blocked (often over 250,000 during the course of a big attack) means that this type of attack can overwhelm mitigation defenses. Even if a mitigation device can keep blocking IP addresses, there are other problems to consider. For instance, there is a brief moment where the connection is opened on the server side before the signature itself comes through. Only once the connection is opened to the server can the identifying signature be sent and detected, and the connection torn down. Even tearing down connections takes server resources and can harm the server.

This method of attack can be prevented by specifying in the p2p protocol which ports are allowed or not. If port 80 is not allowed, the possibilities for attack on websites can be very limited.
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9.2.5Permanent denial-of-service attacks

A permanent denial-of-service (PDoS), also known loosely as phlashing, is an attack that damages a system so badly that it requires replacement or reinstallation of hardware.[9] Unlike the distributed denial-of-service attack, a PDoS attack exploits security flaws which allow remote administration on the management interfaces of the victim's hardware, such as routers, printers, or other networking hardware. The attacker uses these vulnerabilities to replace a device's firmware with a modified, corrupt, or defective firmware image—a process which when done legitimately is known as flashing. This therefore "bricks" the device, rendering it unusable for its original purpose until it can be repaired or replaced.

The PDoS is a pure hardware targeted attack which can be much faster and requires fewer resources than using a botnet in a DDoS attack. Because of these features, and the potential and high probability of security exploits on Network Enabled Embedded Devices (NEEDs), this technique has come to the attention of numerous hacker communities. PhlashDance is a tool created by Rich Smith (an employee of Hewlett-Packard's Systems Security Lab) used to detect and demonstrate PDoS vulnerabilities at the 2008 EUSecWest Applied Security Conference in London.

9.2.6 Teardrop attacks

A Teardrop attack involves sending mangled IP fragments with overlapping, over-sized payloads to the target machine. This can crash various operating systems due to a bug in their TCP/IP fragmentation re-assembly code. Windows 3.1x, Windows 95 and Windows NT operating systems, as well as versions of Linux prior to versions 2.0.32 and 2.1.63 are vulnerable to this attack.

Around September 2009, a vulnerability in Vista was referred to as a "teardrop attack", but the attack targeted SMB2 which is a higher layer than the TCP packets that teardrop used

9.3.7 Distributed attack

A distributed denial of service attack (DDoS) occurs when multiple systems flood the bandwidth or resources of a targeted system, usually one or more web servers. These systems are compromised by attackers using a variety of methods.

Malware can carry DDoS attack mechanisms; one of the better-known examples of this was MyDoom. Its DoS mechanism was triggered on a specific date and time. This type of DDoS involved hardcoding the target IP address prior to release of the malware and no further interaction was necessary to launch the attack.
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A system may also be compromised with a trojan, allowing the attacker to download a zombie agent (or the trojan may contain one). Attackers can also break into systems using automated tools that exploit flaws in programs that listen for connections from remote hosts. This scenario primarily concerns systems acting as servers on the web.

Stacheldraht is a classic example of a DDoS tool. It utilizes a layered structure where the attacker uses a client program to connect to handlers, which are compromised systems that issue commands to the zombie agents, which in turn facilitate the DDoS attack. Agents are compromised via the handlers by the attacker, using automated routines to exploit vulnerabilities in programs that accept remote connections running on the targeted remote hosts. Each handler can control up to a thousand agents.

These collections of systems compromisers are known as botnets. DDoS tools like stacheldraht still use classic DoS attack methods centered on IP spoofing and amplification like smurf attacks and fraggle attacks (these are also known as bandwidth consumption attacks). SYN floods (also known as resource starvation attacks) may also be used. Newer tools can use DNS servers for DoS purposes. See next section.

Simple attacks such as SYN floods may appear with a wide range of source IP addresses, giving the appearance of a well distributed DDoS. These flood attacks do not require completion of the TCP three way handshake and attempt to exhaust the destination SYN queue or the server bandwidth. Because the source IP addresses can be trivially spoofed, an attack could come from a limited set of sources, or may even originate from a single host. Stack enhancements such as syn cookies may be effective mitigation against SYN queue flooding, however complete bandwidth exhaustion may require involvement

It is important to note the difference between a DDoS and DoS attack. If an attacker mounts an attack from a single host it would be classified as a DoS attack. In fact, any attack against availability would be classed as a Denial of Service attack. On the other hand, if an attacker uses a thousand systems to simultaneously launch smurf attacks against a remote host, this would be classified as a DDoS attack.

The major advantages to an attacker of using a distributed denial-of-service attack are that multiple machines can generate more attack traffic than one machine, multiple attack machines are harder to turn off than one attack machine, and that the behavior of each attack machine can be stealthier, making it harder to track down and shut down. These attacker advantages cause challenges for defense mechanisms. For example, merely purchasing more incoming bandwidth than the current volume of the attack might not help, because the attacker might be able to simply add more attack machines
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9.2.8 Reflected attack

A distributed reflected denial of service attack (DRDoS) involves sending forged requests of some type to a very large number of computers that will reply to the requests. Using Internet protocol spoofing, the source address is set to that of the targeted victim, which means all the replies will go to (and flood) the target.

ICMP Echo Request attacks (Smurf Attack) can be considered one form of reflected attack, as the flooding host(s) send Echo Requests to the broadcast addresses of mis-configured networks, thereby enticing many hosts to send Echo Reply packets to the victim. Some early DDoS programs implemented a distributed form of this attack.

Many services can be exploited to act as reflectors, some harder to block than others.DNS amplification attacks involve a new mechanism that increased the amplification effect, using a much larger list of DNS servers than seen earlier..

9.2.9 Degradation-of-service attacks

"Pulsing" zombies are compromised computers that are directed to launch intermittent and short-lived floodings of victim websites with the intent of merely slowing it rather than crashing it. This type of attack, referred to as "degradation-of-service" rather than "denial-of-service", can be more difficult to detect than regular zombie invasions and can disrupt and hamper connection to websites for prolonged periods of time, potentially causing more damage than concentrated floods. Exposure of degradation-of-service attacks is complicated further by the matter of discerning whether the attacks really are attacks or just healthy and likely desired increases in website traffic.

9.3.0 penetration attacks 

Penetration attacks involves the unauthorized acquisition of and/alternation of the system privileges, resources, or data. Consider these integrity control violations as contrasted to DOS attacks, which don’t do any illegal . a penetration attack can gain control of a system by exploiting  a variety of software flaws. The most common flaws and the security consequences of each are explained and enumerated below. While penetration attacks very tremendously in detail and impact , the common types are:

User to root: a local user on host gains complete control of the target host 

Remote to user: an attacker on the network gains access to an user account on the target host.

Remote to root : an attacker on the network gains access to a user account on the target host.
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Remote disk read: an attacker on the network gains the ability to read private data files on the target host without the authorization of the owner.

Remote disk write: An attacker on the network gains the ability to write to private data files on the target host without the authorization of the owner.
9.4 Determining attacker location from IDS output 

In notification of detected attacks, IDSs will  often report the location of attacker . this location is most commonly expressed as an source IP address. The reported address is simply the source address that attack on the attack packets, this doesnot necessarily represent he true source address of the attacker. The key to determining the significance of the reported source IP address is to classify the type of attack and then determine whether or not the attacker needs to see the reply packet sent by the victim. If the attacker launches a one-way attacks, like many floody DOS attack , where the attacker does not need to see any reply packets , then the attacker can label his packets with random IP addresses . the attacker is doing the real world equivalent of sending a postcard with a fake return address to fill a mailbox so that no other mail can fit into it. in this case, the attacker cannot receive any reply from the victim . however the attacker needs to view the victims replies, which is usually true with penetration attacks , then the attacker usually cannot lie about his source IP address. Using the postcard analogy, the attacker needs to know that his postcards go to the victim and therefore must usually label  his postcards with his actual address . in general , attacker must use the correct IP address when launching penetration attack but not with DOS attacks . however, there exist one caveat when dealing with expert attackers. An attacker can send  attack packets using a source IP address , but arrange to wiretap the victims reply to the faked address. The attacker can do this without having access to the computer at the fake address . this manipulation of IP address is called “IP spoofing”.

10.Strength and limitations of IDSs     

Although Intrusion Detection System are a valuable addition to an organization’s security infrastructure, there are thing they do well , and other things they do not do well . as we plan the security  strategy for our organization’s system , it is important for us to understand  what IDSs should be trusted to do and what goals might be better served by other types of security mechanisms.
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10.1 Strengths of IDSs

IDSs performs followings well:

· Monitoring and analysis of system events and user behaviors.

· Testing the security states of system configurations 

· Base lining  the security states of a systems , then attacking any changes to that baseline

· Recognizing patterns of system events that correspond to known attacks 

· Recognizing patterns of activity that statistically vary from normal activity 

· Alternating appropriate staff by appropriate means when attack are detected.

· Measuring enforcement of security policies encoded in the analysis engine

· Providing default information security policies 

· Allowing non-security experts to perform important security monitoring functions.     
10.2 Limitations of  IDSs

IDS cannot perform the following functions: 
· Compensating for weak or missing security mechanisms in the protection infrastructure. Such mechanisms include firewall, identification and authentication , link encryption, access control mechanisms, and virus detection and eradication .

· Instantaneously detecting , reporting, and responding to an attack, when there is a heavy network or processing load .

· Detecting newly published attacks or variants of existing attacks .

· Effectively responding to attacks launched by sophisticated attackers

· Automatically investing attacks without human interaction.

· Resisting attacks that are intended to defeat or circumvent them 

· Compensating for problems with the fidelity of information sources

· Dealing effectively with switched networks.  
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11. Future of IDS
Although the system audit function that represent the original vision of IDSs has been formal discipline for almost fifty years , the IDS  research  field is still young, with most research dating  to the 1980s and 1990s. furthermore, the wide-scale commercial use of IDS did not start until the mid 1990s.

However the intrusion detection and vulnerability assessment market has grown into a significance commercial presence. Technology market analysts predict continued growth in the demand foe IDS and other network security product and services for the foreseeable 

Even while the IDS research field is maturing, commercial IDSs are still in their formative years. Some commercial IDSs has received negative publicity due to their large number of false alarms , awkward control and reporting interfaces, overwhelming numbers of attack reports, lack of scalability , and lack of integration with enterprise network management systems . however the strong commercial demand for IDS will increase the likelihood that these problem will be successfully addressed in the near by future . we anticipate that the improvement over time in quality of performance  of IDS products will likely parallel  that of antivirus software . early antivirus software created false alarm on many normal user actions and did not detect all known viruses . however,

 over the past decade , antivirus software progressed to its current state , in which it is transparent to the users , yet so effective that few doubt is effectiveness .

furthermore, it is  very that certain IDS capability will become core capabilities of the network infrastructure and operating system . in this case , the IDS product market will be able to better focus its attention  on  resolving some of the pressing issues associated with the scalability and manageability of IDS products. There are other trends in computing  that we believe will affect the form and functions of IDS products including the move to appliance-based IDSs. It is also likely that certain IDS pattern matching capabilities will move  to hardware in order to increase bandwidth . finally the entry of insurance and other classic commercial risk management measures to the network security arena will drive enhanced  IDS requirements for investigative support and features.
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IDSs  are here to stay, with billion dollar firm supporting the development of commercial security products and driving hundreds of millions in annual sales. However, they remain difficult to configure and operate and often cant be effectively used by the very novice security personnel who need to benefit from them most. Due to the nationwide shortage of experienced security experts, many novice are assigned to deal with IDSs that protect our nations computer security systems and network.

        Hence IDS is very important and useful for  our security. So for uninterruptedly using the network and computer system we must use an IDS , which will not only protects us but also gives useful  information about intruder, saves our time and money either  directly or indirectly.
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