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ABSTRACT
This paper gives a topical overview of data security in network transmission. Internet network data security has assumed great importance since the quantum of mission critical data that is being compromised has assumed great proportions. In fact, internet network data security is now a leading cause of national security concerns worldwide. 

Even in corporate ,  internet network data security topics in the form of intrusions into corporate mission critical data often invades the corporate  boardrooms, where black coated directors (who have hardly used a computer in their life)  debate on internet networking security strategies.

INTRODUCTION
The requirements of data security have undergone three major changes in the last decades. The first major change was the introduction of the computer. The need for protecting files and information became evident. Collection of tools designed to protect data and to avoid hacker attacks has the generic name computer security. The second major change was the introduction of distributed systems, networks and communication facilities for data communication. Network security measures are needed to protect data during transmission. The third change is the current, rapid development of wireless networks and mobile communications. Wireless security is therefore of high priority today.

DEFINITIONS OF TERMS
Address mapping: By translating network addresses from one format to another, this methodology permits different protocols to operate interchangeably.

Address mask: A bit combination descriptor identifying which portion of an address refers to the network or subnet and which part refers to the host sometimes simply called the mask.

Area: A logical, rather than physical, set of segments along with their attached devices. Areas are commonly connected to others using routers to create a single autonomous system.

ATM (Asynchronous Transfer Mode): The international standard, identified by fixed-length 53-byte cells, for transmitting cells in multiple service systems, such as voice, video, or data. Transit delays are reduced because the fixed-length cells permit processing to occur in the hardware. ATM is designed to maximize the benefits of high-speed transmission media, such as SONET, E3, and T3.
Bandwidth: The gap between the highest and lowest frequencies employed by network signals. More commonly, it refers to the rated throughput capacity of a network protocol or medium.
Bridge: A device for connecting two segments of a network and transmitting packets between them. Both segments must use identical protocols to communicate. Bridges function at the Data Link layer, layer 2 of the OSI reference model. The purpose of a bridge is to filter, send, or flood any incoming frame, based on the MAC address of that particular frame.
Broadcast: A data frame or packet that is transmitted to every node on the local network segment (as defined by the broadcast domain). Broadcasts are known by their broadcast address, which is a destination network and host address with all the bits turned on. 
Broadcast address: Used in both logical addressing and hardware addressing. In logical addressing, the host addresses will be all ones. With hardware addressing, the hardware address will be all ones in binary (all Fs in hex). 
Broadcast domain: A group of devices receiving broadcast frames initiating from any device within the group. Because routers do not forward broadcast frames, broadcast domains are not forwarded from one broadcast to another.
IP (Internet Protocol): Defined in RFC 791, it is a Network layer protocol that is part of the TCP/IP stack and offers connectionless service. IP furnishes an array of features for addressing, type-of-service specification, fragmentation and reassembly, and security. 

IP address (Often called an Internet address): This is an address uniquely identifying any device (host) on the Internet (or any TCP/IP network). Each address consists of four octets (32 bits), represented as decimal numbers separated by periods (a format known as “dotted-decimal”). Every address is made up of a network number, an optional sub-network number, and a host number.
LAN: Local area network: Broadly, any network linking two or more computers and related devices within a limited geographical area (up to a few kilometers). LANs are typically high speed, low-error networks within a company.
MAN: Metropolitan area network: Any network that encompasses a metropolitan area; that is, an area typically larger than a LAN but smaller than a WAN
WAN: Wide area network: Is a designation used to connect LANs together across a DCE (data communications equipment) network.
WIRELESS LOCAL AREA NETWORKS
Today the security of wireless LANs is of much concern. Security measures taken are almost identical in the wired and wireless world. Wireless LANs include an additional set of unique security elements. This implies specialized physical and data link protocols. Any network is subject to substantial security risks and issues. These include issues like threats to the physical security, eavesdropping and attacks from within the network’s user community. Three main security issues are defined by the HomeRF Working Group (Chinitz, 2001):

Data Compromise is any form of disclosure to unintended parties of information

Unauthorized Access is any means by which an unauthorized party is allowed access to network resources 

Denial of Service is an operation designed to block or disrupt normal activities of a network

INTERNET NETWORK DATA SECURITY THREATS 

1. DENIAL OF SERVICE (DOS)
This internet network data security threat makes use of the simple fact: All servers have only a limited capacity to handle server requests. By making more requests to an internet network server than it can handle, this internet network data security threat brings down the server.

Denial of service has been used in the past to cause downtime of leading e-commerce firms, since it is an easy internet network security threat to launch and quite difficult to counter.

2. IP SPOOFING OR IP MASQUERADING 
IP masquerading simply means being an IP imposter. The server that is attacking your internet network server pretends to be someone else (with a different IP) and as a result, is able to gain unlawful access to the server being attacked. This internet network data security threat is possible because of the inherent poor authentication in the IP protocol.
3. SESSION HIJACKING
Session hijacking implies taking control of a user's session, resulting in a very serious internet network data security breach. For example, a user may be accessing some mission critical data or making an internet purchase. At that time, a session hijacker takes control of the user session, thereby getting access to the sensitive session data. The user is led to believe that he has been logged out and he logs back in.

Session hijacking is an incredibly dangerous internet network data security threat wherein the attacker could compromise sensitive user data such as passwords, or even credit card information.

4. ILLEGAL SECURITY BREAK-INs
This is by far, the most obvious and most dangerous internet network data security threat. Through either missing security patches in software or access to passwords, the attacker is able to pierce the authentication and authorization checks to get access to corporate databases and mission critical files
This internet network data security threat can be resolved only through prevention rather than cure by safeguarding passwords, tougher password rules etc. 
5. PHYSICAL ACCESS TO SERVERS IN DATA CENTERS
It is amazing that we get so involved in guarding against internet based network data security threats that we do not realize that physical unauthorized access to our data center corporate servers is still the largest threat to internet network data security. Good data centers have network data security protection in the form of fingerprint based authentication and verification of credentials of all operations personnel visiting the data center.
TYPICAL INTERNET NETWORK DATA SECURITY BEST PRACTICES
1. PLANNING FOR AN OPTIMUM INTERNET NETWORK DATA SECURITY 
It is really tough to explain the concept of an optimum internet network data security strategy to a dumb boss! There is really no perfect internet network data security strategy and internet security breaches will occur unless you work on a standalone PC!

So, the internet n9etwork data security alternative is to provide a balance between access9 to servers and restricted access through network data security practices.

2. DATA CENTRE PHYSICAL SECURITY 
A typical good internet network data security practice is to outsource the hosting of corporate servers to a data centre that can focus on providing great internet network data security, data centre disaster recovery, and tough physical data centre security. This implies posting a lot of burly security men at the data center, while simultaneously using advanced security gadgets to prevent direct access to servers by unauthorized personnel.

3. HAVING A WELL THOUGHT OUT INTERNET NETWORK DATA SECURITY POLICY
Everyone has an internet network data security policy; however, it is usually a 200 page piece of junk in an attractive binder.
That's the whole problem with an internet network data security policy. Consultants make the internet network data security policy, and it sits on your boss's massive cabin. What is needed for an internet network data security policy to work is proper buy in from employees, dissemination of internet network data security information handouts to all employees and contractors and proper internet network data security audits.

4. UPDATING ALL SOFTWARE WITH LATEST PATCHES 
The most frequent network data security attacks exploit the vulnerabilities of packaged software such as the operation system, the database or even specialized packages such as CRM or ERP packages.  A typical solution to this internet network data security problem is to update your database software (example: Oracle) or operating system software (example Solaris) with the latest patches or upgrades.

5. INTERNET NETWORK DATA SECURITY FIREWALLS
Get an industry standard network data security firewall and safeguard your network from unwarranted intrusions. Also, do period audits of your network data security firewall rules so that your internet network data security is not compromised.

6. NETWORK DATA SECURITY BACKUPS AND SAFEGUARDING     BACKUPS
Use new network backup strategies such as remote data backups and data replication to take backups regularly, even when your systems are live. Also, safeguard your backups, as careless backup handling could be your biggest network internet data security threat.
CONCLUSIONS
Wireless network security along with a fast technological change is a demanding field. This overview shows that network security in itself must be seen as a whole. The adopted network security policy forms the basis. A proper choice of system(s), protocols, standards and techniques gives the guidelines for a more secure networking. The security levels of current networks must be constantly enhanced to meet the growing security threats. Wired and wireless networks use in principal the same type of basic security methods. This means that security measures taken to ensure the integrity and security of data in the wired local area network environment are also applicable to wireless LANs. Information systems are strongly affected by secure wireless technology. In the near future we will see a rapid growth of wireless technology, devices and equipment. Security aspects will enhance this change and the affect on information systems will be significant.
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