Data Security in Wireless Systems

INTRODUCTION
Wireless Wide Area Networks (WAN) are a popular method of wirelessly accessing data over the Internet. A major concern for many corporate users of wireless WANs is data security and how to protect data that is transmitted over these wireless networks.
All computer systems and communications channels face security threats that can Compromise systems, the services provided by the systems, and/or the data stored on or Transmitted between systems. The most common threats are:

· Denial-of-service

· Interception
· Manipulation

· Masquerading

· Repudiation

Denial-Of-Service (DOS) occurs when an adversary causes a system or a network to become unavailable to legitimate users or causes services to be interrupted or delayed. Consequences can range from a measurable reduction in performance to the complete failure of the system. A wireless example would be using an external signal to jam the wireless channel. There is little that can be done to keep a serious adversary from mounting a denial of service attack. 
Interception has more than one meaning. A user’s identity can be intercepted leading to a later instance of masquerading as a legitimate user or a data stream can be intercepted and decrypted for the purpose of disclosing otherwise private information. In either case, the adversary is attacking the confidentiality or privacy of the information that is intercepted. An example would be eavesdropping and capturing the wireless interchanges between a wireless device and the network access point. Since wireless systems use the radio band for transmission, all transmissions can be readily intercepted. Therefore, some form of strong authentication and encryption is necessary in order to keep the contents of intercepted signals from being disclosed. 
 Manipulation means that data has been inserted, deleted, or otherwise modified on a system or during transmission. This is an attack on the integrity of either the data transmission or on the data stored on a system. An example would be the insertion of a Trojan program or virus on a user device or into the network. Protection of access to the network and its attached systems is one means of avoiding manipulation.

Masquerading refers to the act of an adversary posing as a legitimate user in order to gain access to a wireless network or a system served by the network. For example, a user with inappropriate access to a valid network authenticator could access the network and perform unacceptable functions (e.g., break into a server and plant malicious code, etc.). Strong authentication is required to avoid masquerade attacks. Repudiation is when a user denies having performed an action on the network. Users might deny having sent a particular message or deny accessing the network and performing some action. Strong authentication of users, integrity assurance methods, and digital signatures can minimize the possibility of repudiation.

There are many features of these wireless networks, which provide user and data security. This paper discusses the security features for CDPD, CDMA, and GPRS networks, as well as an introduction to virtual private networks (VPN) and how these applications can be used to enhance the overall security of data on wireless networks.
For each of the technologies presented in this paper, a brief  Overview of the wireless network is given, followed by a discussion of each of the features of that network that contribute to the overall security of the network.

Chapter 1
Cellular Digital Packet Data (CDPD)
 1.1 INTRODUCTION: 
CDPD is a secure, proven, and reliable protocol that has    been used for several years by law enforcement, public safety, and mobile professionals to securely access critical, private information. CDPD has several features to enhance the security of the mobile end user’s data and these are discussed below.
1.2 HISTORY OF CDPD: 
Based on AMPS (Advanced Phone System) invented by Bell labs, CDPD is developing. We could say, without AMPS, we do not need to mention CDPD. In 1991, CDPD patents were filed by 3 IBMers (Miller, Moore, Pate, IBM Boca Raton). In 1992 North American companies, AT&T, MGcaw, BAM, SW Bell, North Telecom, Ameritech provided 1000,000us$ each as a fund to process a offer packet data service. In 1993, the first version of standard of CDPD came into view. In 1994, in America, the first CDPD experimental network run. The second season same year, the telecommunication giants, wireless and radio branch of AT&T announced they were founding on plan of CDPD service which is totally customized in United States and also covered the whole area at as soon as possible. Following that, most American countries select CDPD to offer packet data service. 

The CDPD Forum was founded in April 1994 to provide a more structured way for companies involved in CDPD to work together. The CDPD Forum was responsible for the CDPD standardization specification release. The forum did contribute a lot for the development of CDPD, especially the compatibility between different manufactures. According the statistical records from the CDPD forum, there are about 50 metropolitans areas in America providing this service by the top 39 biggest operators, totally about 21 manufactures have signed alliance of CDPD with agreements of promising to provide compatible equipment.

With significant needs of the wireless data business, a more international organization, Wireless Data Forum was born. It is dedicated to promoting the benefits of wireless data to end user communities, the telecommunications industry, the media, and the information technology industry. Wireless Data Forum takes place of CDPD Forum, which embraces all wireless data technologies, related matters, and a wider variety of members.

 1.3 OPERATION OF CDPD: 
A brief overview of the operation of the CDPD network is as follows:

A wireless modem (or Mobile End System—M-ES) communicates by radio with the Mobile Data Base Station (MDBS). The MDBS transfers this data by landline and microwave to the Mobile Data Intermediate Systems (MD-IS), which processes and sends the information, by Intermediate System gateways (routers), to the appropriate destination.
Fig.1.1: CDPD network structure[image: image1.png]Circuit Cellular
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Fig.1.2: CDPD network architecture
The modem refers to the wireless modem in the CDPD network.    The MDBS is the cellular tower serving a specific geographical area. The MD-IS is a computer device that serves as the control point for CDPD in a specific region (usually covering several MDBSs).
1.4 CDPD NETWORK COMPONENTS:
CDPD operates as an overlay on top of the AMPS network. Thus for implementing the CDPD, only 4 main subsystems in the CDPD network, ES, MDBS, MD-IS, and IS are needed. The CDPD backbone network is Fig.1.3
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Fig.1.3: CDPD network components
1.4.1 MDBS (Mobile Data Base Station)

Mobile Data Base Station, it connects internet to M-ES. So we can say it provides function of relaying. It is responsible for air interface control, radio frequency management and automatic radio hopping. From logic point of view, a MDBS connects many M-ES on a particular channel on a given time, which is called Channel Stream. It is a point to multi-points connection. Within each cell, a Channel Stream is uniquely identified by the Channel Stream Identifier (CSI). Here, we need to talk the up-link and down-link. CDPD is full duplex, so it can support two directions at the same time. On down link channels, the MDBS sends the data to all M-ES listening on the channels. However, on up link channels, the MDBS can serve for several M-ES depending on the data traffic and QOS specified.
1.4.2 A Interface - Air Interface

The interface between the Mobile End Station and cell site equipment MDBS. In general, it is possible to adopt the system capacity, also it is possible put more components as system capacity needs to be enlarged. Also it provides the function of wireless diversity in order to improve the Radio Reception. I think this is quite same as the GSM system and TACS system which also use the diversity for compensating the Raleigh Fading. And this tricky is also chosen by the other data service based GSM system. So compared with them, in this sense, CDPD does not have advantages.

1.4.3 MDIS (Mobile Date Intermediate System)

It uses the powerful computers and internetworking technology to deal with requests from the CDPD network also connected with other MDIS. It includes two functional parts of Packet Server and Admin Server. The Admin Server can select the Centralized Control or Decentralized Control  , it is up to the operator. So we can say it is very flexible. This is also one reason that can be attractive to the operators implementing this service. In the Decentralized Control, Admin Server and Packet Server are controlled by their own processes automatically, using the twice-backing up (in certain countries called redundant equipment. Most new coming technicians just think this will provide reliability, actually they only answer one point of the question. It also can offer the capability of service un-interruption during the update of the Software. Now in general, the Admin Server and Packet Server are based the foundation of the TCP/IP or OSI reference model.

MDIS controls the MDBS using high speed of 64kbps dedicated channel, the geographical factor of the each cell will be used to decide which MDIS it belongs to. All these are quite like the GSM system, except CDPD does not have some elements which can match the BSC. In the GSM system, the BSC will care the radio exchange, setting up the radio channels for the traffic and for signaling to MSC. In CDPD, it integrates this function to the MDIS whose function can partially match the MSC in the GSM system. It results in bringing more load to the MDIS and also it is not easy to use same concept like the LAI which we can be found in the GSM system. Some books do not agree there are MSC typed elements existing in the CDPD, but in my opinion I think the MDIS should take same responsibility as MSC in the GSM system. MDBS hold the role between the M-ES and MDIS. MDIS is the only network element which knows the M-ES mobility in the system, it means MDIS uses a specific protocol-MNLP to exchange the location information in order to find the accurate location of the M-ES in the network.

1.4.4 IS (Intermediate System)

CDPD is an IP based system. CDPD backbone network is construed by the IS. Actually they are the routers. It provides the connectionless data grams service. According to the IP address, it can provide the function of addressing. Mainly the IS uses the protocol specified by network layer. Network layer functions provided within the CDPD network is used to communicate with each other. When the data grams are transmitted, there must be a path determined, if interconnected elements called IS. So we can easily recognize that a IS router, to a certain extent.

1.4.5 CDPD ES

Not in a strict sense, CDPD subscribers use two kinds of ES (End System), Mobile End System (M-ES) and Fixed End System (F-ES) to access CDPD network. In order to manage easily, the CDPD system separates them. M-ES is somehow like a wireless portable PC which can travel from one cell to another, communicate with CDPD network via MDBS. No matter M-ES or M-FS, when they send or receive data, Network Entity Identifier (NEI) is their global unique identity. The CDPD specification in essence permits any M-ES to transmit at one of eight power levels. Device known as Class I is allowed to transmit from level 7 (lowest power, 6mW) to level (highest power, 4000mW). However, many modems are not capable of transmitting at the highest level, eg.1 or 0. The class III in general can only transmit at level 2.
Differing from a normal cellular handset, CDPD terminal transmitting power is controlled by the MDBS. M-ES sets the transmitting power by applying a formula defined in the CDPD specification. In our paper we just want to introduce the CDPD service on surface, so deep explanation is not necessary.

· F-ES Fixed End Systems: Traditional external data applications. Simply speaking the F-ES is whatever network environment/resource the user is attempting to make available to mobile access via CDPD. External F-ES are administered by CDPD subscribers. Internal F-ES are administered by the CDPD operators such as AT&T. The F-ES could be the directory services database. It is important to realize that the F-ES is not required to be aware of mobility issues in any way whatsoever. As such, an F-ES should be able to connect to a CDPD network with absolutely no modifications.
· In general, the CDPD subscribers are nomadic. Their CDPD terminals are called Mobile End System (M-ES). CDPD services are widely used, which can be implemented for personal Internet surf, remote measurement, wireless credit card payment. Different M-ES match CDPD wide applications. However, it is not so implement each function of the service one kind of terminal. M-ES manufactures category 3 types of M-ES which can cover all the CDPD applications. The 3 types of M-ES are categorized on their physical ports.
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Fig.1.4: PCMCIA Port Type: Mainly for Notebook with PCMCIA slots
[image: image4.emf]
Fig.1.5: RS-232(DB-9) Port Type: Mainly for normal PC, Single Chip Machine with serial port.
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Fig.1.6: Dedicated Terminal Type: It integrates the computer with wireless

modem, like wireless POS

1.4.6 E Interface:

External Interface: The interface connecting a non-CDPD network with a CDPD network. Typically, a leased line connects a User's fixed end system (F-ES) to a CDPD service provider 
1.5 FEATURES OF CDPD: 
1.5.1 Subscriber equipment security: 
Each modem on a CDPD network is identified by a unique Network Entity Identifier (NEI) assigned by the CDPD carrier, which gives the CDPD modem an Internet Protocol (IP) address visible to the rest      of the Internet.

Each modem device also has an Equipment Identifier (EID),which is a fixed number, unique to that modem. No two devices in CDPD can have the same EID. When a user signs up for service with a CDPD service provider the user gives the EID to the service provider. This EID then becomes part of the Subscriber Directory Profile that the service provider maintains for each subscriber.

A subscriber, who replaces their modem with a newer one, must report the new EID to the CDPD carrier. Until the carrier assigns this new EID to the subscriber’s NEI, the new modem will not work on the CDPD network.
1.5.2 Authentication: 
In order to prevent piracy and “cloning” of CDPD devices and thus fraudulent network use and billing, the CDPD standard provides sophisticated mechanisms for NEI authentication and verification. It can confirm that only the authorized modem, with the assigned NEI, is using that NEI.

Using the Diffie-Hellman Electronic Key Exchange mechanism, the authentication process uses three numbers: the NEI, the Authentication Sequence Number (ASN), and the Authentication Random Number (ARN), which together form the credentials of that modem. Although a subscriber can determine their NEI, they cannot obtain the ASN or ARN.

When a subscriber’s modem performs the authentication   procedure during network registration, the MD-IS checks these credentials against the current values of the ASN and ARN. If the stored values do not match those provided by the modem, then the modem is not allowed to connect. From time to time, the MD-IS generates a new (random) value for the ARN, and it then increments the ASN by one. The MD-IS delivers the new ARN to the modem in the final step of the encrypted registration process. The modem stores this ARN internally and increments its local ASN by one.

1.5.3 Air link encryption: 
CDPD is a public wireless data communications service that could be susceptible to eavesdropping, all data (except broadcast messages) transferred between the modem and the MD-IS is encrypted by    CDPD’s Encryption Services. 
This encryption uses RSA algorithms and is managed by the Sub-network Dependent Convergence Protocol (SNDCP), which provides compression, encryption, and segmentation for data transferred over the network. It takes standard Internet packets, compresses their header information, segments them for transfer over the CDPD network, and encrypts the segments.
1.5.4 Network security: 
On a CDPD network, data is encrypted from the modem to the MD-IS. Beyond the MD-IS data is generally not encrypted, much as    general Internet traffic remains unencrypted unless the end user provides it. If necessary, the carrier or end user may encrypt data travelling over other portions of the network using other mechanisms.
1.5.5 Private networks: 
For CDPD customers requiring additional security, many service providers offer an additional service, which restricts the Internet access of the user’s NEIs to form a private network. This means that when data is sent from the modem to the MD-IS, the traffic is not then routed onto the public Internet, but is restricted to within the service providers network and routed directly to the customer’s host computer. This means that the data is never publicly available on the Internet, enhancing privacy and security even further.
1.6 ADVANTAGES OF CDPD: 
· CDPD can be overlaid on existing analog cellular systems and share their infrastructure equipments on a non-interfering basis.

· Basically, CDPD transmits packet data over idle cellular channels, and mechanisms called channel sniffing and channel hoping are used to autonomously switch the CDPD stream to another channel when the current channel is about to be assigned for voice usage.

· CDPD does not communicate with the underlined cellular network. However, CDPD takes advantage of its knowledge of the channel assignment algorithm of the cellular cell, and predicts the channels available for CDPD use. 

Chapter 2
Code Division Multiple Access (CDMA)

 2.1 INTRODUCTION: 
CDMA is a recently patented technology but dates back to before World War II, when inventors patented a way of sending signals over different radio frequencies using random patterns to control torpedoes. The idea was later used to secure communications for the U.S. government during the Cuban Missile Crisis. The U.S. military declassified the technology in the 1980’s and it has now become CDMA cellular technology.
Spread-spectrum technology works by taking the conversations or data and attaching a code (known only to the sender and receiver) to it. The coded information is then split into packets and transmitted along with multiple other conversations or data packets over the network. 
The receiver then reassembles and decodes the data. This result in extremely secure transmissions, because the coded information is spread over the same bandwidth, resulting in trillions of possible combinations of coded messages.

2.2 SPREAD SPECTRUM: 
CDMA is a “spread spectrum” technology, which means that the user data is assigned a unique code and then “spread” over a greater bandwidth than the original signal. The data bits of each call are then transmitted in combination with the data bits of all the other calls in the cell. 
At the receiving end, the digital codes are separated from the data, leaving only the original information that was sent. Spread spectrum technology was traditionally used in military applications. It was secure enough for military applications, because the signal is difficult to identify, jam, or interfere with, due to the wide bandwidth of a spread spectrum signal. 

A spread spectrum signal is very hard to detect, and appears as nothing more than a slight rise in the background noise. Other technologies have the signal power concentrated in a narrower band and are easier to detect.

CDMA phone calls are secure from casual eavesdroppers since a radio receiver would not be able to pick individual digital conversations out of the overall RF radiation in a frequency band. Even if eavesdroppers intercepted a CDMA signal it would be almost impossible to decipher.
2.3 FEATURES OF CDMA:
2.3.1 Lock codes: 
A unique feature of CDMA handsets and modems is a unique code, which acts as a network security lock. If your phone or modem is lost or stolen, it cannot be used on another CDMA network.
2.3.2 ESN and MIN numbers: 
Each mobile device on a CDMA network has a unique Electronic Serial Number (ESN) and Mobile Identification Number (MIN) associated with it. The network is able to compare the ESN/MIN combination each time a user connects to the network, and so increase security by not allowing cloned or unauthorized devices onto the network.

2.3.3 A-keys: 
An A-key is a secret 64-bit number used during  authentication and encryption on the network. It is never revealed to the end user and is never transmitted over the air. The A-Key is stored in the memory on the phone or modem and is only ever known to the mobile device and Authentication Center on the network.
2.3.4 Authentication: 
Authentication of a mobile device on the network is enabled by the base station, which sends a 32-bit random number to the mobile device. The mobile device then uses a combination of the A-key, ESN, MIN, and the random number to compute an authentication signature, which is returned to the base station.

The A-key values are also stored on the network in the Authentication Center (AC), so the base station can also calculate the Authentication signature . Upon receipt of a Registration message,       phone call or data transmission, the network compares the authentication signature sent by the mobile device to the one that is stored on the network. If the two match, the mobile device is allowed onto the   network. 
2.3.5 Authentication challenge: 
The authentication challenge is another mechanism that the base station can use to authenticate the mobile device at any time. The base station sends an authentication challenge to the mobile device, which then calculates its authentication signature and sends it to the base station that issued the authentication challenge.                   

The base station compares the authentication signature received from the mobile to the one stored in the Authentication Center to determine the mobile device’s validity on the network.
2.3.6 Signaling Message Encryption: 
Signaling Message Encryption is similar to voice privacy   in that it encrypts the signal messages sent over the network. A key generated by the mobile and the base station during the call setup does this encryption.
2.3.7 Voice privacy: 
On a CDMA network, voice privacy is provided on both the forward and reverse channels by a pseudo-random sequence of bits, known to the mobile device and base station. Voice privacy makes it difficult to listen to the channel and so it protects not only voice traffic, but any data or signaling information that is transmitted as well.
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Fig.2.1: Different layers in CDMA
2.4 SMART CARD TECHNOLOGY: 
A recent development is that CDMA technology now allows for the use of smart cards on CDMA-based networks. The R-UIM (Removable User Identity Module) is similar to the SIM (Subscriber Identity Module) cards used on GSM and GPRS networks.

 Advantages of a R-UIM include:
· Easier replacement and exchange of handsets of mobile devices

· The Ability to move user profiles and personal data between devices

· Secure network connection

· Potential for cross-standard roaming capabilities
2.5 ADVANTAGES OF CDMA: 
CDMA technology has numerous advantages including: 

· Coverage 
· Capacity 

· Clarity 

· Cost 

· Compatibility 

· Customer satisfaction 

· Increased cellular communications security. 
· Simultaneous conversations. 
· Increased efficiency, meaning that the carrier can serve more subscribers. 
· Smaller phones. 
· Low power requirements and little cell-to-cell coordination needed by operators.
· Extended reach - beneficial to rural users situated far from cells.
2.6 DISADVANTAGES OF CDMA:
· Due to its proprietary nature, all of CDMA's flaws are not known to the engineering community. 

· CDMA is relatively new, and the network is not as mature as GSM. 

· CDMA cannot offer international roaming, a large GSM advantage.
Chapter 3
General Packet Radio Service (GPRS)
 3.1 INTRODUCTION: 
GPRS is based on GSM technology; the most widely used global wireless technology. The security architecture is therefore a solid, proven technology. GPRS networks have many security features that ensure protection of user identities, subscriber equipment, and user data.
3.2 OPERATION OF GPRS: 
Fig. 3.1: GPRS network structure
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A Brief overview of the operation of the GPRS   network is as follows: 
A wireless modem (or Mobile Station—MS) communicates via a radio link with the Base Transceiver Subsystem (BTS). The BTS transfers this data to a Base Station Controller (BSC), which separates voice and data traffic. Data is then transferred to the Serving GPRS Support Node (SGSN), which authenticates the MS, and then on to the Gateway GPRS Support Node (GGSN), which acts as the gateway to external networks (such as the Internet or the service provider’s network). The data is then sent, via routers, to the appropriate destination.
3.3 FEATURES OF GPRS: 
 3.3.1 Subscriber security: 
One of the security features on GPRS networks is the Subscriber Identity Module (SIM) Card. This is a small electronic card that fits into the Mobile Station (MS) phone or data device. All of the user’s network account information is contained on this SIM Card (as well as data such as personal phone book entries). 
Without having a valid SIM card in the MS, it is not possible for the device to access the GSM/GPRS network. The SIM card can also be locked with a user-defined password (Personal Identification Number or PIN) for additional security.

3.3.2 Authentication: 
The SGSN controls the ciphering (encryption) and   authentication of the MS. The GPRS authentication and ciphering are similar to GSM networks, with a few modifications.
When the GPRS subscriber first connects to the network, the SGSN authenticates the MS using data contained in the SIM card. It   compares this information with the authentication data from a database on the network, known as the Home Location Register (HLR). 

During this authentication process, a non-predictable random number is used to generate an authentication key as part of the authentication process, further enhancing security. Although used in the authentication process, this authentication key is never transmitted over any part of the network.
3.3.3 Encryption: 
All data transferred between the MS and the SGSN is encrypted on GPRS networks. During the authentication process, it can also be decided whether ciphering (encryption) is to be used. Encryption is then established by the generation of an encryption key. All data communication between the MS and SGSN is encrypted using the GPRS Encryption Algorithm (GEA) a version of the A5 algorithm used on GSM networks.
3.3.4 Network security: 
The point where the service provider’s GPRS network connects to the Internet is the GGSN. At this point, GPRS networks have a GGSN firewall that allows user data to pass outside of the GPRS network, while at the same time blocking attempts to connect to the MS from the outside. 

The GGSN firewall protects the MS from attacks coming from outside the GPRS network, while the SGSN protects the user against other MS's. Network address translation is also done by the GGSN, thus hiding the private IP addresses of the MS from users outside of the GPRS network.
3.3.5 Additional encryption: 
Data is generally not encrypted beyond the GGSN, much as general Internet traffic remains unencrypted unless the end user provides it. If necessary, the carrier or end user may encrypt data traveling over other portions of the network using other mechanisms.

An example is to create a VPN between the GGSN and the corporate intranet being accessed. The traffic is encrypted at a VPN server and is transported in encrypted form over the Internet to access the corporate intranet.


Another option would be a dedicated connection or leased line, which would provide additional security and constant bandwidth, from the GGSN to the corporate intranet, completely bypassing the Internet.
3.3.6 Private APN: 
Many GPRS service providers offer a separate Access Point Name (APN) for secure access. A standard APN will not encrypt traffic beyond the GGSN, whereas a private APN will encrypt the traffic, using one of the methods described above, depending on the configuration of the network.
3.4 ADVANTAGES OF GPRS

· GPRS brought mobile phone users out from the world of WAP, and into a world where Internet was finally available on mobiles. This in itself was a monumental feat, and hence GPRS took off with quite a bang. With GPRS, large amounts of data can be transferred to and from the mobile device over the Internet.

· GPRS-enabled mobile phones also double up as portable Internet connections for laptops. In some cases, where Internet access is not readily available but a mobile network is, GPRS can be a lifesaver. Most phones can be used as a modem once connected to a laptop.

· The advantage of GPRS, in today’s technological environment, is that it is a great backup option. The portability factor has diminished somewhat, with the advent of much faster data cards, which plug directly into the laptop.
· Fast access time
·  Higher speeds
·  Less cost for most services
·  Global access
·  Always Connected Always on Line
· User friendly
· be on-line, but only pay for transferred data volume
· Control your life
3.5 DISADVANTAGES OF GPRS:

3.5.1 Speed

Most GPRS connections run slower than 56K connections on a computer because of the limitations of the GPRS technology. Although certain enhancements exist that help raise the bar, the speed does not compare to using a wired network connection or an alternative mobile Internet connection. 

3.5.2 Reliability

You might notice that your GPRS connection sometimes moves faster than others. This happens because of the voice traffic load on the base station you use for your connection. If many people talk on their phones at the same time in your area, you might have problems with your GPRS communication. Voice calls have a higher priority than data packet transmissions, essentially giving you fluctuations in your connection speed. 

3.5.3 Distance Factor

While you might have strong GPRS coverage in one location, you might notice a drop in performance as you move because of the distance factor involved in GPRS technology. The farther away you are from a base station, the more your performance drops. This problem happens 

less frequently in urban areas.
Chapter 4
Virtual Private Networks (VPN)
4.1 INTRODUCTION: 
Even though each of the wireless networks discussed provides a high level of security to prevent eavesdropping or interception of data, many users require an end-to-end security solution. This would protect data integrity at all points from the mobile user’s computer to the host network.

For customers wanting additional security, an end-to- end VPN connection provides the best security. Traffic is encrypted at the VPN client on the mobile device and is decrypted at the corporate VPN server. Thus, all traffic is encrypted as it travels through the whole connection. Authentication is also in the hands of the subscriber’s organization.
 4.2 VPN OVERVIEW: 
An IP-based VPN (that is, not a frame relay or leased    line VPN) allows you to temporarily create or join a private network across an existing public network by creating an encrypted tunnel between two hosts. This tunnel allows you to securely transfer information and access remote resources. A VPN has the benefits of being a secure method of transmitting data, while still being cost effective.
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Fig. 4.1: VPN network structure
4.3 EXAMPLE OF VPN CONNECTION:
To connect to a corporate network, a user connects to their wireless service provider’s network as usual. The user then initiates software on their mobile device, which requests a VPN tunnel to the VPN server on the corporate network. The VPN server authenticates the user and creates the secure VPN tunnel. 

The VPN software encrypts any data that the user sends over the wireless connection and the VPN server then decrypts the data and forwards it to the corporate network. The VPN server encrypts data sent to the remote user before being sent over the wireless network and the VPN software on the user’s computer then decrypts it.

     
Without a VPN connection, the connection is only   protected on the wireless network, and may not be secured over the Internet.
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                                         Fig. 4.1: Without a VPN

    

With a VPN connection, traffic is encrypted (or “tunneled”) over the  whole connection from the mobile user’s computer to the host  network.
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Fig. 4.2: With a VPN
  4.4 VPN VENDORS: 
There are a number of companies that offer a variety of VPN solutions. Checkpoint, Cisco, Nortel, Intel, and Microsoft are all companies that provide popular VPN solutions.

Companies like Certicom and Net motion Wireless provide solutions that are optimized for wireless connections and mobile users.

4.5 STRENGTHS OF A VPN:
A VPN is able to offer secure access to data and provides different levels of security that include tunneling, encryption, authentication, and authorization. VPNs allow remote users seamless, low-cost access to corporate networks, all over a secure connection.
VPNs have lower hardware, software, and network   costs, which reduce the total cost of a secure a network. Operating costs are also lower, since there are no leased lines, or long-distance telephone charges for remote access.
VPN infrastructure is easily adapted and expanded as an organization, and its networking requirements, grow. VPNs that utilize the Internet avoid increasing infrastructure costs by using existing infrastructure.

Because VPNs are standards-based, users can access a variety of applications or services and entire networks can be easily integrated with one another. A VPN is more flexible than a fixed network and can be reconfigured by changing software parameters, without changing the physical network.
4.6 ADVANTAGES OF VPN:

A VPN (Virtual Private Network) presents an organization with significant benefits and advantages in allowing it to create secure channels of communication across public networks for its users and devices. A VPN can exist on top of virtually any existing data service standard; this channel is sometimes referred to as a VPN Tunnel.
· Reduced Costs

While dedicated circuits and leased lines are usually very reliable, they can be quite expensive. A benefit of a VPN is that it can save an enterprise more than 50% off its data service costs by employing a less costly telecommunications solution, such as ADSL.Managed VPN solution service providers can also help organizations save money by routing the data of several organization over the same data lines, or help enterprises to leverage the expertise of the provider's staff to alleviate additional overhead expenses. Some managed VPN service providers can also offer a fully managed, 24/7 monitoring solution to provide additional security and visibility to how the network is being managed.

· Improved Security

The use of encryption protocols and authentication helps secure the data that is traveling over the VPN channel. If the VPN is properly implemented there should be little or no impact on the network’s performance. In fact, the network’s performance may actually improve, depending on the data services that are being used.

· Better Performance

Owing to the fact that more high capacity data service options can be used, the bandwidth and efficiency of the network generally increases after a VPN solution is installed.

· Improved Scalability

It is often expensive and time consuming to upgrade a network and add new sites, especially when legacy systems are present, but a VPN can be used to mix legacy systems with new technologies, as additional capacity is required. A VPN is not limited in the type of network technologies and topologies it can support, in fact it can be installed over a variety of network architecture and be configured or re-configured as the network grows.

· Flexibility and Reliability

Most businesses have no shortage of connection options available to them. The widespread availability of WWAN, DSL and other broadband options gives enterprises multiple ways to securely interconnect network users over a VPN. Another benefit of VPN is that it gives an organization the advantage to use virtually any data service option, as cost and availability dictate.

VPNs can also improve the reliability of a company’s data services by using data services from several independent carriers and bonding them into one seamless data channel. This removes the dependency on any single network carrier to provide service to any part of the network. The ability to improve the reliability of the data services is a significant benefit of VPNs that many telecommunications experts appreciate. In order to optimize security, a VPN option also enables the use of multiple carriers within the same network solution, while using cryptographic algorithms to ensure the security of the data while it is in transit.

· Greater Access to Mobile Users

The users that benefit the most from VPN facilities are telecommuters. Considering the fact that so many workers now work from home or spend a significant amount of their time on business trips, being able to connect to the company’s servers to access emails and company data is a tremendous convenience and productivity advantage

Conclusion
There are many features of wireless WANs that provide user authentication and data security. These are intended to provide data protection within the carrier’s network but do not extend to the Internet and beyond. When a VPN is used with these networks, it provides end-to-end security for all data sent over the Internet.
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