INTRODUCTION
So what is cyber ware you ask? Consider a computer interface where there is no need to type, no eyestrain or back-strain of sitting at a computer all day. You simply lie down, plug in your data-jack and think your computer's actions. Techno-junkie pipe dream? Perhaps, but there is a growing number of people who are trying to pull this new technology out of science fiction and into reality.

Most dictionaries don't contain a definition for cyberware. This is unsurprising in this relatively new and unknown field. In science fiction circles, however, it is commonly known to mean the hardware or machine parts implanted in the human body and acting as an interface between our central nervous system and the computers or machinery connected to it. More formally: Cyberware is technology that attempts to create a working interface between machines/computers and the human nervous system, including (but not limited to) the brain
Examples of potential cyberware cover a wide range, but current research tends to approach the field from one of two different angles: Interfaces or Prosthetics.

INTERFACES (HEADWARE)
The first variety attempts to connect directly with the brain. The data-jack is probably the best-known, having heavily featured in works of fiction (even in mainstream productions such as Johnny Mnemonic, the cartoon Exosquad, and The Matrix). Unfortunately, it is currently the most difficult object to implement, but it is also the most important in terms of interfacing directly with the mind. In science fiction the data-jack is the envisioned I/O port for the brain. Its job is to translate thoughts into something meaningful to a computer, and to translate something from a computer into meaningful thoughts for humans. Once perfected, it would allow direct communication between computers and the human mind.

Large university laboratories conduct most of the experiments done in the area of direct neural interfaces. For ethical reasons, the tests are usually performed on animals or slices of brain tissue from donor brains. The mainstream research currently focuses on electrical impulse monitoring, recording and translating the many different electrical signals that the brain transmits. A number of companies are working on what is essentially a "hands-free" mouse or keyboard [Lusted, 1996]. This technology uses these brain signals to control computer functions. These interfaces are sometimes called Brain-Machine Interfaces(BMI).

The more intense research, concerning full in-brain interfaces, is being studied, but is in its infancy. Few can afford the huge cost of such enterprises, and those who can, find the work slow-going and very far from the ultimate goals. Current research has reached the level where limited control over a computer is possible using thought commands alone. Most recently, after being implanted with a Massachusetts-based firm Cyberkinetics chip called BrainGate, a quadriplegic man was able to compose and check email.

BMI

A brain–computer interface (BCI), sometimes called a direct neural interface or a brain–machine interface, is a direct communication pathway between a brain and an external device. BCIs are often aimed at assisting, augmenting or repairing human cognitive or sensory-motor functions.

The field of BCI research and development has since focused primarily on neuroprosthetics applications that aim at restoring damaged hearing, sight and movement. Thanks to the remarkable cortical plasticity of the brain, signals from implanted prostheses can, after adaptation, be handled by the brain like natural sensor or effector channels. Following years of animal experimentation, the first neuroprosthetic devices implanted in humans appeared in the mid-nineties.

BRAIN GATE

BrainGate is a brain implant system developed by the bio-tech company Cyberkinetics in 2008 in conjunction with the Department of Neuroscience at Brown University. The device was designed to help those who have lost control of their limbs, or other bodily functions, such as patients with amyotrophic lateral sclerosis (ALS) or spinal cord injury. The computer chip, which is implanted into the brain, monitors brain activity in the patient and converts the intention of the user into computer commands.

Currently the chip uses 96 hair-thin electrodes that sense the electro-magnetic signature of neurons firing in specific areas of the brain, for example, the area that controls arm movement. The activity is translated into electrically charged signals and are then sent and decoded using a program, which can move a robotic arm, a computer cursor, or even a wheelchair. According to the Cyberkinetics' website, three patients have been implanted with the BrainGate system. The company has confirmed that one patient (Matt Nagle) has a spinal cord injury, whilst another has advanced ALS.

In addition to real-time analysis of neuron patterns to relay movement, the Braingate array is also capable of recording electrical data for later analysis. A potential use of this feature would be for a neurologist to study seizure patterns in a patient with epilepsy.

In 2009, a monkey was using a device very similar to BrainGate to control a robotic arm.
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Fig: Diagram of the BCI developed by Miguel Nicolelis and colleagues for use on Rhesus monkeys
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Fig: Dummy unit illustrating the design of a BrainGate interface
PROSTHETICS (BODYWARE)

The second variety of cyberware consists of a more modern form of the rather old field of prosthetics. Modern prostheses attempt to deliver a natural functionality and appearance. In the sub-field where prosthetics and cyberware cross over, experiments have been done where microprocessors, capable of controlling the movements of an artificial limb, are attached to the severed nerve-endings of the patient. The patient is then taught how to operate the prosthetic, trying to learn how to move it as though it were a natural limb [Lusted, 1996].

Prosthetics are specifically not orthotics, although given certain circumstances a prosthetic might end up performing some or all of the same functionary benefits as an orthotic. Prostheses (or "A" prosthesis) are technically the complete finished item. For instance, a C-Leg KNEE alone is NOT a prosthesis, but only a prosthetic PART. The complete prosthesis would consist of the stump attachment system - usually a "socket", and all the attachment hardware parts all the way down to and including the foot. Keep this in mind as often nomenclature is interchanged.
Advancements in the processors used in myoelectric arms has allowed for artificial limbs to make gains in fine tuned control of the prosthetic. The Boston Digital Arm is a recent artificial limb that has taken advantage of these more advanced processors. The arm allows movement in five axes and allows the arm to be programmed for a more customized feel.[21] Raymond Edwards, Limbless Association Acting CEO, was the first amputee to be fitted with the i-LIMB by the National Health Service in the UK.[22] The hand, manufactured by "Touch Bionics"[23] of Scotland (a Livingston company), went on sale on 18 July 2007 in Britain.[24] It was named alongside the Super Hadron Collider in Time magazine's top fifty innovations.[25] Another robotic hand is the RSLSteeper bebionic [26]
Another neural prosthetic is Johns Hopkins University Applied Physics Laboratory Proto 1. Besides the Proto 1, the university also finished the Proto 2 in 2010.
Robotic legs exist too: the Argo Medical Technologies ReWalk is an example or a recent robotic leg, targeted to replace the wheelchair. It is marketed as a "robotic pants"
Targeted muscle reinnervation (TMR) is a technique in which motor nerves which previously controlled muscles on an amputated limb are surgically rerouted such that they reinnervate a small region of a large, intact muscle, such as the pectoralis major. As a result, when a patient thinks about moving the thumb of his missing hand, a small area of muscle on his chest will contract instead. By placing sensors over the reinervated muscle, these contractions can be made to control movement of an appropriate part of the robotic prosthesis.
An emerging variant of this technique is called targeted sensory reinnervation (TSR). This procedure is similar to TMR, except that sensory nerves are surgically rerouted to skin on the chest, rather than motor nerves rerouted to muscle. The patient then feels any sensory stimulus on that area of the chest, such as pressure or temperature, as if it were occurring on the area of the amputated limb which the nerve originally innervated. In the future, artificial limbs could be built with sensors on fingertips or other important areas. When a stimulus, such as pressure or temperature, activated these sensors, an electrical signal would be sent to an actuator, which would produce a similar stimulus on the "rewired" area of chest skin. The user would then feel that stimulus as if it were occurring on an appropriate part of the artificial limb. 
Recently, robotic limbs have improved in their ability to take signals from the human brain and translate those signals into motion in the artificial limb. DARPA, the Pentagon’s research division, is working to make even more advancements in this area. Their desire is to create an artificial limb that ties directly into the nervous system.[31]




Fig: Myoelectric prosthetic arm of a United States Marine

MYOELECTRIC
A myoelectric prosthesis uses electromyography signals or potentials from voluntarily contracted muscles within a person's residual limb on the surface of the skin to control the movements of the prosthesis, such as elbow flexion/extension, wrist supination/pronation (rotation) or hand opening/closing of the fingers. A prosthesis of this type utilizes the residual neuro-muscular system of the human body to control the functions of an electric powered prosthetic hand, wrist or elbow. This is as opposed to an electric switch prosthesis, which requires straps and/or cables actuated by body movements to actuate or operate switches that control the movements of a prosthesis or one that is totally mechanical. It is not clear whether those few prostheses that provide feedback signals to those muscles are also myoelectric in nature. It has a self suspending socket with pick up electrodes placed over flexors and extensors for the movement of flexion and extension respectively.

The first commercial myoelectric arm was developed in 1964 by the Central Prosthetic Research Institute of the USSR, and distributed by the Hangar Limb Factory of the UK
ARTIFICIAL LIMBS


Interfaces + Prosthetics = Artificial limbs

UPPER LIMB PROSTHETICS
The primary purpose of an arm prosthetic is to mimic the appearance and replace the function of a missing limb.  While a single prosthetic that achieves both a natural appearance and extreme functionality would be ideal, most artificial limbs that exist today sacrifice some degree of one for the other.  As such, there is a wide spectrum of specialized prosthetics that range from the purely cosmetic (which are inert) to the primarily functional (whose appearance is obviously mechanical).  Myoelectric prosthetics are an attempt to serve both purposes of an artificial limb equally, without sacrificing appearance for functionality.
MYOELECTRIC PROSTHETICS
Functional arm prosthetics can be broadly categorized into two camps: body-powered and externally-powered prosthetics.  Body-powered prosthetics use cables and harnesses strapped to the individual to mechanically maneuver the artificial limb through muscle, shoulder, and arm movement.  While they are highly durable, they often sacrifice a natural appearance for moderate functionality.  As well, though the user experiences direct control and feedback through its mechanical operation, the process can be fatiguing.  Externally-powered artificial limbs are an attempt to solve this physical exertion through using a battery and an electronic system to control movement.  At the forefront of this technology is the myoelectric prosthetic.

Myoelectric prosthetics have a number of advantages over body-powered prosthetics.  Since it uses a battery and electronic motors to function, the myoelectric artificial limb does not require any unwieldy straps or harnesses to function.  Instead, it is custom made to fit and attach to the remaining limb (whether above the elbow or below) with maximum suspension using suction technology.  Once it is attached, the prosthetic uses electronic sensors to detect minute muscle, nerve, and EMG activity.  It then translates this muscle activity (as triggered by the user) into information that its electric motors use to control the artificial limbs movements.  The end result is that the artificial limb moves much like a natural limb, according the mental stimulus of the user.  The user can even control the strength and speed of the limb’s movements and grip by varying his or her muscle intensity.  As well, the acute sensors and motorized controls enable greater dexterity, even allowing the manipulation and use of small items like keys or credit cards through functioning fingers.  In addition to this extreme functionality, the myoelectric artificial limb needs not sacrifice any of its cosmetic appearance.  The most advanced versions of these prosthetics are incredibly natural and on par with purely cosmetic limbs.

The primary disadvantages of this kind of prosthetic are currently their weight and cost.  Their heavy weight is primarily due to the fact that the myoelectric artificial limb contains a battery and motor inside, and unlike the body-powered prosthetic, it does not use any harnesses to counter-balance the weight across the body.  This is an admitted trade-off for a more natural appearance.  As well, as the technology develops, the weight of each component will eventually become lighter and less of a problem.  The other disadvantage of myoelectrics is the cost.  While it is currently more expensive than other kinds of prosthetics, it also offers the best quality in regard to both cosmetics and functionality.  Like the problem of weight, it is estimated that the cost will eventually diminish as the technology becomes cheaper to reproduce.  
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LOWER LIMB PROTHESIS

Bio-Medical engineering research is continually improving the interface between the prosthetic and the amputee by introducing sensors that can record, translate and transmit pressure information via tactors to the patient. The sense of touch is critical to the understanding of orientation and localization required for balance. Without the situational awareness enabled by the sense of touch, an amputee can be limited in the ability to navigate rough terrain. The patient can learn to balance while standing and walking and the tactile information feedback prevents injuries from falls and shortens the learning curve.
The skin and muscles have groups of receptors that are uniquely designed to detect different types of touch so the bio-mechanics of the actuators can be adjusted to transmit specific information. Each type of receptor requires a set of sensors, relay infrastructure and tactors that can interpret information for force, pressure, and frequency dependent mechanical stimulus.
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Fig: Artificial leg parts

CYBERHAND PROJECT
The main result of the CYBERHAND project will be the development of a new kind of hand prosthesis (i.e., a "cybernetic prosthesis") able to re-create the natural link which exists between the hand and the Central Nervous System (CNS). This Demonstrator can be considered the first tangible result towards the implementation of a "bionic hand" completely interchangeable with the natural one. 

The natural hand is controlled by using the neural commands (i.e., the efferent neural signals) going from the CNS to the peripheral nervous system (to recruit the different muscles). At the same time the information (concerning the position of the fingers, the force produced during grasp, the slippage of the objects, etc.) obtained from the natural sensors (mechanoreceptors, muscle spindles, etc.) are brought to the CNS by activation of the afferent peripheral nerves. 

The hand prosthesis which will be developed in the framework of the CYBERHAND project will aim to implement the above described structure. In fact, the hand will be controlled by an amputee in a very natural way, by processing the efferent neural signals coming from the CNS. Moreover, the prosthesis will be felt by the amputee as the lost natural limb since a natural sensory feedback will be delivered to him/her by means of the stimulation of some specific afferent nerves (i.e., the nerves which bring the sensory information to the central nervous system). This will re-create the "life-like" perception of the natural hand thus increasing the acceptability of the artificial device. This result will be achieved also by developing biomimetic sensors replicating the natural sensors of the hand, and regeneration-type electrodes which will allow selective stimulation (to deliver the sensory feedback) and recording (to extract the user's intentions).
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	1. Regeneration-type electrode (efferent nerve); 

2. Regeneration-type electrode (afferent nerve); 

3. Implantable system for neural stimulation and recording; 

4. Efferent telemetric link; 

5. Afferent telemetric link; 

6. "Biologically-inspired" mechatronic hand; 

7. Biomimetic sensors; 

8. External unit for decoding patient's intentions and for prosthesis control; 

9. System to deliver the cognitive feedback to the patient. 

Subsystems 8-9 will be implemented by using a portable electronic circuitry (e.g., a DSP architecture) according to the computational costs necessary to perform the processing.


Fig: The scheme of the Final Demonstrator of the CYBERHAND project is illustrated. 
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Fig: Parts of CYBERHAND
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Fig: Block diagram representing the functioning of CYBERHAND system

Applications
· In military - hidden Armour and weaponry
· Quality replacements of lost limbs or senses
· Education

· Entertainment
· Communication
· Transportable technology
MIND SWITCH
Objective

To investigate the effectiveness of a hands-free environmental control system (ECS) that allows profoundly disabled persons to activate and control electric devices in their home by using consciously controls changes in their brain signals.
Background

Early in 1994 Professor Ashley Craig and Mr. Paul McIsaac noticed an effect of particular brain signal when a person closes his/her eyes for more than one second and they think could the control of the brain signal be used, in turn, to control something else?

Dr Les Kirkup of UTS develops a system for the signals as small as those that are present on the scalp, (where electrodes are placed to pick up brain activity) could be detected reliably and analyzed sufficiently quickly to allow activation of an external device , such as a lamp or TV.

Berger in 1967 works on the acquisition and analysis of brain signals, referred to as Electroencephalography (EEG) has advanced to such a state that EEG is regularly used to assist in the diagnosis of epilepsy and brain tumors.
Introduction
The mind switch consists of a small cap that contains electrodes. The concept is based on learning more and more about brainwave activity and the variety of alpha levels people transmit under different conditions. A revolutionary Mind Switch that allows people to activate and control electrical devices without using their hands is achieving excellent result in trials and is set to be commercialized.
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Working
Electroencephalography (EEG) is the measurement of electrical activity produced by the brain. EEG has several strong sides as a tool of exploring brain activity; for example, its time resolution is very high (on the level of a single millisecond). The data measured by the scalp EEG are used for clinical and research purposes. Most of the signal observed in the scalp EEG falls in the range of 1-16 Hz. The Mind switch use the principle of EEG/MRI for communication. 
Conductive gel or paste is used between the cap (sensor) and head of the patient. Light abrasion to reduce impedance due to dead skin cells. Some systems use caps or nets into which electrodes are embedded; this is particularly common when high-density arrays of electrodes are needed. Each electrode is connected to the input of a differential amplifier. Voltage increase (typically 1,000–100,000 times, or 60–100 dB of voltage gain). Analog-to-digital sampling typically occurs at 256-512 Hz in clinical scalp EEG. A typical adult human EEG signal is about 10-100 µV in amplitude when measured from the scalp and is about 10–20 mV when measured from electrodes.
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Fig: Illustrating the working of Mind switch
Applications
· As an aid to the disabled to increase their control over the environment
· Development of 'mind controlled' toys such as robots

· The 'house of the future' in which (perhaps) a central computer responds to variations in brain signals and allows control of, for example, a security system or telephone

· For military uses monitoring and controlling missiles

· As a communication tool
Limitations
· There will always be inherent limitations with what can be accomplished when the brain signals used are primarily scalp EEG. 
· The development of faster more useful and stable BCI systems continues to remain a difficult challenge
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Fig: A person controlling the toy car using mind switch
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Fig: A boy using keyboard with Mind switch
APPLICATIONS
· As an aid to the disabled to increase their control over the environment; quality replacements of lost limbs or senses
· Development of 'mind controlled' toys such as robots

· The 'house of the future' in which (perhaps) a central computer responds to variations in brain signals and allows control of, for example, a security system or telephone

· For military uses monitoring and controlling missiles; hidden Armour and weaponry
· Education
· Entertainment
· Communication
· Transportable technology
NEGATIVES

Cyberware has its drawbacks, though, as those who are heavily “chromed” tend to disassociate themselves from humanity, which makes them distant and cold at times. Magical characters suffer heavily as it lowers their abilities with magic. All pieces of cyberware are built with the Limitation. This reflects the fact cyberware has to be implanted, can be detected when not in use, can be removed, can be damaged, and reduces the character’s magical ability.

Experimentation in a new field

As with all new fields there is a question that pops up time and again. Is it ethical to experiment on animals (or even on humans)? Is the potential reward great enough? Obviously research will start on donated tissue before progressing to animals – but how much can we learn from such techniques?  Medical research is notorious for deciding that human lives are worth more than anything else, but cyberware is only partly a medical field. Certainly it can be argued that its development will benefit the disabled and help us understand the human mind, but is this enough to justify it all? 
Weaponry

Do we need better/smarter weapons? Can we make cyberware weaponless (this seems an impossible task)? How about crime, will this be yet another step toward social dissolution? Will we just be putting better weapons in the hands of those prepared to use them against us? Should the possibility of having new weapons stop us? Anything can be turned into a weapon if used correctly – we shouldn’t cancel all research just because it might possibly be used thus. There are going to be those that develop this technology anyway, so we might as well study it so that at least we have it also. At least it isn't the sort of technology whose exclusive province is the field of warfare. I believe that the benefits are likely to outweigh the danger. If we study it, we’ll be able to devise ways of beating it in the case of criminal use or use in war.

Jobs

Who will be replaced this time, and who will be disadvantaged? This seems to be the question that always comes up in regards to any form of ‘progress’. So many people have been ousted due to computing technology and machinery. This shouldn’t stop us from creating the technology, but should be prepared for. I do not see it happening much at first, though, as it does not directly take over any of our current job fields. This, however, leads us to another important question. Will it be yet another thing that struggling businesses must fork out for to survive amongst competition? 

Difficulties

There are a number of difficulties imposed by the physiology of the human body. The major difficulty is that the brain is an immensely complex structure, one that we still do not fully understand. Although researchers are perfectly capable of communicating with a few neurons (for example Fromherz’s arrays of electrodes), there are literally billions of neurons in the brain. We do not have the capability, at the moment, of building the huge systems required to even communicate with a large percentage of these.

The human brain is very complex, but also, every human brain is unique. Broad areas of the brain tend to correspond to broad categories of function, but anything beyond that starts to become speculation. Everyone develops slightly differently as they grow and have different experiences, so specific functions tend to fall into different areas. An implant can’t be made overly specific or you will find that it might only work for one person. Luckily, the human brain is very adaptable. If an implant has the general capability of fulfilling the required function, the neurons around it will adapt to utilise it better.
CONCLUSION
Crossing over between prostheses and interfaces are those pieces of equipment attempting to replace lost senses. An early success in this field is the cochlear implant. A tiny device inserted into the inner ear, it replaces the functionality of damaged, or missing, hair cells (the cells that, when stimulated, create the sensation of sound). This device comes firmly under the field of prosthetics, but experiments are also being performed to tap into the brain itself. Coupled with a speech-processor, this could be a direct link to the speech centres of the brain.
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