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                           ABSTRACT
Steganography is the process of hiding secret information in a cover image. Our aim is to test a set of images for statistical artifacts due to message embedding in color images using LSB insertion method and to find out, which images out of them are likely to be stego. In a natural uncompressed image (i.e. 24bit BMP) each image is represented by three color channels (Red, Green and Blue), each of the channel is 8 bits wide. The ratio of number of unique colors to the total number of pixels in an image is approximately 1:6 .If any test image is already tampered with message, embedding it further with additional bit streams will not modify the R value significantly. Alternately, if the test image is untampered one, the ratio R decreases significantly when it is further tampered by additional bit streams. Our decision of deciding the image as stego or untampered using the threshold value. After LSB embedding in natural image ,which is equivalent of introducing noise, the randomness of LSB pattern will increase. This will increase the number of close color pairs. We have chosen a deciding factor, that determines the given image as stego image or untampered image. If Deciding factor is greater than 100,then the image you have is an untampered image. Otherwise If Deciding factor is less than 100,then the image you have is an tampered image.
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· Steganography 

· from the Greek word steganos meaning “covered”
· and the Greek word graphie meaning “writing”
·  
· Steganography is the process of hiding of a secret message within an ordinary message and extracting it at its destination.

· Anyone else viewing the message will fail to know it contains hidden/encrypted data. 

· Steganography is the process of hiding secret information in a cover image. This process allows user to hide large amount of information with an image are in audio files. In this process, first we have to encrypt the secret data and then hide it in an innocent data. The stego medium is obtained by the addition of cover medium , hidden data and stego key. The cover medium is the file in which we hide our secret data (hidden data).The cover medium is typically an image file or audio files. The stego medium is also the same type of file in the cover medium. The stego image should not contain any easily detectable information by the human eye. 

HISTORY: 

· Greek history – warning of invasion by scrawling it on the wood underneath a wax tablet. To casual observers, the tablet appeared blank.

· Both Axis and Allied spies during World War II used such measures as invisible inks -- using milk, fruit juice or urine which darken when heated.
 
· Invisible Ink is also a form of steganography.

· Steganography (a rough Greek translation of the term Steganography is secret writing) has been used in various forms for 2500 years. It has found use in variously in military, diplomatic, personal and intellectual property applications. Briefly stated, steganography is the term applied to any number of processes that will hide a message within an object, where the hidden message will not be apparent to an observer. This paper will explore steganography from its earliest instances through potential future application.



· The first recorded uses of steganography can be traced back to 440 BC when Herodotus mentions two examples of steganography in The Histories of Herodotus.[2] Demaratus sent a warning about a forthcoming attack to Greece by writing it directly on the wooden backing of a wax tablet before applying its beeswax surface. Wax tablets were in common use then as reusable writing surfaces, sometimes used for shorthand. Another ancient example is that of Histiaeus, who shaved the head of his most trusted slave and tattooed a message on it. After his hair had grown the message was hidden. The purpose was to instigate a revolt against the Persians.












STEGANOGRAPHY TODAY:

· The U.S. government is concerned about the use of Steganography.

· Common uses in include the disguising of corporate espionage.

· It’s possible that terrorist cells may use it to secretly communicate information.
· This is rumored to be a common technique used by Al-Qaeda. By posting the image on a website for download by another terrorist cell. Using the same Steganography program, the terrorist cell could then reveal the message with plans for a new attack.

· It’s also a very good Anti-forensics mechanism to mitigate the effectiveness of a forensics investigation
· Child pornography 

· Modern digital steganography. 

· data is encrypted.

· then inserted and hidden, using a special algorithm which may add and/or modify the contents of the file
· This technique may simply append the data to the file, or disperse it throughout.

· Carefully crafted programs apply the encrypted data such that patterns appear normal. 

· Avoid third party snooping.

· Security reinforcement layer to cryptography.

· Hiding copyright info: digital watermarks and fingerprinting (growing due to web piracy).

· Data encapsulation : data and still images
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STEGANOGRAPHY TOOLS:

The Steganographic tools are used to detect the secret data in the stego medium.
The commonly used tools are as follows:
1.StegoDons..
2.MandelSteg..
3.Hide and Seek.
4.Jpeg-Jsteg.
5. S-Tools 
6. Ezstego 
7. Hide4PGP.
8. Steganos.
9. S-Tools (GIF, JPEG)
10.StegHide (WAV, BMP)
11.Invisible Secrets (JPEG)
12.JPHide 
13.Camouflage
14.Hiderman  & Many others…






                      
Steganalysis: 

The goal of steganalysis is to identify suspected packages, determine whether or not they have a payload encoded into them, and, if possible, recover that payload.

Unlike cryptanalysis, where it is obvious that intercepted data contains a message (though that message is encrypted), steganalysis generally starts with a pile of suspect data files, but little information about which of the files, if any, contain a payload. The steganalyst is usually something of a forensic statistician, and must start by reducing this set of data files (which is often quite large; in many cases, it may be the entire set of files on a computer) to the subset most likely to have been altered.
The problem is generally handled with statistical analysis. A set of unmodified files of the same type, and ideally from the same source (for example, the same model of digital camera, or if possible, the same digital camera; digital audio from a CD MP3 files have been "ripped" from; etc.) as the set being inspected, are analyzed for various statistics. Some of these are as simple as spectrum analysis, but since most image and audio files these days are compressed with lossy compression algorithms, such as JPEG and MP3, they also attempt to look for inconsistencies in the way this data has been compressed. For example, a common artifact in JPEG compression is "edge ringing", where high-frequency components (such as the high-contrast edges of black text on a white background) distort neighboring pixels. This distortion is predictable, and simple steganographic encoding algorithms will produce artifacts that are detectably unlikely.

One case where detection of suspect files is straightforward is when the original, unmodified carrier is available for comparison. Comparing the package against the original file will yield the differences caused by encoding the payload—and, thus, the payload can be extracted.












TYPES OF ANALYSIS:

· IMAGE STEGANALYSIS:
       
· Specific image steg analysis :
· Palette Image Steganalysis
· Raw Image Steganalysis
· JPEG Image Steganalysis

· Generic Image Steganalysis Algorithms

Specific image steg analysis:

                  Image steganography algorithms are more often based on an embedding mechanism called Least Significant Bit (LSB) embedding. Each pixel in an image is represented as a 24-bitmap value, composed of 3 bytes representing the R, G and B values for the three primary colors Red, Green and Blue respectively. A higher RGB value for a pixel implies larger intensity. For instance, a pixel p represented as FF FF FF16 is composed of all of these three primary colors at their maximum intensity and hence the color represented by this pixel is “white”. LSB
embedding exploits the fact that changing the least significant bit of each of the three bytes of a pixel would produce only a minor change in the intensity of the color represented by the pixel and this change is not perceptible to the human eye [6]. For example, changing the color values of pixel p to FE FE FE16 would make the color darker by a factor of 1/256. Steganography algorithms based on LSB embedding differ on the pattern of modification – a modification of randomly chosen pixels or modification restricted to pixels located in certain areas of the image. Images can be represented in different formats, the three more commonly used formats are: GIF
(Graphics Interchange Format), BMP (Bit Map) and JPEG (Joint Photographic Exchange Group). Each of these image formats behaves differently when a message is embedded in it. Accordingly, there exist different image steganalysis algorithms for each of these three image formats. We now discuss the algorithms for each of these formats.

Palette image steganalysis :

Palette image steganalysis is primarily used for GIF images. The GIF format supports up to 8 bits per pixel and the color of the pixel is referenced from a palette table of up to 256 distinct colors mapped to the 24-bit RGB color space. LSB embedding of a GIF image changes the 24- bit RGB value of a pixel and this could bring about a change in the palette color (among the 256 distinct colors) of the pixel. The strength of the steganographic algorithm lies in reducing the probability of a change in the palette color of the pixel and in minimizing the visible distortion that embedding of the secret image can potentially introduce. The steganalysis of a GIF stego image is conducted by performing a statistical analysis of the palette table vis-à-vis the image and the detection is made when there is an appreciable increase in entropy (a measure of the variation in the palette colors). The change in entropy is maximal when the embedded message is of maximum length [7].

Raw Image Steganalysis:

The Raw image steganalysis technique is primarily used for BMP images that are characterized by a lossless LSB plane. LSB embedding on such images causes the flipping of the two grayscale values. The embedding of the hidden message is more likely to result in averaging the frequency of occurrence of the pixels with the two gray-scale values. For example, if a raw image has 20 pixels with one gray-scale value and 40 pixels with the other gray-scale value, then after LSB embedding, the count of the pixels with each of the two gray-scale values is expected to be around 30. This approach was first proposed by Westfeld and Pfitzmann [8], and it is based on the assumption that the message length should be comparable to the pixel count in the cover image (for longer messages) or the location of the hidden message should be known (for smaller messages). Dumitrescu et. al [9] proposed another steganalysis algorithm for grayscale images. This algorithm assumes an image to be made up of horizontally adjacent pixels and classifies the set of all such pixel pairs (a, b) into four subsets depending on whether a and b are odd or even and whether a < b, a > b or a = b. The pixel values get modified when message embedding is done in the LSB plane, thereby leading to membership modifications across these four subsets. A statistical analysis on the changes in the membership of the pixels in the stego image leads to the detection of the length of the hidden message. Fridrich et. al. [10] proposed a steganalysis technique that studies color bitmap images for LSB embedding and it provides high detection rates for shorter hidden messages. This technique makes use of the property that the number of unique colors for a high quality bitmap image is half the number of pixels in the image. The new color palette that is obtained after LSB embedding is characterized by a higher number of close color pairs (i.e., pixel pairs that have a maximum difference of one count in either of the color planes). We say that two colors (R1, G1,B1) and (R2, G2, B2) are close if |R1-R2| _ 1 and |G1-G2| _ 1 and |B1-B2| _ 1. Let P be the ratio of the close color pairs to the total number of unique colors in the cover image, P’ be the ratio of
close color pairs to the total number of unique colors in a stego image obtained by embedding a new message of particular length in a cover image and P’’ be the ratio of the close color pairs to the total number of unique colors when the cover image is further embedded in the stego image. If the hidden message is of considerable length, it has been observed that P’ > P and P’’ ~ P. For shorter messages, the values of P and P’ will be closer and detection may not be possible. Also, the above technique will not work if the cover image stored in lossless format has a higher number of unique colors (more than half the number of pixels).

JPEG Image Steganalysis:

JPEG is a popular cover image format used in steganography. Two well-known Steganography algorithms for hiding secret messages in JPEG images are: the F5 algorithm [11] and Outguess algorithm [12]. The F5 algorithm uses matrix embedding to embed bits in the DCT (Discrete Cosine Transform) coefficients in order to minimize the number of changes to a message. However, F5 mutates the histogram of DCT coefficients. Fridrich et. al [7] propose a technique for estimating the unaltered histogram to find the number of changes and length of the secret message. The process involves cropping the JPEG image by four columns and then applying a quantization table to re-compress the image. The resulting DCT coefficient histogram will be a close estimate of the original. Fridrich et. al [7] also propose a technique to attack the Outguess embedding algorithm. The Outguess algorithm makes a random walk and embeds its message bits in the LSB of some of the DCT coefficients. The other DCT coefficients are then adjusted to keep the original histogram intact. As a result, the F5 steganalysis method involving estimation of the original histogram will be useful in the steganalysis of the Outguess algorithm. Also, the process of embedding a message into an unadulterated image introduces noise in the DCT coefficients, leading to increased spatial discontinuities in the 8x8 JPEG image blocks and
partial cancellation of the changes made to the LSB of DCT coefficients. Furthermore, when another message is embedded into a stego image, the increase in discontinuities tends to be smaller. The nature of the increase or decrease in discontinuities is widely employed to gauge the size of the hidden message.


Generic Image Steganalysis Algorithms:

The generic steganalysis algorithms, usually referred to as Universal or Blind Steganalysis algorithms, work well on all known and unknown steganography algorithms. These steganalysis techniques exploit the changes in certain innate features of the cover images when a message is
embedded. The focus is on to identify the prominent features of an image that are monotonic and changes statistically as a result of message embedding. The generic steganalysis algorithms are developed to precisely and maximally distinguish these changes. The accuracy of the prediction heavily depends on the choice of the right features, which should not vary across images of different varieties. Avcibas et. al [13] use a set of Image Quality Metrics (IQMs) to develop a discriminator algorithm that differentiates cover images from stego images. The authors use IQMs as a steganalysis tool rather than as an indicator of image quality or algorithmic performance. The ANOVA (Analysis of Variance) statistical test is used to rank the IQMs based on their F-scores and identify the embedding of the message. The success of the approach lies in the identification of IQMs that are very sensitive to steganography and whose changes as a result of message embedding can be measured well. To increase the chances of a successful detection, several IQMs are normally employed to measure the distortions at different levels of sensitivity. For example, the mean square values for the Human Visual System (HVS)-weighted errors
demonstrate more sensitivity to pure blur; while the Gradient measure responds to changes in the texture and the image periphery. The message embedding steganography algorithms differ in the changes brought to the different IQMs. Avcibas et. al [14] propose another steganalysis technique that analyzes every seventh and eighth bit planes of an image and measures their binary similarity. The technique measures the correlation between the adjacent bit planes that gets affected as a result of message embedding. The hypothesis is that message embedding decreases the correlation between two contiguous bit planes. Farid et. al propose the use of
Quadratic Mirror Filters (QMF) to decompose an image into sub-bands and then evaluate higher-order statistics metrics such as the mean, variance, kurtosis and skewness to each of the sub-bands obtained. In addition to the above, generic steganalysis techniques that use a MMSE
Linear Predictor [13], Fisher Linear Discriminant [13] and a Support Vector Machine (SVM) [15] have been proposed to accurately differentiate between clean and stego images.





Steganalysis meets Cryptanalysis :

Statistical Detection (changes in patterns of the pixels or LSB – Least Significant Bit) or Histogram Analysis
· Structural Detection - View file properties/contents
· size difference
· date/time difference
· contents – modifications
· checksum
· Categories
· Anomaly
· Histogram analysis
· Change in file properties
· Statistical Attack
· Visually
· Audible
· Signature
· A pattern consistent with the program used
· Goal
· Accuracy
· Consistency
· Minimize false-positives





· Detecting Steganography by viewing it
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· The degree of flatness or peakedness of a curve desribing a frequency of distribution
· Random House Dictionary
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· Steganalysis meets Cryptanalysis:

Cryptanalysis
· As stated previously, in Steganography the goal is to hide the message, NOT encrypt it
· Cryptography provides the means to encrypt the message.
· How do we reveal the hidden message?

· Knowing the steganography program used to hide the message can be extremely handy when attempting to reveal the actual hidden message
· Identifying and cracking the algorithm
· Unfortunately, some of these programs use strong encryption 128-bit or stronger – GOOD LUCK!
· Reveal or Crack the password, seed, or secret key
· Practically all Steganography programs use a password to hide the message
· Identify program used to hide message
· Identify the location of the program signature in the file
· Identify the location of the password in the file
· Identify location of the hidden message in the file
· Identify the algorithm used to encrypt the hidden message
Password Guessing/Dictionary Attacks
· A few password guessing programs have been created.
· Stegbreak by Niels Provos, www.outguess.org 
· J-Steg 
· Can now be found on the Knoppix Penguin Sleuth forensics CD .www.linux-forensics.com 

Brute Force – Reverse Engineering
· Common encryption techniques
· Modification of LSB (Least Significant Bit)
· Password and/or contents masked using an algorithm
· Algorithm based on a secret key
· Algorithm based on the password
· Algorithm based on a random seed hidden somewhere else in the file.

· Common encryption algorithms used in steganography programs
· XOR
· DES
· 3DES
· IDEA
· AES


· Determining the password used with Camouflage
· The location of the password was determined by using MultiHex which allows searches for Hex strings.
           [image: ]

· The string was found to be “76 F0 09 56” 
· The password is known to be “test” which is “74 65 73 74” in Hex




· BDHTool we can XOR the two to reveal the key
[image: ]

76 XOR 74 = 02
F0 XOR 65= 95
09 XOR 73 = 7A
56 XOR 74 = 22
· The 1st 4 digits of the key are “02 95 7A 22”
· So let’s test our theory.

· We store another message using a different password
· The file reveals a Hex code of “63 F4 1B 43”
· We XOR this with the known key “02 95 7A 22”
· The result is “61 61 61 61” which is a password of “aaaa” in ASCII
· We’ve revealed the hidden password to hide the message!
· This exploit discovered by Guillermito at www.guillermito2.net

Forensics/Anti-Forensics
ANTI-FORENSICS: 
· Best Practices when using Steganography programs:
· Use a password different than your O/S password
· Delete original message once you have created a new image with the hidden message
· Remove the Steganography program after hiding the message
· OR run the Steganography program from a CD if possible. Use Alternate Data Streams…
· Alternate Data Streams 
· (NTFS) New Technology File System allows for Alternate Data Streams
· One file can be a link to multiple Alternate Data Streams of files of any size.
· Important Note! – These Alternate Data Streams are Hidden!
· Allows for hiding of files and even directories!
· Difficult to detect
· Doesn’t show up when you run c:\dir
· Alternate Data Streams 
· C:\notepad  mike.txt:mikehidden.txt 
· This allows mikehidden.txt to be a hidden ADS
· C:\dir
· 02/26/2004  02:29p         0  mike.txt
· Notice – no indication of mikehidden.txt
· Although a message was saved in the mikehidden.txt, the mike.txt shows 0 bytes!



· Alternate Data Streams can be used to hide private files, viruses and trojans!
· Anti-Virus/Anti-Trojan Test - Does your scanner pass the test?
· There’s a small utility MakeStream, that can be used to move a virus or trojan to a hidden Alternate Data Stream attached to an “innocent” text file!
· For example, if you ran makestrm.exe c:\test.exe, the file contents of c:\test.exe would be moved into c:\test.exe:StreamTest (an Alternate Data Stream), and the original file contents are then over-written with a simple message reminding you about the linked stream.
· Get any trojan or virus that is detected by your virus/trojan scanner, and run makestrm.exe on it to move its file contents into a hidden stream. Then, re-scan the file - is it still detected?
· Many commercials scanners do not identify viruses and trojans hidden in ADS’s!
· http://www.diamondcs.com.au/web/streams/streams.htm


· If performing Forensics and discover a potentially “stega-nized” file:
· Look for evidence of steganography programs on the computer
· Leverage other O/S and application passwords found on the machine, this may also be the password used to hide the message
· Look for other hints such as a password written down on a note, letters, diaries, etc.
· For more info – please see “Electronic Crime Scene Investigation – A Guide for First Responders, U.S. Dept of Justice”

· Tools for Detecting Alternate Data Streams 
· LNS – www.ntsecurity.nu 
· LADS - www.heysoft.de 
· NTFS ADS Check - www.diamondcs.com.au 
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Conclusions:
· Where do we go from here?
· My program StegSpy currently identifies JPHide, Hiderman, and Invisible Secrets. More to come!
· Write a program to crack weak Stego programs
· Need a password grinder, may vary depending on the Stego program (stegbreak already available)
· Statistical analysis has been performed and is also capable of detecting Steganographic programs (histogram, LSB, etc)
· Wetstone Technologies offers Stego Watch
· Identifies the presence of steganography through special statistical and analytical programs.
· Accurate and comprehensive tool ($$$)
· Does not attempt to crack or reveal the hidden message, merely identifies it
· Offer a Steganography Investigator Training Course
· See http://www.wetstonetech.com 

OTHER TOOLS

· Stegdetect by Niels Provos 
· Available at http://www.outguess.org/detection.php 
· Detects
· jsteg 
· jphide (unix and windows) 
· invisible secrets
· outguess 01.3b 
· F5 (header analysis)
· appendX and camouflage
· Site down due to State of Michigan law!


· Steganographica, Gaspari Schotti, 1665 
· Disappearing Cryptography, Peter Wayner, 2002
· Hiding in Plain Sight, Eric Cole 2003
· Steganography – presentation Chet Hosmer, Wetstone Technologies, TechnoSecurity 2003
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