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1.0 Abstract:
                 Active directory is designed to be scalable network structure. The logical structure of active directory consists of container, domains, and organizational units (OUs). Active Directory provides a single point of management for windows based user accounts clients servers and application.
· Understand Active Directory forests and domains

· Understand sites

· Understand the active Directory schema
· Understand organizational units (OUs)

· Understand global catalogs
· Understand operations masters

The simplest answer is that a directory service helps users track and locate objects. The core function of any directory service is that it lets you find information on a network and make your own data network-accessible.
· Active Directory does much more than allow users to find their information. In fact, the features of Active Directory make it a complete network-management system.
· Active Directory allows you to group workstations together for easier administration. Using Active Directory, workstations can be updated, configured, and even repaired remotely. A single management interface that is accessible from anywhere on the network means more efficiency for you and less time spent bending over client workstations.
· Active Directory allows users to search for network services, like printers and faxes. Network services can also be managed and configured from a single Control Panel.
· In addition to helping you find and access your files, Active Directory offers several advanced file features that we’ll cover later in this session. These features can:

· Allow mobile users to access network files while offline. 

· Improve data security by automatically backing up important files. 

· Increase the availability of your files by keeping copies near where they’re needed most.

· Finally, Active Directory provides single sign-on security for users in your network. This means that users won’t have to remember multiple passwords for different applications. Instead, you can easily apply global security and configuration settings to Active Directory user accounts.
· Active Directory adds value to your network by increasing security, adding services, and reducing administration costs.
2.0 Introduction:
An active directory is a directory structure used on Microsoft Windows based computers and servers to store information and data about networks and domains. It is primarily used for online information and was originally created in 1996. It was first used with Windows 2000.
An active directory (sometimes referred to as an AD) does a variety of functions including the ability to provide information on objects, helps organize these objects for easy retrieval and access, allows access by end users and administrators and allows the administrator to set security up for the directory.
An active directory can be defined as a hierarchical structure and this structure is usually broken up into three main categories, the resources which might include hardware such as printers, services for end users such as web servers and objects which are the main functions of the domain and network.
3.0 Technology Research and Focus:
 It is interesting to note that for the objects. Remember that an object can be a piece of hardware such as a printer, end user or security settings set by the administrator. These objects can hold other objects within their file structure. All objects have an ID, usually an object name (folder name). In addition to these objects being able to hold other objects, every object has its own attributes which allows it to be characterized by the information it contains. Most IT professionals call these settings or characterizations schemas. 
The type of schema created for a folder will ultimately determine how these objects are used. For instance, some objects with certain schemas cannot be deleted, they can only be deactivated. Others types of schemas with certain attributes can be deleted entirely. For instance, a user object can be deleted, but the administrator object cannot be deleted.
When understanding active directories, it is important to know the framework that objects can be viewed at. In fact, an active directory can be viewed at either one of three levels, these levels are called forests, trees or domains. The highest structure is called the forest because you can see all objects included within the active directory.
Within the Forest structure are trees, these structures usually hold one or more domains. Going further down the structure of an active directory are single domains. To put the forest, trees and domains into perspective, consider the following example.
A large organization has many dozens of users and processes. The forest might be the entire network of end users and specific computers at a set location. Within this forest directory are now trees that hold information on specific objects such as domain controllers, program data and system, among others. Within these objects are even more objects which can then be controlled and categorized.
3.1 How are Active Directories used?
If you are a computer administrator for a large corporation or organization, you can easily update all end users computers with new software, patches and files simply by updating one object in a forest or tree.
Because each object fits into a set schema and has specific attributes, a network administrator can easily clear a person on a set tree or instantly give or deny access to select users for certain applications. The Microsoft servers use trust to determine whether or not access should be allowed. Two types of trusts that Microsoft active directories incorporate are transitive trusts and one way non transitive trusts. A transitive trust is when there is a trust that goes further than two domains in a set tree, meaning two entities are able to access each other's domains and trees.
A one way transitive trust is when a user is allowed access to another tree or domain; however, the other domain does not allow access to the further domains. This can be summed up as a network administrator and end user. The network administrator can access most trees in the forest including a specific end user's domain. However, the end user, while able to access his or her own domain, cannot access other trees.
It is important to note that active directories are a great way to organize a large organization or corporation's computers' data and network. Without an active directory, most end users would have computers that would need to be updated individually and would not have access to a larger network where data can be processed and reports can be created. While active directories can be technical to a good extent and require considerable expertise to navigate, they are essential to storing information and data on networks.

3.2 Components of Active Directory

             Active directory includes the rules, which helps in defining the classes of the objects contained in the directory. It can also define the constraints on the instances of the objects and guiding the arrangement of their names. Active directory also contains a global catalog which contains information about each and every objects present in the directory. The global catalog can help users to look for directory information regardless of the realm of the file. It also contains a query mechanism; therefore the properties of the objects can be located by the network users for various applications. Replication mechanism is a vital part of active directory which helps in distributing data throughout the network. All domain administrators participate in this process in order to receive the comprehensive copy of the directory information for their realm. Any change to the active directory information is automatically becomes the part of the replicated file.
 3.3 Security of Active Directory
            The security of the active directory is an important consideration. However it is not a very difficult task to do. The security of the active network directory is based on log on access, authentication and access control to the data and objects kept in directory. By using simple network authentication tool network administrator is able to handle entire network. All the authorize users can access the active directory and its objects from anywhere on the network. Network administration is a difficult task if there is no check and balance of directory resources and no surveillance against unauthorized users. It is important to build a policy based network. Using a proper policy would even help to handle very large and complex networks. The security features like interactive log on and authentication confirms the user’s active directory identification and then provides access to him/her. 
3.4 Active directory Data Store
 The directory service present in the active holds a data store. This data store amasses all the relevant and important directory objects. The other term used for this data store is directory. This directory is a pile up containing users and group’s information, domains, computers, security policies and organizational units.  This directory is further stored on domain and can be accessed from network applications. Any domain can have more than one domain controller. Every domain controller has a duplicate copy o the directory which can be used by various authorize users. Therefore in order to update the directory and to make the desired changes. A network administrator can make necessary changes in the domain. The entire domain tree and even domain forest would benefit from it. Active directory stores data and objects in four separate partitions. These directory partitions contain domain, schema, and configuration and application data. The domain data holds information like email ID’s, user and computer account information; inherit resources of the users and the administrators. The configuration data handles topology management. Configuration data contains the list of domain objects like domain trees, domain forest and the list of global catalogs. Scheme data contains the official definition of object and attribute data. To be more precise it contains user and computer accounts, organizational units and security accounts. The application data handles the replication of information but not on the global scale. This application data is constructed, managed and configured by network or data administrator.
3.5 Logical Elements of Active Directory:
 The logical components of Active Directory are important because they define  how the computing enterprise will be administered. By designing and determining the logic of elements of Active Directory, we become the architects of the network. Just like building architects, we want to start with the ideal in mind: the structural architect begins with a “perfect” building, and then makes accommodations for the functionality of the building, the landscape on which it must be built, city ordinances and so on. We, too as Active Directory engineers, begin with what’s ideal for administering, and then we make changes to the Active Directory hierarchy based on the computing goals of the organization. We want to start with an ideal design in mind, and then adjust from the ideal where necessary. But the interesting thing about Active Directory is that usually there is a much greater synergy between the goals of Active Directory administration and the final design.
There are four logical components of Active Directory. They are
· Domains

· Trees

· Forests
· Organizational Unit
· Domains:
Active Directory domain is a logical collection of users and computers. In other words, it’s an organizational entity that groups together the objects in your enterprise. With a domain in place, you have several benefits, including the following.

· They enable you to organize objects within a single department of single location, and all information about the object is unavailable.

· They act as security boundaries. Domain admins expertise complete control over all domain objects. Further, in Windows Active Directory, Group Policies, another kind of domain object, can be applied to determine how resources can be managed and accessed. 

· Domain objects can be made available to other domains.

· Domain names follow established DNS naming conventions, permitting the creation of child domains to best suit your administrative needs.

· Domains allow control over replication. That is, domain objects are fully replicated to other domain controllers within a domain, but not to other domains in an Active Directory enterprise.
Just what kinds of objects are stored in a domain? In a windows domain, an object refers to those items in out computing enterprise which are stored as a piece of software code- usually the security identifiers (SIDs)- in the Active Directory data base. Such objects can include these:

· User accounts

· Computer accounts 

· Shared folders 

· Shared printers 

· Group policies
· Trees:
 Once you’ve decided to create domains in your enterprise, you may find that you need more than one domain to best reflect the administrative structure of your company. As you can tell, domains have many benefits; thus, you may find compelling reasons to apply these benefits separately to various groups of users and computers actually live in a domain. If you want to link your windows domains together for purposes of administration and/or sharing of resources, you’ll need to start building Active Directory tress and forests.
 The hallmark of an Active Directory tree is that it is a contiguous linking of one or more Active Directory domains that share a common namespace. In other words, the domains are linked together in parent-child relationship as far as the naming conversions go. Below figure shows what an Active Directory tree might like.
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· Forests:
A forest lets you link together multiple domain trees in a hierarchical arrangement. The goal in designing a forest is the same as when designing a tree: to define and maintain an administrative relationship between the domains.
By creating a forest, you build into your computing environment the flexibility to reflect the real-world business environment of acquisitions, merges, and spinoffs from your main memory-- All this while retaining the administrative benefits of domains linked together with trust relationships. All domains in the tree are linked by two-way, transitive trust relationships, and all tree roots in the forest are likewise linked by two-way, transitive trust. Notice in below figure, however, that only the top domains in each respective tree are linked with trust relationships. Is the design goal of universal resource access still maintained? Yes. Because of the two-way transitivity of the trusts, users in one domain in the forest can still be allowed access to resources in any of the forest’s member domains. Below figure shows a windows server forest schematic.
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· Organizational Unit (OU):
 
When properly implemented, an organizational unit (OU) is the administrative lynchpin of a windows Active Directory hierarchy. It is a container object within a domain that represents sub administrative entities within an Active Directory. Organizational units are used to group together domain computers, users and other domain objects into an administrative collection. These collections are kept as separate logical units. Windows domains are designed to be self-contained, and through the use of organizational units, you have a lot of flexibility about how that domain is administered.
 
An organizational unit’s structure may be based on cities, like Kanas City, St. Louis, Omaha, Dallas, and so on. Or on departments, like I.T., H.R., Payroll, Sales, Accounting and so on. You can also nest organizational units in parent/child relationships, much like you can create parent/child domain affiliations when you set up a tree. Below figure shows an example of how a company might build a parent/child OU hierarchy. 

As the Active Directory architect, these organizational unit characteristics also gives you almost unlimited control over how the domain objects are administered within a single domain.
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4.0 Current and Future Aspect:

Active directory has been enhanced so that it supports easier deployment and management, increased security and improved performance and dependability. New features within Windows Server for Active Directory include:
· Active Directory migration Tool (ADMT) 2.0, which allows migration of users and passwords from windows NT 4.0 domains or windows 2000 domains to windows 2003, windows 2008  domains.
· New support for renaming DNS and/or NetBIOS names fo existing domains within a forest. This allows greater support for companies that merge or are restructured.
· New group policy management tool called Microsoft Group policy Management Console (GPMC), which allows users to manage group policy for multiple domains and sites within a specified forest. The User Interface (UI) is simplified and allows drag-and-drop support and functionality for backup, restore, copy, import, and reporting of Group Policy Objects (GPOs).
· Improvement to the MMC, E+Which allows administrator to have better drag-and-drop capability, ability to save and reuse queries, and the ability to select and manage multiple objects concurrently.
· Support for cross-forest authentication, which allows secure access for a user who is located in one forest accessing resources in another forest.
· Support for inter-forest authentication, which allows administrators in one forest to add users and groups to Discretionary Access Control Lists (DACLas) form trusted forests.
· Support for Cross-certification, if cross-forest trusts have been configured. This allows Internet Authentication Service/Remote authentication Dial-In User Server (IAS/RADIUS) authentication for user accounts from the trusted forests. RADIUS (Microsoft’s IAS) is equipment-to-equipment authentication. The equipment is authenticated first and then the user is authenticated. For example, tow routers verify password authentication and then the user account can be authenticated in a normal manner.
· Improved Credential Manager, which allows a secure store of user password and X.509 certificates.
· Software restriction policies, which are lists of software that is allowed that is allowed to be installed on client computers through the use of GPOs. You can specify that software that is not on the list can’t be installed. 
· Enhanced logon for remote sites, which increases the speed by which remote user can log on. 
·  Enhanced logon for remote sites, which increases the speed by which remote user can log on. 
· Better management of how group membership changes are replicated. Only the delta changes are replicated and compared to replicating all group information which changes are made.
· Ability of the Active Directory database to be initially replicated from media as opposed to being populated from the network.
· Better dependability through a new feature called Health Monitoring, which is used verify replications between domain controllers. Improved scaling of forests and sites (compared to Windows 2000) with the use of an improved Inter-Site Topology Generator (ISTTG). The speed and dependability of global catalog replication has also been enhanced.

5.0 Conclusion:
Active Directory has been enhanced so that it supports easier deployment and management, increased security, and improved performance and dependability.  
Support for cross-forest authentication, which allows secure access for a user who is located in one forest accessing resources in another forest.

 Ability of the Active Directory database to be initially replicated from media as opposed to being populated from the network. 

New support for renaming DNS names of existing domains within a forest. This allows greater support for companies that merge or are restructured.
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