A  Secure Communication Protocol for

Ad Hoc networks [SCP]
Abstract:

                          Normally Ad Hoc networks   face the problem of  topology control problem which leads to high power consumption and no security, while routing the packets between mobile hosts. In this paper, we propose a secure communication protocol for communication between two nodes in ad hoc networks. This is achieved by using clustering techniques. We present a novel secure communication framework for ad hoc networks (SCP); which describes authentication and confidentiality when packets are distributed between hosts with in the cluster and between the clusters. These cluster head nodes execute administrative functions and network key used for certification. The cluster head nodes (CHs) perform the major operations to achieve our SCP framework with help of Kerberos authentication application and symmetric key cryptography which will be secure, reliable, transparent and scalable and will have less overhead.
Existing System:

                              In the existing system we can transfer the packets through the large number of nodes to the destination but these nodes are taking or consuming more energy and also not effective and protective one. Because hackers can hack easily the packets.

Proposed system:
                                 Our main aim is to establish a secure communication by providing authenticity and confidentiality of nodes and message, by using Kerberos authentication application and Symmetric key cryptographic technique. Security is the main goal of this process by using this method we can get Availability, Confidentiality, Integrity, Authentication,

Non-repudiation 
Hardware Requirements:

· System

: Pentium IV 2.4 GHz.

· Hard Disk

: 40 GB.

· Floppy Drive
: 1.44 Mb.

· Monitor

: 15 VGA Colour.

· Mouse

: Logitech.

· Ram


: 256 Mb.
Software Requirements:

· Operating system 
: - Windows XP Professional.

· Coding Language
: - Java.
· Tool Used

: - Net Beans.
Modules List:

· The cluster-leader-based scheme:
· Randomized control channel broadcast access algorithm
· Control Channel Broadcast Access Method
· Distributed Clustering Algorithm
Modules Description:

The cluster-leader-based scheme:

                                                           The cluster consists of a cluster leader and a set of members that are within one hop of the cluster leader. In an ad hoc network, one-hop clusters can help MSs to schedule transmissions to use the channel more efficiently. In this case, the cluster leader can help to orchestrate transmissions in its neighborhood to reduce or eliminate collisions and, hence, reduce overhead. One-hop clusters can also be used to organize “disadvantaged” nodes (e.g., sensors that can send and receive but are not capable of sophisticated networking functions) around”routing” nodes that are capable of performing networking functions
Randomized control channel broadcast access algorithm:
                                                                                              Optimizing the key parameters, the worst-case broadcast channel throughput for all MSs is maximized. Based on that, we propose a distributed clustering algorithm. Both theoretical analysis and simulation results illustrate that the proposed algorithm outperforms the existing ones, in the sense that it can cluster the network much faster and incurs much less control overhead
Control Channel Broadcast Access Method:

When designing the control channel broadcast access algorithm for multihop ad hoc networks, we should pay attention to the hidden terminal problem. The hidden terminals can lead to the increase of control packet conflicts since they cannot sense the on-going packet transmission. Each slot of the control channel is divided into the Sensing Period (SP), the Packet Period (PP), and the Acknowledgment Period (AP). The length of the PP is designed to accommodate one fixed length control packet (in the following, the packet is identified as the control packet). When the MSs communicate, two types of conflicts may arise. The primary conflict refers to the situation that, when an MS transmits in a given slot, it cannot receive a packet in the same slot and vice versa. The secondary conflict to the situation that an MS cannot receive more than one packet in one slot. In both cases, all packets are rendered useless. Assume that the control packet is of fixed length are normalized to one. Denote β as the normalized SP length and  λ as the normalized maximum propagation delay in the network. Due to the limited transmission radius for the MSs in ad hoc networks, typically λ << 1. Denote τ = λ/β , which represents the normalized maximum propagation delay with respect to the SP length. The AP is used for busy tone transmission to acknowledge the broadcast packets, with a duration  ≥ tp + tt . Compared with the sum of the SP and the PP, the length of AP is negligible. Hence, the slot length is approximately the sum of the SP and the PP. 
Distributed Clustering Algorithm:
                                                            In the proposed clustering scheme, the beacon signal transmitted by the leaders (leader beacon signal) and that transmitted by the cluster members (normal beacon signal) are different.
Initially, all the MSs that do not belong to any cluster will attempt to broadcast their LCM message, including their ID. The MSs that successfully broadcast the LCMs are determined to be the cluster leaders. When an MS enters the network, it should listen to the beacon signal. If, after tb, no beacon signal from cluster leaders is received, the Ms will attempt to contend to be the leader. For a cluster member, if it does not receive the beacon signal from its cluster leader for a duration longer that tb, it will attempt to determine its new cluster leader. For a cluster, if it does not receive the beacon signal from its cluster member for a duration longer than tb it will delete the MS from its member list. The cluster merge process is similar. If the member list of a leader node is NULL, the leader will become a normal MS(a normal MS is the MS that does not belong to any cluster ) and will determine its new cluster leader. In the proposed algorithm, only one control message LCM is used for clustering. Each MS will maintain two local variables for the algorithm. 
System Architecture:
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Data Flow Diagram: 
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UML Diagram:
Usecase diagram:
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State Flow Diagram:
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Sequence Diagram: 
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Sample Code:

                       //SecureRouting.java

import java.io.*;

import java.lang.*;

import java.util.*;

import java.awt.*;

import java.awt.event.*;

import javax.swing.*;

class SecureRouting extends JFrame implements ActionListener,MouseMotionListener,MouseListener

{


//ui


String strTitle="Secure Routing";


JFrame frmMain=new JFrame("Novel Secure Communication Protocol for Ad Hoc Networks");


JLabel lblXY=new JLabel("");


JLabel lblNodeCount=new JLabel("");


JLabel lblCurrentNode=new JLabel("");


JTextArea txtAdjacencyList=new JTextArea("");


JScrollPane spAdjacencyList=new JScrollPane(txtAdjacencyList);


JTextArea txtInput=new JTextArea("");


JScrollPane spInput=new JScrollPane(txtInput);


JButton btAddNodes=new JButton("Add Nodes");


JButton btInitialize=new JButton("Initialize");


JButton btBasicRouting=new JButton("Basic Routing");


JButton btSecureRouting=new JButton("Secure Routing");


JTextArea txtResult=new JTextArea("");


JScrollPane spResult=new JScrollPane(txtResult);


//ui parameters


int frmLeft=80,frmTop=60;


int frmWidth=800,frmHeight=600;


int mapWidth=frmWidth-260,mapHeight=frmHeight-100;


int mapStartX=30,mapStartY=60;


//system parameters


int CurrentNode=-1;


int nNodes,nNodesPerCell=6;


int TransmissionRange=50;


int SourceNode=-1;


int DestNode=-1;


boolean sourceSelected=false;


int DistanceTraveled=0;


int HopsTraveled=0;


double authenticationDelayDH=0;


double authenticationDelayRSA=0;


int authenticationMethod=-1;


String AuthTypes[]={"DH","RSA"};


Map map=new Map();


Cell[] MapCells=map.getMapCells();


Graphics g;


//constructor


SecureRouting()


{



//get user-paramters



Object tobj1=JOptionPane.showInputDialog("Enter NodeCount Per Cell: ",""+nNodesPerCell);



if(tobj1 instanceof String==false) System.exit(-1);



String strCount=String.valueOf(tobj1);



nNodesPerCell=Integer.parseInt(strCount);



Object tobj2=JOptionPane.showInputDialog(null,"Select Authentication Method:",strTitle,JOptionPane.QUESTION_MESSAGE,null,AuthTypes,AuthTypes[0]);



if(tobj2 instanceof String==false) System.exit(-1);



String strMethod=String.valueOf(tobj2);



if(strMethod.equals("DH")==true) authenticationMethod=0;



else if(strMethod.equals("RSA")==true) authenticationMethod=1;



//setup frmMain



frmMain.setResizable(false);



frmMain.setBounds(frmLeft,frmTop,frmWidth,frmHeight);



frmMain.getContentPane().setLayout(null);



frmMain.setLocationRelativeTo(null);



frmMain.setDefaultCloseOperation(EXIT_ON_CLOSE);



frmMain.addMouseMotionListener(this);



frmMain.addMouseListener(this);



lblXY.setBounds(30,10,100,20);



frmMain.getContentPane().add(lblXY);



lblNodeCount.setBounds(30,frmHeight-65,150,20);



frmMain.getContentPane().add(lblNodeCount);



lblCurrentNode.setBounds(frmWidth-330,frmHeight-65,110,20);



frmMain.getContentPane().add(lblCurrentNode);



txtAdjacencyList.setEditable(false);



spAdjacencyList.setBounds(frmWidth-180-40,30,200,80);



spAdjacencyList.setColumnHeaderView(new JLabel("Adjacency List"));



txtAdjacencyList.append(map.findAdjListString());



frmMain.getContentPane().add(spAdjacencyList);



txtInput.setEditable(false);



spInput.setBounds(frmWidth-180-40,120,200,60);



spInput.setColumnHeaderView(new JLabel("Input"));



frmMain.getContentPane().add(spInput);



btAddNodes.setBounds(frmWidth-180-40,190,200,22);



btAddNodes.addActionListener(this);



frmMain.getContentPane().add(btAddNodes);



btInitialize.setBounds(frmWidth-180-40,220,200,22);



btInitialize.addActionListener(this);



frmMain.getContentPane().add(btInitialize);



btBasicRouting.setBounds(frmWidth-180-40,250,200,22);



btBasicRouting.addActionListener(this);



frmMain.getContentPane().add(btBasicRouting);



btSecureRouting.setBounds(frmWidth-180-40,280,200,22);



btSecureRouting.addActionListener(this);



frmMain.getContentPane().add(btSecureRouting);



txtResult.setEditable(false);



spResult.setBounds(frmWidth-180-40,310,200,180);



spResult.setColumnHeaderView(new JLabel("Result"));



frmMain.getContentPane().add(spResult);



frmMain.setVisible(true);



Globals.wait(1000);



g=frmMain.getGraphics();



Graphics2D g2d=(Graphics2D)g;



g2d.setStroke(new BasicStroke(2.0f));



g2d.drawRect(mapStartX,mapStartY,mapWidth,mapHeight);



map.draw(g);


}

Applications:
                         This technique used in the mobile networks for reducing the load and loss of the packets on the nodes and also to increase the efficiency of the routing and the clustering method because it can quickly cluster a network with little overhead

Future Enhance:
                                    In future we can create secure environment can be established efficiently by financially motivating users to avoid

attacks. SCP imposes minimal load both in communication and computation, so that even regular cellular phones can function as relayers, without demanding infrastructure upgrades

Conclusion:

                        We have developed a novel distributed clustering algorithm for multihop ad hoc networks. First, we have proposed a randomized control channel broadcast access method to maximize the worst-case control channel efficiency, based on a proposed distributed clustering algorithm. Both theoretical analysis and simulation results indicate the following advantages of proposed clustering algorithm: It can quickly cluster a network with little overhead, the resulting cluster structure is stable, and it incurs little maintenance overhead in a dynamic network when the MSs move continuously.
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