
CLOUD COMPUTING IN INSURANCE
Cloud computing has been gaining industry momentum lately. Its promise to deliver cost effective solution over cloud is so fascinating that many industries have started investing in cloud computing instead of having to own and manage the IT infrastructure which includes both hardware and software. One industry which is yet to fully understand the implications, both positive as well as negative, of cloud computing is Insurance industry. This paper focuses on how cloud computing can be leveraged upon by the insurance industry to expand their businesses, to stay competent in a cost effective way, to reach to their customer in shortest possible time, to focus on their niche area of operation instead of focusing on managing IT infrastructure, etc. This paper will also provide some insights on current cloud computing platforms available in the market and their capability and limitation in serving to insurance industry.
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Introduction 
Cloud computing is a term used to refer to the services offered on demand over internet. These services include software, platforms to develop new software/tools, and infrastructure such as servers and data center space. These services are offered by sharing resources among many consumers. The biggest advantage of cloud computing is the provision for scalability at a lower cost. As and when required a consumer can scale up or down the services offered to it as they are provided on demand.  Businesses, as consumer of the services offered over cloud, do not need to deploy more resources when they scale up their operations or remove excess resources when they scale down their operations as this responsibility lies with the cloud provider. Instead, businesses can focus on their area of operation.
Architecture
A logical representation of cloud computing is shown below. In the diagram below, cloud represents internet, circles represent cloud computing providers, & desktops represent consumer of cloud computing services. 
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Figure 1 Cloud computing logical representation
Cloud computing architecture provides three type of services and they typically are known as Software as a Service (SaaS), Platform as a Service (PaaS), & Infrastructure as a Service (IaaS). 
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Figure 2 Cloud computing architecture
SaaS
Wikipedia defines Software as a service (SaaS) as a model of software deployment over the internet. With SaaS, a provider licenses an application to customers for use as a service on demand, either through a time subscription or a “pay-as-you-go” model. Also known as “software on demand,” the SaaS model allows vendors to develop, host and operate software for customer use. Rather than purchase the hardware and software to run an application, customers need only a computer or a server to download the application and internet access to run the software. The software can be licensed for a single user or for a group of users. 

PaaS
Wikipedia defines Platform as a service (PaaS) as the delivery of a computing platform and solution stack as a service. PaaS offerings facilitate deployment of applications without the cost and complexity of buying and managing the underlying hardware and software and provisioning hosting capabilities, providing all of the facilities required to support the complete life cycle of building and delivering web applications and services entirely available from the Internet.

PaaS offerings may include facilities for application design, application development, testing, deployment and hosting as well as application services such as team collaboration, web service integration and marshalling, database integration, security, scalability, storage, persistence, state management, application versioning, application instrumentation and developer community facilitation. These services may be provisioned as an integrated solution over the web.

IaaS
Wikipedia defines Infrastructure as a Service (IaaS) as the delivery of computer infrastructure, typically a platform virtualization environment as a service. Rather than purchasing servers, software, data center space or network equipment, clients instead buy those resources as a fully outsourced service. The service is typically billed on a utility computing basis and amount of resources consumed (and therefore the cost) will typically reflect the level of activity. It is an evolution of virtual private server offerings.

Cloud Computing & Insurance 

Most of the insurance companies have been relying traditionally on mainframe systems and paper based forms. They have invested heavily in complex and outdated legacy systems. Making them adopt new technologies will require huge outlay. Cloud computing can be of great benefit to insurers in this scenario. According to some estimates, around 85% of IT budget of an insurer goes in maintaining the legacy systems. Only a meager portion is left for doing some innovation around product, distribution, and customer service.
Cloud computing can be used to outsource entire IT business of an insurer, not just people and machines. This will save insurance companies money that is normally spent on maintaining the legacy systems. This money can be used for product and service innovation.   
Underwriting is a very important step in providing an insurance coverage to a person or an organization. In case of homeowner’s policy, an underwriter can use applications provided over cloud to see if the home is in a flood prone area or in a highly active seismic zone, etc. It will simplify entire process of writing the homeowner’s policy by not only reducing the time taken in writing the policy but also by saving the money that would have otherwise been spent on many resources involved in the complex process of underwriting.             
Many cloud computing vendors provide dedicated date centers to their customers. Insurance companies can have all their data stored in the data centers across the globe at various locations of the vendor. They don’t need to worry about the disaster recovery as it will be handled by the vendor. 
Cloud computing provides the small insurers a very cost effective way of entering and surviving the market. All services they need to operate in today’s world can be delivered over the cloud. 
A Cloud Computing Use Case in Insurance

To understand the significance of cloud computing in insurance domain, here is a use case which describes what cloud computing can achieve for insurance companies.

Consider a use case where an employee has to fill out the insurance application form of six pages. The application form has to be complete in all respect and be signed before it is submitted. In a company of employee strength 20, the application process would become of 6*20 = 120 pages.
This 120 page document is now sent to broker either by post or by fax. The broker reviews the application and forwards it to the underwriter. Underwriter reviews the application and decides if the insurance should be provided or not. During this flow of application, it is possible that some pages may go missing which will require resend of the application. This traditional process may consume a lot of time due to inherent risk associated with each step.
This traditional process affects the productivity and efficiency of the insurers in providing insurance to their customers as there is wastage of time and resources involved in this process. 

What cloud computing can do? 

Cloud computing can be used to improve the productivity and efficiency of the above process. The broker and the underwriter can provide access to the employer on a file server over cloud. Employer can upload all 120 pages of application on the file server. This will enable broker and underwriter retrieve all 120 pages of application and evaluate them. There will not be any data loss as file servers are protected from data loss.
Also, insurance companies need to look into the past data to determine certain trends, to adjust their policy information, etc. So, data mining and manipulation is of utmost importance to them. They require this data during audits. Since data is centralized and searchable on file servers over cloud, it improves the review process.
 
Risks
Though cloud computing is a very promising option for insurers, it also has limitations which must be evaluated before selecting a cloud vendor.
· Insurers should ask cloud vendors about the people who will be managing their (insurers’) data and about the privileges they will be having.
· Even when the data is held by the cloud vendor, it is insurers who will be responsible for the security and integrity of their data.

· Insurers should ask cloud vendors if they will commit to storing and processing data in specific jurisdiction and whether they will make contractual commitment to obey local privacy requirements on behalf of insurers’ customers

· Cloud vendors normally share resources among their customers. Insurance companies should ask how their data will be segregated from others and what encryption schemes are used to protect the data and if that has been tested by specialists
· Insurance companies should ask the cloud vendors about their capabilities in doing complete restoration in case of disaster and time to recover after disaster has happened.
· Insurance companies should also make sure the long term viability of the cloud vendors. If the cloud vendor is acquired some bigger companies, insurance companies should still be able to access their data. 
· Each jurisdiction has different level of protection afforded to the data. So insurance companies should make sure that they have covered right obligations on the cloud vendor.

Cloud Computing Vendors

Some of the cloud computing vendors already operating in the market are listed below. Please note that a cloud computing vendor listed below may belong to more than one type. The type has been specified below just to give reader of this paper an understanding of different types of vendors available in the market.
	Cloud Vendor
	Type

	3Tera
	IaaS

	Akamai
	IaaS

	Amazon EC2
	IaaS

	Amazon S3
	IaaS

	Amazon SimpleDB
	IaaS

	Areti Internet
	SaaS

	Citrix (XenSource)
	IaaS

	Coghead
	PaaS

	Enki
	IaaS

	Fortress ITX
	IaaS

	Google Apps
	SaaS

	iCloud
	SaaS

	Joyent
	IaaS

	Salesforce.com
	SaaS

	Terremark
	IaaS

	VMWare
	IaaS


Conclusion

Every platform has a certain lifecycle after which its usability decreases and a new platform emerges to supplant the old one. Mainframe and minicomputers were supplanted by the personal computers and servers. Cloud computing is emerging as a new platform for businesses to operate their IT department with full scalability at a lower cost instead of owning and managing personal computers and servers. Insurance businesses, though uncertain as of now about the cloud vendors’ capability to maintain integrity and security of their data, would eventually find it profitable to operate with cloud vendors. 
Cloud computing is still in its infancy but looking at the trend and prospect of it, it is sure that cloud will be playing a significant role to insurance businesses in future.
Acronyms
	SaaS
	Software as a Service

	PaaS
	Platform as a Service

	IaaS
	Infrastructure as a Service

	IT
	Information Technology
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