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VIDEO FINGERPRINTING AND ENCRYPTION PRINCIPLES
ABSTRACT:

                    This paper provides a tutorial and survey of digital fingerprinting and video scrambling algorithms based on partial encryption. We also propose a novel architecture for joint fingerprinting and decryption that holds promise for a better compromise between practicality and security for emerging digital rights management applications. We consider situations in which on the order of hundreds or even thousands of users may wish near-simultaneous access to the same video content. Thus, for superior scalability the network service provider must transmit the content by making use of a multicast distribution model. We focus on the problems of video fingerprinting and encryption.
INTRODUCTION:

          Multimedia security algorithms that enable digital rights management (DRM) in resource constrained communication applications. Our focus is on the video-on-demand (VoD) business model, in which subscribers to a content-providing service request and receive video information at scheduled intervals. In contrast, video encryption has the goal of obscuring the perceptual quality of the host signal such that access to the content is denied. In comparison to traditional cryptographic algorithms, those for video may often be “lightweight” in order to accommodate computational complexity restrictions; the term “video scrambling” is often used to refer to such processes. The main objective of fingerprinting and encryption in a DRM context is to protect video content from a set of attacks applied by one or more attackers

Overall, the objectives of this paper are twofold:
 1) To present a state-of-the-art review and tutorial of the emerging areas of video fingerprinting and encryption highlighting design challenges for multicast environments.
2) To propose the approach of joint fingerprinting and decryption (JFD) to establish a                                             better compromise between practicality and security for DRM applications

SECURITY ARCHITECTURES:

We consider a single transmitter which may be a VoD server that we refer to as the source or server that communicates with n>1 receivers that we call users. In all situations, the source is responsible for embedding the global group watermark[image: image1.bmp]  that may contain copyright and ownership information, and is also responsible for encrypting the media content using secret key cryptography with a group key [image: image2.bmp] that is common for all users. The use of a single group key for encryption under certain conditions can enable multicast communications, but requires more sophisticated key management. At the receivers, each user must decrypt the content individually. Fingerprinting can occur either at the transmitter or receiver, and separate or integrated with the cryptographic process which is the basis for our architecture classifications. 

 Transmitter-Side Fingerprint Embedding:
In this approach, introduced in the fingerprint is embedded at the source. An optional copy control or ownership watermark [image: image3.bmp] is first embedded into the host media. Then a distinct fingerprint is marked in each copy of the media to be delivered to each of the customers. Every watermarked and fingerprinted copy [image: image4.bmp]     for  [image: image5.png]


is then encrypted separately using the same group key [image: image6.bmp] to produce[image: image7.png]


   One characteristic of this method is that different copies  of the media have to be simultaneously transmitted, which represents bandwidth usage of order [image: image8.png]Onn)



 . 
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Transmitter side finger print embedding

Receiver-Side Fingerprint Embedding:

The next architecture, initially introduced in with respect to digital TV and more recently discussed and for DRM in digital cinema, involves fingerprinting at the receiver. In this scheme, shown in Fig. 1(b), the optional copyright watermark is embedded and the subsequent media is encrypted with the group key [image: image10.bmp] to produce the encrypted content [image: image11.bmp]  only one encryption (and no fingerprinting) is necessary at the server, reducing latency and complexity from the previous architecture. In addition, because only one signal needs to be transmitted to multiple users, multicast communications can be exploited. At the receiver, the encrypted signal  [image: image12.bmp]is decrypted by each user using [image: image13.bmp]and is immediately fingerprinted with a mark  [image: image14.bmp] that is distinct for each user [image: image15.bmp] to produce the fingerprinted media [image: image16.bmp]. For security, both decryption and fingerprinting must be implemented on a single chip or application-specified integrated circuit (ASIC) so that the decrypted signal is not easily accessible before fingerprinting. Furthermore, tamperproof hardware, which is difficult to achieve and still an open research problem, must be used in order to protect the purely decrypted host signal from eavesdropping. 

[image: image17.emf]
Receiver side finger print embedding

The additional burden of fingerprinting at the receiver may be problematic if the transmission is real time. Consumers are not willing to pay excessively for security features that do not directly benefit them. Therefore, either low-complexity algorithms or nonreal-time implementations of fingerprint embedding are necessary, which may limit the use of this architecture for some applications.

Joint Fingerprinting and Decryption:

In order to overcome the complexity issues of fingerprinting at the receiver while preserving the bandwidth, complexity, and latency efficiencies at the source, we propose the notion of integrating the decryption and fingerprinting processes. As discussed in the previous section, the server encrypts the media using the[image: image18.bmp]  group key. However, at each receiver a single secret key  [image: image19.bmp] that is unique for each user is employed for JFD. The process, in  art, mimics decryption. However, the use of [image: image20.png]


 for decryption allows the introduction of a unique fingerprint for each user, making each decrypted copy distinct. The information carried by the fingerprint can be represented as the relative entropy between the source and decryption keys, that is,  [image: image21.png]H(f;) = HI(Kg|K;)



, where [image: image22.bmp] is the entropy of the fingerprint for user [image: image23.bmp] , and  [image: image24.png](K |K)



is the conditional entropy of the group key given the receiver’s key. The structure of the scheme does away with the need for tamperproof hardware, but raises issues with respect to the tradeoff between imperceptibility and robustness of the fingerprint, especially with respect to collusion attacks.

[image: image25.emf]
Proposed JFD

JFD Architecture:
The source extracts the perceptually relevant features from the multimedia content [image: image26.emf] and selectively encrypts them with [image: image27.emf] as shown in Fig. 6. Based on this model, the source multicasts the encrypted content [image: image28.emf] to users. Each receiver upon subscription receives a decryption key [image: image29.emf] from the source. The decryption key set denoted [image: image30.emf] is designed jointly with the source key set so that an imperceptible and indelible fingerprint is embedded in the content after decryption. The reader should note that although we require [image: image31.emf]  , we do not employ asymmetric encryption. The key asymmetry, as it will become clear, stems from the necessity of jointly decryption and fingerprint embedding. For user, the fingerprint information is essentially contained in the asymmetric key pair [image: image32.emf]  out of which the receiver has access only to the decryption key [image: image33.emf] and the encrypted content [image: image34.emf] . The receivers do not have knowledge of [image: image35.emf] . 

[image: image36.emf]
Overview of JFD architecture

The fingerprint is a function of the correlation between the encryption and decryption keys. We assume the encryption and decryption keys are correlated random variables and an encryption and decryption structure with limited diffusion capability is employed; the source of the secrecy comes primarily from the process of confusion [35].We define the fingerprint payload capacity, which is the maximum length of the fingerprint that can be embedded in a given media object, as

[image: image37.emf] 

 where [image: image38.emf]  , and are the entropy of the encryption key, the mutual information between the encryption and decryption keys, and the conditional  entropy of the encryption key given the decryption key, respectively. Since the fingerprint embedding is done within the decryption framework, the perceptual quality of the fingerprinted frame can be described as a function of the correlation between [image: image39.emf] . The mutual information [image: image40.emf] is a function of the correlation between the keys, which in turn affects the perceptual quality of the decrypted/fingerprinted image given our encryption structure. Intuitively one can say that the higher the correlation, the smaller the perceptual degradation. However, it is also clear that the larger the value of [image: image41.emf] due to the increased correlation, the lower the fingerprint payload capacity [image: image42.emf]  . Thus, (2) illustrates the inherent tradeoff between fingerprint payload capacity and perceptual quality as a byproduct of combining watermarking and decryption. Owing to the merging of the two seemingly orthogonal processes of watermarking and encryption. 

VIDEO ENCRYPTION:-
 Partial Encryption:
Encryption can be defined as a transformation that is parameterized by a numeric value called an encryption key of a given input signal called the plaintext. The output of the transformation, called the cipher text, must ideally “appear” random to make estimation of the plaintext from the cipher text computationally difficult without access to the decryption key [image: image43.emf] may be the same or different from [image: image44.emf] depending on the type of transformation employed. The process of decryption is the inverse transformation of encryption.

Video encryption has gained interest in recent years because use of well-known and tested secret key encryption algorithms, such as Triple Data Encryption Standard (3DES) and Advanced Encryption Standard (AES), are Fig. 4. Overview of partial encryption of raw video. considered computationally infeasible for high volumes of plaintext in low-complexity devices or for near real-time or massively parallel distribution of video flows. In order to overcome some limitations, Cheng and Li [24] discuss the notion of partial encryption, in which a smaller subset of the plaintext is encrypted to lower computation and delay while integrating the overall process with compression.2 Fig. 4 summaries the basic idea. The raw video data [image: image45.emf] is Partially compressed  and then separated into two  components: the essential features (EF)  [image: image46.emf]that must be encrypted and the nonessential features (NEF) [image: image47.emf] that are left in plaintext form. The output of the encryption stage denoted [image: image48.emf] is further compressed and the result is a multiplexed with to[image: image49.emf] produce the final encrypted and compressed content. Using this partial encryption framework, the authors

of this paper assert that the problem of designing an effective video encryption algorithm involves selecting the appropriate EF and NEF of the video content for a given application. The EF–NEF selection may be based on a number of different criteria.

 1) It is desirable that the fraction of the video stream that needs to be encrypted is as small as possible; thus, 2Another effort to address this problem, which we do not address in this paper, involves the digital video broadcasting (DVB) scrambling system suitable for set-top boxes.

[image: image50.emf]
Partial video encryption

the bit rate [image: image51.emf] of should ideally be much smaller than the bit rate of the after the first stage of compression.

2) The security in a video watermarking context is related, in part, to visual quality. Thus, the EF–NEF partitioning should guarantee that the “visual quality” of the encrypted video is highly dissimilar to the plaintext. That is, [image: image52.emf] should contain most of the perceptually critical content of  [image: image53.emf]. In some applications, only the commercial quality of the signal needs to be degraded by scrambling allowing some of the original content through.  

3) It should not be possible for an attacker to estimate the EF from the NEF. Otherwise, it may be possible to obtain [image: image54.emf] , an estimate of [image: image55.emf]  and then use [image: image56.emf] in a traditional cryptographic known-plaintext attack.

1) Fingerprint Embedding:

The raw video frame is DCT encoded and quantized. The DCT is taken of the entire image, and it is not divided into [image: image57.emf]blocks for reasons of perceptibility of fingerprint during decryption. We then identify a set of coefficients in the low and midfrequency region that are perceptually significant. From this set, we partition the coefficients into subsets. These subsets are all sign scrambled (i.e., the sign is arbitrarily flipped depending on the key) during encryption and some are left scrambled during decryption for the purpose of forming the fingerprint. There are two types of encryption keys associated with each component; the first serving as pointers to subsets of coefficients to encrypt, and the second as the scrambling key that dictates the order in which the coefficients are permuted within a given subset. The receiver is given a unique subset of keys  [image: image58.emf] for decrypting only   [image: image59.emf] a fraction of the encrypted subsets.

[image: image60.emf]
 The remaining [image: image61.emf] subsets are hidden from the receiver and their unique sign bit signature along with their concealed positions in the frame constitutes the fingerprint. An overview of the system is provided in Fig. 7. The length of the receiver key set [image: image62.emf] in relation to the source key set is a measure of the correlation between the two keys, since [image: image63.emf] .The number of coefficients in each subset denoted  [image: image64.emf] (where [image: image65.emf] is the subset index) is chosen to trade perceptual quality and robustness. As  [image: image66.emf]increases, there is a corresponding increase in diversity of the fingerprint embedded, which, consequently, increases the probability of retrieving the mark. However, if a large number of coefficients are left scrambled, this will increase the perceptual distortion in the fingerprinted frame. The only way to meet the imperceptibility constraint without compromising on robustness would be by decreasing the number of hidden subsets , which results in a decrease in the fingerprint payload. Thus, we, once again, have the triangular tradeoff scenario in traditional watermarking. If [image: image67.emf] is small as compared to , then the fingerprints will be almost orthogonal to each other, and a maximum of [image: image68.emf]fingerprints can be embedded. But as the number of colluders increases in an orthogonal fingerprinting scheme, the false positive and the false negative rates increase, mainly because the distinguishing features between the fingerprints assume negligible amplitude when the copies are averaged. If we introduce some “common” elements among subsets of colluders, then these elements are likely to be preserved with a higher probability. However, there is a sacrifice in resolution for reliable detection. This lays the foundation for a group-based fingerprinting scheme by introducing a  two-level hierarchical structure to fingerprinting. Thus, inthe present scheme, the fingerprint has two components, the group ID and the user ID.

2) Fingerprint Detection and Simulation Results: 

Fingerprint detection is carried out by correlating the subsets in the retrieved copy with a list of reference signatures. Let [image: image69.emf] be the sign signatures of the subsets in the encrypted frame [image: image70.emf] and  [image: image71.emf]be the retrieved copy from which the colluders (if any) have to be detected. In a similar fashion, we create a sign matrix  [image: image72.emf]from  [image: image73.emf], where  [image: image74.emf].We then form the correlation matrix [image: image75.emf][image: image76.emf] and an autocorrelation vector [image: image77.emf][image: image78.emf], , . is the average number of  coefficients in each subset.
[image: image79.emf]
If, then we declare that the subset is encrypted and the corresponding video frame component is marked as “1”; otherwise, it is marked as “0.” The locations of the ones in the string constitute the fingerprint, which is compared with the entries in the database to identify potential colluders. The threshold is a function of the design parameters [image: image80.emf] , and can be adjusted experimentally to balance the false positive and false negative rates. For a 256 * 256 grayscale Lena image, we set the parameters to be [image: image81.emf] . The corresponding PSNR values of the encrypted and fingerprinted images were found to be [image: image82.emf] respectively. We set these as the lower and upper bounds for obscurity (or secrecy) and imperceptibility respectively. Fig. 8 shows the original, scrambled, and finger printed images. Our intent is only to obscure the commercial quality of the video. 

Work in Progress and Future Challenges:

Although we have proposed ways of tracing subsets of colluders in the face of linear collusion attacks, this scheme is susceptible to key collusion attack. The receiver should not know the video features neither being decrypted nor the features hidden; in the presented scheme, the former is available to the receiver. Work in progress investigates designing a system such that the receiver is not able to derive information about the location of encrypted components without access to the source secret key. At present, we are also working on an analytical model for illustrating tradeoff issues in the JFD framework
CONCLUSION:
This paper, in part, provides an overview of the many issues that must be addressed for video encryption and fingerprinting in a DRM context. Given the thrust toward security for emerging resource constrained DRM applications, there is a need for solutions that provide a better compromise between security and complexity. This is resulting in a paradigm shift in the area of information protection, in which ideas from areas such as media processing are often incorporated to provide more lightweight solutions. Low-complexity security solutions must take careful account of the application-dependent restrictions and competing objectives. Current solutions often strip down the security algorithm or protect a partial component of the information. Inspired by the chameleon cipher, we focus on the approach of integration to potentially achieve a more appropriate compromise. Given that perfect security may be unattainable in a practical context, we hope that further research in this area will result in more effective yet efficient designs.
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