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                                                           ABSTRACT
                                                                   Steganography is the art and science of hiding the existence of information. Unlike cryptography, which simply conceals the content or meaning of the message, steganography conceals of the very existence of the message. Steganographic systems can hide messages inside  images or other digital objects. To a casual observer inspecting these images, the messages are invisible. Based on two basic principles. i.e. files  that contain digitized images or sound can be altered to a certain extent without loosing their functionality unlike other types of data that have to be exact in order to function properly and the human inability to distinguish minor changes in image colors or sound quality, which is especially easy to make use of in objects that contain redundant information, be it 16-bit sound,8-bit or even better 24- bit image. Speaking of images, changing the value of the least significant bit of the pixel color won’t result in any perceivable change of that color.                                             

                                              This paper introduces steganography by explaining what it is, providing a brief history with illustrations of some methods for implementing steganography. Though the forms are many the focus in this paper is on the use of images in steganography and least significant bit insertion technique in steganography ,this paper also deals with the use of steganography and detection process.
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INTRODUCTION

          Establishing hidden communication is an important subject of discussion that has gained increasing importance now-a-days with the development of the Internet. One of the methods introduced for establishing hidden communication is Steganography. Methods of steganography have been mostly applied on images while the major characteristic of these methods is the change in the structure and features of the images so as not to be identifiable by human users. 

                   Perhaps when you were a child, you used lemon juice to write text on paper, then let the paper dry. Your writing would miraculously reappear on the apparently blank sheet of paper when you heated it. 

Or perhaps when you were older, and were introduced to money, you noticed the image, or watermark, that would appear on bank notes when they were held up to the light. Both these types of situations are examples of steganography, the art of secret writing. 

               Steganography is the art and science of writing hidden messages    in such a way that no one apart from the intended recipient knows of the existence of the message; this is in contrast to, cryptography where the existence of the message itself is not disguised, but the content is obscured.

                       The word "Steganography" is of  Greek origin and means "covered, or hidden writing". Its ancient origins can be traced back to 440 BC. Herodotus mentions two examples of Steganography in “The Histories Of Herodotus” .Demeratus sent a warning about a forthcoming attack to Greece by writing it on a wooden panel and covering it in Wax Tablets were in common use then as re-usable writing surface, sometimes used for shorthand   

   In ancient days the messages were sent in following way

                                   Fishing freshwater bends and saltwater



    Coasts reward anyone feeling stressed.



    Resourceful anglers usually find masterful



    Leapers fun and admit swordfish rank



           Overwhelming anyway.

By taking the third letter in each word, the following message emerges 

                              Send Lawyers, Guns, and Money

CRYPTOGRAOHY

                                           Cryptography is the science of writing in secret codes but cryptography does not always provide safe communication. Consider the following text file; what else is it likely to be if not encrypted?

	QANQR1DBwU4D/TlT68XXuiUQCADfj2o4b4aFYBcWumA7hR1Wvz9rbv2BR6WbEUsy

ZBIEFtjyqCd96qF38sp9IQiJIKlNaZfx2GLRWikPZwchUXxB+AA5+lqsG/ELBvRa

C9XefaYpbbAZ6z6LkOQ+eE0XASe7aEEPfdxvZZT37dVyiyxuBBRYNLN8Bphdr2zv

Z/9Ak4/OLnLiJRk05/2UNE5Z0a+3lcvITMmfGajvRhkXqocavPOKiin3hv7+Vx88

ULLem2/fQHZhGcQvkqZVqXx8SmNw5gzuvwjV1WHj9muDGBY0MkjiZIRI7azWnoU9

3KCnmpR60VO4rDRAS5uGl9fioSvze+q8XqxubaNsgdKkoD+tB/4u4c4tznLfw1L2

YBS+dzFDw5desMFSo7JkecAS4NB9jAu9K+f7PTAsesCBNETDd49BTOFFTWWavAfE

GLYcPrcn4s3EriUgvL3OzPR4P1chNu6sa3ZJkTBbriDoA3VpnqG3hxqfNyOlqAka

MJJuQ53Ob9ThaFH8YcE/VqUFdw+bQtrAJ6NpjIxi/x0FfOInhC/bBw7pDLXBFNaX

HdlLQRPQdrmnWskKznOSarxq4GjpRTQo4hpCRJJ5aU7tZO9HPTZXFG6iRIT0wa47

AR5nvkEKoIAjW5HaDKiJriuWLdtN4OXecWvxFsjR32ebz76U8aLpAK87GZEyTzBx

DV+lH0hwyT/y1cZQ/E5USePP4oKWF4uqquPee1OPeFMBo4CvuGyhZXD/18Ft/53Y

WIebvdiCqsOoabK3jEfdGExce63zDI0=

=Morph


                                                            The message above is a sentence in English that is encrypted characters comprising the message appear more-or-less at random and do not adhere. 

                                         Thus, steganography is the science of hiding information. Whereas the goal of cryptography is to make data unreadable by a third party, whereas the goal of steganography is to hide the data from a third party.

HISTORICAL STEGANOGRAPHIC TECHNIQUES

       Steganography has been widely used in historical times, especially before cryptographic systems were developed. Examples of historical usage include:

· Hidden messages in wax tablets: In ancient Greece, people wrote messages on the wood, then covered it with wax so that it looked like an ordinary, unused tablet. 

· Hidden messages on messenger's body: also in ancient Greece.Herodotus tells the story of a message tattooed on a slave's shaved head, hidden by the growth of his hair, and exposed by shaving his head again. The message, if the story is true, carried a warning to Greece about persian invasion planes. 

· Hidden messages on paper written in secret inks under other messages or on the blank parts of other messages. 

MODERN STEGANOGRAPHIC TECHNIQUES

The following formula provides a very generic description of the pieces of the steganographic process:

Cover_medium(image/audio files) + hidden_data + stego_key=stego_medium

Hidden_data, which may also be encrypted using the stego_key. The resultant in this context, the cover_medium is the file in which we will hide the file is the stego_medium (which will, of course. be the same type of file as the cover_medium). The cover_medium (and, thus, the stego_medium) are typically image or audio files.

.
Hidden text within Web pages 

.
Hiding files in "plain sight" (e.g., what better place to "hide" a file than with an important sounding name in the c:\winnt\system32 directory?) 

.
Null ciphers (e.g., using the first letter of each word to form a hidden message in an otherwise innocuous text) 

                     These forms of steganography often are used in conjunction with cryptography so that the information is doubly protected.

 The simplest approach to hide data within an image file is called least significant bit (LSB) insertion.
EXAMPLE:

The simplest approach to hide data within an image file is called least significant bit (LSB) insertion. In this method, we can take the binary representation of the hidden_data and overwrite the LSB of each byte within the cover_image. If we are using 24-bit color, the amount of change  will be minimal and indiscernible to the human eye. As an example, suppose that we have three adjacent pixels (nine bytes) with the following RGB encoding:

	10010101   00001101   11001001

10010110   00001111   11001010

10011111   00010000   11001011


Now suppose we want to "hide" the following 9 bits of data (the hidden data is usually compressed prior to being hidden): 101101101. If we overlay these 9 bits over the LSB of the 9 bytes above, we get the following (where bits in bold have been changed):

	10010101   00001100   11001001

10010111   00001110   11001011
10011111   00010000   11001011


Note that we have successfully hidden 9 bits but at a cost of only changing 4, or roughly 50%, of the LSBs.

                       This description is meant only as a high-level overview. Similar methods can be applied to 8-bit color but the changes, as the reader might imagine, are more dramatic. Gray-scale images, too, are very useful for steganographic purposes. One potential problem with any of these methods is that they can be found by an adversary who is looking. In addition, there are other methods besides LSB insertion with which to insert hidden information.

                                        Without going into any detail, it is worth mentioning steganalysis, the art of detecting and breaking steganography. One form of this analysis is to examine the color palette of a graphical image. In most images, there will be a unique binary encoding of each individual color. If the image contains hidden data, however, many colors in the palette will have duplicate binary encodings since, for all practical purposes, we can't count the LSB. If the analysis of the color palette of a given file yields many duplicates, we might safely conclude that the file has hidden information.

IMAGING HIDING:

                                        However, on the other hand, many methods have been proposed for breaking and extracting information (steganalysis) for these methods. The following example explains a method for hiding image in images by changing the appearance of the picture instead of changing its features.

Example 1:
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image of tree                                                             image of cat hidden in side figure


By removing all but the last 2 bits of each colour component an almost completely black image results. Making the resulting image 85 times brighter results in the image beside.

DATA HIDING
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Here in the above figure the message  is sent through a rose flower the first one shows the message sent by sender  and the numbers showed at the bottom of the flower is embeded in the figure.The second figure indicates the  extraction of the embeded  binary code.

Steganography and Security
As mentioned previously, Steganography is an effective means of hiding data, thereby protecting the data from unauthorized or unwanted viewing. Some good complementary methods include: 

· Encryption – Encryption is the process of passing data or plaintext through a series of mathematical operations that generate an alternate form of the original data known as ciphertext. The encrypted data can only be read by parties who have been given the necessary key to decrypt the ciphertext back into its original plaintext form. Encryption doesn't hide data, but it does make it hard to read. 

· Hidden directories (Windows) - Windows offers this feature, which allows users to hide files. Using this feature is as easy as changing the properties of a directory to "hidden", and hoping that no one displays all types of files in their explorer.

· Hiding directories (Unix) - in existing directories that have a lot of files, such as in the /dev directory on a Unix implementation, or making a directory that starts with three dots (...) versus the normal single or double dot. 

· Covert channels - Some tools can be used to transmit valuable data in seemingly normal network traffic. One such tool is Loki. Loki is a tool that hides data in ICMP traffic (like ping). 

Uses
   There are a number of uses for steganography besides the mere novelty. One of the most widely used applications is for so-called digital watermarking. 

                                               Steganography can be used to maintain the confidentiality of valuable information, to protect the data from possible sabotage, theft.

                                        Steganography can also be used for illegitimate reasons.

Future of Steganography           

 

Steganography,Though is still a fairly new idea. There are constant advancements in the computer field, suggesting advancements in the field of steganography as well. It is likely that there will soon be more efficient and more advanced techniques for steganalysis. A hopeful advancement is the improved sensitivity to small messages. Knowing how difficult it is to detect the presence of a fairly large text file within an image, imagine how difficult it is to detect even one or two sentences embedded in an image! It is like finding a microscopic needle in the ultimate haystack. What is scary is that such a small file of only one or two sentences may be all that is needed to commence a terrorist attack. In the future, it is hoped that the technique of steganalysis will advance such that it will become much easier to detect even small messages within an image.

Conclusion
                            Steganography is a fascinating and effective method of hiding data that has been used throughout history. Methods that can be employed to uncover such devious tactics, but the first step are awareness that such methods even exist. There are many good reasons as well to use this type of data hiding, including watermarking or a more secure central storage method for such things as passwords, or key processes. Regardless, the technology is easy to use and difficult to detect. The more that you know about its features and functionality, the more ahead you will be in the game. 
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SOFTWARES USED TO DEMONSTRATE STEGANOGRAPHY

· HIDE AND SEEK
· GIFTUP
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