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QUESTIONS IN YOUR  MIND 

What is a smart card? 

A smart card is a piece of plastic, the same size as a credit or debit card, with a silicon chip embedded in it. The chip contains a microprocessor, which is a miniature computer which can perform calculations and store data in its memory.


These chips hold a variety of information, from stored (monetary)-value used for retail and vending machines, to secure information and applications for higher-end operations such as medical/health care records. New information and/or applications can be added depending on the chip capabilities.


The card is "smart" because it is "active", that is that it can receive information, process it and then "make a decision". For example, when a smart card is inserted in a terminal, the terminal sends its "digital signature" to the microprocessor. If the digital signature agrees with the existing parameters in the processor's memory, then the memory files are opened and the data made visible to the terminal. In the same way, the card sends its "digital signature" to the terminal and the terminal's microprocessor verifies it. This mutual verification is done off-line, this means that the terminal is not connected to the system's central computer, known as the host. The verification process typically takes a fraction of a second. In addition to digital signatures, Personal Identification Numbers (PIN) and hand written signatures can be used. 
  Where did the word smart card come from? 

The French, of course. While inventors in the U.S., Japan and Austria, were issued patents that pre-date those of Frenchman Roland Moreno, it was the French who put up big money to push the technology. They did this in the 1970's, during a period of major national investment in modernizing the nation's technology infrastructure. The first company to make major R&D investments in the technology was Bull which holds about 60 patents related to micro processor (MP) cards.
Cards were original none as "Carte a memoire" or memory card. In 1980, when France began a major campaign to export the technology, the Roy Bright of the government's marketing organization Intelimatique coined the word "Smart Card." 
TECHNICAL  OVERVIEW .

  About Smart Card

The basic components of the smart card subsystem are based on PC/SC standards. These basic components include: 

· A resource manager that uses a Win32® application programming interface (API). 

· A user interface (UI) that works with the resource manager. 

· Several base service providers that provide access to specific services. In contrast to the resource manager's Win32® API, service providers use a COM interface model to provide smart card services. 

The following illustration shows the relationships of these components in the overall smart card architecture.
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Smart Card Concepts

This section covers some basic concepts that may be used when describing the interaction between users (and applications) and smart cards. These concepts include terms, as well as a discussion of two basic interactions between users and smart cards. However, this section does not attempt to describe all possible ways a user might interact with a smart card.
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Smart Card Readers
Readers are standard devices in a smart card system. They are controlled through drivers, and are introduced to and removed from the system through Plug and Play or through the control panel Devices applet.

Each reader must be defined for use by the smart card subsystem. The subsystem is not responsible for any reader not specifically given to it.

reader Smart card readers can be divided into logical groups called groups. These groups can be defined by the subsystem, as well as defined by administrators and users. A reader can belong to more than one reader group

The smart card subsystem defines the following groups. 

SCard$AllReaders 

This group contains all the readers in the system. A new reader given to the smart card subsystem is automatically included in the system-wide reader group, SCard$AllReaders. 

SCard$DefaultReaders 

This default group, one for each terminal, contains all the readers assigned to the terminal that are not reserved for specific use. 

Smart Card Interfaces

A smart card interface consists of a predefined set of services available within a smart card, the protocols necessary to invoke the services, and any assumptions regarding the context of the services. 

With respect to smart cards, the term "interface" is similar to how it is used in COM, which in turn is similar in concept to the ISO 7816/5 application identifier but with a different scope. 

Each smart card interface is identified by a globally unique identifier (GUID). For example, an interface might be defined that provides biorhythm information to its holder. If a given smart card supports this service, then it may claim to support that interface GUID. Using the interface GUIDs, an application may search for a particular set of interfaces, locating any card that supports that set, to complete a task.

Although an interface has one GUID, it might be implemented differently on different cards. For example, the biorhythm interface mentioned above can have several different implementations, yet all are referenced using the same GUID. The different implementations would not change the interaction between the application and the smart card; however, the interaction between the service provider and the smart cards may differ depending on the interface's implementation.


 

Primary Service Provider

Each smart card known to the system may have a registered COM interface listed as its primary service provider. When you access a smart card through COM, this primary service provider supplies the control interfaces to the card. This allows card services to be exposed to a wide range of programming environments, including Java and Visual Basic.

Introducing Smart Cards to the System

Before the smart card subsystem can find a smart card, the smart card must be introduced to the system. This is typically done with a smart card setup utility provided by the card manufacturer. The utility could come as a program on a floppy disk (with the smart card), an ActiveX control available on a web site, and so on.

The setup utility must provide the following pieces of information about the card: 

· Its ATR string, and an optional mask to use as an aid in identifying the card. 

· A list of smart card interfaces supported by the card. 

· A friendly name for the card, to be used in identifying the card to the user. In most cases, the user will supply this to the setup utility. 

· The primary service provider associated with the card (optional), to be used when accessing the card through COM interfaces. 

To simplify setup utilities, and to ensure the integrity of the smart card database, the smart card subsystem provides the following two functions. SCardIntroduceCardType introduces a smart card into the database and SCardForgetCardType removes it from the database.
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Accessing a Smart Card

The smart card subsystem provides several means for an application or service provider to connect to a smart card: 

· An application can call SCardConnect to connect to a card that resides in a given reader. This is the simplest way to establish communication with a smart card. 

· An application can search for a specific smart card within a given reader group. The application identifies the card by its friendly name, and specifies a list of readers in which the card may appear. The resource manager searches the list of readers for any cards with an ATR string that matches the named card, and returns status information to the application. The smart card subsystem never puts up a GUI or interacts with the card beyond obtaining the ATR string. It does, however, supply sufficient information for the application or a common control to be able to walk the user through locating the desired card or card type. This results in mapping the request to a specific reader, to which further I/O is directed. 

· An application can request a list of cards supporting a given set of smart card interfaces. The application can then use the list in the previous case. This allows applications to connect to cards based on their capabilities, without regard to their names. 

When an application looks for a card, it supplies an array of reader names in which to look. For each reader element in the array, the resource manager supplies the following information: 

· Whether the reader is available for use by this application. 

· Whether there is a card inserted into this reader, and if so, what its ATR string is. 

· Whether the card's ATR string matches any of the requested cards' ATR strings. 

The application uses the returned information to apply further filters to the cards or to prompt the user to select the desired card. Note that one or more of the returned list of readers may be opened for exclusive use by other applications, so access to this list of readers is not guaranteed.
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 Relation to Other Services

Other parts of the Microsoft Internet Security Framework use the smart card subsystem, as shown in the following illustration. (Because of U.S. export restrictions, a CSP that uses an SCSP to communicate cryptographic-related requests should sign and verify the SCSP.)
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Smart Card Resource Manager

The smart card resource manager manages the access to readers and to smart cards. To manage these resources, it performs the following three functions. 

· Identifies and tracks resources. 

· Allocates readers and resources across multiple applications. 

· Supports transaction primitives for accessing services available on a given card. 

Note  This is an important point because current cards are single-threaded devices that often require the execution of multiple commands to complete a single function. Transactions allow multiple commands to be executed without interruption, ensuring that intermediate state information is not corrupted. 

The resource manager can be accessed directly by way of the resource manager API or indirectly through any smart card service provider.

The resource manager API is a set of Win32® functions that provide direct access to the resource manager's services. (For an overview of the Win32 functions provided by the API, see Smart Card Resource Manager API.) In comparison, smart card service providers use COM interfaces.

Many of the Win32 functions in the resource manager API have equivalents in the properties and methods of the smart card service providers' COM interfaces. And although most application developers will find the COM model easier to work with, some applications will still need to use the Win32 functions to perform certain tasks. For example, applications that need to manipulate the list of readers or reader groups in the smart card database, and those that need direct control of a reader must use the resource manager API. The services that provide these capabilities are available only in the Win32 functions, not in the COM model provided by the service providers.

For information on how the resource manager is implemented in Microsoft® Windows®, see Resource Manager Implementation.


 

	CardTouch®

Smart cards are changing the way the world works. By combining credit card size with microchip technology, smart cards put computing power directly into the consumer's pocket. Accommodating this unique new capability presents severe challenges to traditional transaction processing systems. In order to respond in a timely manner, organizations need a software platform that can deliver on the smart card [image: image18.png]


promise, while integrating with existing systems. Touch Technology International (TTI), a recognized market pioneer, has created such a solution-CardTouch™.CardTouch comprises libraries of standard components integrated in three layers. Secure Transaction Modules manage all transaction activity between cards and devices, while providing for a complete audit trail. Application Support Frameworks enable the definition and enforcement of application-specific business rules. Operations Support Managers provide for back-office and system management functions. Various components from each of these three layers can be combined to create complete applications. The object oriented design of CardTouch ensures that functions unique to a given environment can be developed and [image: image19.png]


integrated quickly.

Designed from its inception as a flexible platform, CardTouch incorporates the complete cycle of functionality required to deliver a comprehensive smart card solution. This

Fundamental Business Flow consists of seven basic steps The first three steps implement the front-end of the cycle-those functions that deal with cards and devices: 1) Card Issuance, 2) Loading, and 3) Card Use.

Examples of front-end applications are Stored Value and Loyalty Programs. Back-end functions complete the cycle: 4) Transaction Collection, 5) Settlement, 6) Reporting.
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In 
and 7) Value Movement. CardTouch is unique in the ability to apply its back-end functions to foreign (non-TTI developed) front-end applications.

In order to assure that systems can "scale-up" to meet expanding demand, CardTouch allows for all back-end functions to be hosted on a single NT server, or distributed across multiple servers. For example Reserved Services, dealing with functions that should be operated in a secure environment, can be implemented on a central server. Local Services, which manage processes closely related to Card Accepting Devices, can be hosted on multiple servers that have been geographically dispersed. Operator Services, dealing with system administration and operations, can be hosted on a server installed in a remote operations center.

Since its introduction in late 1997, the CardTouch platform has been engineered into solutions for military bases, college campuses, corporate campuses, transportation and gaming applications, making it the fastest growing application platform in the industry. CardTouch features include:

· Scalable Microsoft NT™ Server technology. 

· Object-oriented design that is easily configured for rapid deployment in new applications. 

· Multi-application smart card platform. 

· Fully automated processing of all financial transactions. CardTouch's electronic cash stored value applications integrate directly into existing payment system infrastructures, including 

Transaction settlement among multiple participants, with full audit capability and automatic report generation.



	

	
	  
	


·  ATM networks, POS networks and automated clearinghouses. 

· Operation in closed environments with a single card issuer or in open environments with multiple card issuers and acquirers. 

· Transaction settlement among multiple participants, with full audit capability and automatic report generation. 

· Acquisition and settlement of stored-value transactions from non-CardTouch electronic purse schemes. 

· Smart card access control for secure management of physical facilities (buildings, parking lots, etc.) and computer resources (networks, workstations, Internet, etc.) 

· Multiple types of electronic loyalty programs. 

· Secure cardholder identification. 

· The CardTouch platform was developed and is supported by Touch Technology International, located in Phoenix, Arizona. 

USES AND TYPES
	 What are the uses of a smart card? 

Smart Cards have many different uses, a few examples being: 

· For banking (credit card) 

· For public telephone operation (phone card) 

· For cell phone operation and purchasing of pre-paid air time (SIM card and Vodacom or MTN air time card) 

· For paying TV licenses (Super Card) 

· For shopping at chain stores (Clicks, Edgars, Woolworths, etc.) 

· For use at filling stations (Petrol Cards) 

The types of transaction cards, which are available on the market today, are far too many to mention. Each card is designed for a specific purpose and therefor limited to its use, as it can only perform the particular function for which it is made for. No loyalty cards can be used for multi-functional purposes, and only bank cards will allow cash to be withdrawn from ATM's and purchases to be made from shops which have speed point terminals which are compatible with that particular card. Other than for those specified uses, these transaction cards are pretty useless.
Smart cards however, can be used for all of the above, and many more than that! 

	[image: image4]  What different cards are available? 

Different types of cards being used today are contact, contactless and combination cards. Contact smart cards must be inserted into a smart card reader. These cards have a contact plate on the face which makes an electrical connector for reads and writes to and from the chip when inserted into the reader.
Contactless smart cards have an antenna coil, as well as a chip embedded within the card. The internal antenna allows for communication and power with a receiving antenna at the transaction point to transfer information. Close proximity is required for such transactions, which can decrease transaction time while increasing convenience. A combination card functions as both a contact and contactless smart card. 


COMPARISON .
	[image: image5]  What are the benefits of smart cards over cards magnetic stripe ?
Smart cards allow thousands of times the information storable on magnetic stripe cards. In addition, smart cards are more reliable, perform multiple functions and are more secure because of high security mechanisms such as advanced encryption and biometrics. Smart cards can and will hold a large amount of personal information, from medical/health history to personal banking and personal preferences. What steps need to be taken, and by whom, to guarantee the privacy of that information to the card holder? Privacy is a technology-neutral issue. It doesn't matter whether information is recorded on paper in a doctor's office file or resides in a payroll application on a mainframe computer. It is important to consider the privacy of information form the time it is collected, through the life of its use and until the time it is no longer needed and securely destroyed. It is not enough to protect information on a smart card. You must be equally concerned about all forms of the information from the original format in which it was collected (often paper form) to any and all backups and centralized database copies. The responsibility for the protection of the data belongs to the organization that requests it from the individual.
Their staff must understand Fair Information practices and follow them. There are many considerations beyond the typical analysis of who may read, change, delete, or add information. The Information and Privacy Commissioner/Ontario and the Advanced Card Technology Association of Canada have jointly developed a procedure called "Smart, Optical and Other Advanced Cards: How to do a Privacy Assessment." The first of its kind in the world, this procedure is designed for card application developers and helps them to understand privacy principles, build privacy protection into their applications and document their steps. 



	[image: image6]  How many smart cards have been issued worldwide, and what is the projected growth for the year 2000? 
The current distribution is:

Segment

Year 1999 Units*

Year 2003 Units*

Annual Growth

Phone card

698

1738

20%

GSM

17

62

30%

Health

144

496

28%

Bank and Loyalty

59

621

60%

Identity

5

496

148%

Transportation

6

248

112%

Pay TV

7

124

78%

Gaming

6

621

151%

Metering

4

62

71%

Access Control/Metering

15

248

76%

Totals
962
4717
37%

*in millions 



	[image: image7]  What is the world wide distribution of smart cards and what applications are prevalent geographically? 

Smart cards are most prominent in Western Europe, which holds 70% of the market.
Worldwide distribution is:

Region
1996
2000
North America

3%

12%

South America

11%

10%

Western Europe

70%

40%

Asia

10%

30%

Rest of World

6%

8%



	[image: image8]  Why are smart cards better than other cards? 

More secure
Data stored on a smart card is protected by sophisticated security mechanisms. It is thus very difficult and expensive to thus fraudulently alter data or copy the cards. Changing from magnetic stripe (magstripe) cards to smart cards can dramatically reduce card fraud linked to counterfeit cards, as well as fraud linked to off-line transactions by making them secure.

Lower running costs
Merchants do not have to pay telephone costs for secure off-line transactions, thus making it economic for them to accept electronic payment for smaller value transactions.

Faster
Smart cards can perform secure off-line transactions which typically take a fraction of a second, compared with several seconds for on-line transactions. For applications such as the electronic purse, this time saving is perceived by card holders as a major advantage over other cards and cash. Some card issuers have developed smart cards using contactless technology (this uses a radio transmitter/receiver to make the link between card and terminal, so the cards just have to be waved near a terminal, rather than being inserted into it). This results in even faster transactions, leading to cost savings and improved efficiency in sectors such as mass transit.

Greater data capacity
Smart cards can store more data than magstripe cards. The development of multiple-application cards such as Hand-e, means that many different applications can co-reside on one card: credit/debit, e-purse, travel tickets, loyalty points and security identification, to name a few.

Flexible
Smart card issuers exist in many different sectors and use many different applications. The Hand-e card is compatible with most of the large smart card operating system software. It also supports the Microsoft Windows for Smart Cards and the Java card, which support the Java programming language. Java allows applications to be created, deleted, and stored on smart cards, meaning that one can have a made-to-measure smart card, with smart card owners selecting the applications that will reside on their cards that will suit their personal circumstances and needs. Smart cards have been used to perform transactions not only via ATMs (cash dispensers), and point of sale (POS) devices, but also using the Internet, public pay phones, DSTV decoders, cell phones and smart phones. 



	[image: image9]  What can smart cards be used to do? 

The first mass-market uses for the chip were telephone cards and bank cards, but other options are:

Electronic purse
Issued by Nemotech, this will allow one to avoid the hassle of trying to find the correct amount for paying for a purchase, because when the card is used for purchases, the exact amount will be deducted from the amount of money stored in the electronic purse (e-purse). This is perfect for small, everyday expenditure at shops, kiosks, vending machines, parking meters, public telephones, etc.

Security access control
Smart cards can be programmed to allow access to certain buildings, computers and/or computer networks, depending on the security clearance available on the card.

Telephone card
Far more advanced than the currently available cards, smart card can be used to identify the caller at a payphone, and thus allow billing to be deferred to their residential account.

Healthcare card
Smart cards can store medical treatment records, emergency information and health insurance status.

Government card
Many governments are committed to reducing costs and paperwork, smart card can achieve this goal by allowing them to be used as identification cards, drivers license cards, pensioners cards, passports and visas.

City/Campus/Corporate/Club card
Smart cards are very popular in closed user groups (residents of a city/town, students and staff of a higher learning institute, amusement park patrons, etc), where the cards can be used to purchase small items and services, depending on the circumstances.

Secure Internet payments
This is where the smart cards come into their own, as they offer a secure means of payment over the Internet, far more secure than that offered by credit/debit cards, and other "secure" methods of payment. The adoption of a common standard by issuers can allow for cross border/international purchases to easily take place.

Automatic public transport fare collection
Contactless smart cards have been adopted by public transport operators and have proven themselves to be very useful in this market, by automatically billing the consumer.

Customer loyalty card
Smart cards are successfully in use in various customer loyalty programs because they allow more than one loyalty program, per card. Loyalty programs record points and offer redemptions for customer loyalty. This allows the retailers to gather detailed information on customer buying habits, allowing them to target promotions more accurately.

Credit/Debit card
Magstripe combined with smart chip cards (hybrid cards) are currently available in many countries, but the new EMV specifications define that acquirers will have to update their networks, cards and terminals by 2005. The EMV standard specifies the use of smart cards, instead of magstripe cards. 



	[image: image10]  What are the benefits of smart cards?
Cardholders 
Smart cards are convenient and offer a range of value-added services that can be tailored to individual needs and can also be used on the Internet.

Merchants
Smart cards reduce the risk of fraud, the costs associated with cash handling and telephone links linked to on-line authorisation, as well as the ability to offer loyalty schemes and giving a futuristic image to their business. 
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