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                                                                                   ABSTRACT

In this paper we are going to represent IPv6.IPv6 is short for "Internet Protocol Version 6". IPv6 is the "next generation" protocol designed by the IETF to replace the current version Internet Protocol, IP Version 4 ("IPv4"). 

Most of today's internet uses IPv4, which is now nearly twenty years old. IPv4 has been remarkably resilient in spite of its age, but it is beginning to have problems. Most importantly, there is a growing shortage of IPv4 addresses, which are needed by all new machines added to the Internet. 

IPv6 fixes a number of problems in IPv4, such as the limited number of available IPv4 addresses. It also adds many improvements to IPv4 in areas such as routing and network auto configuration. IPv6 is expected to gradually replace IPv4, with the two coexisting for a number of years during a transition period. 

We have included addressing, routing, security issue, headers and advantages of IPv6 over IPv4.
The functionalities of the next generation Internet protocol, IPv6, have become increasingly interesting due to the current merging of the traditional cellular mobile communications and the traditional data-communications into the future wireless systems, as e.g., UMTS. IPv6 provides several enhanced functionalities requested for the future mobile systems. In this article the largest advantages in relation to mobile systems are presented. Various aspects of introducing IP throughout the entire mobile network (core, accessed terminals’) are also presented along with an illustration of the abilities of the future wireless network.

INTRODUCTION
IPv6 (Internet Protocol Version 6) is the latest level of the Internet Protocol (IP) and is now included as part of IP support in many products including the major computer operating systems. IPv6 is a set of specifications from the Internet Engineering Task Force (IETF). IPv6 was designed as an evolutionary set of improvements to the current IP Version 4. Network hosts and intermediate nodes with either IPv4 or IPv6 can handle packets formatted for either level of the Internet Protocol. Users and service providers can update to IPv6 independently without having to coordinate with each other.

In 1991, the IETF decided that the current version of IP, called IPv4, had outlived its design. The new version of IP, called either IPng (Next Generation) or IPv6 (version 6), was the result of a long and tumultuous process which came to a head in 1994, when the IETF gave a clear direction for IPv6.

The most obvious improvement in IPv6 over the IPv4 is that IP addresses are lengthened from 32 bits to 128 bits. This extension anticipates considerable future growth of the Internet and provides relief for what was perceived as an impending shortage of network addresses. 

· IPv6 describes rules for three types of addressing: unicast (one host to one other host), anycast (one host to the nearest of multiple hosts), and multicast (one host to multiple hosts). 

  What Is Ipv6?
IP, the Internet Protocol, is one of the pillars which supports the Internet. Almost 20 years old, first specified in a remarkably concise 45 pages in RFC 791, IP is the network-layer protocol for the Internet.

IPv6 is designed to solve the problems of IPv4. It does so by creating a new version of the protocol which serves the function of IPv4, but without the same limitations of IPv4. IPv6 is not totally different from IPv4: what you have learned in IPv4 will be valuable when you deploy IPv6. The differences between IPv6 and IPv4 are in five major areas: addressing and routing, security, network address translation, administrative workload, and support for mobile devices. IPv6 also includes an important feature: a set of possible migration and transition plans from IPv4.

Since 1994, over 30 IPv6 RFCs have been published. Changing IP means changing dozens of Internet protocols and conventions, ranging from how IP addresses are stored in DNS (domain name system) and applications, to how datagrams are sent and routed over Ethernet, PPP, Token Ring, FDDI, and every other medium, to how programmers call network functions.

The IETF, though, is not so insane as to assume that everyone is going to change everything overnight. So there are also standards and protocols and procedures for the coexistence of IPv4 and IPv6: tunneling IPv6 in IPv4, tunneling IPv4 in IPv6, running IPv4 and IPv6 on the same system (dual stack) for an extended period of time, and mixing and matching the two protocols in a variety of environments.

Why IPv6?
When telling people to migrate from IPv4 to IPv6, the question you usually hear is “Why?”. There are actually a few good reasons to move to the new version:

· Bigger address space 

· Support for mobile devices 

· Built-in security space
BIGGER ADDRESS SPACE
The bigger address space IPv6 offers is the most obvious enhancement it has over IPv4. While today’s Internet architecture is based on 32-bit wide addresses, the new version has 128-bit technology available for addressing. Thanks to the enlarged address space, workarounds like NAT don’t have to be used anymore. This allows full, unconstrained IP connectivity for today’s IP-based machines as well as upcoming mobile devices like PDAs and cell phones—all will benefit from full IP access through GPRS and UMTS.

Mobility

When mentioning mobile devices and IP, it’s important to note that a special protocol is needed to support mobility, and implementing this protocol—called “Mobile IP”—is one of the requirements for every IPv6 stack. Thus, if you have IPv6 going, you have support for roaming between different networks, with global notification when you leave one network and enter the other one. Support for roaming is possible with IPv4 too, but there are a number of hoops that need to be jumped in order to get things working. With IPv6, there’s no need for this, as support for mobility was one of the design requirements for IPv6. See [RFC3024] for some more information on the issues that need to be addressed with Mobile IP on IPv4.

Security

Besides support for mobility, security was another requirement for the successor to today’s Internet Protocol version. As a result, IPv6 protocol stacks are required to include IPsec. IPsec allows authentication, encryption, and compression of IP traffic. Except for application-level protocols like SSL or SSH, all IP traffic between two nodes can be handled without adjusting any applications. The benefit of this is that all applications on a machine can benefit from encryption and authentication, and that policies can be set on a per-host (or even per-network) basis, not per application/service. An introduction to IPsec with a roadmap to the documentation can be found in [RFC2411], the core protocol is described in [RFC2401].

So what’s In It?

Even if you’ve never studied IPv6, you may know about its most famous feature: big addresses. IPv4 uses 32-bit addresses, and with the growth of the Internet, these have become a scarce and valuable commodity. Organizations have gone to great lengths to deal with the shortage and high cost of IPv4 addresses. The most visible change in IPv6 is that addresses balloon from 32-bits to 128-bits.

	Feature
	Change

	Address Space
	Increase from 32-bit to 128-bit address space

	Management
	Stateless auto configuration means no more need to configure IP addresses for end systems, even via DHCP

	Performance
	Predictable header sizes and 64-bit header alignment mean better performance from routers and bridges/switches

	Multicast/Multimedia
	Built-in features for multicast groups, management, and new “any cast” groups

	Mobile IP
	Eliminate triangular routing and simplify deployment of mobile IP-based systems

	Virtual Private Networks
	Built-in support for ESP/AH encrypted/authenticated virtual private network protocols; built-in support for QoS tagging


Big address space

With such a huge address space, ISPs will have sufficient IP addresses to allocate enough addresses to every customer so that every IP device has a truly unique address---whether it’s behind a firewall or not. NAT (network address translation) has become a very common technique to deal with the shortage of IP addresses. Unfortunately, NAT doesn’t work very well for many Internet applications, ranging from old dependables, such as NFS and DNS, to newer applications such as group conferencing. NAT has also been an impediment for business-to-business direct network connections, requiring baroque 

Easier to manage networking

A second major goal of IPv6 is to reduce the total time which people have to spend configuring and managing systems. An IPv6 system can participate in “stateless” autoconfiguration, where it creates a guaranteed-unique IP address by combining its LAN MAC address with a prefix provided by the network routerAlthough IPv4 is a simple protocol, it was not designed for giga-bit and tera-bit routers which need to look at millions of packets a second.

Fast accuracy 

The third major goal of IPv6 is to speed up the network, both from a performance and from a deployment point of view. IPv6 embodies the lessons learned at trying to build high-speed routers for IPv4 by changing the header of the IP packet to be more regular and to streamline the work of high-speed routers moving packets across the Internet backbone. IPv6 has fixed header sizes, and little-used IPv4 fields have been removed.

A side effect of the redesign of the IP packet header is that future extensions to IPv6 are simplified: adding a new option to IP can be done without a major re-engineering of IP routers everywhere.

FACILITIES OF MULTICASTING
High-bandwidth multimedia and fault tolerance applications are the focus of the fourth major goal of IPv6. Multimedia applications can take advantage of multicast: the transmission of a single datagram to multiple receivers. Although IPv4 has some multicast capabilities, these are optional and not every router and host supports them. With IPv6, multicast is a requirement. IPv6 also defines a new kind of service, called “anycast.” Like multicast, anycast has groups of nodes which send and receive packets. But when a packet is sent to an anycast group in IPv6, it is only delivered to one of the members of the group. This new capability is especially appropriate in a fault-tolerant environment: web servers and DNS servers could all benefit from IPv6’s anycast technology.

SECURITY PROTOCOL
The fifth major goal of IPv6 is VPNs, virtual private networks. The new IPSec security protocols, ESP (encapsulating security protocol) and AH (authentication header) are add-ons to IPv4. IPv6 builds-in and requires these protocols, which will mean that secure networks will be easier to build and deploy in an IPv6 world.

Another aspect of VPNs built into IPv6 is QoS (Quality of Service). IPv6 supports the same QoS features as IPv4, including the DiffServ indication, as well as a new 20-bit traffic flow field. Although the use of this part of IPv6 is not defined, it is provided as a solid base to build QoS protocols.

IPV6 RULE ON IPV4 HOW?
1. Trillions of times more addresses will make it a mathematical certainty that in the future there will be orders of magnitude more devices with IPv6 than IPv4.

2. IPv6 is easier to configure. Neighbor discovery finds other IPv6 systems and stateless (and stateful) autoconfiguration enable more automated set up of systems.

3. IPv6 is compatible with 3G wireless (near) broadband and has other features that support greater mobility. There will be two billion mobile phones by 2006 and (at least) two addresses are required per mobile phone, so just enabling every mobile phone will require more IP addresses than are left with IPv4. Static addresses can also double battery life by not wasting power by checking whether a call is completed so the carrier can grab back the dynamic IP address, which wastes a great deal of power.

4. IPv6 supports ad hoc networking, given the features just mentioned, enabling many different people, vehicles, weapons, etc. to all become networked when brought into proximity without special programming.

5. IPv6 supports more efficient usage of broadband, both via the Jumbograms, in which packets increase from 64 KB in IPv4 to 4 GB in IPv6 (and soon 32 GB), and via the Flow Label, which enables network utilization to triple, from 27% efficiency to 81% efficiency.

6. Headers in IPv6 are leaner, with six unnecessary fields removed, and one entirely new field added, enabling more efficient routing.

7. IPSec is mandatory, bringing authentication (of users, of networks, and even of applications) to the entire IPv6 Internet and creating a “trusted bubble” according to Microsoft. IPv4 has no “trusted bubbles”.

8. Quality of Service is including in IPv6 headers, enabling premium pricing for guaranteed delivery, and prioritization of defense or other critical government Internet-based communications, even when networks are full. This is a big advance for actions against terrorist attacks or natural disasters, when virtually all communications channels are swamped and first responders and warfighters need prioritized packets to save lives.

ADDRESSING & ROUTING
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IPv6 addresses have a similar structure to class B addresses.


IPV6 ADDRESSING
Internet Protocol version 6 addresses refer to interfaces. A node with two network cards has two interfaces. In IPv6 the node may have several addresses for each interface to facilitate routing. The functionality of IPv6 allows the administrator to define a node’s interface’s with multiple addresses and types of addresses. A node may be identified by any of the Unicast Address types that are assigned to any of its interfaces. The Unicast Address is further described later in this section. 

Text Representation of Addresses

The preferred form to represent an IPv6 address is X:X:X:X:X:X:X:X: where each X is a hexadecimal value representing two bytes or 16 bits. The leading zeroes in an individual field may be omitted. Groups of zeroes across multiple all zero fields 

IPV6 ADDRESS TYPES
There are three main types of IPv6 addresses. The address type is identified by the leading bits in the address, called the Format Prefix field. 

Unicast Address

The Unicast Address identifies a single interface. The Unicast Address may be aggregated using a process that is similar to current IPv4 Class-less Inter Domain Routing (CIDR) The many types of Unicast addresses include; neutral-interconnect addresses, NSAP addresses, IPX hierarchical addresses, site-local-use address, link-local-use address, and the IPv4 capable host address. The complexity of the Unicast Address format will vary depending on what amount of information the address should provide. For example, the Provider Based Unicast Address will provide much more information than a Link-Local Unicast Address. Inherently, the provider will require much more information to locate a host. 

. 
Anycast Address
The Anycast Address is unique in that it may be assigned to multiple interfaces. Packets sent to Anycast Addresses are routed to only one of the listed addresses, usually the nearest one. The address may be used to refer to a set of routers that are preferable for a specific type of packet. The Anycast Address is allocated as a Unicast Address, it may use any of the Unicast formats. Multiple interfaces that are defined by a single Anycast Address must be configured to distinguish the address from a basic Unicast Address. 

Multicast Addresses

The Multicast Address identifies a group of interfaces, and interfaces may belong to multiple Multicast Address groups. 

	8 bits
	4 bits
	4 bits
	118 bits

	11111111
	FLGS
	SCOP
	Group ID


 Multicast Address Format 

The first 8 bits identify the address as a Multicast Address. The FLGS field corresponds to either a permanent or transient Multicast Address. The 3 high-order bits are reserved for future use and are set to 0, only the lowest bit is significant at this time. If the lowest-order bit is 0, the Multicast Address has been permanently assigned by the internet numbering authority. A 1 in the lowest-order bit indicates a transient Multicast Address. 

IPV6 ROUTING
Figure illustrates an example of how a mobile user would interact with a destination that can be reached through three different Internet Service Providers. In this illustration, Internet Service Providers A and B provide basic service, as one would connect to from home or office. Internet Service Provider C provides mobile Internet Service for use with mobile internet technology. 
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: IPv6 Mobile Routing

Suppose mobile user A was located at their home location and wanted to route a packet to stationary user E. User A could route a packet to user E and select internet provider D to make the connection. The packet from user A would contain the sequence A,D,E. User E would then reverse the sequence to reach user A through the preferred path, the return packet would travel E, D,A. 

Now, lets suppose user A becomes mobile and travels to a site that is only reachable through wireless internet provider C. Through IPv6 auto-configuration, the mobile user can automatically obtain the proper IPv6 prefix from the wireless provider C. The user would then route a packet to user E in the following sequence; A, C, B, E. User E could then locate the location of user A by simply reversing the sequence. In this fashion, IPv6 routing facilitates address mobility and provider selection. 
IPV6HEADER
The IPv6 Header has greatly evolved from its IPv4 predecessor. The IPv6 Header is larger but takes up a lesser percentage of the overall header space. Several fields such as the Options Field and Header Checksum have been removed and replaced with improved functions in the IPv6 Extension Header. The IPv6 Header was designed to facilitate routing efficiency. 

IPv6 Header Format

The IPv4 Header was inherently inefficient as routing required the analysis of each of the IPv4 Header Fields. IPv6 introduces the Extension Header which is described by a value in the IPv6 Next Header Field. Routers can view the Next Header value and then independently and quickly decide if the Extension Header holds useful information. The Extension Headers carry much of the information that contributed to the large size of the IPv4 Header. Consequently, the IPv6 Header is relatively smaller. The Extension Header is further described in the next section. 
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IPv6 Extension Header

IPv6 options are placed in separate Extension Headers to facilitate routing and to provide a practical means to implement additional options. The Extension Headers are placed between the Transport Layer Header and the IPv6 Header. Several types of Extension Headers are defined for IPv6, a value in the Next Header Field identifies the type of Extension Header that follows. Every header contains its own Next Header Field to identify subsequent headers. 

The Extension Headers are placed in order so that a router can stop reading the Next Header field once it reaches the last value or Extension Header that may pertain to it. In this fashion, all of the extension options do not have to be processed by each router that the packet traverses along its way to the destination. In fact, many IPv6 Extension Headers are not processed until they arrive at the destination. 

The variable length Extension Header may extend beyond the 40 byte limit in IPv4 options. This flexibility allows for the practical use of security options in the Extension Headers. For example, the Authentication Extension Header may contain Algorithmic information to assure the secure IPv6 packet transfer. 

Routing Headers

Routing Extension Headers are used by the source to control the routing of a packet. In this fashion, the Routing header may explicitly dictate the route from the source to the destination. The IPv6 address of each of the nodes along the path are included, and the destination then uses the reverse path for communication as well. This topic is further discussed in the IPv6 Routing section. 

Fragmentation Headers

Although the IPv6 effort aims to prevent subsequent fragmentation, the Fragmentation Header allows fragmented packets to traverse the IPv6 network. 

Authentication Headers

The Authentication Header uses an algorithm to ensure that the IPv6 packet has not been altered along its path. The header also ensures that the IPv6 packet has arrived from the source listed in the IP Header. The Authentication Header is further described in the IPv6 Security Issues section. 

Hop-by-Hop Header

IPv6 implements an efficient method to alert routers of a packet that requires special processing. Packets that do not contain the IPv6 Hop-by-Hop Option Header are not fully processed by each router, instead they are allowed to quickly continue on their way to their destination. This method allows routers to quickly identify and fully process packets that require special route handling. Routers that recognize this Option Header examine the packets accordingly, routers that do not recognize this option ignore it. The process of IPv6 Hop-by-Hop Option Headers is fully described in the Internet Draft dated February 1998, and titled “IPv6 Router Alert Option.”
Security
Besides support for mobility, security was another requirement for the successor to today’s Internet Protocol version. As a result, IPv6 protocol stacks are required to include IPsec. IPsec allows authentication, encryption, and compression of IP traffic. Except for application-level protocols like SSL or SSH, all IP traffic between two nodes can be handled without adjusting any applications. The benefit of this is that all applications on a machine can benefit from encryption and authentication, and that policies can be set on a per-host (or even per-network) basis, not per application/service. An introduction to IPsec with a roadmap to the documentation can be found in [RFC2411], the core protocol is described in [RFC2401].

IPv6 Security Issues

IPv6 offers two instruments to provide internet security. The Authentication Header and the Encapsulating Security Header. The Authentication Header is a type of Extension Header that provides security for packets. The Authentication Header contains the calculated results of the authentication algorithm. The algorithms calculation takes the entire packet into account, except for the fields that are usually modified along the transition path. Although, the IPv6 effort suggests the use of keyed MD5 for the authentication algorithm, the extension header is actually algorithm independent. MD5 is proposed to facilitate interoperability in the worldwide internet. Many different algorithms and authentication techniques are supported. It should be noted that the Authentication Header only supports authentication and integrity, not confidentiality. 

The Encapsulating Security Payload (ESP) Header provides both integrity and confidentiality. Depending on the algorithm used, this header security technique may also provide authentication. This extension header is also algorithm-independent and it is simpler than other similar security protocols. The ESP Header provides confidentiality and integrity by encrypting data and carrying it in the data field of the Extension Header. The user may chose to encrypt either a transport-layer segment (e.g., TCP, UDP, ICMP, IGMP) or the entire IP packet. The full encapsulation of data is necessary to provide confidentiality for the entire packet. 

The packet contents may be encrypted before the authentication values are calculated, depending on which algorithm is being used. The IPv6 effort suggests the use of the following encryption schemes; Data Encryption Standard (DES), and Cipher Block Chaining (CBC). 

THE ADVANTAGES OF IPV6
The massive growth of the Internet has demonstrated its value to businesses, government, professionals, academics and individuals over the last decade. Industry now relies on on a range of benefits from Internet technology and has seen significant productivity gains. 

The benefits of the Internet are drawn directly from the platform of interoperability created by use of the Internet Protocol, leading to a large "network effect". That is, the benefits to a company from the Internet arise not just by the extent to which the company itself uses the Internet, but far more from the extent to which others - suppliers, customers and individuals - also use the Internet. Because IPv6 will greatly increase the size and range of devices connected to the Internet, the benefit of the network effect will increase accordingly. 

The World Wide Web and other Internet applications currently use version 4 of the Internet Protocol - IPv4. IP version 6 was developed by the Internet Engineering Task Force to deal with a looming shortage of addresses under IPv4. Since then, there have been numerous technical fixes to shore up IPv4 and postpone the need for a move to IPv6, as well as debate on whether IPv6 would even be required. That debate is now generally agreed to be over. The IPv4 address space is expected to run out around 2011 if there is no change to the existing rates of allocation. In practice, the only option for those building large new networks is to use IPv6.
Complexity has been introduced into the way that IP based-networks are already implemented because of address space shortage. Parts of the IPv4 address space need to be reused around the world because there are now too few addresses remaining for the size of the Internet. Some IPv4 address space has been reserved for private (not globally routable) IPv4 addresses, to help overcome these problems. These allocations have been used with network address translation to enable networks to connect to the Internet using only one globally routable IPv4 address. For example, in India, up to three levels of Network Address Translation have been observed. 

IPv6 offers the potential to build a much more powerful Internet, with vastly larger scale compared to the current situation. Addresses in IPv4 have only 32 bits, allowing for only about 4 billion addresses, compared to 128-bit IPv6, with some 340 trillion, trillion, trillion addresses. 

As well as increasing the address space, the IETF took the opportunity to build additional features into the IPv6 specification. IPv6 has a new feature called auto configuration. This feature allows a device to generate an IPv6 address as soon as it is given power. Using this 'link local' address, there is no immediate need for any other infrastructure to allow that device to begin communicating via IPv6 on its local network, including communications with another local host or router. If an IPv6 router is present, any IPv6-capable device can generate not only a local address, but a globally routable address, allowing access to the wider Internet. 

Provision of sufficient address space will also allow re-establishment of an end-to-end architecture in the Internet. The shortage of IPv4 addresses has caused widespread use of private address spaces, which are not directly accessible from the Internet. Devices with IPv6 addresses and IPv6 connectivity can be directly reachable by their address. Such an approach gives rise to the potential to move beyond an "Internet of desktops" to an "Internet of devices" where device to device communication becomes possible. A range of other capabilities were included during the IPv6 development process, for instance mandatory support for security via IPsec (Internet Protocol Security). 

While some of the new features possible in IPv6 based networks are currently possible in IPv4 based networks, the critical exception is that they do not support the scale that IPv6 does, making it difficult or impossible to use them to meet current and future business requirements. The network applications being considered as a basis for new growth in industry productivity require a vastly higher scale of implementation than IPv4 can deliver; thousands or millions of devices and/or addresses. 

Comcast (a large cable operator based in the USA) moved to IPv6 because it was in need of over 100 million addresses. Simple projections showed Comcast that the number of IP addresses that Comcast would need in order to support its future growth in terms of subscriber base, as well as to be able to leverage potential new services, exceeded those available. In fact, estimations were that within a few years, Comcast would have some 20 million video customers, an average of 2.5 set-top boxes per customer, and 2 IP addresses per box. If these estimates are correct, the company will be needing over 100 million IP addresses. 

Manual intervention is the other critical element to be considered in the context of implementing large scale networks. If manual set-up is required for every device with an IP address, significant costs will be incurred. In IPv4 based networks, this requirement has been alleviated by the use of server based configuration of devices using Dynamic Host Configuration Protocol (DHCP) which is able to automatically allocate IP addresses to new devices on the network with the parameters set by the network administrator. However, for this approach to work, each new device must interact with a DHCP server, which in the case of large-scale networks is resource- and time-intensive. In contrast, IPv6 address allocation is done by the device itself and can occur independently of a server, or in conjunction with an IPv6 enabled router, as appropriate. 

While many Internet based applications will continue to operate under IPv4, the challenges of network administration and security management continue to grow. For instance, if two companies merge and want to merge their IP based networks then there will have to be renumbering. On the Internet, if the source of malevolent activity needs to be identified, the closest identification by IP address possible under an IPv4 NAT architecture is the globally routable IPv4 address of the top level NAT server. 

In the case of much larger scale future networks (such as in the Comcast example above), industry will face significant challenges. In an Australian example, Telstra is rumoured to be using Class A private address space to address NextG devices, which would limit their capacity to grow a market beyond Australia. In summary, IPv6 has significant cost advantages in current networks, and in developing the larger scale networks required by industry. 

 CONCLUSION 

Thus we conclude by all above gaining information that IPv6 ie. Internet version 6 is advance in many matter by IPv4 i.e. Internet protocol version 4.

   IPv6 fixes a number in IPv4, such as the limited no. of available IPv4 address. it also adds many improvements to IPv4 in areas such as routing and network auto configuration . IPv6 is expected to gradually replace IPv4, with the two coexisting for a no. of years during a transition period.
 Even if you have never studied IPv6, you may know its most famous feature: big adders. IPv4 uses 32 bit addressees and with the growth of the internet, these have become a scarce and valuable commodity.

Here we are clear with each and every point regarding the topic IPv6.  
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