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Security and Privacy in Wireless LAN

ABSTRACT

Wireless local area networks (wireless LANs, or WLANs) are metamorphosing the landscape of computer networking. The use of mobile computing devices, such as laptops and personal digital assistants, coupled with the demand for continual network connections without having to "plug in," are driving the adoption of enterprise WLANs. Network managers are using WLANs to facilitate network moves, add-ons and changes. In addition, the inherent flexibility of WLANs overcomes limitations created by older buildings, leased spaces, or temporary work areas.

This topic is not only the most fundamental Internet Privacy and Security topic ,  but  also arguably the most technical and  complex one. When we think about computer security, networking security will surely be at the top of our list of considerations, as so many threats to our privacy and security are network borne.. So Ours is a little effort in laying out an advice for the future technocrats in making sure of their ideas and to give them the information which they can use it in a right way.

 

This paper not only furnishes the details about Wireless LANs but also bestows an abundant number of methods in which the security of these WLANs can be breached. It also contributes a myriad number of ways in which one can thwart the potential assault on the WLANs network.
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INTRODUCTION TO WIRELESS LAN:
High-speed wireless LANs can provide the benefits of network connectivity without the restrictions of being tied to a location or tethered by wires. Wireless connections can extend or replace a wired infrastructure in situations where it is costly or prohibitive to lay cables. Portable access to wireless networks can be achieved using laptop computers and wireless NICs. This enables the user to travel to various locations and still have access to their networked data. Without wireless access, the user would have to carry clumsy cabling and find a network tap to plug into. For businesses, wireless networks give more mobility and flexibility by allowing employees to stay connected to the Internet and to the network as they roam. Beyond the corporate campus, access to the Internet and even corporate sites could be made available through public wireless “hot spots.” networks. Airports, restaurants, rail stations, and common areas throughout cities can be provisioned to provide this service.
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The IEEE has produced the series of standards referred to as 802.X, which encompassed LANs, MANs and PANs. The IEEE 802 is confined to standardizing processes and procedures that take place in the bottom two layers of the OSI Reference Model - The Media Access Control (MAC) or link layer and the Physical layer. The committee of IEEE 802 standards is currently divided up into working groups numbered 802.1 through 802.17. The figure shows how the 802.1x wireless security process is supposed to work. The original standard, which is currently used to set up Wireless Networks, is the IEEE 802.11 standard. Nowadays, there are four types of Wireless networks, ranging from slow and inexpensive to fast and expensive. They are: WECA (Wireless Ethernet Compatibility Alliance) -WI-Fi, Bluetooth, IrDA (Infrared Direct Access) and HomeRF.

TRADITIONAL WLAN SECURITY:
As with other networks, security for WLANs focuses on access control and privacy. Robust WLAN access control prevents unauthorized users from communicating through access points, the WLAN endpoints on the Ethernet network that link WLAN clients to the network. Strong WLAN access control ensures that legitimate clients associate with trusted, rather than "rogue" access points. WLAN privacy ensures that only the intended audience understands the transmitted data. The privacy of transmitted WLAN data is protected only when that data is encrypted with a key that can be used only by the intended recipient of the data.
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Traditional WLAN security includes the use of Service Set Identifiers (SSIDs), open or shared-key authentication, static WEP keys and optional Media Access Control (MAC) authentication. This combination offers a rudimentary level of access control and privacy, but each element can be compromised.

ATTACKING A WLAN NETWORK:
In this section, the various methods in which one can get illegal access to a WLAN are examined. The tools which are available freely on the internet and are being used for attacking a WLAN are as follows: NetStumbler, Kismet, Wellenreiter, THC-RUT, Ethereal, WEPCrack, AirSnort and HostAP.

The different types of attacks are as explained below:

1. Eavesdropping:
 In the wireless network, eavesdropping is the most significant threat because the attacker can intercept the transmission over the air from a distance away from the premise of the company.

2. Tampering: The attacker can modify the content of the intercepted packets from the wireless network and this result in a loss of data integrity.
3. Utilizing Antennas: To connect with wireless LANs from distances greater than a few hundred feet, sophisticated hackers use long-range antennas that are either commercially available or home built and can pick up 802.11 signals from up to 2,000 feet away.

4. War Driving: War driving is simply driving around in a car to discover unprotected wireless LANs. Windows-based freeware tools probe the airwaves in search of access points that broadcast their SSIDs and offer easy ways to find open networks.

5. Malicious Association: A hacker begins this attack by using freeware HostAP to convert the attacking station to operate as a functioning access point. As the victim's station broadcasts a probe to associate with an access point, the hacker's new malicious access point responds to the victim's request for association and begins a connection between the two. After providing an IP address to the victim's workstation (if needed), the malicious access point can begin its attacks. The hacker - acting as an access point - can use a wealth of available hacking tools available that have been tested and proven in a wireless environment. At this time, the hacker can exploit all vulnerabilities on the victim's laptop, which can include installing the HostAP firmware or any other laptop configuration or programmatic changes. The malicious association attack shows that wireless LANs are subject to diversion and stations do not always know which network or access point they connect to. Even wireless LANs that have deployed VPNs (Virtual Private Network) are vulnerable to malicious association..

6. Interference and Jamming: A simple jamming transmitter can make communications impossible. For example, consistently hammering an access point with access requests, whether successful or not, will eventually exhaust its available radio frequency spectrum and knock it off the network.

7. Brute-Force attack: A brute-force network attack is one in which the intruder attempts to derive a WEP key by trying one value at a time. For standard 128-bit WEP, this would require trying a maximum of 2104 different keys.

8. Mac spoofing– Identity theft: Many enterprises secure their wireless LAN with authentication based on an authorized list of MAC addresses. Any user can easily change the MAC address of a station or access point to change its 'identity' and defeat MAC address-based authentication. Software tools such as Kismet or Ethereal are available for hackers to easily pick off the MAC addresses of an authorized user. The hacker can then assume the identity of that user by asserting the stolen MAC address as his own.

9. Man-in-the-middle attack: To begin this attack, the hacker passively observes the station as it connects to the access point, and the hacker collects the authentication information, including the username, server name, client and server IP address, the ID used to compute the response, and the challenge and associate response. The hacker then tries to associate with the access point by sending a request that appears to be coming from the authenticated station. The access point sends the VPN challenge to the authenticated station, which computes the required authentic response, and sends the response to the access point. The hacker observes the valid response. The hacker then acts as the access point in presenting a challenge to the authorized station. The station computes the appropriate response, which is sent to the access point. The access point then sends the station a success packet with an imbedded sequence number. Both are captured by the hacker. After capturing all this data, the hacker then has what he needs to complete the attack and defeat the VPN. The hacker sends a spoofed reply, with large sequence number, which bumps the victim's station off the network and keeps it from re-associating (i.e. 0x00ffffff). The hacker then enters the network as the authorized station.

Denial-of-Service attack: Every network and security manager fears the downtime and loss of productivity from a crippling Denial-of-Service attack. Because 802.11b wireless LANs operate on the unregulated 2.4GHz radio frequency that is also used by microwave ovens, baby monitors, and cordless phones, commonly available consumer products can give hackers the tools for a simple and extremely damaging DoS attack. Unleashing large amounts of noise from these other devices can jam the airwaves and shut down a wireless LAN. Hackers can launch more sophisticated DoS attaIn this section, the various methods in which one can get illegal access to a WLAN are examined. The tools which are available freely on the internet and are being used for attacking a WLAN are as follows: NetStumbler, Kismet, Wellenreiter, THC-RUT, Ethereal, WEPCrack, AirSnort and HostAP.

MAKING A WLAN MORE SECURE:
As today’s companies extend their wireless capabilities across their entire enterprise, several issues come to the forefront, not the least of which is the security of their proprietary data. Despite the complexity of the problem, an enterprise can undertake some relatively simple measures to thwart hackers and maintain the integrity of their wireless network. There are at least ten ways in which we can prevent malicious attacks on a WLAN which are as described below.

1. Discovery and Mitigation of Rogue WLANs and Vulnerabilities 
The basis for all WLAN security should start by understanding the environment in which your WLAN operates. 

Unauthorized "rogue" WLANs -- including access points, soft access points (laptops acting as access points), user stations, wireless bar code scanners and printers -- represent one of the biggest threats to enterprise network security by creating an open entry point to the enterprise network that bypasses all existing security measures. 

Because a simple WLAN can be easily installed by attaching a $50 access point to a wired network and a $40 WLAN card to a laptop, employees are deploying unauthorized WLANs even when IT departments are slow to adopt the new technology or even opposed to it. These rogue access points generally lack standard security and thus circumvent an enterprise's investment in network security. 

Insecure wireless user stations such as laptops pose an even greater risk to the security of the enterprise network than rogue access points. The default configuration of these devices offer little security and can be easily misconfigured. Intruders can use any insecure wireless station as a launch pad to breach the network. 

The same insecurity can come from network vulnerabilities originating from improperly configured WLANs. Neighboring WLANs located in the same vicinity as your WLAN also pose risks of the neighboring stations accessing your network and interfering on wireless channels. 

Freeware, such as NetStumbler and Kismet, and other commercial scanners can survey the airwaves for rogue access points and some network vulnerabilities. A time-consuming effort, this process requires a network administrator to physically walk through the WLAN coverage area looking for wireless data and is limited in effectiveness because it only samples the airwaves for existing threats. 

New rogue access points and other vulnerabilities can arise after a scan and will not be detected until the next time a network administrator surveys the network. John Girard, the leading authority in wireless security at Gartner Inc., stated at a security conference in Europe that the least effective way to achieving this is to buy a handheld "sniffer" and patrol the perimeter of the organization's network. 

According to wireless security experts, discovery of rogue access points, stations and vulnerabilities is best accomplished with 24/7 monitoring of the WLAN. Continuous monitoring will identify when and where the rogue first appeared, who it connected to, how much data was exchanged and the direction of traffic in real time. Girard further commented that the most secure method is to install a separate set of wireless intrusion-detection sensors. 

2. Lock Down All Access Points and Devices 
The next step of WLAN security involves perimeter control for the WLAN. Each wireless-equipped laptop should be secured by deploying a personal agent that can alert the enterprise and user of all security vulnerabilities and enforce conformance to enterprise policies. Organizations should deploy enterprise-class access points that offer advanced security and management capabilities. 

Enterprises should change the default Service Set Identifiers, which are essentially the names of each access point. Cisco access points come with the default SSID of "tsunami," Linksys defaults to "linksys," and both Intel and Symbol access points default to "101." These default SSIDs alert hackers to vulnerable WLANs. 

The SSIDs should be changed to names that are meaningless to outsiders. An SSID of "CEO Office" or "East Cash Register" only calls attention to valuable information that a hacker would like to get into. 

Enterprises should also configure access points to disable the broadcast mode where the access point constantly broadcasts its SSID as a beacon in search for stations with which to connect. By turning this default feature off, stations must know the SSID in order to connect to the access point. 

Most enterprise-class access points allow you to limit which stations can connect to it based on filtering of media access control addresses of authorized stations. While this is not foolproof, MAC address filtering provides basic control over which stations can connect to your network. Larger enterprises with more complex WLANs that allow hundreds of stations to roam between access points may require more complex filtering from remote authentication dial-in service (RADIUS) servers. 

To eliminate the threat of intruders connecting to your WLAN from the parking lot or the floor above you where connection speeds will be greatly reduced, access points should be configured to not allow the slower connection speeds. 

3. Encryption and Authentication -- VPN 
Encryption and authentication provide the core of security for WLANs. However, fail-proof encryption and authentication standards have yet to be implemented. 

In 2001, researchers and hackers demonstrated their ability to crack Wired Equivalency Policy (WEP), the standard encryption for 802.11 WLANs. Soon after, hackers published freeware tools, such as WEPCrack, that allow anyone to crack the encryption after observing enough traffic over the network to figure out the encryption "key." 

After reports showed the vulnerability of WEP and standard authentication, many enterprises were discouraged from implementing WEP into their WLAN deployments, which left their networks totally exposed. 

Because these encryption and authentication standards are vulnerable, stronger encryption and authentication methods should be deployed to more completely secure a WLAN with wireless virtual private networks and RADIUS servers. 

VPNs can employ strong authentication and encryption mechanisms between the access points and the network, and RADIUS systems can be used to manage authentication, accounting and access to network resources. 

While VPNs are touted as a secure solution for WLANs, one-way authentication VPNs are still vulnerable to exploitation. Deployment of WLANs in large organizations can create a nightmare of distributing and maintaining client software to all clients. One-way authentication VPNs are also vulnerable to man-in-the-middle attacks and a number of other known attacks. Mutual authentication wireless VPNs offer strong authentication and overcome weaknesses in WEP. 

Despite these vulnerabilities, encryption and authentication remain essential elements of WLAN security. 


4. Set and Enforce WLAN Policies 
Every enterprise network needs a policy for usage and security. WLANs are no different. While policies will vary based on individual security and management requirements of each WLAN, a thorough policy -- and enforcement of the policy -- can protect an enterprise from unnecessary security breaches and performance degradation. 

WLAN policies should begin with the basics of forbidding unauthorized access points and ad hoc networks that can circumvent network security. Because many security features, such as the use of WEP or VPNs and open broadcast of SSIDs, are controlled on the access points and stations, policies should be in place to forbid the reconfiguration of access points and WLAN cards to alter these features. 

WLAN security is greatly increased with policies that limit WLAN traffic to operate on set channels, at connection speeds of 5.5Mbit/sec. and 11Mbit/sec., and only during select hours. By establishing a set channel for each access point, all traffic on the other channels can be identified as suspicious activities. 

A policy that all stations connect at the higher speeds protects a WLAN from intruders in the parking lot or neighboring office who are likely too far away to connect at 5.5Mbit/sec. and 11Mbit/sec. A policy that limits WLAN traffic to select hours of operation protects a network from late-night attacks of an intruder in the parking lot connecting to the network or an unscrupulous employee sending sensitive files from the wired network to a wireless network while no one else is around. 

Although policies are necessary, they can be useless paperweights without enforcement. Similar to the effective discovery of network vulnerabilities, policy enforcement requires 24/7 monitoring of a WLAN. 

Intrusion Detection and Protection 
Security mangers rely on intrusion-detection and -protection to ensure that all components of WLANs are secure and protected from wireless threats and attacks. While many organizations have already deployed intrusion-detection systems for their wired networks, only a WLAN-focused IDS can protect your network from attacks in the airwaves before the traffic reaches the wired network. 

The most advanced wireless IDS involves the real-time monitoring of 802.11a/b/g protocols. By continuous monitoring of all WLAN attack signatures, protocol analysis, statistical anomaly and policy violations, organizations are able to detect attacks against the WLAN, including identity thefts from MAC spoofing, man-in-the-middle and denial-of-service attacks, and anomalous traffic from unusual off-hours activity or large downloads


The Layered Approach 

With the cost of a wireless infrastructure decreasing with each innovative development, it is becoming easier for people to use for work and play anywhere they desire. It is also easier, however, for hackers to exploit the vulnerabilities of WLANs to break into networks through wireless back doors rendering millions of dollars spent on firewalls and wired IDS obsolete. Without proper security, the integrity of valuable information can be compromised. 

A layered approach is the only way to fully secure a network. Locking down devices and communication between devices is a start; however, organizations must also have visibility into their wireless network to understand where breaches are occurring.

 To achieve this, 24/7 monitoring of the air space is required to enable safe deployment of WLANs. 

CONCLUSION

It is preferable to have only one access point and make it run under a secure operating system like Linux. It is better to occasionally boot up and trap sections of traffic to look for any attack signatures. The user must connect via a VPN, the access point is secured so it cannot be reset, WEP is enabled, and access point is in a position that limits travel of the radio frequency outside of the premises. The traffic between the access point and the LAN passes through a firewall to help block any possible DoS attacks on the WLAN from entering the enterprise LAN. WLANs are definitely here to stay, but pose definite security issues which can be minimized.
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Figure : How a wireless LAN extends the Lmited reach of a traditional wired network.







