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                                      1. ABSTRACT              

 This paper focuses on the need, nature and purpose of cryptography. The need for cryptography in various fields, particularly the internet, is explained. Secure communications data storage, identification and authentication and various other applied cryptographic concepts have been dealt with. The three general types of cryptographic schemes such as SECRET-KEY CRYPTOGRAPHY, PUBLIC-KEY CRYPTOGRAPHY AND HASH FUNCTIONS explained in detail. The techniques in the cryptographic schemes like block and stream ciphers have been explained. In public key Cryptography ENCRYPTION (the science of changing data into unrecognizable form so that any unauthorised person cannot understand it) is explained .The major applications of Cryptography have been mentioned .PRIVACY AND PASSWORD PROTECTION are explained. KEY MANAGEMENT has been effectively dealt with. The KEY-PAIR and key COMPONENT are explained in detail. The disadvantages are mentioned. Conclusion is written dealing with the aspects of “what Cryptography can do” and “what it cannot “. Finally, the references are cited.
                                      2. INTRODUCTION

                The science of cryptology is the science of secure communications, formed from the Greek words kryptós, "hidden", and logos, "word". 

During this time when the Internet provides essential communication between tens of millions of people and is being increasingly used as a tool for commerce, security becomes a tremendously important issue to deal with. 

 One essential aspect for secure communications is that of cryptography. But it is important to note that while cryptography is necessary for secure communications, it is not by itself sufficient. 

               2.2 PURPOSE OF CRYPTOGRAPHY                

Cryptography is the science of writing in secret code and is an ancient art; the first documented use of cryptography in writing dates back to circa 1900 B.C. when an Egyptian scribe used non-standard hieroglyphs in an inscription. Some experts argue that cryptography appeared spontaneously sometime after writing was invented, with applications ranging from diplomatic missives to war-time battle plans. It is no surprise, then, that new forms of cryptography came soon after the widespread development of computer communications. In data and telecommunications, cryptography is necessary when communicating over any untrusted medium, which includes just about any network, particularly the Internet.

 .  Authentication: The process of proving one's identity. (The primary forms of host-to-host authentication on the Internet today are name-based or address-based, both of which are notoriously weak.) 

· Privacy/confidentiality: Ensuring that no one can read the message except the intended receiver. 

· Integrity: Assuring the receiver that the received message has not been altered in any way from the original. 

· Non-repudiation: A mechanism to prove that the sender really sent this message. 

Cryptography, then, not only protects data from theft or alteration, but can also be used for user authentication. There are, in general, three types of cryptographic schemes typically used to accomplish these goals: secret key (or symmetric) cryptography, public-key (or asymmetric) cryptography, and hash functions, each of which is described below. In all cases, the initial unencrypted data is referred to as plaintext. It is encrypted into cipher text, which will in turn (usually) be decrypted into usable plaintext
    Cryptography is a particularly interesting field because of the amount of work that is, by necessity, done in secret. The irony is that today, secrecy is not the key to the goodness of a cryptographic algorithm. Regardless of the mathematical theory behind an algorithm, the best algorithms are those that are well-known and well-documented because they are also well-tested and well-studied! In fact, time is the only true test of good cryptography; any cryptographic scheme that stays in use year after year is most likely a good one. The strength of cryptography lies in the choice (and management) of the keys; 
                                         3. BASIC CONCEPTS
     3.1 Traditional Secret-key Cryptography
Traditional cryptography uses a single key to encrypt and decrypt a message. An algorithm that uses the same key to encrypt and decrypt is called symmetric. 
This type of cryptography also deals with authentication, the main technique being the creation and verification of message authentication codes (MACs).
 The difficulty with secret-key cryptosystems is sharing a key between the sender and receiver without anyone else compromising it.  In a system supporting a large number of users the key management problems can become very severe.

 The advantage of traditional cryptography is that it is usually much faster than public-key cryptography.

 The main techniques are:

· Block Ciphers 

· Stream Ciphers 

· Message Authentication Codes 

 1. Block Ciphers
 A block cipher transforms a fixed-length block of plaintext into a block of cipher text of the same length, using a secret key. To decrypt, the reverse process is applied to the cipher text block using the same secret key.

 In the case of DES, the block size is 64 bits (8 bytes) and the key is 56 bits presented as 8 bytes, the low order bit of each byte being ignored. It is usual to set every 8th bit so that each byte contains an odd number of set bits. This process is known as DES key parity adjustment.

 To use a block cipher to encrypt data of arbitrary length, we can use one of the following techniques (or modes of operation):

 

· Electronic Code Book (ECB) 

· Cipher Block Chaining (CBC) 

· Cipher Feedback (CFB) 

· Output Feedback (OFB) 

 Most good block ciphers transform the secret key into a number of sub keys and the data is encrypted by a process that has several rounds (iterations) each round using a different sub key.  The set of sub keys is known as the key schedule.  In the case of DES the secret key is transformed into 16 sub keys and consequently DES takes 16 rounds to perform an encryption.

                    A) Electronic Code Book
 In ECB mode, each block of data is encrypted independently.
 If we take eK(D) to mean “encrypt block D with key K”, then the plaintext D1,D2,D3,…..,Dn is encrypted as eK(D1),eK(D2),….,eK(Dn).

 The trouble with ECB mode is that plaintext patterns show up in the cipher text, because each identical block of plaintext gives an identical block of cipher text. This can lead to attacks based on rearranging, deleting or repeating cipher text blocks.

 ECB mode should only be used for encrypting very small blocks of data such as keys.

 B) Cipher Block Chaining
 In CBC mode each plaintext block is XOR’d with the previous cipher text block before it is encrypted. Because there is no previous cipher text for the first block, an 8-byte block known as the Initial Chaining Value (ICV) is used to start the process.

 Patterns in the plaintext are hidden by the exclusive-OR.  The ICV should be different for any messages encrypted with the same key, but it does not have to be kept secret and can be transmitted with the encrypted text.

 If the total length of the plaintext is not a multiple of 8, it is necessary to deal with the final short block.  The obvious way to do this is to pad out the last block to 8 bytes, but the final block must contain a count of the number of filler bytes, so the message length is always increased by a maximum of 8 bytes.  If this increase in length is not acceptable, a solution is to XOR the short block by re-enciphering the last complete cipher text block (or, if there isn’t one, the ICV).

 C) Cipher Feedback
 In CFB mode the previous cipher text block is encrypted and is XOR’d with the plaintext to give the current cipher text block. As with CBC mode, an ICV is needed to start the process.   It is possible to define 1-bit, 2-bit, and up to 63-bit cipher feedback. In software implementations there is no advantage over CBC mode, though CFB is often used in link encryption devices. As well as full 64-bit feedback
 D) Output Feedback
 OFB is similar to CFB mode except that the cipher text XOR’d with each plaintext block is independent of the plaintext and cipher text and is produced by repeatedly encrypting the ICV.

 The advantage of OFB mode is that transmission errors are not propagated and do not affect decryption of blocks that follow.  It is therefore a useful method for encryption of satellite links where re-transmission of a corrupted message would be inconvenient.

       2. STREAM CIPHERS 
Stream ciphers are typically much faster than block ciphers. A stream cipher generates a key stream (a sequence of bits or bytes used as a key). The plaintext is combined with the key stream, usually with the XOR operation. Generating the key stream may be independent of the plaintext and cipher text, to give a synchronous stream cipher. Alternatively it may depend on the cipher text, in which case the stream cipher is self-synchronizing. Nearly all stream ciphers are of the synchronous type.

 There is no “standard” stream cipher, and in general stream ciphers are best avoided. Certain modes of operation of a block cipher transform it into a key stream generator and so any block cipher can be used as a stream cipher. Examples are DES in CFB or OFB modes. 

3.2 PUBLIC-KEY CRYPTOGRAPHY  

      Public-key cryptography has been said to be the most significant new development in cryptography in the last 300-400 years. Modern PKC was first described publicly by Stanford University professor Martin Hellmann and graduate student Whitfield Diffie in 1976. Their paper described a two-key crypto system in which two parties could engage in a secure communication over a non-secure communications channel without having to share a secret key.
The mathematical "trick" in PKC depends upon the existence of so-called one-way functions, or mathematical functions that are easy whereas their inverse function is relatively difficult. Consider a simple example:

Multiplication vs. factorization: Suppose I tell you that I have two numbers, 9 and 16, and that I want to calculate the product; it should take almost no time to calculate the product, 144. Suppose instead that I tell you that I have a number, 144, and I need you tell me which pair of integers I multiplied together to obtain that number. You will eventually come up with the solution but whereas calculating the product took milliseconds, factoring will take longer because you first need to find the 8 pair of integer factors and then determine which one is the correct pair. 
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FIGURE 2: Sample application of the three cryptographic techniques for secure communication.

                                        ENCRYPTION

Encryption is the science of changing data so that it is unrecognizable and useless to an unauthorized person. Decryption is changing it back to its original form. 

The most secure techniques use a mathematical algorithm and a variable value known as a 'key'. 

The selected key (often any random character string) is input on encryption and is integral to the changing of the data. The EXACT same key MUST be input to enable decryption of the data. 

This is the basis of the protection... if the key (sometimes called a password) is only known by authorized individual(s), the data cannot be exposed to other parties. Only those who know the key can decrypt it. This is known as 'private key' cryptography, which is the most well known form. 
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                                       Figure  2

3.3 HASH FUNCTION

When creating a digital signature you hash your message downto a manageable size so that it will fit into the block to be encrypted with the private key

The two most common hash algorithms are

  .MD 5(16 byte digit)

  .sha-1(20 byte digit)

The two algorithms are similar in form but SHA 1 is preferred because the longer digest reduces the portability of collisions (two messages having the same digest)

Ronald Rivest (message digest 5) invented .MD5
.SHA-1 was a modification of earlier algorithm (secure hash algorithm)

The properties of a good a hash algorithm are:

1. Easy and quick to reduce a message of any size to a fixed digest

2. Computationally infeasible to construct a meaningful message from a given digest

3. Very low portability that two different messages will lead to the same digest
                           4. APPLICATIONS OF CRYPTOGRAPHY
       The basic applications of cryptography include:
· Privacy

· Password encryption

· Authentication

· Key Agreements

· Digital Envelopes

             4.1. PASSWORD PROTECTION
Nearly all modern multi-user computer and network operating systems employ passwords at the very least to protect and authenticate users accessing computer and/or network resources. But passwords are not typically kept on a host or server in plaintext, but are generally encrypted using some sort of hash scheme.

Passwords are not saved in plaintext on computer systems precisely so they cannot be easily compromised. For similar reasons, we don't want passwords sent in plaintext across a network. But for remote logon applications, how does a client system identify itself or a user to the server? One mechanism, of course, is to send the password as a hash value and that, indeed, may be done. A weakness of that approach, however, is that an intruder can grab the password off of the network and use an off-line attack (such as a dictionary attack where an attacker takes every known word and encrypts it with the network's encryption algorithm, hoping eventually to find a match with a purloined password hash). In some situations, an attacker only has to copy the hashed password value and use it later on to gain unauthorized entry without ever learning the actual password.

 4.2 PRIVACY

Pretty Good Privacy (PGP) is one of today's most widely used public key cryptography programs. Developed by Phillip in the early 1990s and long the subject of controversy, PGP is available as a plug-in for many e-mail clients, such as Claris Emailer, Microsoft Outlook/Outlook Express, and Qualcomm Eudora.

PGP can be used to sign or encrypt e-mail messages with the mere click of the mouse. Depending upon the version of PGP, the software uses SHA or MD5 for calculating the message hash; CAST, Triple-DES, or IDEA for encryption; and RSA or DSS/Diffie-Hellman for key exchange and digital signatures.

When PGP is first installed, the user has to create a key-pair. One key, the public key, can be advertised and widely circulated. The private key is protected by use of a pass phrase. The pass phrase has to be entered every time the user accesses their private key

                    4.3 Key Management
As the entire operation is dependent upon the security of the keys, it is sometimes appropriate to devise a fairly complex mechanism to manage them. 

Where a single individual is involved, often direct input of a value or string will suffice. The 'memorized' value will then be re-input to retrieve the data, similar to password usage. 

Sometimes, many individuals are involved, with a requirement for unique keys to be sent to each for retrieval/decryption of transmitted data. In this case, the keys themselves may be encrypted. A number of comprehensive and proven key management systems are available for these situations. 


CRYPTOGRAPHY KEY BASICS 

The two components required to encrypt data are an algorithm and a key. The algorithm is generally known and the key is kept secret. 

The key is a very large number that should be impossible to guess, and of a size that makes exhaustive search impractical. 

In a symmetric cryptosystem, the same key is used for encryption and decryption. In an asymmetric cryptosystem, the key used for decryption is different from the key used for encryption. 


THE KEY PAIR 

In an asymmetric system the encryption and decryption keys are different but related. The encryption key is known as the public key and the decryption key is known as the private key. The public and private keys are known as a key pair. 

Where a certification authority is used, one has to remember that it is the public key that is certified and not the private key. This may seem obvious, but it is not unknown for a user to insist on having his private key certified! 

KEY COMPONENT 

Keys should whenever possible be distributed by electronic means, enciphered under previously established higher-level keys. There comes a point, of course when no higher-level key exists and it is necessary to establish the key manually. 

A common way of doing this is to split the key into several parts (components) and entrust the parts to a number of key management personnel. The idea is that none of the key parts should contain enough information to reveal anything about the key itself. 

Usually, the key is combined by means of the exclusive-OR operation within a secure environment. 

In the case of DES keys, there should be an odd number of components, each component having odd parity. Odd parity is preserved when all the components are combined. Further, each component should be accompanied by a key check value to guard against keying errors when the component is entered into the system. 

A key check value for the combined components should also be available as a final check when the last component is entered.

A problem that occurs with depressing regularity in the real world is when it is necessary to re-enter a key from its components. This is always an emergency situation, and it is usually found that one or more of the key component holders cannot be found. For this reason it is prudent to arrange matters so that the components are distributed among the key holders in such a way that not all of them need to be present. 

Other uses of cryptography

Many techniques also provide for detection of any tampering with the encrypted data. A 'message authentication code' (MAC) is created, which is checked when the data is decrypted. If the code fails to match, the data has been altered since it was encrypted. This facility has many practical applications

OTHER RESOURCES 

The Cryptography Management Toolkit is a resource specifically designed to introduce cryptography in detail. It includes presentations, a comprehensive guide book, check lists, source code for common algorithms, and various other items. 

                                                   5. DISADVANTAGES

   The main disadvantages are:

     . One way functions

     . Factorization problems

     . The discrete logarithm problem

Although cryptography is now a core part of modern commerce, it is often regarded as a 'black art'.  This is largely because of a fundamental lack of understanding, as well as lack of access to the basic building blocks.  

However, understanding and implementing cryptography (encryption, decryption AND key management) need not be a trial. A comprehensive and detailed kit is now available to help understand, audit, review, and implement cryptography.  

 

This is a thorough introduction to cryptography and its application. It is an extensive document explaining not only the background to cryptography, but how to implement it successfully, what pitfalls to avoid, etc. . The following samples help to illustrate the depth and quality of this offering: 

 

  6. CONCLCLUSION

Cryptography is the sciences of secure communications. In data and telecommunications, cryptography is necessary when communicating over any untrusted medium, which includes just about any network, particularly the Internet
What CRYPTOGRAPHY Can Do

Potentially, cryptography can hide information while it is in transit or storage. In general, cryptography can: 

· Provide SECRECY. 

· AUTHENTICATE that a message has not changed in transit. 

· Implicitly authenticate the sender. 

Cryptography hides words: At most, it can only hide talking about contraband or illegal actions

\One possible application for cryptography is to secure on-line communications between work and home, perhaps leading to a society-wide reduction in driving, something we could all appreciate. 

What CRYPTOGRAPHY Can Not Do

Cryptography can only hide information after it is ENCRYPTED and while it remains encrypted. However, secret information generally does not start out encrypted, so there is normally an original period during which the secret is not protected. Moreover, secret information generally is not used in encrypted form, so it is again outside the cryptographic envelope every time the secret is used. 
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