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 A Paper Presentation on
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                                                                        ----A New IdentityTheftThreats

                                                                             [image: image2.png]



[image: image3.png]


Abstract:

In computing, phishing is a criminal activity using social engineering techniques. Phishers attempt to fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an electronic communication. Phishing is typically carried out using email or an instant message, although phone contact has been used as well. Attempts to deal with the growing number of reported phishing incidents include legislation, user training, and technical measures. Some phishing scams use JavaScript commands in order to alter the address bar. This is done either by placing a picture of the legitimate entity's URL over the address bar, or by closing the original address bar and opening a new one containing the legitimate URL. Phishing generally requires the fake website but, not all phishing attacks require a fake website The term phishing is a variant of fishing, probably influenced by phreaking, and alludes to the use of increasingly sophisticated lures to "fish" for users' financial information and passwords.  There are several different techniques to combat phishing, including legislation and technology created specifically to protect against phishing.
What is Phishing ?

 In computing, phishing is a criminal activity using social engineering techniques. Phishers attempt to fraudulently acquire sensitive information, such as passwords and credit card details, by masquerading as a trustworthy person or business in an electronic communication. Phishing is typically carried out using email or an instant message, although phone contact has been used as well. Attempts to deal with the growing number of reported phishing incidents include legislation, user training, and technical measures. The first recorded mention of phishing is on the alt.online-service.america-online Usenet newsgroup on January 2, 1996. The term phishing is a variant of fishing, probably influenced by phreaking, and alludes to the use of increasingly sophisticated lures to "fish" for users' financial information and passwords.
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Early phishing on AOL

Those who would later phish on AOL during the 1990s originally used fake, algorithmically generated credit card numbers to create accounts on AOL, which could last weeks or even months. After AOL brought in measures in late 1995 to prevent this, early AOL crackers resorted to phishing for legitimate accounts. Phishing on AOL was closely associated with the warez community that exchanged pirated software. A phisher might pose as an AOL staff member and send an instant message to a potential victim, asking him to reveal his password. In order to lure the victim into giving up sensitive information the message might include text such as "verify your account" or "confirm billing information". Once the victim had submitted his password, the attacker could access and use the victim's account for criminal purposes, such as spamming. Both phishing and warezing on AOL generally required custom-written programs, such as AOHell. password or billing 
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Types of Phishing  
Website forgery

Once the victim visits the website the deception is not over. Some phishing scams use JavaScript commands in order to alter the address bar. This is done either by placing a picture of the legitimate entity's URL over the address bar, or by closing the original address bar and opening a new one containing the legitimate URL.  In another popular method of phishing, an attacker uses a trusted website's own scripts against the victim. These types of attacks (known as cross-site scripting) are particularly problematic, because they direct the user to sign in at their bank or service's own web page, where everything from the web address to the security certificates appears correct. In reality, the link to the website is crafted to carry out the attack, although it is very difficult to spot without specialist knowledge. Just such a flaw was used in 2006 against PayPal.  A Universal Man-in-the-middle Phishing Kit, discovered by RSA Security, provides a simple to use interface that allows a phisher to convincingly reproduce any website and capture any log in details entered at the fake site. The below  is the webpage of  Yahoo services  and Google services  
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Phone phishing

Not all phishing attacks require a fake website. In an incident in 2006, messages that claimed to be from a bank told users to dial a phone number regarding a problem with their bank account. Once the phone number (owned by the phisher, and provided by a Voice over IP provider) was dialed, prompts told users to enter their account numbers and PIN. “Fear is the #1 tactic “  this is problem observed cell phones

.

PayPal phishing 
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An example of a phishing email targeted at PayPal users. In an example PayPal phish (right), spelling mistakes in the email and the presence of an IP address in the link (visible in the tooltip under the yellow box) are both clues that this is a phishing attempt. Another giveaway is the lack of a personal greeting, although the presence of personal details is not a guarantee of legitimacy.

Phishing as Instant Messages

Yahoo's free instant-messaging service is being targeted by phishers attempting to steal usernames, passwords and other personal information. Yahoo confirmed Thursday that its service, Yahoo Messenger, was being targeted by a scam. According to the company, attackers are sending members a message containing a link to a fake Web site. The fake site looks like an official Yahoo site and asks the user to log in by entering a Yahoo ID and password. The scam is convincing because the original message seems to arrive from someone on the victim's friends list. Should the recipient of the phishing message enter his details on the Web site, the attackers can gain access to any personal information stored in the victim's profile and, more important, access to the victim's contact list and IM friends list.
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Some examples of Phishing 

“Legitimate” emails seem to originate from trusted sources – banks or online retailers

  Social engineering tactics convince the reader that their information is needed.

  Links and email look very real

   Account Update

“   http://www.ebay.com/myaccount/update.asp  “ this is link for above example.

Branded email message that looks like it comes from a familiar business .Request you to login in to your account to validate account details .URL that points to fake site, even though the text may look real.Fake site, branded to look just like the real one.

       Phishing site takes your username and password and then uses them to defraud you.

The Stolen Result s:- Voluntary! Remember you gave it to them.

        Login

                 Username  and Password

         Update Information

                 Social Security Number  

                             Address ,Bank Account Number ,Credit Card Number

Fake email from Bank  and fake emails 
[image: image11.png]* TrustedBank
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Mispelled URLs (http://www.welllsfargo.com/account)

Spoofing URLs (http://www.google.com@members.tripod.com)
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Phishing Damage

The damage caused by phishing ranges from loss of access to email to substantial financial loss. This style of identity theft is becoming more popular, because of the ease with which unsuspecting people often divulge personal information to phishers, including credit card numbers, social security numbers, and mothers' maiden names. There are also fears that identity thieves can add such information to that they have gained through phishing simply by accessing public records. Once this information is acquired, the phishers may use a person's details to create fake accounts in a victim's name, ruin a victim's credit, or even prevent victims from accessing their own accounts. It is estimated that between May 2004 and May 2005, approximately 1.2 million computer users in the United States suffered losses caused by phishing, totaling approximately $929 million USD. U.S. businesses lose an estimated $2 billion USD a year as their clients become victims. In the United Kingdom losses from web banking fraud — mostly from phishing — almost doubled to £23.2m in 2005, from £12.2m in 2004, while 1 in 20 users claimed to have lost out to phishing in 2005. A bank in Europe has initially refused to cover losses suffered by its customers, in a move that is backed by the UK banking body APACS' stance that "customers must also take sensible precautions...so that they are not vulnerable to the criminal." 

As you can see, the number of phishing emails received and reported, JUST TO THE APWG, reached over 17,000 in January 2006 alone.
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Phishing Targets 

Users lack computer knowledge and Users lack security knowledge

      Elderly ,Teens, New Computer Users and frequent Computer Users.
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Anti-phishing

There are several different techniques to combat phishing, including legislation and technology created specifically to protect against phishing.

Phishing Techniques

Just like most savvy computer users, believe that you can detect fraudulent emails and websites.  However, I’d like to put that knowledge to the test with a series of images.  See if you can determine if the site or email is real or fraudulent.
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As you can see, phishing sites and emails look very similar to a “real” emails and are

 hard to detect
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Although identity theft has been around for years, not until the proliferation of the Internet has this form of fraud been so prevalent.  After only a few years of heavy use, phishing has become the #1 form of online identity theft.

Phishing begins with an email.  The email usually seems to be a legitimate email from a trusted source – usually a bank or online retailer. The email then uses popular social engineering techniques to convince the reader that their information is needed.  Most often the technique used is fear. The email states that fraudulent charges have been charged to your bank account or that your online merchant account will expire if you do not click on a link that will allow you to update your information and return your account to good standing.  

Also used are popular solicitations for help.  Usually the email states that a server or database has broken and the company needs your information again in order to restore its records.  Sometimes, the email will be as simple as asking the reader to update his/her information in order to keep their account records current.
It’s important to note that the emails as well as the links contained within them – appear to be very real and very legitimate.  “Phishers” go to great lengths to make their emails appear as though they really are coming from your bank or retailer.  The links that are given to the reader to click on also appear to be real.  Sometimes the link will simply be something like “Account Update” or even the actual URL (web address) in order to fool readers into thinking that they are actually going to “http://www.ebay.com/myaccount/update.asp” when in fact – when they click the link it takes them to “http://187.34.123.231”
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How To Detect Phishing ?

To detect phishing – from a number of different sources. Since companies are now affected by the recent surge in phishing scams, many companies are trying to protect consumers using software. Anti-phishing software is available that may identify phishing contents on websites, act as a toolbar that displays the real domain name for the visited website, or spot phishing attempts in email. Spam filters also help protect users from phishers, because they reduce the number of phishing-related emails that users receive.  Many organizations have introduced a feature called challenge questions, which ask the user for information that should be known only to the user and the bank. Sites have also added verification tools that allow users to see a secret image that the user selected in advance; if the image does not appear, then the site is not legitimate. However, most of the phishing detection is going to have to be done within the user’s browser – and many browser manufacturers are taking steps to help consumers
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phishers are trying to come up with ways to place those icons on even fraudulent sites.

Prevention

However, the fraudsters are always going to stay one step ahead of new software.  And software, by its nature, is more of a responsive than a preventative measure. So the best way to combat phishing is through education – determining what a legitimate email should look like and what a fraudulent one might look like.   Some common schemes to look out for:

1 Misspelled words – many emails originate from outside the U.S. and therefore are grammatically horrible

2 “Dear Valued Customer” – if the email came from a legitimate business it would most likely contain your entire name

3 Beware of the @ sign – it is most likely a big tip-off to a suspicious URL link

4 Unusual company behavior – you know the companies you do business with and most likely can tell what they usually do.  For example, eBay NEVER asks you to login using a link from an email.  Their emails always specifically ask you to login to your account directly.  However, the best course of action when receiving an email requesting any information is to go to the website DIRECTLY.  Do not click on any links or copy any URLs.  If you receive an email from eBay, for example, asking you to update your billing information by clicking this link (which they would never do) then open up your browser, type in “http://www.ebay.com” and navigate to your billing information page.  If eBay truly needs updated information from you, they’ll let you know there. The Anti-Phishing Working Group, an industry and law enforcement association, has suggested that conventional phishing techniques could become obsolete in the future as people are increasingly aware of the social engineering techniques used by phishers. They propose that pharming and other uses of malware will become more common tools for stealing information instead.  Whereas phishing has been seen as “trolling for fish” where phishers have to go after individuals one by one, pharming techniques allow them to scoop up entire “buckets” of users. 

Conclusion

Phishing  is  only going to get worse before they get better, so it’s important to familiarize yourself with these fraud schemes before you get taken advantage of.  Be sure to educate yourself through presentations such as this one as well as researching these topics online.  Take tests, such as the one in this presentation, to help yourself learn how to recognize phishing emails. Also, as mentioned in this presentation, your spam blockers, anti-virus software, and internet browser can go along way in preventing fraud.  However, you must keep this programs updated so that virus definitions and lists of dangerous websites can be kept up-to-date.  Usually this can be done through the “help” menu of the program by clicking “check for updates” The other piece of conclusion advice I can give you is to be cautious.  If an email looks suspicious then don’t click anything – simply delete it.  If you really think your personal information is needed by your bank or online retailer give them a call and ask them if they sent you an email.  Or simply logon to your account yourself and see if your information is up to date. 
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