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                       HONEYTRAPS- A NETWORK FORENSIC TOOL  
                                                ABSTRACT

           World cultures are forming ever-increasing dependencies on digital systems and networks. This dependency is becoming commonplace and in some cases necessary in many people’s normal day-to-day activities.  Much like other cultural changes that have moved in to modify our lives, the availability of digital technology inevitably leads to misuse by anti-social or nefarious individuals as well as ordinary citizens.  

           This paper addresses the growing need for incorporating scientifically based approaches to conducting forensic analysis in the digital world rather than developing digital technologies and then adapting them to benefit from forensic analysis techniques.  First discussed is society’s current perception of forensic science.  Next is a historical view of forensic science, pointing to the need for incorporating a more rigorous approach to digital analysis using forensic techniques. 

           This paper emphasizes on one of the computer forensic method Honeytraps and discusses about the architectures of honeytraps. The paper ends with our observation and contribution i.e., Demo environment for implementing Honeytraps, thereby stressing importance of computer forensic field. 
1. History of the discipline: 
              The roots of computer forensics start with the first time a system administrator had to figure out how and what a hacker had done to gain unauthorized access to explore the system. This was mainly a matter of discovering the incursion, stopping the incursion if it was still in progress, hunting down the hacker to chastise him or her, and fixing the problem allowing the unauthorized access to begin with

            A lot has evolved with computers since 1976. One item of significance is the Internet. This information superhighway has become a major passage of items that fall under legal scrutiny. 

2. What is Computer Forensics?

2.1. Definition:  Computer Forensics is the use of specialized techniques for recovery, authentication, and analysis of electronic data when a case involves issues relating to reconstruction of computer usage, examination of residual data, and authentication of data by technical analysis or explanation of technical features of data and computer usage. 

2.2. Keywords: Communication Systems, Networks, Computer Forensics, Deception Technology, Information Security, Blackhats, Whitehats.

3. Why Computer Forensics:

   3.1. Introduction. 

                There are two primary reasons for gathering information about computer crimes. First, information is gathered to allow criminals to be prosecuted in court. This is the goal of Forensics. Second, information is gathered that will help create counter-measures to prevent crimes. This is the goal of deception technology such as Honeypots. In this paper, we address some specific ways these two information-gathering technologies can be combined.

3.1.1. Evolution:

                For years, computer and network security experts (whitehats) have fought to stay ahead of computer criminals (blackhats). As black hats became more skilled and computers became more powerful, conventional security measures became less effective. This perpetual action-response reaction cycle evolved into a new field of study known as Computer and Network Forensics (CNF).

                 CNF is the art of discovery and retrieval of information about computer related crime in such a way that the gathered information is admissible in court. In addition to putting computer criminals in jail, CNF techniques have enabled whitehats to learn valuable information about blackhats techniques and methods and to formulate protection and defense mechanisms, tools, and techniques.

                 The related concepts of deception security, Honeypots, and Honeynets [HN] have been the subject of organized investigation for several years. We coin the term "honeytraps" to reflect the tools that fall into any of these categories. Honeytraps allow us collect information about blackhat activities without putting a real system at risk. In this paper we show how honeytrap technology can be valuable elements of a forensic toolkit.

4. What are Honeytraps:
                          Honeytraps (Honeypots or Honeynets) are host systems that attract intruders to enter the host by emulating a known vulnerability. Essentially, they are modified production systems that create contained environments where intruder actions can be more safely monitored and documented. They have no real, valuable data or information. Their main goal is to capture and analyze data in order to learn about the blackhat community.

 4.1. Data Capture:
                          Once a blackhat penetrates a honeytrap, there must be mechanisms in place to detect and record the actions that the intruder takes. Detecting and recording that activity is termed Data Capture. In 1999, McClure shed some light on this subject when he documented the process of hacking by breaking it down into stages that most blackhats goes through during an attack. The anatomy described by McClure includes four stages: proving, invading, mischief, and covering tracks. Documenting the blackhats activities during these four stages allows us to create a signature that can be used to identify a specific blackhat.
4.2. Profiling Specific Blackhats:

                 Through the literature produced from previous research, blackhats techniques, tactics, motives and psychology have been documented. We now use this information to create signatures to characterize specific blackhats. For example, suppose our blackhat is a script kiddy. Script kiddies are inexperienced blackhats that try to break into systems using scripts created by knowledgeable blackhats. A signature for this blackhat may include, for example, level of skill, methodology, tactics, tools, and other information such as the originating site for scripts.

4.3. Letting Them In or Inviting Them In:

 
An essential element of deception technology is that hackers must enter the trap in order to for the trap to gather information. By many reports, hacking and probing is sufficiently widespread that simply placing a computer on the Internet will naturally result in intruders entering the computer. Still, there is no guarantee that there will be enough of any interesting types of hacking in the computer to allow effective information gathering. In order to be effective, honeytraps may need to generate hacking traffic by attracting intruders into the honeytrap. As we alluded to earlier, attracting blackhats into a honeytrap is not without risks and honeytrap operators may be liable for damage to other systems if the blackhats are able to turn the honeytrap into an attack engine.  
 5. Architectures:

                              Honeytraps come in many shapes and sizes. They are highly configurable and therefore can be designed to meet the needs and capabilities of a wide variety of specific systems. Once the Honeytrap is designed, the architecture of how to connect the Honeytrap to the internet in reference to the production system must be determined. Two architectures that facilitate the forensic investigation are the serial and parallel architectures.

 5.1. Serial Architecture:

                            The serial honeytrap architecture works by placing the honeytrap between the Internet and the production system as shown in Figure 3. In this configuration, the honeytrap acts as a firewall. All recognized users are filtered to the production system while blackhats are contained in the honeytrap. The blackhats’ activities are monitored and all the information collected is routed to another system that is protected by a firewall, to ensure the integrity of the data.

                            The serial architecture forces the blackhat to go through the honeytrap to attack the production system thus exposing all attackers to the honeytrap monitoring techniques. This may also enhance tracing capability, since it may be possible to follow blackhats as they transition between the honeytrap and the production system, making it easier for the forensic investigation
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to match the blackhat in the honeytrap to the blackhat in the production system.
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                            There are numerous detractors to the serial architecture. We first notice that it is resource intensive. One of the important characteristics of Honeytraps is that they need not deal with real users, thus reducing the volume and complexity of monitoring.
5.2. Parallel Architecture:
                              Alternatively, the parallel configuration allows the honeytrap to be independent of the production system as shown .As with the serial configuration; the information gathered about blackhat activities in the honeytrap is rerouted to a separate, protected system.

                              This architecture is less resource intensive so it can be implemented in a system with fewer resources. As with the serial architecture, here are several drawbacks with the parallel honeytrap architecture. The first is that for the honeytrap to be useful during the forensic process, both systems (honeytrap and production) must have been attacked independently. Configuring the honeytrap so that it is likely that an intruder would enter or probe the honeytrap before or shortly after entering the production systems is tricky, and again leads us into possible entrapment scenarios.
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 Secondly, under the parallel honeytrap architecture it is likely to be more difficult to connect an intruder in the honeytrap to the intruder in the production system if the honeytrap is implemented in the parallel configuration, since there is no direct connection between them as we had in the serial architecture.
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6. OUR CONTRIBUTION TO THE PAPER:
We define the set S as the set of integrated services that a Honeytrap can support. Each element of S has the following attributes: [ISID] [Desc] [Details] [Arch] [HT Design]

ISID stands for Integrated Service Identification. It is the name of the service provided, such as Profiling Threats, or Training. Desc refers to a general description of a category under which a group of integrated services are aggregated.

Details refer to the description of a service.

Arch includes recommended architecture(s) for a service. There are five types of architectures: Serial, Parallel, Independent, Internal , and OFEX.
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Details: Investigation of tools, techniques, skills, and exploits used by the blackhat                 community.

Arch: Independent

 Demo Environment:
ISID: Product Showcase

Details: Environment simulation to showcase the features and capabilities of a product.
Arch: OFEX, or Independent

HT Design: Customized to simulate necessary environment HT also have special commercial value when used to implement a virtual workbench to serve as the showcase

environment for a product during a demonstration to a client. A virtual workbench can be set to simulate any necessary environment or situation to demonstrate a product or service to a client without putting the client’s production system at risk. OFEX architecture is the best option for an integrated service of this type, since it guarantees complete isolation from any other system. If a connection to the Internet is necessary, then an independent architecture is the next best choice.

6.1. Testing and Integration
ISID: Production System Modeling, Testing, and Integration
Details: Testing and evaluation updates, or additions to system environment before implementation.
Arch: Internal or Independent
HT Design: Simulate production system Integrating or changing a component or setting in a system can easily upset the balance of the system, and create security problems. Modeling changes using an HT gives us the possibility to evaluate the consequences and risk, given a specific change. Ultimately, an HT can be used as a modeling tool for preliminary design, allowing the refinement or modification of requirements and features before implementation. Virtual workbenches provide a safe and controlled environment

for testing and evaluation before implementation. In this case, the HT should be modeled after the production system for the results to be able to simulate the behavior of the production system. Either an internal or independent architecture is well suited to provide this integrated service.

6.2. Creating a Blackhat’s Signature
ISID: Profiling a specific blackhat

Details: Using HT as an evidence-gathering tool in the forensic process.

Arch: Serial or Parallel

HT Design: Simulate production system and resource bound creates a signature to identify a specific blackhat. Using the evidence collected by an HT during an attack, we can create a signature that includes blackhat ID, level of skills, methodology, tactics, tools, and any other information that would help distinguish the blackhat.In a similar manner we can obtain a signature from the evidence collected by a production system during an attack. The signature however, will most likely be partial, since the production system’ normal duties do not allow for complete monitoring of all activities. An identification of the blackhat’s identity may not be possible from the partial signature, but if enough of it matches the complete signature from the HT, we might be able to claim, that the attacker of the productions system and that of the HT are the same person .A serial architecture would be the ideal setting for the HT in this case since all the traffic to the production system would have to be routed through the HT, which provides some traceability. This, however, can create a great deal of overhead, so the HT design will have to be resource-bound to provide an effective, but still efficient HTS. In this case, the parallel architecture is a more feasible choice in terms of resource consumption, but it is dependent on both the HT and the production system being attacked, in which case the HT Design should simulate the production system to increase the chances of both systems being attacked.
6.3. Blackhat Blueprint

ISID: Profiling a type of blackhat

Details: Creating blackhat classes

Arch: Parallel or Independent

HT Design: Simulate production system In the previous section; we discussed how to profile a specific blackhat. However, it is both impossible and inefficient to collect a

signature for every single existing blackhat. So in order to provide efficient and accessible protection against blackhats, we apply the concept of blackhat classes. Blackhat classes are based on the similarities of the blackhats’s level of skills, methodology, tactics, and tools. Once a class is defined then we can proceed to create an

effective method of protection against all blackhats within that class. The most commonly known class of blackhats is Script Kiddies. Script Kiddies are not searching for specific information or targeting a specific company; their goal is to get root access the easiest way possible. Their methodology is to search the entire Internet for systems vulnerable to a specific set of exploits, and then use scripts to exploit those vulnerabilities found.

                      In this case the HT design should simulate the production system, since we are most interested in the blackhat classes that could constitute a threat to the production system. In this case, we have a situation similar to that discussed in above; both the

parallel and the independent architecture are possible choices but the independent might have a slight time advantage over the serial architecture.

7. OUR OBSERVATION:

                       With the introduction of honeytraps, the face of information gathering changed, putting whitehats in the offensive rather than the defensive mode. In order to use the information collected in honeytraps to prosecute the blackhat there are numerous legal issues to deal with. So responsibility also rests on the government to frames rules under law to see that the culprits are finely punished for the crimes and also to see that they won’t leave any loopholes so that the culprit could escape.
                        Finally, honeytrap operators must deal with legal issues related to privacy. While privacy issues are not well defined on the Internet (or in society in general) honeytrap operators may face invasion of privacy claims either in response to their attempts to prosecute intruders, or independently from malicious or non-malicious intruders that do not desire to have their activities or identities revealed. So, there should be a lot of work and research here in this field as computer crime rate is increasing in a alarming rate.
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