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CRYPTOGRAPHY

                                                  ABSTRACT
· In the real world, to provide securities there are four areas

                They are:

Confidentialityintel
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Authentication

Integrity

                                              Non repudiation.

· The universal technique for providing confidentiality of transmitted data is cryptography. Cryptography is the one branch that deals with encryption and decryption.

· There are two types of hash algorithms. They are:

.                             MD5

                              SHA-1

· Due to the advancement in computing power and hash function crypt-analysis have led to the decline in the popularity of MD4 and MD5, two very popular hash functions. In response, newer hash algorithms have been developed with longer hash code length and with features designed to resist specific crypt-analytic attacks
INTRODUCTION
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                    E-commerce on the worldwide web is a rapidly growing and proliferating field. But there are several differences between commerce in the real world and on the Internet, and perhaps the most fundamental issue is that of trust and security. In order to build secure E-commerce applications, we need to establish a definition of various security requirements. 

The following four areas have been identified as the framework for secure E-commerce: 

· Confidentiality: Protecting the data from all but the intended receiver(s). 

· Authentication: Proving one's identity. 

· Integrity: Ensuring no unauthorized alteration of data.

· Non-repudiation: Preventing an entity from denying previous commitments or actions. 

The basic functionality of cryptography is to hide information. Its operation typically includes two processes:

· Encryption as the process of transforming information so that it is unintelligible to an intruder, and 

· Decryption as the process of transforming the encrypted information so that it is intelligible again. 

The following figure illustrates these processes. 

[image: image2.png]|
A 4B -4 4
W09
20 steps

Noe: Additlon (< s mod 232




· The information in its original form is known as plain text, and the encrypted message is called cipher text.

· Exchanging or choosing a key pair (e, d) secretly does secure communication between two persons. 

· The security lies in the fact that the mathematical function and the key are only bound to the sender and receiver, not to anybody else.

· Keys are very critical to the functionality of cryptographic algorithms and it is sound cryptographic practice to change keys frequently. 

There are 2 important hash functions:

· MD5

· SHA-1

SECURE HASH ALGORITHM

SHA-1 LOGIC:

       The algorithm takes as input a message with a maximum length of less than 264 bits and produces as output a 160-bit message digest. length and chaining variable length of 160 bits. The processing consists of the following steps:

· Append padding bits :                 

The message is padded so that its length in bits is congruent to 48 modulo 512. Padding is always added, even if the message is already of the desired length. The padding consists of a single 1-bit followed by the necessary number of 0-bits.

· Append length :
A block of 64 bits is appended to the message. This block contains the length of the original message.

· Initialize MD buffer :

A 160-bit buffer is used to hold intermediate and final results of the hash function. The buffer can be represented as five 32-bit registers (A, B, C, D, and E).

      These registers are initialized as:       

                                     A=67452301

                                     B=EFCDAB89

                                     C=98BADCFE

                                     D=10325476 

                                     E=C3D2E1F0

These values are stored in big-endian format, which is the most significant byte of a word in the low-address byte position. 

As 32-bit strings, the initialization values appears as follows:

                          Word A: 67 45 23 01

                          Word B: EF CD AB 89

                          Word C: 98 BA DC FE

                          Word D: 10 32 54 76

                          Word E: C3 D2 E1 F0
· Process message in 512-bit (16-word) blocks :
The hearts of the algorithm is a module that consists of four “rounds” of processing of 20 steps each. The four rounds have a similar structure, but each uses a different primitive logical function, which we refer to as f1, f2, f3, and f4.
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The output of the fourth round is added to the input to the first round (CVq) to produce CVq+1. 

· Output :  
After all L 512-bit blocks have been processed, the output from the Lth stage is the 160-bit message digest.

The behavior of SHA-1can be summarized as:

                          CV0=IV

                          CVq+1=SUM32 (CVq, ABCDEq)

                          MD=CVL

MD5 MESSAGE DIGEST ALGORITHM

MD5 LOGIC

The algorithm takes as input a message of arbitrary length and produces as output a 128-bit message digest. The input is processed in 512-bit blocks.

The processing consists of the following steps:

· Append padding bits :
The message is padded so that its length in bits is congruent to 448 modulo 512.

· Append length :
                  A 64-bit representation of the length in bits of the original message is appended to the result of step1. Thus, the field contains the length of the original message, modulo 264.                             

· Initialize MD buffer :

A 128-bit buffer is used to hold intermediate and final results of the hash function. The buffer can be represented as four 32-bit registers (A, B, C, and D). These registers are initialized as:    

      A=67452301

                                     B=EFCDAB89

                                     C=98BADCFE

                                     D=10325476
As 32-bit strings, the initialization values appear as follows:

                       Word A: 01 23 45 67

                                   Word B: 89 AB CD EF

                                   Word C: FE DC BA 98

                                   Word D: 76 54 32 10

· Process message in 512-bit (16-word) :

The hearts of the algorithm is a compression function that consists of four “rounds” of processing; Each round takes input the current 512 –bit block being processed (Yq) and the 128-bit buffer value ABCD and updates the content of the buffer. 

· Output :   

After all L 512-bit blocks have been processed, the output from the Lth stage is the 128-bit message digest.

The behavior of MD5 can be summarized as:

 CV0=IV                                                                       CVq+1=SUM32[CVq,RFI(Yq,RFH(Yq,RFG(Yq,RFF(YqCVq))))]                 MD=CVL-1

COMPARISION OF SHA-1 AND MD5

The two algorithms are compared using the design goals:

· Security against brute-force attacks:
The most important difference is that the SHA-1 digest is 32-bits longer than the MD5 digest. Using a brute-force technique, the difficulty of producing any message having a given messagedigest is on the order of 2 128 operations for MD5 and 2 160 for SHA-1 and the difficulty of producing two messages having the same message digest is on the order of 2 64 operations for MD5 and 2 80 for SHA-1. Thus, SHA-1 is stronger against brute-force attacks.

· Security against cryptanalysis:

MD5 is vulnerable to cryptanalytic attacks whereas SHA-1 appears not to be vulnerable to such attacks.

· Speed:

Both algorithms rely heavily on addition modulo 2 32, so both do well on a 32-bit architecture. SHA-1 involves more steps and must process a 160-bit buffer compared to MD5’s 128-bit buffer. Thus SHA-1 should execute more slowly than MD5 on the same hardware

· Simplicity and compactness:

Both algorithms are simple to implement and simple to describe and do not require large programs.

· Little-endian versus big-endian architecture:

  MD5 uses a little-endian scheme for interpreting a message as a sequence of 32-bit words, whereas SHA-1 uses a big-endian scheme. There appears to be no significant advantage to either approach.

Conclusion:

           There is no gain saying the fact that cryptography plays an essential role in protecting the privacy of electronic information against threats from a variety of potential attackers. Public key cryptography, is the most important technology in modern cryptographic schemes to address issues like key management, authentication, non-repudiation and digital signature cryptosystems with smaller key lengths offer virtually no security. Symmetric-key systems offer an advantage over the public-key systems. Private keys in public-key systems are much larger.
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