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Introduction to Viruses:-
  Welcome! Viruses can seem mysterious but computer viruses are actually quite easy to understand.

  I'll give you the information you need know to make sure that your PC is safe from viruses and all the other threats that may damage your programs and data. In these pages I'll explain exactly what viruses are, how they work, and how to protect against them.

  Viruses are actually very simple. Once you understand exactly what they can and cannot do, it's much easier to take appropriate precautions. While we'll be spending most of our time talking about viruses, I'll also cover the threats that are much more likely than viruses to damage your programs and data. Although I'll occasionally touch on some rather esoteric or complex topics, you won't need to be a "techy" to understand this text or to find it useful in your day-to-day use of your computer. I will go one step at a time and I will explain all the concepts and jargon clearly before I use the terms. I'll also focus on practical information that will help you protect your PC. Everyone should benefit from reading these pages; those of you that are experts will be able to skip the background information, yet I will still explain everything clearly for those of you that are new to PCs.

  You may even be wondering if viruses are really worth worrying about at all. Do you think you're safe because you rarely download software or buy only from a trusted retailer? Are viruses really a serious threat to your PC or are viruses mostly hype? Let me begin by quickly putting this issue into perspective. Viruses and anti-virus programs are not really the mysterious, complex, and hard to understand software that many people consider them to be. Not only can these programs be understood by anyone, but these days, it's critical that we all fully grasp how they work so as to protect ourselves.

Viruses:
  Here's our definition:

A virus is a program which reproduces its own code by attaching itself to other programs in such a way that the virus code is executed when the infected program is executed.
  You could also say that the virus must do this without the permission or knowledge of the user.
  A virus can do anything that other programs do. The only difference is that it attaches itself to another program and execute secretly when the host program is run .once a virus is executing it can perform any function, such as  erasing files and programs.

  Our virus definition is very general and covers all viruses. Let's consider specifically how this works. Viruses are programs just like any other on your PC. They consist of instructions for (what I like to call "code") that your computer executes. What makes viruses special is that they do their "job" by placing self-replicating code in other programs, so that when those other programs are executed, even more programs are "infected" with the self-replicating code. "Self-replicating code" is simply a program that copies itself to other programs. This self-replicating code, when triggered by some event, may do a potentially harmful act to your computer--but this is strictly optional. Only a minority of viruses contain deliberately destructive code. You could say that viruses are distributed in the form of a Trojan. In other words, the virus code has been planted in some useful program. Since the virus infects other useful programs, absolutely any piece of executable code can suddenly become a Trojan delivery vehicle for the virus.

  Another way of looking at viruses is simply to consider them to be a program which can create copies of itself. These copies are inserted in other programs (infecting these programs). When one of these other programs is executed, the virus code (which was inserted in that program) executes, and places copies of itself in even more programs.

  You'll notice that I used the word "attach" in our definition of a virus. This is because viruses can "attach" themselves to a program without directly modifying that program. This might seem hard to believe at this point, but I'll explain later exactly how they accomplish this trick.

  When you consider our definition of viruses, it's important to understand that "programs" may exist in places that you don't expect. For example, all diskettes contain boot sectors which are "programs" that are executed when you boot your PC and Microsoft Office files (such as MS Word Documents and Excel Spread Sheets) can contain macros which are "programs" that can be executed when you open these files.
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   What Do Viruses Do?

   I'm going to present an easy to understand but detailed explanation of viruses and other types of malicious software. For now, it's enough to understand that viruses are potentially destructive software that spreads from program to program or from disk to disk. Computer viruses, like biological viruses, need a host to infect; in the case of computer viruses this host is an innocent program. If such a program is transferred to your PC, other programs on your PC will become infected. (I'll shortly explain in more detail how this happens.) Even though some viruses do not intentionally damage your data, I consider all viruses to be malicious software since they modify your programs without your permission with occasional disastrous results.

  The bottom line is that if you have a virus, you are no longer in control of your PC. Every time you boot your PC or execute a program the virus may also be executing and spreading its infection. While most viruses haven't been written to be destructive, almost all viruses can cause damage to your files--mostly because the viruses themselves are very poorly written programs. If viruses destroy nothing else, they destroy your trust in your PC--something that is quite valuable
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Software attacks against computer and their difference from viruses:-
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Viruses are one specific type of program written deliberately to cause harm to someone's computer or to use that computer in an unauthorized way. There are many forms of malicious software; sometimes the media calls all malicious software viruses, but it's important to understand the distinction between the various types. Let's examine the different types of malicious software: 

Trap doors

Trap doors are a secret entry point in to a program that allows some one that aware of the trap door to gain access without going through the usual security access procedures. Trap doors become threats when they are used by unscrupulous programmers to fain unauthorized access.

Logic Bombs 

Just like a real bomb, a logic bomb will lie dormant until triggered by some event. The trigger can be a specific date, the number of times executed, a random number, or even a specific event such as deletion of an employee's payroll record. When the logic bomb is triggered it will usually do something unpleasant. This can range from changing a random byte of data somewhere on your disk to making the entire disk unreadable. The changing of random data on disk may be the most insidious attack since it would do a lot of damage before it would be detected. 

Trojans 


These are named after the Trojan horse which delivered soldiers into the city of Troy. Likewise, a Trojan program is a delivery vehicle for some destructive code (such as a logic bomb or a virus) onto a computer. The Trojan program appears to be a useful program, but when a certain event occurs, it will attack your PC in some way. 

Viruses 

Here's our definition: 

“A virus is a program which reproduces its own code by attaching itself to other programs in such a way that the virus code is executed when the infected program is executed.” 

You could also say that the virus must do this without the permission or knowledge of the user
Worms 

A worm is a self-reproducing program which does not infect other programs as a virus will, but instead creates copies of itself, which create even more copies. These are usually seen on networks and on multi-processing operating systems, where the worm will create copies of itself which are also executed. Each new copy will create more copies quickly clogging the system. The so called Morris ARPANET/INTERNET "virus" was actually a worm. It created copies of itself through the ARPA network, eventually bringing the network to its knees. It did not infect other programs as a virus would, but simply kept creating copies of itself which would then execute and try to spread to other machines. 

Zombie

A zombie is a program that  secretly takes over another internet –attached computer and then uses that computer to launch that are difficult to trace to the zombie’s creator .Zombies are used in denial of services attacks, typically against targeted websites.
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 General Virus Behavior

Viruses come in a great many different forms, but they all potentially have three phases to their execution, the dormant, the infection phase and the attack phase:       

Dormant Phase:-

The virus is idle. The virus is eventually be activated by some event, such as a date, the presence of another program or file, or the capacity of disk exceeding some limit. Not all viruses have this phase.
Infection phase:-When the virus executes it will infect other programs. What is often not clearly understood is precisely when it will infect the other programs. Some viruses infect other programs each time they are executed, other viruses infect only upon a certain trigger. This trigger could by anything; it could be a day or time, an external event on your PC, a counter within the virus etc. Some viruses are very selective about when they infect programs; this is vital to the virus's survival. If the virus infects too often, it is more likely to be discovered before it can spread far. Virus writers want their programs to spread as far as possible before anyone detects them. This brings up an important point which bears repeating: 
It is a serious mistake to execute a program a few times -- find nothing infected and presume there are no viruses in the program. You can never be sure that the virus simply hasn't triggered its infection phase! 

Many viruses go resident in the memory of your PC just as a terminate and stay resident (TSR) program such as Sidekick(R) does. This means the virus can wait for some external event such as inserting a diskette, copying a file, or executing a program to actually infect another program. This makes these viruses very dangerous since it's hard to guess what trigger condition they use for their infection. Resident viruses frequently corrupt the system software on the PC to hide their existence. 

Execution phase:-The second phase is the attack phase. Many viruses do unpleasant things such as deleting files or changing random data on your disk, simulating typos or merely slowing your PC down; some viruses do less harmful things such as playing music or creating messages or animation on your screen. Just as the virus's infection phase can be triggered by some event, the attack phase also has its own trigger. Viruses usually delay revealing their presence by launching their attack only after they have had ample opportunity to spread. This means that the attack may be delayed for years after the initial infection. The attack phase is optional; many viruses simply reproduce and have no trigger for an attack phase. Does this mean that these are "good" viruses? No, unfortunately not! Anything that writes itself to your disk without your permission is stealing storage and CPU cycles. This is made worse since viruses which "just infect", with no attack phase, damage the programs or disks they infect. This is not intentional on the part of the virus, but simply a result of the fact that many viruses contain extremely poor quality code. One of the most common viruses, the STONED virus is not intentionally harmful. Unfortunately the author did not anticipate other than 360K floppy disks, with the result that the virus will try to hide its own code in an area on 1.2mb diskettes which causes corruption of the entire diskette. 
Now that we've examined general virus behavior, let's take a closer look at the two major categories of viruses and how they operate. 
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Types of viruses:-
    The most significant type of viruses is following:-

Boot sector virus: - it infects a master boot record or boot record and spreads when a system is booted from the disk containing the virus.

Parasitic virus: - the traditional and most common form of virus .it is also called as file virus. A parasitic virus attaches itself to executable files and replicates, when the infected program is executed, finding other executable files to infect.

Stealth virus :- A form of virus explicitly designed to hide itself from detecting by antivirus software.

Polymorphic virus:- A virus that mutates with every infection, making detection by the “signature” of the virus impossible.
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Working procedure of different types of viruses:-

Once we understand how the computer normally works then only we would be able to understand what abnormalities occur if a virus enters the computer. And then possibly we would be able to write the program to detect and remove these viruses. Let us begin with the boot-time procedure.

 

Boot sector virus:-

	

	 Detailed Boot Time Operations
	



	 

The entire procedure can be divided into following distinct steps:

a. When the machine is switched on the microprocessor passes the control to a set of routines called Power On self Test (POST) routines. The POST routines perform a reliability test of the other ROM programs to find whether they are in order or not. 

b. A ROM startup routines sets up the Interrupt Vector Table (IVT), with the address of ROM BIOS routines. 

c. A ROM startup routine performs the RAM test and stores the base memory size at locations 0x413 and 0x410. 

d. ROM startup routines checks and initialize the standard equipment (like Keyboard, VDU, floppy Disk Drive and Printer) and stores a list of this equipment in memory at location 0x410. 

e. The ROM startup routines check for non-standard equipment attached to the computer. If found, they momentarily transfer control to ROM extension routines. The ROM extension routines initialize the non-standard equipment (like hard disk) and hand over the control back to the ROM startup routine. 

f. A ROM startup routine reads from COMS RAM (in case of AT and above) the system boot up sequence. Usually this sequence is A:, C: indicating that the system would first attempt to boot from the A drive and if it fails to do so then it would attempt to boot from the C drive. This sequence can be changed by the user. 

In case of an XT the booting sequence is always A:, C: and this sequence cannot be changed.

g. A ROM startup routine called Bootstrap Loader loads the contents of side 0, track 0, sector 1 of the first drive in the system boot up sequence. Now there are two possibilities: 

1. The first drive in the system boot up sequence is drive A. 

2. The first drive in the system boot up sequence is drive C. 

Let us now study the booting form these drives separately.

 



 Booting From Floppy Drive


1. The Bootstrap Loader Program is a short and primitive program, smart enough to move the head of the disk drive to track 0, and read the contents of the first physical sector of the disk into memory, at a predetermined location and pass control to it. 

Side 0, track 0, sector 1 of the floppy disk contains Boot Parameter and a Disk Bootstrap Program. Hence the Bootstrap Loader loads these into memory and hands over control to them.

 

In the boot parameters the first three bytes contain a jump instruction. This instruction causes the control to jump to the Disk Bootstrap Program, bypassing the Boot Parameters which are placed after the jump instruction. 

  

The Disk Bootstrap Program's task is to load the file IO.SYS into memory. But it is handicapped because it doesn't known the exact location of IO.SYS on the disk which depending upon: 

· Number of copies of FAT on the disk 

· Number of sectors occupied by each copy of FAT 

· Number of sectors occupied by the directory 

As we had seen earlier, these parameters vary from one type of disk to another. This is where the Boot Parameters come to the rescue of the Disk Bootstrap Program. Using the data in Boot Parameters it calculates the exact location of IO.SYS. Once this location has been found out, the actual loading of Operating System into the memory starts.

2. The Disk Bootstrap Program first examines whether the file IO.SYS is present on the disk or not. If present, it loads the file into memory and passes control to it. If absent, it flashes the familiar message: 

Non-system disk. Insert system disk and press any key

On inserting the system disk and hitting a key it loads IO.SYS from the disk. As soon as IO.SYS is loaded, the Disk Bootstrap Program is wiped out from memory.

3. IO.SYS consists of two modules: Disk BIOS and SYSINIT. The SYSINIT module loads the file MSDOS.SYS from disk into memory and passes control to it. 

4. MSDOS.SYS builds some internal data structures and work areas and then returns the control to SYSINIT. 

SYSINIT loads a file CONFIG.SYS file from root directory of the floppy. This optional file can contain a variety of commands that enable the user to customize the working environment. For instance the user may specify the number of disk buffer, the maximum number of files that can be opened, etc. If it is found, the entire CONFIG.SYS file is loaded into memory and each command in it is executed one line at a time.

5. SYSINIT then loads the Resident Portion of the file COMMAND.COM into memory. Once this portion is loaded, the SYSINIT module is discarded from memory and control is handed over to the Resident Portion. 

6. The Resident Portion of COMMAND.COM loads the Transient Portion of COMMAND.COM into the high end of memory. High end here means the top of the base memory. The high end would vary from computer to computer since different computers are likely to have different base memory sizes. The Resident Portion figures out the high end from the base memory size stored at locations 0x413, 0x414 during RAM test. 

The Transient Portion of COMMAND.COM executes the file AUTOEXEC.BAT, if it is present in the root directory

7. The Transient Portion of COMMAND.COM finally displays the DOS prompt.



 Booting From a Hard Disk


While booting from a hard disk steps (a) through (g) given above remain the same. Rests of the steps are as follows:

1. Since capacity of hard disks is huge, logical partitions are created on it to accommodate different operating systems. The information about where each partition begins and ends, the size of each partition, etc. is stored in a partition table in side 0, track 0, sector 1. This sector also contains a Master Boot Program. The partition table is 64 bytes long. The partition table also indicates which is the bootable partition. The ROM Bootstrap Loading program loads the partition table and the Master boot program into memory and passes control to it. 

2. The Master boot program finds out which is the bootable partition, loads the boot sector (containing Boot Parameters and Disk bootstrap program) from the bootable partition and passes control to it. 

3. Once the Disk Bootstrap program receives the control the rest of the booting procedure is the same as in case of booting from a floppy disk. 

Figure given  below shows the booting procedure from a floppy disk and a hard disk for easy comparison.

That is how the computer boots up normally. It is this boot-time procedure which gets altered when either the Master boot sector or the boot sector of the hard disk gets infected by the virus. On a floppy there is no master boot sector, therefore, only the boot sector of a floppy can get infected with a virus. The virus which infects the master boot sector is called 'Partition Table Virus', whereas, the one which infects the boot sector is called 'Boot Sector Virus'. There is another variety called 'File Virus' which is deadlier than the boot sector and the partition table virus. How do these viruses work and how to eradicate them? Well, we will find out exactly how in the next article.





	

	 Booting From An Infected disk:
	



An infected floppy disk may contain a virus in the boot sector, whereas an infected hard disk may contain a virus either in the partition table sector or in the boot sector or both. Whenever a disk is infected by a virus it ensures that the contents of the normal boot sector or the partition table sector are stored at some safe place on the disk.

Assuming that the boot sector of a floppy/hard disk is infected by a virus let us see how the normal booting procedure would be altered. This procedure is as follows.

a. POST routines are executed. 

b. IVT is set up with relevant address 

c. AM test is performed and Base Memory size is stored at locations 0x413 and 0x414. 

d. Standard equipment is initialized. 

e. Non-standard equipment is initialized. 

f. System boot up sequence is determined. 

g. Contents of boot sector are loaded and control is passed to it. In case of floppy disk this loading would be done by the Bootstrap Loader Program, whereas in case of hard disk it is done by the Master Boot Program. Since we are assuming that the boot sector has been infected, the virus would get loaded in memory and control would be passed to it. 

h. The virus gets loaded at a place in memory where the normal Disk Bootstrap Program is loaded. Ultimately the virus will have to bring the Disk Bootstrap Program in memory since it is this program which knows how to load the file IO.SYS. If the Disk Bootstrap Program is to enter memory at the same location where the virus is present right now then the virus is bound to get overwritten. This would virtually be suicide for the virus. It knows this thoroughly well and hence before loading Disk Bootstrap Program into memory it makes a copy of itself at the high end of memory. To figure out where the high end memory for a particular computer is, it takes the help of the base memory size stored at location 0x413 and 0x414. 

As you will see later there could be one more threat to the survival of the virus. To take care of this threat once it makes a copy of itself at the high end it reduces the value of base memory size at location 0x413 and 0x414 by an amount equal to the size of the virus.

A virus would like once the entire booting is complete somehow or the other the control should reach it. This it ensures by capturing a few interrupts.

Note that reducing the base memory size and capture of interrupts has to be done by the virus before it loads the Disk Bootstrap Program

i. The virus loads the Disk Bootstrap Program at a fixed location in memory thereby the first copy of the virus. Control is handed over to the Disk Bootstrap Program. 

j. The Disk Bootstrap Program loads the file IO.SYS. 

k. The SYSINIT module of IO.SYS loads the file MSDOS.SYS from disk into memory and passes control to it. 

l. MSDOS.SYS builds some internal data structure and work areas and then returns the control to SYSINIT. SYSINIT loads a file CONFIG.SYS from root directory and sets the environment. 

m. SYSINIT then loads Resident Portion of the file COMMANND.COM into memory. Once the Resident Portion is loaded the SYSINIT module is discarded from memory and control is handed over to the Resident Portion. 

n. The Resident Portion of COMMAND.COM loads the Transient Portion of COMMAND.COM into high end of memory. The Resident portion figures out the high end from the base memory size stored at locations 0x413, 0x414. But since the virus has already reduced this value the Transient Portion gets loaded just below the virus 

o. The Transient portion of COMMAND.COM executes the file AUTOEXEC.BAT, if it is present in the root directory. 

p. The Transient portion of COMMAND.COM finally displays the DOS prompt. 

Thus, by the time we get the DOS prompt the virus has already managed to become active in memory. Let us now see how the virus spreads from one disk to another. The medium used by the virus to spread is the floppy disk. If we insert a clean uninfected disk when the virus is active in memory and attempt to perform any disk I/O the control would first reach the virus since it has already captured interrupt 19, the disk I/O interrupt. When the control reaches the virus it checks the boot sector doesn’t contain virus code then it makes a copy of itself in the boot sector of this clean disk. Before making the copy it takes care to copy the normal boot sector contents to some other sector on the disk. Once this is done the virus passes control to the normal ROM-BIOS disk I/O routine. Thus, the user feels that everything is fine since I/O has been performed successfully. However, the virus has managed to plant itself on a clean disk thereby infecting it.

If we now take this infected disk to some other machine and try to boot the machine from that disk then the virus is bound to get loaded in memory. Once in memory, it would infect any clean disks that are used on this machine. This is how it manages to spread itself from one machine to another.

	

	 Working of A Partition Table Virus
	



When a virus infects the partition table sector it keeps the data area intact and replaces the Master Boot Program with the virus code. Before doing this it copies the contents of the partition table sector to some other location on the disk. This virus cannot afford to disturb the data area in the partition table sector since the bootstrap loader program relies on this data to determine the bootable partition. If you are lucky the machine may still boot but you may not be able to access any of your logical drives on the hard disk. A sure sign that something is seriously wrong with the partition table. And that would defeat that very purpose since a virus does not want you to know of its existence till it has destroyed some of your work.

Now during booting, the Bootstrap Loader Program loads the virus into memory. This virus does three things. First it loads itself at the high end of memory after checking the RAM size from location 0x413 and 0x414.

The virus then reduces the RAM size in these two locations. As a result when the Transient Portion of COMMAND.COM is loaded it will be loaded below the virus. After reducing the base memory size it steals interrupt 19 and assigns the address of the virus code in place of the original address in the IVT. In much the same way as we did when we wrote TSR. So whenever a call is made to interrupt 19, first the virus code is executed followed by the actual ROM-BIOS routine.

After reducing the memory size and capturing interrupts it proceeds to load the Master Boot Program in memory from the sector where it has displaced by the virus. From here onwards the normal booting procedure is followed. The only difference is that when the Resident Portion of COMMAND.COM loads the Transient Portion it will read the reduced RAM size from locations 0x413 and 0x414 and hence would load the Transient Portion below the virus.

Let us now see that would happen if we attempt to copy a file to a floppy in drive A. When we give the copy command, an interrupt 19 would be generated. But since the address of the ROM-BIOS routine has been replace by the address of the virus it’s the virus which will get the control. And not knowing the difference the virus code would get executed. The virus checks the CPU registers and realizes that a write to A drives is being attempted. Hence it proceeds to copy itself in the first physical sector of the floppy that is the boot sector. But before it does this it transfers the original contents of this sector to another area on the disk. It then hands over the control to the original routine in the ROM-BIOS. Thus a floppy gets infected.

If we attempt to boot another machine with this floppy the first sector containing the virus would get loaded in memory. Now the virus acts intelligently. If known that it has been loaded from a floppy and hence proceeds to copy itself in the first physical sector of the hard disk, that is the partition table sector. Instead of copying itself in the partition table sector, some type of virus may copy itself in the first logical sector of the DOS partition that is the boot sector. In either case before copying itself the virus would first display the original contents of the sector to some other location. Once this is done this it reduces the RAM size and steals some interrupts. Then back again to the floppy disk to load the original boot sector in memory.

Note that even if the infected disk is not bootable disk and we attempt to boot from the floppy, the virus still manages to enter into the machine. This is because DOS flashes the ‘Non-System Disk’ error message only when it fails to load the file IO.SYS. By this time the virus has already reached the memory and taken over the control. Thus a non-bootable floppy may also infect your computer.

This is how the virus spreads from one floppy to another, one machine to another, one installation to another and across the seas.

Parasitic or File Viruses:

In terms of sheer number of viruses, these are the most common kind. The simplest file viruses work by locating a type of file that they know how to infect (usually a file name ending in ".COM" or ".EXE") and overwriting part of the program they are infecting. When this program is executed, the virus code executes and infects more files. These overwriting viruses do not tend to be very successful since the overwritten program rarely continues to function correctly and the virus is almost immediately discovered. The more sophisticated file viruses modify the program so that the original instructions are saved and executed after the virus finishes.  
Be aware that many file viruses (such as 4096 which is also known as Frodo) also infect overlay files as well as the more usual *.COM and *.EXE files. Overlay files have various extensions, but ".OVR" and ".OVL" are common examples. 

Macro Viruses:-                                                                                       There is particular type of file virus that that many people don't understand. These are the files from the Microsoft Office applications (e.g., MS Word, MS Excel, MS Access, etc.). These programs all have their own macro languages (a BASIC like language) built in. The associated files (MS Word documents or templates and MS Excel spreadsheet files) are usually thought of only as data files so many people are surprised that they can be infected. But these files can contain programs (the macro language) that are executed when you load one of these files into the associated product. The program inside of these files is interpreted by the MS Office application. What is now a language originally began as a very simple macro language that the user could use to combine keystrokes to automate some routine function? The macro language in these products has since grown substantially and now is a fully capable language based on Visual Basic (VBA). Since anything that contains a program can potentially be infected by a virus, these files can harbor viruses.
A micro virus is particularly threatening for a number of reasons:

1. A micro virus is platform independent .virtually all of the macro viruses infect M-S Word documents. Any hardware platform and operating system that supports word can be infected.

2. Macro V infects documents not executable portion of code. Most of the information in the computer is stored in the form of document not program.

3. Macro virus is easily spread. A very common method is by electronic mail.

Stealth virus:

A virus such as the one just described is easily detected because an infected version of a program is longer than the corresponding uninfected one. One way thwart such a simple means of a detecting a virus is to compress the executable file so that both the infected and uninfected versions are of identical length. The following diagram describes it more clearly.

We assume that program p1 is infected with the virus CV.

When the program is invoked, control passes to its virus, which performs the following steps:

*For each uninfected file p2 that is found, the virus first compress that file to produce p2*, which is shorter than original program by the size of virus.

     *A copy of the virus is prep ended to the compressed program.

*The compressed version of the original infected program, p1* is uncompressed.

     *The uncompressed original program is executed.

                                                 A compression stealth virus
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Polymorphic virus

A virus is said to be polymorphic if its code appears to be different every time it replicates (though generally each replication of the virus is functionally identical). This is usually achieved by encrypting the body of the virus, and adding a decryption routine which is different for each replication. When a polymorphic virus replicates, a portion of the decryption code is modified. 

A portion of virus generally called a mutation engine creates a random encryption key to encrypt the remainder of the virus. The key stored with, the virus, and the mutation engine itself is altered. When an infected program is invoked, the virus uses the stored random key to decrypt the virus. When the virus replicates, a different random key is selected.

Additionally, random, do-nothing blocks of code can be embedded in the program and are shuffled around to further vary the signature. In essence, it looks like a different program to virus scanners.
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Diagnosis-Indication of Virus Infection:-
Lots of things can go wrong with computers, with most problems usually arising from software bugs or hardware malfunctions. However, when two or more troublesome virus like symptoms appear at the same time, the odds on an infection increase, that’s when you should check your system for the virus. If you have observed any of the following symptoms of virus infection.

1. Program load take longer than normal.

2. Disk accesses seem to be excessive for very simple tasks.

3. Unusual error message appear.

4. Access lights come on when there is no obvious reason.

5. System memory is reduced.

6. Files mysteriously disappear.

7. Available disk space is reduced for no good reason.

8. Executable programs change size.

9. Icons change in appearance.
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Recovery-Tips on Getting Rid of Virus Infections:-

Removing Boot Sector Virus:-

Remember that a boot sector virus attaches itself to instructions in the disk sector, which are loaded in to memory immediately when the system is powered on.

To remove this type of virus you must reverse the infection process, the virus out and reinstalling the original boot sector coding. To do this we must follow the following command:

1.  Use the DOS utility called the SYS command as follows

Type the command SYS C: at the A> prompt. If the transfer has been completed smoothly, you get the response

                        System transferred

2.  The SYS command may not always remove the boot sector virus, so you may need to use a program that is designed for this task. one such program is called MDISK and can be downloaded from the computer virus industry Association bulletin board.

3.  Third and last option is that to try to back up all your data files before carrying out the next step- reformatting hard disk.

Removing Parasitic or File Virus:-

Follow these steps to get rid of one of these viruses-

1.  Power down your system. When you switched on again, boot     from a clean, write protected operating system master diskette.

2.  Use a virus scanning utility program to scan the files for these programs and identify which have been infected.

3.  Delete each of these infected file from the system.

4.  Get out your original documentation and disks for the application program. Use them to repeat the installation procedure so that the infected files are replaced by the original non infected versions.

A Tip to Avoid the Macro Virus:-

For Microsoft Office applications, there is a simple safety measure:

Word or Excel will skip loading such a macro if the [SHIFT] key is held down while the file is being loaded from the File/Open dialog box. It does not necessarily work if the file is opened by double-clicking in File Manager or launched from ECSMail or a Web browser.

For example, to open a Word document without automatically executing any macros:

1. Save it to a file 

2. Start up Word 

3. From the File menu, choose Open and select the file you wish to load 

4. Hold down the [SHIFT] key and click on [OK] 

5. Keep the [SHIFT] key depressed until the document has finished            loading
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Some Examples of Real World Viruses:-
1.   PrettyPark.exe
The W32/Pretty.virus is yet another one of those which spread by

Email. This virus infects only Windows 9x and NT users. It is believed to have been originated in France almost a year ago.

This virus arrives by email and its structure is something like below.

Subject: C:\CoolProgs\Pretty Park.exe

Test: Pretty Park.exe :)

A file named: 'prettypark.exe' 

As soon as you execute this prettypark.exe attachment, the dreaded virus

Will start its process of infecting your system. This file when executed copies itself to the file FILES32.VXD in c:\windows\system directory.

To ensure that the file FILES32.VXD (which is the Virus itself) is executed whenever any .EXE file is runned, it modifies the following Registry Key: HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open

In this key, it changes the key value of 'command' from "%1" %* to FILES32.VXD "%1" %*.As a result after this Registry editing, all

.EXE which is executed will in turn be infected by this virus.

Once infected this virus will automatically try to email it every 30

Minutes to all the email addresses in Outlook Express's Address Book. Thus spreading itself to all quarters of the Internet. This feature or behavior is quite common amongst other email borne viruses. This is how they spread themselves and keep alive. 

Removal Instructions

Pretty Park like some other intelligent viruses, does not allow users to

Remove references to the itself from the registry. One trick which Anti

Viral organizations have discovered is that if the Registry Editor is renamed from regedit.exe to regedit.com (On win9x systems) and from regedit32.exe to regedit32.com (On NT systems) then we can still view the entire Windows. 

Run the Windows registry Editor i.e. Regedit.exe in Win9x and regedit32.exe on NT. Make sure that you reboot in MSDOS from the start up disk and then launch the Registry Editor.

Now remove references to the worm from the following Registry Keys:

HKEY_CLASSES_ROOT\exefile\shell\open\command\

HKEY_LOCAL_MACHINE\Software\CLASSES\exefile\shell\open\commad

To remove the references to the Trojan change the value of the above key

From FILES32.VXD "%1" %* to "%1" %* (Note the space in between the new value.)

All software or services which have been referred to in the following

Registry keys start automatically with Windows. So make sure that the

Following keys have no reference to the Virus:

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunServices\

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run\

Also delete any references to the Virus from the following:

1. Open WIN.INI in Notepad and in the 'run= line' under the [windows]

Section look for any reference to the Trojan.

2. Now, open SYSTEM.INI and in the 'shell= line' under the [boot] section, remove all references except the reference to Exporer.exe

Then look for the following Registry key:

HKEY_CLASSES_ROOT\.dl

This key is not found on all systems. If you find it delete it.

Now reboot and delete the Trojan .exe file itself. If you had followed the

Above procedure correctly without any errors, then the worm will be deleted otherwise you will get an error message. Also delete the

c:\windows\system\Files32.vxd file.

2.        Disk Killer:-

The disk killer is a boot sector virus and the most destructive of the new strains to emerge in late 1989. When it activates, it displays the following message:
                                Disk killer version 1.0

                                From ogre computers 

                                Now killing disk.

                                Please do not power 

                                Down your system.

  Ten seconds before the message is displayed, disk killer has initiated a low level format of the hard disk.

Powering down immediately when the warning appears on the screen is not effective, as every thing on the disk has been destroyed before you can react.

3.           Dark Avenger :-

                    Dark avenger is a .COM and .EXE file infector that promises to be a steadily increasing problem because it is both very infectious and destructive. Dark avenger seeks new hosts programs virtually any moment of application program activity, including loading, executing, transferring code or data between systems.

   4.          Zero bug:-   
                      The Zero bug is another .COM infector from Europe. It originates and destroys data both quickly and efficiently. We should be practically concerned about zero bugs because it incorporates a new method of outwitting many of the virus detection programs now on the market.

 Some detection programs rely on monitoring program size to identify hidden infections. Many viruses attach and conceal themselves within the code of application programs, inevitably increasing the size of those programs above the manufacture standard. The zero bug hides in application programs, but it may be undetected by changing a program’s new identification detailed back to the manufacture’s standard. This is one of the most ingenious and effective methods to concealment of virus. So that it automatically renders obsolete many antiviral programs and utilities that rely entirely on snapshots, checksums, or other device to compare the status of a program against the original specification to seek symptoms of a virus infection.

5.         Alabama:- 
                          The Alabama is a .COM and an .EXE file infector that also introduced a new disturbing device. Whenever file are copied or otherwise activated on an infected system, Alabama renames them, giving them the name of another existing file on the victim’s system. Soon all the data file listing are scrambled- the data is still there but you cannot access it effectively because you do not know under what file name it is stored .

6. Yankee Doodle     

                            The Yankee Doodle is, fortunately, an innocuous virus is its original form. it is activated by a computer’s internal clock; at 5 p.m. it causes the tune “Yankee Doodle dandy” to be played over computer’s speaker . Initially, this virus did not destroy data or overloaded systems by 

Replicating out of control.

7. Sunday:-

                       As the name implies, the Sunday virus activated when internal clock of the system it has infected reaches Sunday. Upon activation of Sunday, the operated is the greeted by following message.

                      Today is Sunday. Why are you working?

                      All work and no play make you a dull boy.

           Before or during the display of the message, the Sunday virus has         garbled the FAT (file allocation table) section of operating system so that files cannot be located.

8. Ghost:-     

                    Ghost infects both boot sectors and the .COM files on disks and floppies. So in addition to using the SYS command to disinfect the boot sector, it is also necessary to remove all infected .COM files.

9.       Brain:-

                   Brain another boot sector infector that is also called as “Pakistani brain” or the “Basit” after its creators in Lahore, Pakistan, who were   the only ones ever to put there names, address, and telephone number in the copyright on a virus. But it was the time of 1986, when virus was yet not perceived to be a major threat that could expose there creator 

To retribution if caught.

                  Basit and Amjad Alvi installed the brain on pirated software that they sold from their Brain software &computer services shop in Lahore. Tourists could not resist the temptation of being able to purchase the copies of word perfect and other popular propriety software for few bucks and so snapped up the infected disks. One pirated program can breed many others and so the brain spread like a bushfire around the world ,and was renamed the hard disk brain ,the clone, the shoe, and the Houston virus as it required more capabilities to infect and cause damage .

                                                       All versions of Brain retain the original’s clever techniques of replicating quickly whenever it finds an hospitable environment and concealing itself to avoid detection .the brain takes immediate control of the system by infecting the boot sector of the disk, then extends that control by splitting itself up into the section of programming that are hidden in various places on the disk, which are then flagged as bad sectors so that they can not be read by the user.      




                                    Pakistani Brain Infection
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Conclusion:-

In just over a decade, most of us have been familiar with the term computer virus. Even those of us who don't know how to use a computer have heard about viruses through Hollywood films such as Independence Day or Hackers (though Hollywood's depiction of viruses is usually highly inaccurate). International magazines and newspapers regularly have virus-scares as leading stories. There is no doubt that our culture is fascinated by the potential danger of these viruses. Many people believe the worst a virus can do is format your hard disk. In fact, this type of payload is now harmless for those of us who back up our important data. Much more destructive viruses are those which subtly corrupt data. Consider, for example, the effects of a virus that randomly changes numbers in spreadsheet applications by plus or minus 10% at stockbrokers. 

                           But don’t lay the blame for viruses on the technology or the machines that executes that technology. The fundamental truth about computer viruses is that they are a people problem. People create viruses for various reasons. People disseminate virus infections either deliberately or as a result of the very human traits of innocence, ignorance, or carelessness. And the people who are the potential victims of this phenomenon can acquire the knowledge to turn a real threat into a reasonably calculated risk that they can 
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