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Ethical hacking

Introduction:-
 With the growth of the Internet, computer security has become a major concern for businesses and governments. They want to be able to take advantage of the Internet for electronic commerce, advertising, information distribution and access, and other pursuits, but they are worried about the possibility of being “hacked.” At the same time, the potential customers of these services are worried about maintaining control of personal information that varies from credit card numbers to social security numbers and home addresses.
The term “hacker” was initially used for skilled computer enthusiasts that could “hack” their way through technical problems. Today, hackers pose one of the principal threats against our information infrastructure by exploiting vulnerabilities in code and circumventing security measures. Hacking uses a wide variety of techniques with differing intentions and objectives. And in order for security professionals to protect against this threat, we must assess the security of our networks from the perspective of the attacker.
          “Hacker” has a dual usage in the computer industry today. Originally, the term was defined as:      “A person who enjoys learning the details of computer systems and how to stretch their capabilities—as opposed to most users of computers, who prefer to learn only the minimum amount necessary”.
This complimentary description was often extended to the verb form “hacking,” which was used to describe the rapid crafting of a new program or the making of changes to existing, usually complicated software.
What is Ethical Hacking?
 Ethical Hacking is a scientific approach to understanding the tools, techniques and methodologies used by malicious hackers, thereby evaluating and mitigating the enormous threat posed by them.

Ethical hacking involves computer and network professionals who use their expertise to safeguard the networks of an organization on behalf of its owners. In order to test a security system, they seek vulnerabilities that a malicious hacker could exploit. Ethical hacking is also known as penetration testing, intrusion testing, and red teaming. An ethical hacker is sometimes called a white hat while the other one is called black hat. Ethical hackers collect and assess information on issues like loopholes which are truly a security threat, the depth to which a hacker can get into via one of these holes and the patching requirements in order of priority.
A process designed to detect network and system vulnerabilities and test security by taking an attacker-like approach to system/network/data access. This process is also called “ethical hacking” since its ultimate purpose is to enhance security. Ethical hacking is an “art” in the sense that the “artist” must posses the skills and knowledge of a potential attacker (to imitate an attack) and the resources with which to mitigate the vulnerabilities used by attackers.
In Contrast - Malicious Hacking:-

For a further probe into ethical hacking, let us understand what hacking is. Hacking is basically unauthorized use of computer and network resources. Hackers make use of malicious codes which in effect are software programs, particularly key loggers, Trojans, malware and other spyware, in gaining entry into an organization’s network for stealing vital information. The damage caused by hacking is extensive, particularly in a corporate environment where the economic repercussions can be enormous such as Identity theft, Loss of confidential user data, Loss of productivity, Use of corporate network resources: bandwidth abuse, mail flooding and tarnishing the consumer’s trust in the brand. Mostly the information elicited is used in carrying out unauthorized transactions using credit or debit card numbers, selling user’s personal information such as phone numbers, address, account numbers etc., to others and ruining the customer’s trust in the services provided by the bank and maligning the brand name and for a price.
Phases of Hacking:-
An ethical hacker follows processes similar to those of a malicious hacker. The steps to gain and maintain entry into a computer system are similar no matter what the hacker’s intentions are. There are five phases that hackers generally follow in hacking a system.

· Phase 1—Reconnaissance
· Phase 2—Scanning
· Phase 3—Gaining Access
· Phase 4—Maintaining Access
· Phase 5—Covering Tracks

· Phase 1: Passive and Active Reconnaissance
Passive reconnaissance involves gathering information regarding a potential target without the targeted individual’s or company’s knowledge. Passive reconnaissance can be as simple as watching a building to identify what time employees enter the building and when they leave. However, it’s usually done using Internet searches or by Googling an individual or company to gain information. This process is generally called information gathering. Social engineering and dumpster diving are also considered passive information-gathering methods.
Active reconnaissance involves probing the network to discover individual hosts, IP addresses, and services on the network. This usually involves more risk of detection than passive reconnaissance and is sometimes called rattling the doorknobs. Active reconnaissance can give a hacker an indication of security measures in place (is the front door locked?), but the process also increases the chance of being caught or at least raising suspicion. 
Both passive and active reconnaissance can lead to the discovery of useful information to use in an attack. For example, it’s usually easy to find the type of web server and the operating system (OS) version number that a company is using. This information may enable a hacker to find vulnerability in that OS version and exploit the vulnerability to gain more access.

· Phase 2: Scanning

Scanning involves taking the information discovered during reconnaissance and using it to examine the network. Tools that a hacker may employ during the scanning phase can include

dialers, port scanners, network mappers, sweepers, and vulnerability scanners. Hackers are

seeking any information that can help them perpetrate attack such as computer names, IP addresses, and user accounts.

· Phase 3: Gaining Access
This is the phase where the real hacking takes place. Vulnerabilities discovered during the reconnaissance and scanning phase are now exploited to gain access. The method of connection the hacker uses for an exploit can be a local area network (LAN, either wired or wireless), local access to a PC, the Internet, or offline. Examples include stack-based buffer overflows, denial of service (DoS), and session hijacking. These topics will be discussed in later chapters. Gaining access is known in the hacker world as owning the system.
· Phase 4: Maintaining Access

Once a hacker has gained access, they want to keep that access for future exploitation and

attacks. Sometimes, hackers harden the system from other hackers or security personnel by

securing their exclusive access with backdoors, root kits, and Trojans. Once the hacker owns

the system, they can use it as a base to launch additional attacks. In this case, the owned system

is sometimes referred to as a zombie system.
· Phase 5: Covering Tracks

Once hackers have been able to gain and maintain access, they cover their tracks to avoid

detection by security personnel, to continue to use the owned system, to remove evidence of

hacking, or to avoid legal action. Hackers try to remove all traces of the attack, such as log files

or intrusion detection system (IDS) alarms. Examples of activities during this phase of the

attack include steganography, the use of tunneling protocols, and altering log files.
How the Hackers are Attack?
 As computers became increasingly available at universities, user communities began to extend beyond researchers in engineering or computer science to other individuals who viewed the computer as a curiously flexible tool. Whether they programmed the computers to play games, draw pictures, or to help them with the more mundane aspects of their daily work, once computers were available for use, there was never a lack of individuals wanting to use them.
Because of this increasing popularity of computers and their continued high cost, access to them was usually restricted. When refused access to the computers, some users would challenge the access controls that had been put in place. They would steal passwords or account numbers by looking over someone’s shoulder, explore the system for bugs that might get them past the rules, or even take control of the whole system. They would do these things in order to be able to run the programs of their choice, or just to change the limitations under which their programs were running.
The various types of technologies a hacker can use, there are different types

of attacks. Attacks can be categorized as either passive or active . Passive and active attacks

are used on both network security infrastructures and on hosts. Active attacks actually alter

the system or network they’re attacking, whereas passive attacks attempt to gain information

from the system. Active attacks affect the availability, integrity, and authenticity of

data; passive attacks are breaches of confidentiality.
 In addition to the active and passive categories, attacks are categorized as either inside or outside attacks. The relationship between passive and active attacks, and inside and outside attacks. An attack originating from within the security perimeter of an organization is an inside attack and usually is caused by an “insider” who gains access to more resources than expected. An outside attack originates from a source outside the security perimeter, such as the Internet or a remote access connection.
                    Active Attacks      (OR(      Passive Attacks

                        Inside Attack        (OR(      Outside Attack  
Who are ethical hackers? 
“One of the best ways to evaluate the intruder threat is to have an independent computer security professionals attempt to break their computer systems”
Successful ethical hackers possess a variety of skills. First and foremost, they must be completely trustworthy. While testing the security of a client's systems, the ethical hacker may discover information about the client that should remain secret. In many cases, this information, if publicized, could lead to real intruders breaking into the systems, possibly leading to financial losses. During an evaluation, the ethical hacker often holds the “keys to the company,” and therefore must be trusted to exercise tight control over any information about a target that could be misused. The sensitivity of the information gathered during an evaluation requires that strong measures be taken to ensure the security of the systems being employed by the ethical hackers themselves: limited-access, access labs with physical security protection and  multiple secure Internet connections, a safe to hold paper documentation from clients, strong cryptography to protect electronic results, and isolated networks for testing. 
Ethical hackers typically have very strong programming and computer networking skills and have been in the computer and networking business for several years. They are also adept at installing and maintaining systems that use the more popular operating systems (e.g., UNIX** or Windows NT**) used on target systems. These base skills are augmented with detailed knowledge of the hardware and software provided by the more popular computer and networking hardware vendors. It should be noted that an additional specialization in security is not always necessary, as strong skills in the other areas imply a very good understanding of how the security on various systems is maintained. These systems management skills are necessary for the actual vulnerability testing, but are equally important when preparing the report for the client after the test. 
What do ethical hackers do? 
An Ethical Hacker ‘hacks’ into the mind of malicious hackers and identifies vulnerabilities that they can exploit. Ethical Hackers use the same tools, techniques and methodologies as malicious hackers, but there is one big difference. An Ethical Hacker is paid by an organization to break into its systems, with its permission. An Ethical Hacker does not break into anyone’s systems without authorization. 
The ethical hacker aims to help the organization take anticipatory measures against malicious attacks by attacking the system himself; all the while staying within legal limits. The most important point is that an Ethical Hacker has authorization to probe the target. The reason is that as technology advances and organizations depend on technology increasingly, information assets have evolved into critical components of survival and need to be protected at any cost. After breaking in, an Ethical Hacker prepares a detailed vulnerability report that can be used by the organization to rectify and remedy its weaknesses.
Types of Ethical Hacks:-
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Ethical hackers can use many different methods to breach an organization’s security during a simulated attack or penetration test. The most common methods follow: 

             Remote network A remote network hack attempts to simulate an intruder launching an attack over the Internet. The ethical hacker tries to break or find vulnerability in the outside defenses of the network, such as firewall, proxy, or router vulnerabilities.

Remote dial-up network A remote dial-up network hack tries to simulate an intruder

launching an attack against the client’s modem pools. War dialing is the process of repetitive

dialing to find an open system and is an example of such an attack. 
Local network A local network hack simulates someone with physical access gaining

additional unauthorized access using the local network. The ethical hacker must gain

direct access to the local network in order to launch this type of attack.

Stolen equipment A stolen-equipment hack simulates theft of a critical information resource such as a laptop owned by an employee. Information such as usernames, passwords, security settings, and encryption types can be gained by stealing a laptop.
 Social engineering A social-engineering attack checks the integrity of the organization’s employees by using the telephone or face-to-face communication to gather information for use

in an attack. Social engineering attacks can be used to acquire usernames, passwords, or other

organizational security measures.

Physical entry A physical-entry attack attempts to compromise the organization’s physical premises. An ethical hacker who gains physical access can plant viruses, Trojans, root kits, or hardware key loggers (physical device used to record keystrokes) directly on systems in the target network.
Need for Ethical Hacking:-

As network security assumes significance for businesses and investment in security infrastructure grows by the day, the need to validate the knowledge and skills of network security professionals has also grown proportionately. If hacking involves creativity and lateral thinking, then vulnerability testing and security audits will not ensure a foolproof network security of an organization. To ensure that organizations have adequately protected their information assets, they must adopt the approach of 'defense in depth'. In other words, they must penetrate their networks and estimate the security posture for vulnerabilities and exposure.
Scope and Limitations of Ethical Hacking:-

Ethical hacking is a crucial component of risk assessment, audit, counter fraud, best practice and good governance. Ethical hacking is used to identify risks and highlight remedial actions and also reduces ICT costs by resolving those vulnerabilities. However, unless the businesses first know what it is at that they are looking for and why they are hiring an outside vendor to hack systems in the first place, chances are there wouldn’t be much gain out of the experience. Ethical hacker thus can only help the organization to better understand their security system, but it’s up to the organization to place the right guards on the network.
Combating Attacks by a Malicious Hacker:-

 Hackers are increasingly using blended software programs that combine the characteristics of viruses, worms, Trojan Horses, and malicious code that can very easily dodge point solutions, firewalls, and other traditional technology defenses. Blocked at one entry point, an application may simply enter unnoticed through other points. Ethical hackers help organizations understand the present hidden problems in their servers and corporate network. But it is important that while ethical hackers carry out the task of penetration testing, organizations imperatively need to put results into a business context.
This can only be done using the Unified Threat Management approach which provides broad network protection by combining multiple security features—firewall, anti-virus, anti-spam, intrusion prevention system, and content control and filtering—on a single hardware platform. UTMs employ an inbuilt system that regularly updates the solution staying a step ahead of threats to the network. With the rise in zero-day attacks, there is a need for real-time security solution.
Businesses can no longer rely only on signature-based technology. There is a need for powerful gateway level security, which stops threats at their very entry point. Also, to fight against a hacker’s use of blended threats, which enter though multiple modes, there is a need of Unified Security solution, which has all the needed security features to curb threats. UTMs like Cyberoam provide comprehensive protection with its tightly integrated multiple security features working together on a single appliance. The tight integration and interoperability among various features on the UTM equips it uniquely to fight blended threats that a hacker employs at attacking networks, completely protecting the databases and other resources of the organization.
Conclusion:-
To test the security and the other functionalities of product is not new. But in the early stages of Internet no one know about Ethical Hacking even about hacking, but with the passage of time people are more concern about the security of their data, especially due to hackers. Ethical Hacking is just a security system or tool for security to safe your data it is not an ultimate solution of problem. You can not sit relax against the hacker after using this tool. To teach more people about hacking you produce more people who are eligible to stop hacker from hacking and they will give more ideas and solution to stop hacking. Time to time assessment, prepared interference recognition, good system administration performance and computer safety knowledge are all very vital part of a firm’s or company’s security system. Failure in any of above may cast to the company or to the organization in the form of tangible or intangible loss. Its may include revenue, top secret or any thing that is very special for particular organization. Ethical hacker can only help the user to the better understanding of their security system, but its up to the organization that he palace its guards in right palace.
References:-

· EC-Council (n.d.). Ethical Hacking and Countermeasures. Retrieved November 10, 2008, from

          http://www.eccouncil.org/ipdf/EthicalHacker.pdf
· (2008, July 7). Ethical Hacking Basics Class part 1. Retrieved November 10, 2008, from

          http://www.go4expert.com/forums/showthread.php?t=11925
· Palmer, C. C. (2001, April 13). Ethical Hacking. Retrieved November 10, 2008, from

http://www.research.ibm.com/journal/sj/403/palmer.html
·  Ethical hacking - Introduction to Ethical Hacking









www.1000projects.com

www.fullinterview.com

www.chetanasprojects.com

