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Abstract:

                                        Network security is a complicated subject, historically only                                tackled by well-trained and experienced experts. However, as more and more people become ``wired'', an increasing number of people need to understand the basics of security in a networked world.
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This paper explains the various aspects of biometrics hence named BIOMETRIC WORLD.  A special focus is laid on Iris Recognition and Retina Scan. Even a particular emphasis is placed on the variations of Iris & Retinal Scanning. The biometric applications which well suit the market demands are stated and this proceeds with the predictions of future along with the present scenario. Once we've covered this, we'll discuss some of the statistical details and accuracy of various biometric aspects thus making the listeners have a brighter view on biometrics at a glance. 

Hence, the motto of our paper presentation is to make the listeners to have a wider perspective on security in general, and better understand how to reduce and manage risk personally at various work levels.

INTRODUCTION:

  This paper provides a broad overview of the subject of biometrics, their usage, how performance is measured, the typical construction of systems and practical implementation issues. A basic understanding of computer networks is requisite in order to understand the principles of network security. A “NETWORK” has been defined as “any set of interlinking lines resembling a net, a network of roads an interconnected system, a network of alliances. This definition suits our purpose well. A computer network is simply a system of interconnected computers. 
Moving on to the definition of biometrics, it is a means of identifying a person by measuring a particular physical or behavioral characteristic and later comparing it to those of many people that are stored in the data base. Biometrics was identified as one amongst 10 emerging technologies which would change the world in the twenty-first century. 
TYPES OF BIOMETRICS:

  Here in this paper we present detailed walkthroughs in few types of biometrics such as:

·  Hand Scan 
· Finger Scan
· Facial Scan
· Voice Recognition
· Signature Scan
· Retinal Scan
· Iris Scan
 

 1. HAND-SCAN:       

             Hand Geometry, a biometric authentication technology, which dominates an important segment of the biometric industry. Hand-scan reads the top and sides of the hands and fingers, using such metrics as the height of the fingers, distance between joints, and shape of the knuckles. Though it’s not the most accurate physiological biometric, hand scan has proven to be an ideal solution for low-to mid-security applications. 
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The system uses infrared light to look into an individual's hand, like an x-ray it uses this image to compare to a computer database. When someone grabs the device, infrared light takes a digital picture of the inside of an individual's hand. A computer then analyzes the data and since no two hands are alike, the computer can make a positive identification of that individual.  

2. FINGER SCAN  
[image: image5.jpg]


 Finger scan technology is the most prominent biometric authentication technology, one used by millions of people worldwide and for decades in forensic applications. Although more accurate technologies exist, finger-scan is still considered highly accurate; and although less expensive technologies exist, prices have dropped to the point that the average home user can control his or her PC with a peripheral finger-scan device.

 3. FACIAL-SCAN
    The Face Recognition function employs software embedded facial image processing middleware, and utilizes the sub-camera located close to the main display to recognize customers by sensing the position of their eyes, eyebrows, mouth and other facial features. By pre-registering a customer’s face and a secret question and answer, the camera will automatically activate when the handset is opened and authenticate the authorized user less than a second.                                                                 

 Advantages: Non-invasive procedure. 

Disadvantages: People who look alike can fool scanner; people can alter their appearance and facial hair can fool device.
4. VOICE RECOGNITION: 
 Voice scan is a biometric authentication technology well suited for a handful of applications and systems in which other biometric technologies would be difficult to use. Making use of distinctive qualities of a person's voice, some of which are behaviorally determined and others of which are physiologically determined, voice scan is deployed in areas such as call centers, banking, account access, home PC and network access, and many others. Voice-scan is most often deployed in environments where the voice is already captured, such as telephony and call centers. 
Advantages: Works well over the telephone. 

Disadvantages: Requires large amount of computer storage; people's voices can change; background noises can interfere.
5. SIGNATURE- SCAN:
            Signature scan, also known as Dynamic Signature Verification, is a biometric technology which has not seen broad usage, but may soon help address the very large demand for document authentication. 

             Measuring the manner in which one signs his or her signature or password, signature scan looks for stroke order, speed, pressure, and other factors which relate to the actual behavior of signing a tablet. Although not yet a very accurate behavioral biometric, signature scan has drawn significant interest from software companies looking to develop non-repudiated document trails.

6. RETINAL-SCAN:
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 The retinal scan uses a low-intensity light source and a delicate sensor to scan the pattern of blood vessels at the back of the retina, a pattern unique to each individual. Retina scan devices read through the pupil which requires the user to situate his/her eye within 1/2 inch of the capture device, and to hold still while the reader ascertains the patterns. The user looks at a rotating green light as the patterns of the retina are measured at over 400 points. This leads to a very high level off accuracy in comparison to most other biometrics.
Advantages: More accurate. 

Disadvantages: Relatively expensive; requires large amount of computer storage; may not be generally accepted by public. 

7. IRIS-SCAN:
         Iris identification technology is a tremendously accurate biometrics when compared to all the other biometrics. Iris recognition can account for the detection of papillary (pupil) changes; reflections from the cornea, detection of contact lenses on top of the cornea and use of infrared illumination to determine the state of the sample eye tissue. 
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       Iris recognition also accounts for those ongoing changes to the eyes, which are defining aspects of living tissue. The pupil's expansion and contraction, a constant process separate from its response to light, skews and stretches the iris.  Some more aspects of Iris Scan will be dealt in the further part of our presentation.
Much more about Biometrics:

Biometric Technology Comparison:
	Method
	Coded Pattern
	Misidentification rate
	Security
	Applications

	Iris Scan
	Iris pattern
	1/1,200,000
	High
	High-security facilities

	Finger Scan
	Fingerprints
	1/1,000
	Medium
	Universal

	Hand Scan
	Size, length and thickness of hands
	1/700
	Low
	Low-security facilities

	Facial Scan
	Outline, shape and distribution of eyes and nose
	1/100
	Low
	Low-security facilities

	Signature Scan
	Shape of letters, writing order, pen pressure
	1/100
	Low
	Low-security facilities

	Voice Scan
	Voice characteristics
	1/30
	Low
	Telephone service


The Accuracy of Biometric Applications:
One of the most interesting facts about most biometric technologies is that unique biometric templates are generated every time a user interacts with a biometric system.  As an example, two immediately successive placements of a finger on a biometric device generate entirely different templates. These templates, when processed by an algorithm, are recognizable as being from the same person, but are not identical i.e. a user could place the same finger on a biometric device for years and never generate an identical template. 

Therefore, for most technologies, there is simply no such thing as a 100% match. This is not to imply that the systems are not secured – biometric systems may be able to verify identify with error rates of less than 1/100,000 or 1/1,000,000. However, claims of 100% accuracy are misleading and are not reflective of the technology’s basic operation. 
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The Market on Biometrics:

Low cost and accuracy is what flashes in the eyes of the business world, and biometrics authentication is what makes the light for the market.  Biometrics solutions are used successfully in few fields as e-commerce, network access, time and attendance, ATM’s, corrections, banking and medical record access.  Authentication security is becoming more and more vital in the marketplace.  Some biometric techniques are affordable and viable even now.  
Also, with growing customer demands, and increasing federal security requirements, companies are racing with each other for the best releases of biometric devices. For an instance, Idextix, a leading biometric company released a new secure-transaction service called itrust, which is being funded with $3.75 million from Motorola Ventures, the handset manufacture’s venture capital arm.
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Finger scanning biometrics is the most implemented and demanded application in the market.  Its great demand is due to its low cost and high accuracy. Fingerprint recognition hardware can be deployed for $200 to $300 per desktop.  
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Since the concept of Iris scanning is owned by Drs. Leonard Flom and Aran Safir along with Dr. John Daugman who developed the recognition algorithms, does not face any competition. Though iris scan is the most expensive technology, more companies have integrated iris scan technology into ATM’s because of its very high accuracy.  It is the only viable alternative to fingerprint technologies in 1: N applications where a single record must be located. The industry focus on iris scanning has grown tremendously on areas with true revenue production. Iris-scan revenues are projected to grow from $16.2m in 2002 to $210.2m in 2007. Iris-scan revenues are expected to comprise approximately 5% of the entire biometric market.
Cost effectiveness:

The cost effectiveness of biometrics in education is astronomical. Alternative methods of biometrics are being used at a lower cost to both students and educational facilities.  Prices of finger-scan systems have been declining over the years. They are still relatively more expensive than other existing security solutions such as magnetic stripe cards and smart chip cards.  However, finger-scanners can get expensive.  While the initial costs for implementing biometrics may be steep, most people feel that the cost will be recouped after some time. 
In addition to the cost savings, there are time savings.  For examples, schools using fingerprint scanners for lunches save money on lunch cards. The fingerprint scanners used for computer access save the network administrators’ time dealing with password and login issues. If used for attendance purposes, teacher no longer have to spend one to ten minutes occupied with attendance, late passes, tardies, etc.
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The figure illustrates a comparison between cost and accuracy.  The cost represented here is a typical incremental investment needed for acquiring a commercially available biometric sensor and for implementing and identity authentication system. The most costly technologies aren’t necessarily the most accurate.
Difference between Iris Scan & Retina Scan:

Iris recognition is a method of biometric authentication that uses pattern recognition techniques based on high-resolution images of the irides of an individual's eyes, not to be confused with another less prevalent ocular-based technology, retina scanning. The figure clearly explains how they differ from each other.
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Iris recognition is based on comparing patterns in the iris - the exterior, visible colored part of the eye. Retinal scans look at the vascular patterns inside the eye found on the retina. 
Retinal scanning can be overly personal in terms of what is revealed, such as medical conditions, etc when compared to the iris scanning. The current hurdle for retinal identification is that of user acceptance.  Retinal identification has several disadvantages including: 

· susceptible to disease damage (i.e. cataracts) 

· viewed as intrusive and not very user friendly 

· high amount of both user and operator skill required 

· not enough funding from government and private sectors 

Where as in the case of iris scan, unlike the retina Scan, there are no lasers, strong lights or any kind of harmful beams. An iris scan is similar to taking a photograph and can be performed from about 10 cm to a few meters away.  In retinal scanning, the eye should be brought very close to a lens (like looking into a microscope lens). 

THE IRIS SCAN

What Makes the Iris Unique?
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The iris is so unique that no two irides are alike, even among identical twins, not even the left and the right irises are same in the entire human population. Iris is permanently formed by the 8th month of gestation. In actuality, identifying the iris and converting it to mathematical code, the probability that two irides will produce the same mathematical code is approximately 1 in 10 to the 78th power. The iris is therefore, a robust method of identification since the iris remains unchanged throughout one's life and is not suspect to wear and injury. 
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How Does Iris Recognition Work?
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    Iris recognition is based on the most mathematically unique biometric - the iris of the eye. Iris recognition biometric technology positively determines the identity of an individual by capturing a high resolution digital photograph of the individual's iris. The unique features contained in the iris are compared against a database and the identity of the individual determined. The time it takes for an iris system to identify your iris is approximately two seconds.
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The technology is non-intrusive - the individual does not need to touch anything to use the system. The first step is location of the iris by a dedicated camera no more than 3 feet from the eye. After the camera situates the eye, the algorithm narrows in from the right and left of the iris to locate its outer edge. This horizontal approach accounts for obstruction caused by the eyelids. It simultaneously locates the inner edge of the iris (at the pupil), excluding the lower 90° because of inherent moisture and lighting issues. Automatic voice prompting, auto focus, plus enrollment and recognition speed make the system easy to use. An individual is detected automatically upon approaching the imager (a digital camera). A glances at the aperture mirror from 3-10" distance allows the camera to capture an iris image, which is digitally processed into a 512 byte IrisCode® record. No PINs, passwords, or cards are required. 

A practical problem of iris recognition is that the iris is usually partially covered by eye lids and eye lashes. In order to reduce the false-reject risk in such cases, additional algorithms are needed to identify the locations of eye lids and eye lashes.

Benefits of Iris Technology:

· The iris is a thin membrane on the interior of the eyeball. Iris patterns are extremely complex. 

· Patterns are individual (even in identical twins). 

· Patterns are formed by six months after birth, stable after a year. They remain the same for life. 

· Imitation is almost impossible. 

· Patterns are easy to capture and encode.

Iris-Scan Applications:
Iris-scan technology has traditionally been deployed in high-security employee-facing physical access implementations. The most prominent recent deployments of iris-scan technology have been passenger authentication programs at airports in the U.S., U.K., Amsterdam, and Iceland. Because of its reliability and ease of use, Iris recognition technology is gaining popularity across the globe in areas such as public safety, aviation, education and health care. There is discussion that banks may someday make iris scans a routine part of ATM transactions and some have begun taking the first steps in testing out these systems.
Notable iris-scan applications include the following.  
	Project Description
	Location
	Vertical Sector 
	Horizontal Application 
	Application Description 

	Iris in Pakistan 
	Pakistan 
	Government 
	Civil ID 
	Tracking 

	Iris Pilot - Logan 
	US-MA 
	Travel and Transportation 
	Phys Acc/T&A 
	Physical Access 

	JFK Iris Pilot 
	US-NY 
	Travel and Transportation 
	Phys Acc/T&A 
	Physical Access 

	City Hospital of Bad Reichenhall in Bavaria 
	Germany 
	Health care 
	Phys Acc/T&A 
	Physical Access 

	Singapore Border Crossing 
	Singapore 
	Government 
	Travel and Transportation 
	Physical Access 

	UK Passport Office Iris Pilot 
	UK 
	Government 
	Civil ID 
	Passport 

	Venerable Bede (UK) School - Iris 
	UK 
	Education 
	Retail/ATM/POS 
	POS 


Advantages:

· It is an ideal part of the human body for biometric identification which has completely independent textures even for identical twins.

· There is no health risk associated with iris recognition.
· It is an internal organ that is well protected against damage and wear by a highly transparent and sensitive membrane (the cornea). This distinguishes it from fingerprints, which can be difficult to recognize after years of certain types of manual labor. 

· The geometric configuration of the iris is mostly flat and well organized which makes it’s shape far more predictable, for instance, that of the face.
· It contains long terms stable information than a fingerprint.

· While there are some medical and surgical procedures that can affect the color and overall shape of the iris, the fine texture remains remarkably stable over many decades. Some iris identification has succeeded over a period of about 30 years.

Disadvantages:

· Iris scanning is incompatible with the very substantial investment that the official authorities of some countries have already made into finger-print recognition. 

· Iris recognition is very difficult to perform at a distance larger than a few meters and if the person to be identified is not cooperating by holding the head still and looking into the camera. 

· As with other photographic biometric technologies, iris recognition is susceptible to poor image quality, with associated failure to enroll rates.

Status of Biometrics:

The Present:

 There are many various fields in which biometrics is being used today and the future holds more advances. Some of such examples are:

· At Coca-Cola Co., hand-scanning machines recently replaced the venerable time card for many workers.
· In New Jersey and six other states, fingerprint scanners are now used to crack down on people claiming welfare benefits fewer than two different names. 
· In Cook County, Illinois, a sophisticated camera that analyzes the iris patterns of an individual's eyeball is helping ensure that the right people are released from jail. 
· At Purdue University in Indiana, the campus credit union is installing automated teller machines with a finger scanner that will eliminate the need for plastic bankcards and personal identification numbers.

· MasterCard International Inc. and Visa USA Inc., the world's two largest credit card companies, have begun to study the feasibility of using finger-scanning devices at the point of sale to verify that the card user is really the card holder. 
· Walt Disney World in Orlando has started taking hand scans of people who purchase yearly passes. 
· The technology also received widespread attention at Olympic Games Atlanta, where 65,000 athletes, coaches and officials used a hand-scanning system to enter the Olympic Village. 
Many and many more such organizations at many parts of the world use biometric devices of their own choice for their desired purposes.

The Future:

In future biometrics will be a key instrument in our society. The increase in use of biometrics day to day shows a vivid picture that it has to play an important role in the oncoming days. 

Biometrics is a rapidly evolving technology which is being widely used in forensics such as criminal identification and prison security, and has the potential to be used in a large range of civilian application areas. Biometrics can be used to prevent unauthorized access to ATMs, cellular phones, smart cards, desktop PCs, workstations, and computer networks. It can be used during transactions conducted via telephone and internet (electronic commerce and electronic banking). In automobiles, biometrics can replace keys with key-less entry devices. 

The future of this technology is just starting to bloom. Many issues are arising from this technology and "PRIVACY" is their main concern. With the increasing rate of disaster and fraud, biometrics surely would be an answer for many oncoming problems, which are to be faced.  

CONCLUSION:
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“Network Security seems to be a complex topic, but dealing it with a good knowledge and proper handling makes it quiet simpler”.
There is a need for the invention of some of the biometric technologies which are inexpensive, user-friendly and which are of less cost and high accuracy. An organization may seek the help of feedbacks to understand what can be improved, to let them have the sorts of risks that are acceptable, and what has to been done to minimize the organization's exposure to them. It's important to build systems and networks in such a way that the user is not constantly reminded of the security system around him.

Undoubtedly, the network systems will have greater demands in future as more and more people get connected to it. Hence, it must be able to withstand the future such as smarter attackers, more computational power and greater incentives to subvert a widespread system. Security is everybody's business, and only with everyone's cooperation and consistent practices, will it be achievable.
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