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                        PAPER PRASENTATION ON

BIOMETRICS

INTRODUCTION                                                                                                                             

Biometrics is the science and technology of measuring and statistically analyzing biological data. In information technology, biometrics usually refers to technologies for measuring and analyzing human body characteristics such as fingerprints, eye retinas and irises, voice patterns, facial patterns, and hand measurements, especially for authentication purposes. Often seen in science-fiction action adventure movies, face pattern matchers and body scanners seem about to emerge as replacements for computer passwords. 

Fingerprint and other biometric devices consist of a reader or scanning device, software that converts the scanned information into digital form, and wherever the data is to be analyzed, a database that stores the biometric data for comparison with previous records. When converting the biometric input, the software identifies specific points of data as match points. The match points are processed using an algorithm into a value that can be compared with biometric data scanned when a user tries to gain access. 

Fingerprint, facial, or other biometric data can be placed on a smart card and users can present both the smartcard and their fingerprints or faces to merchants, banks, or telephones for an extra degree of authentication. IBM, Microsoft, Novell, and others are developing a standard, called BioAPI, that will allow different manufacturers' biometric software to interact. 


Biometrics - it's a word you will hear more and more in the future. It is the technology that is available today to identify a person by a fingerprint, eye scan, face or handprint, or voice pattern. The increased emphasis on security in the wake of terrorist attacks, identity thefts, and computer hackers should be fueling huge growth in the sales of biometric technology. 


Unfortunately, that hasn't happened -- yet. A few businesses and government agencies have deployed biometrics or are currently testing. However, skeptics say the technology is still too expensive, not foolproof, is difficult to integrate with other systems, and mandates changes in the way people work. 

That may explain why the use of biometrics isn't growing as fast as expected. In a survey of business-technology executives conducted by Information Week earlier this year, only 9% of the 300 executives say biometric deployment is a key business priority, down from 12% in 2002


WHO IS SHOWING MOST INTEREST IN BIOMETRICS?
Despite the benefits, a survey by Forrester Research finds that 58% of companies have no plans to try biometrics. Only 1% has implemented biometric systems, 3% have a rollout in progress, and 15% are merely testing biometrics. Most of the activity has occurred at government agencies and defense firms. In the private sector ,some usage in pharmaceuticals, financial services, and, to some level, health care. 

Fingerprint scanners are the most widely used biometric technology. Some companies use iris scanners and handprint readers to control physical access to restricted areas. Airports have tested facial-recognition software with mixed results. Bernard Bailey, president and CEO of facial-recognition technology vendor Viisage Technology in Massachusetts, says the technology works well in places where people remain still for a period of time, such as playing cards at a casino. "To say it can automatically spot a criminal in a crowd is over-hyping its capability.” 

FINGER PRINTS: 

Biometrics are most commonly used to enhance computer network security, protect financial transactions, safeguard international borders, control access to secured work sites, verify time and attendance, and prevent benefits fraud.

Biometrics work well as stand-alone safeguards in many applications and complement other means of security in other applications. To verify e-commerce transactions, protect network security, and authenticate online access, biometric technologies are particularly well suited to work in conjunction with other technologies to create a multi-layered security infrastructure. 

E-WORLD                                                                                          

The e-world has wrought amazing changes in the way we operate in our day-to-day lives. Among the most compelling is the advent and growth of e-commerce, both personal and business-to-business (B2B). Today consumers can buy everything on-line, from books and music to groceries and pharmaceuticals. 

With the growth in consumer and B2B e-commerce, and the addition of Internet and network-based operations for financial, insurance, medical, and other traditionally confidentiality-protected services, the need for better security grows daily. 

Efforts are under way everywhere, by governments and business alike, to improve Internet security and privacy. 

BIOMETRICS IN SECURED PERSONAL INTERNET TRANSACTIONS

Increasingly, the Internet is being used to conduct highly confidential personal transactions. People worldwide are filling prescriptions, consulting doctors, conducting bank transfers, paying bills, and managing stock portfolios on the Internet. A high degree of confidence in the security, privacy, and confidentiality of these transactions is an indispensable prerequisite to steady growth in personal Internet transactions. 

Digital certificates provide a simple method of verifying particular personal computers, but not particular persons, as the origin of electronic transactions. Moreover, digital certificates in most cases relyupon passwords for security. Passwords are easily hacked, or simply stolen from people who tape their passwords to the bottom of a keyboard or mouse pad.

Biometric identifiers, by contrast, cannot be misplaced or forgotten. When used in conjunction with digital certificates, biometric identifiers reduce administrative hassles and headaches associated with passwords, eliminate weak security links, and do so at low cost with technical ease: a small scanner can verify a fingerprint, a standard microphone can verify a voice, and a small camera can verify faces or irises. 

BIOMETRICS ALSO HELPS TO SECURE PRIVACY

Here is what IBIA had to say in comments on proposed medical privacy regulations published by the U.S. Department of Health and Human Services: "Most biometric technologies have been designed to protect personal privacy by erecting a barrier between personal data and unauthorized access. The electronic templates used to perform the biometric verification process employ encryption and sophisticated algorithms to secure records and protect them from disclosure. Stated another way, biometrics can be thought of as a very secure key that can be used by only one person. Unless the proper bearer unlocks the biometric gate, no one can gain access to that person's information. Biometric tools therefore can both enhance personal privacy and ensure system security when absolute confirmation of identity is required." 

Privacy-protective:

A privacy-protective system is one used to protect or limit access to personal information, or which provide a means for an individual to establish a trusted identity. 

Privacy-Sympathetic:

A privacy-sympathetic system is one that limits access to and usage of personal data and in which decisions regarding design issues such as storage and transmission of biometric data are informed, if not drivenby privacy concerns. 

Privacy-Neutral :









A privacy-neutral system is one in which privacy is not an issue, or in which the potential privacy impact is slight. Privacy-neutral systems are difficult to misuse from a privacy perspective, but do not have the capability to protect personal privacy.

Privacy-Invasive:

A privacy-invasive system facilitates or enables the usage of personal data in a fashion inconsistent with generally accepted privacy principles. 

BIOMETRICS IN MULTI-LAYERED NETWORK SECURITY INFRASTRUCTURES

B2B and other complex network transactions require the same high degree of security and protection against fraud as do personal transactions on the Internet, but the scale and complexity of networks multiply the challenge exponentially. The information to be protected can be confidential business information, pricing, or large databases of personal information about employees or customers. 

The highest degree of security will be found in a system that incorporates biometrics and therefore positively verifies persons themselves who originate transactions and communications.

The use of biometrics for this purpose has other positive benefits: it insures convenience and helps protect privacy.

Biometrics are unique in their ability to provide protection of this breadth. 

DIGITAL WORLD

In the PKI environment, the data, equivalent to an identity card, issued to a user by a CA (Certificate authority), which he/she uses during business transactions to prove his/her identity. 

Digital signature:

The number derived by performing cryptographic operations on the text to be signed. This operation, or hash function (also called hash algorithm), is performed on the binary code of the text. The result is known as the message digest, and always has a fixed length. A signature algorithm is applied to the message digest, resulting in the digital signature. 

DSA

Digital Signature Algorithm. Presented in 1991 by the NIST and patented in 1993. A publicly available one-way algorithm used to generate or verify digital signatures of a text to be signed (not to encrypt/decrypt information). As input, DSA needs

1. The message digest of the message to be signed

2. The signer's private key

3. A random number

Its output is a pair of numbers (often referred to as r and s) which together, make up the digital signature.To verify a digital signature, DSA needs as input

1. The message digest of the text to be verified

2. The signer's public key

3. The value s from the signature

DSA then makes a computation, the output of which is called v, for example. If v = r, then the signature verifies.

DSS

Digital Signature Standard. Developed by FIPS (U.S. Federal Information Processing Standard). Adopted the DSA in the early 1990s.

Encryption:

The scrambling of data so that it becomes difficult to unscramble or decipher. Scrambled data is called ciphertext, as opposed to unscrambled data, which is called plaintext. Unscrambling ciphertext is called decryption. Data encryption is done by the use of an algorithm and a key. The key is used by the algorithm to scramble and unscramble 

the data. The algorithm can be public (for scrutinization and analysis by the cryptographic community), but the key must be kept private. 

DECRYPTION:

Encryption does not make unauthorized decryption impossible, but merely difficult. Time, and the power (ever increasing) of computers are the factors involved in the feasibility of decryption.

BIOMETRICS-THE FUTURE IS CLOSER THAN YOU THINK

Following the September 11 terrorist attacks, security concerns sparked increased interest in using biometric technologies to identify individuals. SAIC scientists are playing a leading role in developing and deploying biometric technologies and access control solutions for the Department of Defense, the New York City Police Department, the National Science Foundation, and others.

Biometrics uses an individual's unique physical characteristics - such as a fingerprint, face, or iris - for personal identification. These biometric identifiers can be converted to digital form and embedded into "smart" credentials, decals, and ID cards. The key component is an integrated circuit chip that performs advanced cryptographic functions and stores biometric templates tied to the user's unique biometric information.

For the NYPD, SAIC is helping issue smart ID badges to thousands of uniformed and civilian workers. The project includes implementation of an enhanced access control system using smart cards for police headquarters.

This smart card is designed to do many things, including controlling physical access, logical access, encryption, identification, and time and attendance. Once it is printed and loaded, it is expected that the card will be one of the most sophisticated identification cards in the country.

INVESTIGATING NEW BIOMETRIC TECHNIQUES


For an important homeland defense initiative, SAIC researchers are helping the Defense Advanced Research Projects Agency (DARPA) develop automated biometric identification technologies to detect, recognize and identify humans at a distance.

SAIC has been investigating numerous approaches for discovering new biometric techniques for DARPA's Human Identification at a Distance (HumanID) program. The goal: develop technologies to provide critical early warning support for force protection and homeland defense against terrorist, criminal, and other threats. 

SAIC's research has shown that new biometric methods are viable for human identification based on medically verified features of a person's heartbeat and pulse. Analyses indicate that features can be extracted from standard medical sensors, such as electrocardiograms, that provide good identification of individuals across a range of mental and emotional states. These approaches can be fused with conventional biometrics, such as fingerprints or facial recognition, for more accurate identification.

In addition, SAIC is helping DARPA identify and implement facial recognition algorithms from scientific documentation.

SAIC's efforts on the HumanID program also will aid the development, integration, and deployment of additional biometric systems and advanced database management systems such as a face-recognition system and associated database currently being developed for another government customer.
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