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                     ABSTRACT

                        This is the age of universal electronic connectivity, of viruses and hackers, of electronic eavesdropping and electronic fraud. Everyday people use insurance to protect their valuables from fire or theft. Businesses protect themselves from intellectual theft through patents and trademarks. Because the use of global networking has increased the information flow and dependence upon the computing technology, there is need to protect the systems, intranet, Internet and information from damage and theft. This increases the need to emphasize the subject of Internet Security.

                      By implementing security at the IP level, an organization can ensure secure networking not only for the applications that have secure networking not only for applications that have security mechanism but also for many security ignorant applications.

                      IP-level security encompasses three functional areas: authentication, confidentiality and key management. The authentication mechanism assures that the party identifier as the source in the packet header in fact, transmitted a received packet. In addition this mechanism assures that the packet has not been alerted in transit. The confidentially facility enables communicating nodes to encrypt messages to prevent eavesdropping by third party. The key   management facility is concerned with the secure exchange of keys.

                      The Encapsulating Security Payload (ESP) protocol offers integrity and data origin authentication, and also offers confidentially. When ESP is used with confidentiality enabled, there are provisions for limited traffic flow confidentiality, i.e., provisions for concealing packet length, and to facilitate efficient generation and discard of dummy packets. ESP offer access control, enforced through the distribution of cryptographic keys and the management of traffic flows as dictated by the Security Policy Database.

                      Although confidentiality and integrity can be offered independently, ESP typically will employ both services, i.e., packets will be protected with regard to confidentiality and integrity.

                     INTRODUCTION TO Ipsec
                       IPsec is designed to provide interoperable, high quality, cryptographically based security for IPv4 and IPv6.  The set of security services offered includes access control, connectionless integrity, data origin authentication, detection and rejection of replays sequence confidentiality (via encryption), and limited traffic flow confidentiality.  These services are provided at the IP layer, offering protection for all protocols that may be carried over IP in a standard fashion and through the use of cryptographic key management procedures and protocols.  The set of IPsec protocols employed in a context, and the ways in which they are employed, will be determined by the users/administrators in that context. It is the goal of the IPsec architecture to ensure that compliant implementations include the services and management interfaces needed to meet the security requirements of a broad user population.
                       IPsec uses two protocols to provide traffic security services --Authentication Header (AH) and Encapsulating Security Payload (ESP). IPsec implementations MUST support ESP and MAY support AH. 

· The IP Authentication Header (AH) offers integrity and data origin authentication, with optional (at the discretion of the receiver) anti-replay features.

· The Encapsulating Security Payload (ESP) protocol offers the same set of services, and also offers confidentially. Use of ESP in a confidentiality-only mode is discouraged. When ESP is used with confidentiality enabled, there are provisions for limited traffic flow confidentiality, i.e., provisions for concealing packet length, and to facilitate efficient generation and discard of dummy packets.

· Both AH and ESP offer access control, enforced through the distribution of cryptographic keys and the management of traffic flows as dictated by the Security Policy Database.

                          Ipsec IMPLEMENTATION
                     There are many ways in which IPsec may be implemented in a host, or in conjunction with a router or firewall to create a security gateway, or as an independent security device.

a. IPsec may be integrated into the native IP stack.  This requires access to the IP source code and is applicable to both hosts and security gateways, although native host implementations benefit the most from this strategy.
 b. In a "bump-in-the-stack" (BITS) implementation, IPsec is implemented "underneath" an existing implementation of an IP protocol stack, between the native IP and the local network        drivers.  Source code access for the IP stack is not required in this context, making this implementation approach appropriate for use with legacy systems.  This approach, when it is adopted, is usually employed in hosts.

c. The use of a dedicated, inline security protocol processor is a common design feature of systems used by the military, and of some commercial systems as well.  It is sometimes referred to as a “bump-in-the-wire" (BITW) implementation.  Such implementations may be designed to serve either a host or a gateway.  Usually the BITW device is itself IP addressable.  When supporting a single host, it may be quite analogous to a BITS implementation, but in      supporting a router or firewall, it must operate like a security.

SECURITY ASSOCIATION
                            Security Association management require all IPv6 implementations and for those IPv4 implementations that implement AH, ESP, or both AH and ESP.  The concept of a "Security Association" (SA) is fundamental to IPsec. All implementations of AH or ESP MUST support the concept of a Security Association.               

                             ESP and AH SAs always exist in pairs, with one SA in each direction. When an SA is closed, both members of the pair MUST be closed. When SAs are nested, as when data (and IP headers if in tunnel mode) are encapsulated first with IPComp, then with ESP, and finally with AH between the same pair of endpoints, all of the SAs MUST be deleted together. 

                         Each endpoint MUST close its incoming SAs and allow the other endpoint to close the other SA in each pair. To delete an SA, an INFORMATIONAL Exchange with one or more delete payloads is sent listing the SPIs (as they would be expected in the headers of inbound packets) of the SAs to be deleted. The recipient MUST close the designated SAs. Normally, the reply in the INFORMATIONAL Exchange will contain delete payloads for the paired SAs going in the other direction. There is one exception.  If by chance both ends of a set of SAs independently decide to close them, each may send a delete payload and the two requests may cross in the network. If a node receives a delete request for SAs for which it has already issued a delete request, it MUST delete the outgoing SAs while processing the request and the incoming SAs while processing the response. In that case, the responses MUST NOT include delete payloads for the deleted SAs, since that would result in duplicate deletion and could in theory delete the wrong SA.   

                    USAGE SCENARIOS:

                         1: SECURITY GATEWAY TO SECURITY GATEWAY TUNNEL

+-+-+-+-+-+            +-+-+-+-+-+

!         ! IPsec      !         !

Protected     !Tunnel   ! Tunnel     !Tunnel   !     Protected

Subnet <-->!Endpoint !<---------->!Endpoint !<--> Subnet

!         !            !         !

+-+-+-+-+-+            +-+-+-+-+-+

Security Gateway to Security Gateway Tunnel

                         In this scenario, neither endpoint of the IP connection implements IPsec, but network nodes between them protect traffic for part of the way. Each endpoint would announce the set of addresses “behind" it, and packets would be sent in Tunnel Mode where the inner IP header would contain the IP addresses of the actual endpoints.

                        2: ENDPOINT TO ENDPOINT TRANSPORT
+-+-+-+-+-+                                          +-+-+-+-+-+

!         !                 IPsec Transport          !         !

!Protected!                or Tunnel Mode SA         !Protected!

!Endpoint !<---------------------------------------->!Endpoint !

!         !                                          !         !

+-+-+-+-+-+                                          +-+-+-+-+-+

Endpoint to Endpoint Transport

                               In this scenario, both endpoints of the IP connection implement IPsec. If there is an inner IP header, the inner addresses will be the same as the outer addresses. A single pair of addresses will be negotiated for packets to be   protected by this SA. These endpoints MAY implement application layer access controls based on the IPsec authenticated identities of the participants. This scenario enables the end-to-end security   and a method of limiting the inherent problems with complexity in    networks. 

3:ENDPOINT TO SECURITY GATEWAY TRANSPORT

        +-+-+-+-+-+                          +-+-+-+-+-+

!         !         IPsec            !         !     Protected

        !Protected!         Tunnel           !Tunnel   !     Subnet

                    !Endpoint !<------------------------>!Endpoint !<--- and/or

        !         !                          !         !     Internet

  +-+-+-+-+-+                          +-+-+-+-+-+

                                                      Endpoint to Security Gateway Tunnel

                   In this scenario, a protected endpoint connects back to its corporate network through an Ipsec protected tunnel. It might use this tunnel only to access information on the corporate network or it might tunnel all of its traffic back   through the corporate network in order to take advantage of   protection provided by a corporate firewall against Internet based attacks. In either 

case, the protected endpoint will want an IP address associated with the security gateway so that packets returned to it will go to the security gateway and be tunneled back. This IP address may be static or may be dynamically allocated by the security gateway.

                   In this scenario, packets will use tunnel mode. On each packet from the protected endpoint, the outer IP header will contain the source IP address associated with its current location while the inner IP header will contain the source IP address assigned by the security gateway. 

                    ENCAPSULATING SECURITY PAYLOAD PACKET FORMAT

                    The packet begins with two 4-byte fields (SPI and Sequence Number). Following these fields is the Payload Data, which has substructure that depends on the choice of encryption algorithm and mode, and on the use of TFC padding. Following the Payload Data are Padding and Pad Length fields, and the Next Header field. The optional Integrity Check Value (ICV) field completes the packet.     

                     ESP FORMAT

Security Parameters Index (32 bits): Identifies a security association.

Sequence Number (32 bits): A monotonically increasing counter value; this provides and an anti replay function.

Payload data (variable): This is a transport level segment or IP packet that is protected by encryption.
Padding (0-255 bytes): It may be added to provide partial traffic flow confidentiality by concealing the actual length of the payload.
Pad length (8 bits): Indicates the number of pad bytes immediately preceded this field.

Next Header (8 bits): Identifies the type of data contained in the payload data field by identifying the first header in that payload.

Authentication data (variable): A variable length field that contains the Integrity Check Value computed over ESP packet minus the Authentication Data field.
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                                                                 Top Level Format of an ESP Packet

                       ESP Header Location

              ESP may be employed in two ways: transport mode or tunnel mode.
Transport Mode Processing
                     In transport mode, ESP is inserted after the IP header and before a next layer protocol, e.g., TCP, UDP, ICMP, etc. In the context of    IPv4, this translates to placing ESP after the IP header but before the next layer protocol. If AH is also applied to a packet, it is applied to the ESP header, Payload, ESP Trailer and ICV, if present. 

                    In the IPv6 context, ESP is viewed as an end-to-end payload, and thus should appear after hop-by-hop, routing, and fragmentation extension    headers.  Destination options extension header(s) could appear before, after, or both before and after the ESP header depending on    the semantics desired. However, since ESP protects only fields after the ESP header, it generally will be desirable to place the destination options header(s) after the ESP header. 
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                                                       TRANSPORT MODE 

 Tunnel Mode Processing
                  In tunnel mode, the "inner" IP header carries the ultimate (IP) source and destination addresses, while an "outer" IP header contains the addresses of the IPsec "peers", e.g., addresses of security gateways.  In tunnel mode, ESP protects the entire inner IP packet, including the entire inner IP header.  The position of ESP in tunnel mode, relative to the outer IP header, is the same as for ESP in transport mode.  The following diagram illustrates ESP tunnel mode

positioning for typical IPv4 and IPv6 packets.      
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TUNNEL MODE 

                  BENEFITS OF IPSec

·                IPSec is below the transport layer and so is transparent to applications. There is no need to change software on a user or server system when IPSec is implemented in the firewall or router. Even if IPSec is implemented in end systems, upper layer software, including applications, is not affected.

·               IPSec can provide security for individual users if needed. This is useful for offsite workers and for setting up a secure virtual sub network within an organization for sensitive applications.

·               IPSec can be transparent to end-users. There is no need to train users on security mechanism, issue keying material on a per-user basis, or revoke keying material when users leave the organization.

· When IPSec is implemented in a firewall or router, it provides strong security that can be applied to all traffic crossing the perimeter. Traffic within the workshop does not incur the overhead of security-related processing.

CONCLUSION

                     Thus IPsec is transparent to applications and no upper level software applications are affected when it is implemented. It can provide enough security to individual users and and can help create a secure virtual sub network within an organization. The Encapsulating Security Payload (ESP) header is designed to provide a mix of security services in IPv4 and IPv6. The Encapsulating Security Payload (ESP) provides mechanisms for protecting data being sent over an IPsec Security.
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