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CRYPTOGRAPHY

INTRODUCTION:

 The Explosive growth in computer systems and their interconnection via networks has increased the dependence of both organizations and individuals on the information stored and communicated. This in turn, has lead to a heightened awareness of the need to protect data and resources from disclosures, to guarantee the authenticity of data and messages and to protect the systems from network based attacks.

    Secondly, the disciplines of cryptography and network security have matured, leading to the development of practical, readily available applications to enforce network security.

 In distributed systems or in networks, the communication can be possible by carrying data between terminal user and computer and between computer and computer. Network security measures are needed to protect data during their transmission and this can be achieved through cryptography.

AN  OVERVIEW OF CRYPTOGRAPHY:

                     The word cryptography means “secret writing”. However, the term today refers to the science and of transforming messages to make them secure and immune to attacks.

    The original message before being transformed is called plaintext. After the message is transformed, it is called cipher text. An encryption algorithm transforms the plaintext to cipher; a decryption algorithm transforms the cipher text back to plaintext. The sender uses an encryption algorithm, and the receiver uses a decryption algorithm.
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· Cryptography components:

        These encryption and decryption algorithms are called as ciphers (categories of algorithm). One cipher can serve millions of communicating pairs.

  A Key is value that the cipher, as an algorithm, operates on. To encrypt a message we need an encryption algorithm, an encryption key, and the plain text. These create the cipher text. To decrypt a message, we need a decryption algorithm, a decryption algorithm and the cipher text. So these reveal the original plaintext.
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                 In Cryptography, the encryption/decryption algorithms are public; anyone can access them.  The keys are secret. So they need to be protected.

    Cryptography algorithms can be divided into two groups.

· Symmetric-key cryptography (or secret key) algorithm

· Public-key cryptography (or asymmetric key) algorithm

· Symmetric–key cryptography:

              The symmetric-key cryptography algorithms are so named because the same key can be used in both directions. Here, the same key is used by both sender/receiver. The sender uses this key and an encryption algorithm to encrypt data. The receiver uses the same key and a decryption algorithm to decrypt data.

           In Symmetric-key cryptography, the algorithm used for decryption is the inverse of the algorithm used for encryption.

· Advantages:

· Symmetric key algorithms are efficient.

· It takes less time to encrypt a message using symmetric key algorithm than to encrypt a message using a public key algorithm.

· The key is usually small.

· It is used to encrypt and decrypt long messages.

· Disadvantages:

· Each pair of users must have a unique symmetric key.

         For n people, n*(n-1)/2 symmetric keys are used.

        Ex: For 1 million people to communicate, 500 billion symmetric keys are needed.

· The distribution of keys between two can be difficult.

#   TRADITIONAL CIPHER:

      Ciphers that involved either substitution or transposition are referred to as traditional ciphers.    

     ----->  SUBSTITUTION CIPHER:

                     A cipher using the substitution method substitutes one symbol with another. If the symbols in the plain text are alphanumeric characters, we replace one character with another.

    Ex: we replace characters A with D, B with E and so on. If symbols are digits  (0 to 9), we can replace 1 with 5, 2 with 6 and so on.

      Concentrating on the alphabetic characters, substitution can be categorized as either

1) Mono alphabetic or

2) Poly alphabetic substitution.  

· MONO ALPHABETIC SUBSTITUTION:

                                         In this substitution, a character in the plain text is always changed to same character in the cipher text. 

 The first recorded cipher text is Caesar cipher. The cipher shifts each character down by three.        
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 In the above figure, the encryption algorithm is “shift key characters down” and the decryption algorithm is “shift key characters up”. The key here is 3. The encryption and decryption algorithms are the inverses of each other and the key is same for both the algorithms.

   Here, we replaced character Y with B. This can be possible not by simply adding the key to the character. Since Y=24, which means that 24+3 is 1, not 27 i.e., modulo of 26. Therefore character with value 1, B is given to Y.

    In mono alphabetic substitution, a character in the plain text and a character in the cipher text is always one- one.

· ADVANTAGE:

· It is very simple.

· DISADVANTAGES:

· The code can be attacked easily. The reason is that method cannot hide the natural frequencies of characters in the language being used. So the attacker can easily break the code.

· POLY ALPHABETIC SUBSTITUTION:

                     In poly alphabetic substitution, each occurrence of a character can have a different substitute. The relationship between a character in the plaintext to a character in the cipher text is one-to-many character A can be changed to D in the beginning of the text, but it could be changed to N at the middle.  Let us define our key as “ take the position of the character in the text, divide the by 10, and let the remainder be the shift value.” With this scenario, the character at position 1 will be shifted one character, the character at position 2 will be shifted two characters, and the character in position 14 will be shifted four characters [14 mod 10 is 4]. An example of poly alphabetic substitution is the vigenere cipher. In one version of the cipher, the character in the cipher text is chosen from a two-dimensional table (26*26), in which each row is a permutation of 26 characters (A to Z).  To change a character, the algorithm finds the character to be encrypted in the first row. It finds the position of the character in the text (mod 26) and uses it as the row number.  The algorithm then replaces the character with the character found in the table.



· Vigenere cipher:

                        A   cipher text created by poly alphabetic substitution is harder to attack successfully than a cipher text created by mono alphabetic substitution. A good poly alphabetic substitution may smooth out the frequencies; each character in the cipher text may occur almost the same number of times. However, attacking the code is not difficult; although the encryption changes the frequencies of the characters, the character relationships are still preserved. A good trail-and-error attack can break the code.

· TRANSPOSITIONAL CIPHER:

                          In a transpositional cipher, the characters retain their plaintext from but change their positions to create the cipher text. The text is organized into a two-dimensional table, and the columns are interchanged according to a key. For example, we can organize the plaintext into an 8-column table and then reorganize the columns according to a key that indicates the interchange rule. The key defines which columns should be swapped. Transpositional cryptography is not very secure either. The character frequencies are preserved, and the attacker can find the plaintext through trail and error. 
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# BLOCK CIPHER:

                Traditional ciphers used a character or symbol as the unit of encryption /decryption. Modern ciphers, on the other hand, use a block of bits as the unit of encryption/decryption.

· P-BOX:

                  A P-box (p for permutation) performs a tranposition at the bit level. It can be implemented in software or hardware, but hardware is faster. The key and the encryption/decryption algorithm are normally embedded in the hardware.

 Both the plaintext and cipher text have the same number of 1’s and 0’s.

· S-BOX: 

                  An S-box (s for substitution) performs a substitution at the bit level. The S-box substitutes one decimal digit with another. The S-box has three components: an encoder, a decoder and a P-box. The decoder changes an input of n bits to an output of 2^n bits. The P-box permutes the output of decoder, and encoder changes the output of P-box back to a binary number in the same way as the decoder, but inversely.

· PRODUCT BOX:

                   The P-box and S-box can be combined to get a more complex cipher block. This is a product box. 

· DATA ENCRYPTION STANDARD (DES):

                    DES is an example of a complex block cipher. It was designed by IBM and adopted by the U.S government as the standard encryption method for nonmilitary use. The algorithm encrypts a64 bit plaintext using a56 bit key. The text is put through 19 different and complex procedures to create a 64bit cipher text.

 DES has two tranpositional blocks, one swapping block and 16 complex blocks called iteration blocks.

 Although the 16 iteration blocks are conceptually the same, each uses a different key derived from the original key.

    In each block, the previous right 32 bits become the next left 32 bits (swapping). The next right 32 bits, however, come from first applying an operation (a function) on the previous right 32 bits and then X-ORing the result with the left 32 bits.












· DES:                                                    -> Triple DES:                

 It changes a 64bit plain text to 64bit cipher text. In otherwords, instead of substituting one character at a time, it substitutes 8 characters.

· DISADVANTAGE OF DES: 

            The key is too short. It can be achieved through Triple DES.

· TRIPLE DES:

                   The key can be lengthened and at the same time the new block can be compatible with that of original DES, using triple DES.

   This uses three DES blocks and two 56bit keys.

   Encrypting block uses an encryption-decryption-encryption combination and Decryption block uses a decryption-encryption-decryption combination of DESs.  

· Public –Key Cryptography:

                          In public key cryptography, there are two keys a private key and a public key. The public key is announced to the public and the private key is kept by the receiver.

Here the public that is used for encryption is different from the private key that is used for decryption. The public key is available to the public and the private key is available only to an individual.                                           To the public
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                      In public key encryption/decryption, each entity creates a pair of keys, private and public keys. Each entity is independent, and the pair of keys created can be used to communicate with any other entity where as a shared symmetric key is shared by the two parties and cannot be used when one of them wants to communicate with a third party. So

Advantages: 

· As discussed above, it removes the restriction of a shared symmetric key between two entities who need to communicate with each other.

· The number of keys needed is reduced tremendously. For 1 million users to communicates, only 2 million keys are needed, not 500 billion, as was the case in symmetric key cryptography.

Disadvantages:

· Complexity of the algorithm. For the method to be effective, the algorithm needs large numbers. So long keys are used to get the cipher text from the plain text which takes a lot time.

· The association between an entity and its public key must be verified.

This disadvantage can be overcome using a certification authority (CA).

The most common public key encryption method is based on the RSA algorithm.

· RSA ALGORITHM:

 RSA algorithm is the most common public key algorithm.

 The public key is a pair (N,d) and public key is a pair (N,e). In this algorithm p is plain text. C is cipher text. 

  To encrypt a message, the sender uses C=P^e mod N.
    Mod indicates that the remainder is sent as cipher text.

  To decrypt a message, the receiver uses P=C^d mod N.

 Suppose if the private key is the pair (119,77) and the public key is (119,5). The sender needs to send the character F and the character position of F is 6.so the encryption algorithm calculates 

                  C=6^5 mod 119 =41

And this is sent to receiver as cipher text and the receiver uses decryption algorithm to calculates P=41^77 mod 119 =6 & the number is interpreted as F.

 If an intruder knows the decryption algorithm,the only thing that has to know is the value of d=77 and intruder use trail and error method to find d.

    So the major concept of RSA is to use very large numbers for d and e.        

· APPLICATIONS OF CRYPTOGRAPHY:

Some of cryptography’s applications are:

~ Message security

~ User authentication

~ Key management

· MESSAGE SECURITY:

                     It provides confidentiality, message authentication, message integrity and non repudiation.                                                                    

1. Privacy:
             Privacy means that the sender and the receiver expect confidentially. That is, the message must rendered unintelligible to unauthorized parties.                                                                                                                                                                                        

· Privacy with symmetric-key cryptography:

                 Privacy can be achieved using symmetric-key encryption and decryption. Using symmetric-key cryptography is very common for achieving privacy.

· Privacy with public-key cryptography:

                 We also achieve privacy using public-key encryption. There are two keys: a private key and a public key. The private key is kept by the receiver. The public key is announced to the public.                                         

2. Message Authentication:

                Message authentication means that the receiver needs to be sure of the sender’s identity and that an imposter has not the message. 

3. Integrity: 

                  Integrity means that the data must arrive at the receiver exactly as they were sent. There must be no change during the transmission, either accidental or malicious.

4. Nonrepudiation:
               Nonrepudiation means that a receiver must be able to prove that a received message came from a specific sender. The burden of proof falls on the receiver.

Digital signature:

                 The other three can be achieved using what is called digital signature.
Signing the Whole Document:

                 Public-key encryption can used to sing a document. How ever the roles of the public and private keys are different here. The sender uses her private key to encrypt(sing) the message just as a person uses her signature. The receiver on the other hand, uses the public key of the sender to decrypt the message. 

      In the digital signature, the private key is used for encryption and the public key for decryption. This is possible because the encryption and decryption algorithms used today, such as RSA, are mathematical formulas and their structures are similar.

     Digital signatures can provide integrity, authentication and nonrepudiation.

i. Integrity:

                The integrity of a message is preserved because if Eve intercepted the message and partially or totally changed it, the decrypted message would be unreadable.

ii. Nonrepudiation:

                Digital signature also provides for nonrepudiation.

· USER AUTHENTICATION:

                The main issue in security is key management. Key management involves user authentication.

i. User Authentication with symmetric-key cryptography:

                     Authentication as a procedure that verifies the identity of one entity for another. An entity can be a person, a process, a client, or a server; in our examples, entities are people. In message authentication, the identity of the sender is verified for each single message. In user authentication, the user identity is verified once for the entire duration of system access.                                                                                                                                       

a. FIRST APPROACH :

 The first approach sender sends an identity and password in encrypted message, using the symmetric key Kab .

This is a safe approach since the intruder cannot decipher the password/data because she doesnot know Kab.

This procedure guarantees the freshness of the message. While the sender sending message to receiver, the intruder can intercept both the authentication message and the data message, store them, resend them later to receiver. This is a Replay attack. 
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a. First approach 

b. SECOND APPROACH:             b.  second approach

                  Here replay attack can be prevented. A nonce which is a large random number is used to distinguish a fresh authentication request from a repeated one.

Bi directional authentication:

                  Here the sender and receiver use a different set of nonces for different sessions and donot allow multiple authentication.This procedure can be the target of a reflection attack.

ii. User authentication with public key cryptography:

                                  Public key cryptography can be used to authenticate a user. Here the sender can encrypt the message with her private key and let receiver use sender’s public key to decrypt the message and authenticate sender.

· KEY MANAGEMENT:

      The two issues that are to be discussed here is

· How symmetric keys are distributed

· How public keys are certified

· Symmetric key distribution:

              There are three problems with symmetric keys.

1) For n people to communicate, there is a need for n(n-1)/2 symmetric keys. To communicate with n-1 people, n(n-1) keys are needed. How ever symmetric keys are shared between two communicating people, actual number of keys needed is n(n-1)/2.tThis is called as n^2 problem. This is acceptable when n is small.

2) In a group of n people each person must have n-1 keys one for every other person in a group.

3) Two parties cannot securely acquire the shared key.

· Session keys:

              In the above problem , asymmetric key between two parties is useful if it is dynamic created for each section and destroyed when the section is over.

  PUBLIC KEY CERTIFICATION:

           In public key cryptography, every one has access to every one public key. Here, receiver needs to advertise the public key to the sender to receive a message. The problem is how to advertise the public key and make it safe from the intruder’s interference.

· Certification authority:

           It is federal or state organization that binds a public key to an entity and issues a certificate. It is a well known public key that cannot be forged. It asks for senders public key and writes it on the certificate. To prevent the certificate from getting forged, the CA creates a message digest from certificate and encrypts the message digest with the private key. A digest can be created from the certificate and encrypted digest is decrypted with CA’s public key. The two digest can be compared. If they are equal certificate is valid.

But here each certificate may have a different format. The public key may be in the first line in one certificate and third line in another. So it must have a universal format.

To remove this side effect, ITU has devised a protocol called X.509.

· X.509:

               It has been accepted by the internet with some changes. Protocol X.509 is a way to describe the certificate in a structural way and it uses a well known protocol called ASN.1(abstract syntax notation 1).

· Kerberos:

              Kerberos is an authentication protocol which prevents an unauthorized user to gain access services and data .It provides a centralized authentication server whose function is to authenticate users to servers and vice-versa.

Kerberos relies exclusively 0n conventional encryption making no use of public encryption. Two versions of Kerberos which are in common use are Version 4, Version 5.
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                                           KERBEROS SERVER
     SERVERS:

              The three servers involved in Kerberos protocol are authentication server, ticket granting server and real server.

1) Authentication server:

                 The AS has a database with the identities, passwords of users, identifies the user and issues a session key to be used between sender and TGS and sends ticket for the TGS.

2) TGS (ticket granting server):

             TGS issues a ticket for the real server (receiver). It also provides the session key between receiver and sender. Kerberos has separated the user verification from the ticket issuing.

3) Real server:

             It provides services for the user. Kerberos is designed for client server program and it is not used for person-person authentication.

· AREAS UNDER RESEARCH :

                With the introduction of the computer, the need for automated tools for protecting files and other information stored on the computer became evident. This is especially the case for a shared system, such as time sharing systems and the need is more acute for systems that can be accessed over a data network.

                Many instructors believe that implementation projects are crucial to the clear understand of cryptography and network security. Researchs reinforce the concepts introduced in the cryptography gives a greater appreciation of how a cryptographic algorithms or protocols work.

                 The following individuals have supplied the research and programming projects: Henning Schulzrinne of Columbia University; Cetin Kaya Koc of Oregon State; and David M. Balenson of Trusted Information Systems and George Washington University.

· MY CONCLUSION:

             Since, today, security involves more than just privacy of the message several details of a security capabilities should be implemented. Therefore, the security mechanisms usually involve more than a particular algorithm or protocol.

             This usually also requires some secret information that raises the questions about creation, distribution and protection of that secret information which are major tasks that are involved in this science of cryptography.
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