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CRYPTOGRAPHY
      Abstract                                                

Cryptography is science of writing secret code of using mathematics to encrypt and decrypt data. Cryptography enables to store sensitive information or transmit it across insecure networks (like the Internet) so that it cannot read by anyone except the intended recipient.

Cryptography is a complicated subject, historically only tackled by well-trained and experienced experts. However, as more and more people become ``wired'', an increasing number of people need to understand the basics of security in a networked world, explaining the concepts needed to read through the hype in the marketplace and understand risks and how to deal with them. We go on to consider risk management, network threats, firewalls, and more special-purpose secure networking devices. 

The networks are both public and private, that are used every day to conduct transactions and communications among businesses, government agencies and individuals. The networks are comprised of ‘nodes’, which are ‘client’ terminals, and one or more ‘servers’ and ‘host’ computers. They are linked by communication systems, some of which might be private, such as within a company and others which might be open to public access. The obvious example of a network system that is open to public access is the Internet, but many private networks also utilize publicly-accessible communications. Today, most companies' host computers can be accessed by their employees whether in their offices over a private communications network, or from their homes or hotel rooms while on the road through normal telephone lines.                                                                                                                                                   

What is a Network? : A ‘network' has been defined as ‘any set of interlinking lines resembling a net, a network of roads an interconnected system, a network of alliances.’  A computer network is simply a system of interconnected computers. How they're connected is irrelevant, there are a number of ways to do this.

What is Cryptography? :  Cryptography is the study of mathematical techniques related to aspects of information security such as confidentiality, data integrity, entity authentication, and data origin authentication. Cryptography is not the only means of providing information security, but rather one set of techniques. One essential aspect for secure communications is that of cryptography, Network security Measures Company to protects computer systems, and it’s prime concern for every company that uses computers. Compromised network security means a hacker or competitor may gain access to critical or sensitive data, possibly resulting in data loss, or even complete destruction of the system. Appropriate network security is achieved when a user has to go through several layers of security before being able to access the desired network. ‘The more layers the system has, the more secure it is’. The systems administrator is often in charge of network security since he has administrator privileges on the system. A systems administrator will also build a secure firewall for the network, which may include an encryption layer and sentinel. Software’s that automatically repels an unauthorized programmers from gaining access, The administrator may also place restrictions on employees’ computers to prevent them from accessing websites that may have malicious coding or malware that will install itself on a user’s computer. U.S. companies spend millions of dollars each year in network security measures. Firewalls with no single point of access, sharp system administrators, frequent security updates, and early installation of anti-adware will all help keep a network safe.Network security involves all activities that organizations, enterprises, and institutions undertake to protect the value and ongoing usability of assets and the integrity and continuity of operations. An effective network security strategy requires identifying threats and then choosing the most effective set of tools to combat them.
The purpose of cryptography: Cryptography is the science of writing in secret code and is an ancient art; the first documented use of cryptography in writing dates back to circa 1900 B.C. when an Egyptian scribe used non-standard hieroglyphs in an inscription. Some experts argue that cryptography appeared spontaneously sometime after writing was invented, with applications ranging from diplomatic missives to war-time battle plans. It is no surprise, then, that new forms of cryptography came soon after the widespread development of computer communications. In data and telecommunications, cryptography is necessary when communicating over any entrusted medium, which includes just about any network, particularly the Internet. Within the context of any application-to-application communication, there are some specific security requirements, including:
Authentication: The process of proving one's identity. (The primary forms of host-to-host authentication on the Internet today are name-based or address-based, both of which are notoriously weak.)
Privacy/confidentiality: Ensuring that no one can read the message except the intended receiver. 

· Integrity: Assuring the receiver that the received message has not been altered in any way from the original. 
· Non-repudiation: A mechanism to prove that the sender really sent this message. 

Cryptography, then, not only protects data from theft or alteration, but can also be used for user authentication. There are, in general, three types of cryptographic schemes typically used to accomplish these goals: secret key (or symmetric) cryptography, public-key (or asymmetric) cryptography, and hash functions, each of which is described below. In all cases, the initial unencrypted data is referred to as ‘plaintext’. It is encrypted into ‘cipher text’, which will in turn (usually) be decrypted into usable plaintext.
Types of cryptographic algorithms: There are several ways of classifying cryptographic algorithms. This will be categorized based on the number of keys that are employed for encryption and decryption, and further defined by their application and use. 
Secret Key Cryptography (SKC): Uses a single key for both encryption and decryption 

· Public Key Cryptography (PKC): Uses one key for encryption and another for decryption 
· Hash Functions: Uses a mathematical transformation to irreversibly "encrypt" information 
Secret Key Cryptography(SKC): With secret key cryptography, a single key is used for both encryption and decryption, the sender uses the key (or some set of rules) to encrypt the plaintext and sends the cipher text to the receiver. The receiver applies the same key (or rule set) to decrypt the message and recover the plaintext. Because a single key is used for both functions, secret key cryptography is also called ‘symmetric encryption’. 
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With this form of cryptography, it is obvious that the key must be known to both the sender and the receiver; that, in fact, is the secret. The biggest difficulty with this approach, of course, is the distribution of the key. SKC schemes are generally categorized as being either ‘stream ciphers’ or ‘block ciphers’.

Cryptanalysis attack: There are two types of cryptanalysis.
Ordinary Cryptanalysis:  This can be done by knowing the characteristics of algorithms, trying to convert plaint text to cipher text 
· Brute force Cryptanalysis: This can be done by without knowing the characteristics of algorithms, trying the possible ways to convert plaint text to cipher text 
Encryption techniques: There are two types. One is Substitution , other  transposition.
Substitution ciphers: substitution ciphers are block ciphers which replaces symbols (or group of symbols) by other symbols. Types of substitution ciphers are:

· Caeser cipher: It was developed by Julius caeser. In this cipher each char of the plaintext is replaced by the character that stand ‘key shift’ (for ex: n=3) further down the alphabet 
· Play fair cipher:  It was first developed by ‘Ben Charles’ in1854, this cipher encrypt the plaintext in the form of table by using any of the keywords like ‘MONARCHY’ etc...
· Hill cipher: It was developed by ‘Lester hill’ in 1929, Here ‘m’ characters of plain text encrypted to ‘m’ characters of cipher text using the help of ‘m’ linear equations. 
Transposition ciphers: Another class of symmetric-key ciphers is the simple transposition block cipher, which only changes the order of plain text.
· Rail fence technique: In the rail fence technique the plain text is written down as a sequence of diagonals and read as the sequence of rows.   
· Double transposition: With rail fence single transposition it is not so secured so the converted cipher text can be secured in more efficient way be using double transposition, by performing rail fence technique again.
Steganagraphy: Encryption is done by Hiding the plain text is called steganagraphy.
· Character marking: In this some selected letters are overwritten with pencil. Those are not visible unless the paper held at an angle to the bright light.
· Invisible ink: Here the message is written by using special substances or chemicals, those characters are visible by applying heat or other chemicals. 
· Pin punctures: Here some characters are punctured with the pin. These characters are visible only when the paper is held to the bright light.
Confusion and Diffusion: A substitution in a round is said to add ‘confusion’ to the

encryption process whereas a transposition is said to add ‘diffusion’. Confusion is intended to make the relationship between the key and cipher text as complex as possible. Diffusion refers to rearranging or spreading out the bits in the message so that any redundancy in the plaintext is spread out over the cipher text. A round then can be said to add both confusion and diffusion to the encryption.
The Vernam cipher: A motivating factor for the Vernam cipher was its simplicity and ease of implementation. is a stream cipher A stream cipher applies simple encryption transformations according to the ‘key stream’ Being used, the key stream could be generated at random, or by an algorithm which generates the key stream from an initial small key stream (called a seed), Stream ciphers operate on a single bit (byte or computer word) at a time and implement some form of feedback mechanism so that the key is constantly changing. In general, the same plaintext block will always encrypt to the same cipher text when using the same key in a block cipher whereas the same plaintext will encrypt to different cipher text in a stream cipher. One problem is ‘error propagation’; a garbled bit in transmission will result in N garbled bits at the receiving side. While stream ciphers do not propagate transmission errors, they are, by their nature, periodic so that the key stream will eventually repeat. Block ciphers can operate in one of several modes;

· Electronic Codebook (ECB) mode: Is the simplest, most obvious application: the secret key is used to encrypt the plaintext block to form a cipher text block. Two identical plaintext blocks, then, will always generate the same cipher text block. Although this is the most common mode of block ciphers, it is susceptible to a variety of brute-force attacks. 
· Cipher Block Chaining (CBC) mode: Adds a feedback mechanism to the encryption scheme. In CBC, the plaintext is exclusively-OR ed (XOR ed) with the previous cipher text block prior to encryption. In this mode, two identical blocks of plaintext never encrypt to the same cipher text. 
· Cipher Feedback (CFB) mode: Is a block cipher implementation as a self-synchronizing stream cipher. CFB mode allows data to be encrypted in units smaller than the block size, which might be useful in some applications such as encrypting interactive terminal input. If we were using 1-byte CFB mode, for example, each incoming character is placed into a shift register the same size as the block, encrypted, and the block transmitted. At the receiving side, the cipher text is decrypted and the extra bits in the block (i.e., everything above and beyond the one byte) are discarded. 
· Output Feedback (OFB) mode: Is a block cipher implementation conceptually similar to a synchronous stream cipher. OFB prevents the same plaintext block from generating the same cipher text block by using an internal feedback mechanism that is independent of both the plaintext and cipher text bit streams. 

Secret key cryptography (skc) algorithms that are in use today include:

· Data Encryption Standard (DES): This is the most common SKC scheme used today, DES was designed by IBM in the 1970s and adopted by the National Bureau of Standards (NBS) [now the National Institute for Standards and Technology (NIST)] in 1977 for commercial and DES is a block-cipher employing a 56-bit key that operates on 64-bit blocks. DES has a complex set of rules and transformations that were designed specifically to yield fast hardware implementations and slow software implementations..
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· DES is defined in American National Standard X3.92 and three Federal Information Processing Standards (FIPS):Two important variants that strengthen DES are:

· Triple-DES (3DES): A variant of DES that employs up to three 56-bit keys and makes three encryption/decryption passes over the block; 3DES is the recommended replacement to DES.

· DESX: A variant devised by Ron Rivest. By combining 64 additional key bits to the plaintext prior to encryption, effectively increases the keylength to 120 bits.

· Advanced Encryption Standard (AES): In 1997, NIST initiated a very public, 41/2 year process to develop a new secure cryptosystem for U.S. government applications. The result, the AES became official successor to DES in December 2001. AES uses an SKC scheme called Rijndal,, a block cipher designed by Belgian cryptographers Joan Daemen and Vincent Rijmen. The algorithm can use a variable block length and key length; the latest specification allowed any combination of keys lengths of 128, 192, or 256 bits and blocks of length 128, 192, or 256 bits.
· International Data Encryption Algorithm(IDEA): Secret-key cryptosystem written by Xuejia Lai and James Massey, in 1992  Also available internationally.
· Rivest Ciphers (aka Ron's Code): Named for Ron Rivest, a series of SKC algorithms.

· RC1: Designed on paper but never implemented.

· RC2: A 64-bit block cipher using variable-sized keys designed to replace DES. It's code has not been made public although many companies have licensed RC2 for use in their products..

· RC3: Found to be breakable during development.

· RC4: A stream cipher using variable-sized keys; it is widely used in commercial cryptography products, although it can only be exported using keys that are 40 bits or less in length.

· RC5: A block-cipher supporting a variety of block sizes, key sizes, and number of encryption passes over the data.

· RC6: An improvement over RC5, RC6 was one of the AES Round 2 algorithms.

· Blowfish: A symmetric 64-bit block cipher invented by Bruce Schneier; optimized for 32-bit processors with large data caches, it is significantly faster than DES on a Pentium/PowerPC-class machine. Key lengths can vary from 32 to 448 bits in length. Blowfish, available freely and intended as a substitute for DES or IDEA, is in use in over 80 products.
· Two fish: A 128-bit block cipher using 128, 192, or 256 bit keys. Designed to be highly secure and highly flexible, well-suited for large microprocessors, 8-bit smart card microprocessors, and dedicated hardware. Designed by a team led by Bruce Schneier and was one of the Round 2 algorithms in the AES process.
· SEED: A block cipher using 128-bit blocks and 128-bit keys. Developed by the Korea Information Security Agency (KISA) and adopted as a national standard encryption algorithm in South Korea.
Public-Key Cryptography(PUKC): PUKC has been said to be the most significant new development in cryptography in the last 300-400 years. Modern PUKC was first described publicly by Stanford University professor Martin Hellman and graduate student Whitfield Diffie in 1976. [image: image3.png]



Their paper described a two-key crypto system in which two parties could engage in a secure communication over a non-secure communications channel without having to share a secret key. Generic PUKC employs two keys that are mathematically related although knowledge of ‘one key does not allow someone to easily determine the other key’. One key is used to encrypt the plaintext and the other key is used to decrypt the cipher text. The important point here is that it does not matter which key is applied first, but that both keys are required for the process to work. Because a pair of keys is required, this approach is also called ‘asymmetric cryptography’. In PUKC, one of the keys is designated the ‘public key’ and may be advertised as widely as the owner wants. The other key is designated the ‘private key’ and is never revealed to another party. In many of the descriptions below, two communicating parties will be referred to as Alice and Bob; this is the common nomenclature in the crypto field and literature to make it easier to identify. If there is a third or fourth party to the communication, they will be referred to as Carol and Dave, and Trent is a trusted third party. Suppose Alice wants to send Bob a message. Alice encrypts some information using Bob's public key; Bob decrypts the cipher text using his private key. This method could be also used to prove who sent a message; Alice, for example, could encrypt some plaintext with her private key; when Bob decrypts using Alice's public key, he knows that Alice sent the message. [image: image4.png]Digital
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Public-key cryptography algorithms that are in use today for key exchange or digital signatures include:

· RSA: The first, and still most common, PUKC implementation, named for the three MIT mathematicians who developed it Ronald Rivest, Adi Shamir, and Leonard Adleman. RSA today is used in hundreds of software products and can be used for key exchange, digital signatures, or encryption of small blocks of data. RSA uses a variable size encryption block and a variable size key. The key-pair is derived from a very large number N that is the product of two prime numbers chosen according to special rules; these primes may be 100 or more digits in length each, yielding an N with roughly twice as many digits as the prime factors. The public key information includes N and a derivative of one of the factors of N; an attacker cannot determine the prime factors of N (and, therefore, the private key) from this information alone and that is what makes the RSA algorithm so secure. (Some descriptions of PUKC erroneously state that RSA's safety is due to the difficulty in factoring large prime numbers.
· Diffie-Hellman: After the RSA algorithm was published, Diffie and Hellman came up with their own algorithm. D-H is used for secret-key key exchange only, and not for authentication or digital signatures.
· Digital Signature Algorithm(DSA): The algorithm specified in NIST's Digital Signature Standard (DSS), provides digital signature capability for the authentication of messages.
· Elliptic Curve Cryptography (ECC): A PUKC algorithm based upon elliptic curves. ECC can offer levels of security with small keys comparable to RSA and other PUKC methods. It was designed for devices with limited compute power and/or memory, such as smartcards and PDA’s.
· Key Exchange Algorithm(KEA): A variation on Diffie-Hellman; proposed as the key exchange method for Capstone.

Hash Functions(HF): HF also called ‘message digests’ and ‘one-way encryption’, This  use no key . Instead, [image: image5.png]hash function
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a ‘fixed-length hash value’ is computed based upon the plaintext. Hash algorithms are typically used to provide a ‘digital fingerprint ‘of a file's contents, often used to ensure that the file has not been altered by an intruder or virus. Hash functions are also commonly employed by many operating systems to encrypt passwords. Provide a measure of the integrity etc , common uses  of HF today includes:
· Message Digest (MD) algorithms: A series of byte-oriented algorithms that produce a 128-bit hash value from an arbitrary-length message.

· Secure Hash Algorithm (SHA): Algorithm for NIST's Secure Hash Standard (SHS). SHA-1 produces a 160-bit hash value and was originally published as FIPS 180-1 and describes five algorithms in the SHS: SHA-1 plus SHA-224, SHA-256, SHA-384, and SHA-512 which can produce hash values that are 224, 256, 384, or 512 bits in length, respectively.

Hash functions are sometimes misunderstood and some sources claim that no two files can have the same hash value. This is, in fact, not correct. Consider a hash function that provides a 128-bit hash value. There are, obviously, 2128 possible hash values. But there are a lot more than 2128 possible files. Therefore, there have to be multiple files in fact, there have to be an infinite number of files!  that can have the same 128-bit hash value.

Trust models: Secure use of cryptography requires ‘trust’. While secret key cryptography can ensure message confidentiality and hash codes can ensure integrity, none of this works without trust. There are many models; In Each of these trust models differs in complexity, general applicability, scope, and scalability. 

· PGP Web of Trust: ‘Pretty Good Privacy ‘is a widely used private e-mail scheme based on public key methods. A PGP user maintains a ‘local key ring’ of all their known and trusted public keys. The user determination about the trustworthiness of a key using what is called a ‘web of trust’.
· Kerberos: Kerberos a secret key distribution scheme using a trusted third party, Kerberos is a commonly used authentication scheme on the Internet. Kerberos employs client/server architecture and provides user-to-server authentication rather than host-to-host authentication. In this model, security and authentication will be based on secret key technology where every host on the network has its own secret key trusted host somewhere on the network, known as a ‘Key Distribution Center (KDC)’, knows the keys for all of the hosts (or at least some of the hosts within a portion of the network, called a ‘realm’).

 The Kerberos Server/KDC has two main functions, known as the Authentication Server (AS) and Ticket-Granting Server (TGS). 
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Public Key Certificates and Certificate Authorities: Are necessary for widespread use of cryptography for e-commerce applications. How does a recipient determine if a public key really belongs to the sender? How does the recipient know that the sender is using their public key for a legitimate purpose for which they are authorized? When does a public key expire? How can a key be revoked in case of compromise or loss? The basic concept of a certificate is like a driver's license, credit card, these identify us to others, indicate something that we are authorized to do, functions of the certificate include: 

· Establish identity: Associate, or bind, a public key to an individual, organization, corporate position, or other entity. 
· Assign authority: Establish what actions the holder may or may not take based upon this certificate. 
· Secure confidential information:(e.g., encrypting the session's symmetric key for data confidentiality). 

Typically, a certificate contains a public key, a name, an expiration date, the name of the authority that issued, a serial number, how the certificate was issued. Trust models it is hard to say that any one is better than the others; it depends upon your application. 

Threats to network security include:

· Viruses: Computer programs written by devious programmers and designed to replicate themselves and infect computers when triggered by a specific event.                               
· Vandals: Software applications or applets that cause destruction.             

· Attacks: Including reconnaissance attacks (information-gathering activities to collect data that is later used to compromise networks); access attacks (which exploit network vulnerabilities in order to gain entry to e-mail, databases, or the corporate network); and denial-of-service attacks (which prevent access to part or all of a computer system).
· Trojan horse programs: Delivery vehicles for destructive code, which appear to be harmless or useful software programs such as games.      

· Data interception: Involves eavesdropping on communications or altering data packets being transmitted.

· Social engineering: Obtaining confidential network security information through no technical means, such as posing as a technical support person and asking for people's passwords. 

Network security tools include:                                                           

· Antivirus software packages: These packages counter most virus threats if regularly updated and correctly maintained.

· Secure network infrastructure: Switches and routers have hardware and software features that support secure connectivity, perimeter security, intrusion protection, identity services, and security management.
Dedicated network security hardware and software-Tools such as firewalls and intrusion detection systems provide protection for all areas of the network and enable secure connections.

· Virtual private networks: These networks provide access control and data encryption between two different computers on a network. This allows remote workers to connect to the network without the risk of a hacker or thief intercepting data. 
Firewalls: Connecting an organization to the Internet provides a two-way flow of traffic. In order to provide some level of separation between an organization's intranet and the Internet, ‘firewalls’ have been employed. A firewall is simply a group of components that collectively form a barrier between two networks. 

· Bastion host: A general-purpose computer used to control access between the internal (private) network (intranet) and the Internet (or any other untrusted network). Typically, these are hosts running a flavor of the UNIX operating system that has been customized in order to reduce its functionality to only what is necessary in order to support its functions. Many of the general-purpose features have been turned off, and in many cases, completely removed, in order to improve the security of the machine. 

· Demilitarized Zone (DMZ): The DMZ is a critical part of a firewall: it is a network that is neither part of the entrusted network, nor part of the trusted network. But, this is a network that connects the untrusted to the trusted. The importance of a DMZ is tremendous: someone who breaks into your network from the Internet should have to get through several layers in order to successfully do so. Those layers are provided by various components within the DMZ. 
Conclusions:

Cryptography is a particularly interesting field because of the amount of work that is, by necessity, done in secret. The irony is that today, secrecy is not the key to the goodness of a cryptographic algorithm. The strength of cryptography lies in the choice (and management) of the keys;

Everyone has a different idea of what `security' is, and what levels of risk are acceptable. The key for building a secure network is to define what security means to your organization. Once that has been defined, everything that goes on with the network can be evaluated with respect to that policy. Projects and systems can then be broken down into their components, and it becomes much simpler to decide whether what is proposed will conflict with your security policies and practices. 

Many people pay great amounts of lip service to security, but do not want to be bothered with it when it gets in their way. It's important to build systems and networks in such a way that the user is not constantly reminded of the security system around him. Users who find security policies and systems too restrictive will find ways around them. It's important to get their feedback to understand what can be improved, and it's important to let them know why what have been done has been, the sorts of risks that are deemed unacceptable, and what has been done to minimize the organization's exposure to them. 

Security is everybody's business, and only with everyone's cooperation, an intelligent policy, and consistent practices, will it be achievable. 
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