www.1000projects.com

www.fullinterview.com

www.chetanasprojects.com



[image: image1.png]Hacker




 

Abstract
In this paper first we are presenting an introduction to Smart Cards, the role of cryptography in Smart Cards with some examples. We mainly concentrated on working of Data Encryption Standard which provides more security among all encryption techniques. Then we discussed the Quantum key distribution by taking the classical example of Alice and Bob. Quantum cryptography provides means for two parties to exchange an enciphering key over a private channel with complete security of communication.
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SMART CARDS

Introduction:-

As the technology increases, Smart Cards (e.g.: SIM cards, Bank cards, Health cards) play very important role in processing many transactions with high level of security. Smart cards are an ideal means to provide the required level of security. In recent years, smart card technology has quickly advanced and by now reached a state where smart cards easily integrate into public key infrastructures. Today's smart cards provide memory, and cryptographic coprocessors. A smart card can be used for payment of transactions, such as purchases, and non-payment transaction, such as information storage and exchange. Cryptography has naturally been extended into realm of computers, and provides a solution electronic security and privacy issue.

a) Architecture:-

A smart card is a credit card sized plastic card with an integrated circuit (IC) contained inside. The IC contains a microprocessor and memory, which gives smart cards the ability to process, as well as store more information.
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Fig: Contact chip and Smart card architecture

 The above figure shows the architecture of smart card, which contains RAM, ROM, FLASH memory, and a Coprocessor. Smart cards uses RAM for temporary storage and ROM as a bootstrap for loading the operating system. FLASH memory allows much higher data storage capacity on the card. It has an on-chip dedicate Coprocessor called Crypto Processor with key generation and asymmetric algorithm acceleration.  


b) Role of Cryptography:-

The smart card provides two types of security services user authentication and digital signature generation. Smart cards are specifically designed to perform these services with a high level of security. Authentication of users means proving that users are who they say they are. There are various ways to implement authentication using a smart card, but   in this paper we are presenting smart cards with crypto processors.
Smart cards data storage capability structure is comparable with directory structure of disk media. 

The main structure is based on three component types:

· Master File (MF), the root directory

· Dedicated file (DF), application directories or sub-directories

· Elementary file (EF), data files.

On the smart card there is only one Master File that contains some data files with global information about the smart card and its holder.

Dedicated files are directories that can be set under the root directory. Each application has a directory of it’s own. An application directory can have one or more sub directories.

Each directory has some specific elementary files, which contains secret cryptographic keys. All Dedicated and Elementary files have access conditions to execute a command on a file.

c) Cryptographic computations by Smart Cards:-

The maximal length of data that can be encrypted by the smart card and that is not stored on the smart card is 8 bytes. The command that provides the encryption is called INTERNAL AUTHENTICATION and is developed to authenticate the smart card to the outside world. The command requires a random number from the outside world and a secret key that is stored on the smart card. The random number is encrypted with a secret key by the smart card to access the information.

The smart card is also able to compute a Message Authentication Code (MAC) over data that is stored on the smart card. A MAC that is computed by the smart card is also called a stamp.

d) Storage of Secret keys on Smart Card:-

The architecture of smart cards allows storing secret cryptographic keys in safe manner. The stored keys can only be used to perform cryptographic computations but not for reading. The keys are stored in specific data files called EF_KEY. The initial secret keys are written on the smart card during the initialization process performed by the card issuer. To write a new secret key Knew on the smart card, secret keys are needed that are (already) stored in the smart card.


Smart card makes use of two kinds of secret keys

· Management key

· Operational key.


A management key is used to encrypt another management key or an operational key that have to be written on the smart card. A management key is also called a Key Encrypting Key (KEK).An operational key is used by the smart card to perform data cryptographic operations

Encryption Techniques

Data Encryption Standard:-



One example of a complex block cipher is the data encryption standard (DES) DES was designed by IBM and adopted by the U.S.Government as the standard encryption method for nonmilitary and non-classified use.  The algorithm encrypts a 64-bit plaintext using a 56-bit key the text is put through 19 different and complex procedures to create a 64–bit cipher text, as shown in figure. DES has two transposition blocks, one swapping block, and 16 complex blocks called iteration blocks.
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The DES cipher uses the same concept as the Caesar cipher, but the encryption (or) decryption algorithm is much more complex due to the sixteen 48-bit

Keys derived from a 56-bit key.

Operation Modes: - DES operates on 8 char cater segments. Several modes have been defined, which are briefly explained below.

Electronic Code Block (ECB) Mode: -
  In ECB mode, the long message is divided into 64-bit blocks and each block is encrypted separately. The problem with ECB mode is that encryption of each 8-byte block is independent of others; the encryption of each block does not depend on the other blocks in the processor.  This means that eve could exchange two blocks; Bob could not notice this change if the blocks were related to the same message.    

Cipher Block Chaining (CBC) Mode: -
In CBC mode, the encryption of a block depends on all previous blocks, as shown in the figure.
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For the first block a 64-bit random number, called the initialization vector (IV) is used. The IV is sent with the data so that the receiver can use it in decryption.

Cipher Feedback Mode (CFM): -
CFM was created for the situation in which we need to send or receive data 1-byte at a time, but still want to use DES. One solution is to make a 1-byte cipher text byte N dependent on a 1-byte plaintext byte N, and another byte, which depends on 8 previous bytes itself.
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Cipher Stream Mode (CSM): -
To encrypt/decrypt 1-bit at a time and at the same time be independent of the previous bits, we can use CSM. In this mode, data are Xored bit by bit with a long, 1-time bit stream that is generated by am initialization vector in a looping process. The looping process, as shown in the figure, generates a 64-bit sequence that is Xored with plaintext to create cipher text.
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Quantum Cryptography:-

“A New ERA in Security ’’

In quantum cryptographic terminology, the messages are transmitted through a quantum channel in the form of light. To construct a quantum channel, one needs a polarizing filter or other means for the sender to prepare photons of selected polarizations and a way for the receiver to measure the polarization of photons. The figure above describes.

The latter job could be accomplished by another polarizing filter, which would absorb some of the photons striking it. But the task is most conveniently done by a bi- fringe crystal prism (such as calcite crystal), which sends incident photons, depending on their polarization, into one of two parts (as shown in the figure) with out absorbing any photon. The system includes a transmitter and a receiver. Transmitter to send photons in one of the four polarizations: 0, 45, 90 or 135 degrees and a receiver to receive the photons. The receiver can distinguish between rectilinear polarizations (0 and 90).


A photon polarization measurement scheme has been used to make working quantum key distribution system, which transmits over the admittedly modest length of 30cm at a rate of 10 bits/second. However, progress in quantum optics has resulted in new photon sources, new photo-detectors and better optical fibers; the components which have the potential for exhibiting the relevant quantum phenomena over much larger distances. 

Working procedure:


The messages which are transmitted through a quantum channel in the form of light needs a polarizing filter or other means for the sender to prepare photons of selected polarizations and a way for the receiver to measure the polarization of the photons. 


Un-polarized light enters a filter, which absorbs some of the light and polarizes the remainder in the vertical direction. A second filter tilted at some angle absorbs some of the polarized light and transmits the rest, giving it a new polarization. The public channel to discuss and compare the signals sent through the quantum channel, testing them for evidence. 


During operation, the system is controlled by a personal computer, which contains separate software representations. The sending and receiving apparatuses in the prototype are about 30 centimeters. Apart chiefly because of the desire to keep the device of reasonable dimensions for a desktop, but nothing in principle prevents the technique from being used over much greater distances.


Calcite Crystal can be used to distinguish between horizontally and vertically polarized photons. Horizontally polarized photons pass straight through, whereas vertically polarized photons are deflected. When diagonally polarized photons enter the crystal, they are depolarized at random in either the vertical or horizontal direction and are shifted accordingly.


Quantum transmissions can be sent through several kilometers of optical fiber for quantum key distribution. If cost and inconvenience were no concern, quantum transmissions could be sent over arbitrarily great distance with negligible losses through an evacuated straight pipe or through a quantum generator

QUANTUM KEY DISTRIBUTION:


Quantum cryptographic system will allow two people; let us have a famous example Alice and Bob, to exchange secret key. The system includes a transmitter and a receiver. Alice uses the transmitter to send photons in one of the polarizations: 0, 45, 90, or 135 degrees.


According to the laws of quantum mechanics, the receiver can distinguish between rectilinear polarizations (0 and 90), or it can quickly be reconfigured to discrete between diagonal polarizations (45 and 135); however, it can never distinguish both types. The key distribution requires several steps. Alice sends photons with one of the four polarizations, which she has chosen at random.

For each photon, Bob chooses at random the type of measurement: either the rectilinear type (+) or the diagonal type (X).

Bob records the result of his measurement but keeps it a secret.
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Bob publicly announces the type of measurement he made, and Alice tells him which measurements were of the correct type.
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Alice and Bob keep all cases in which bob measured the correct type. These cases are then translated into bits (1’s and 0’s) and they become the key.
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Generally, a quantum device generates and measure faint flashes of polarized light providing a secure way to transmit information. On average, each flash consists of one tenth of a photon. Quantum cryptographic devices typically employ individual photons of light and take advantage of Heisenberg’s uncertainty principle, according to which measuring a quantum system generally disturbs it and yields incomplete information about its state before the measurement. An eavesdropping on a quantum communication channel therefore causes an unavoidable disturbance, alerting the legitimate users.

7. CONCLUSION:

As card technologies continue to develop we can expect to see advanced cards interacting directly with users through displays, biometric sensors and buttons. This will open up many exciting novel applications, and further increase the usability of Smart Cards. 

In the future quantum cryptography will take security hand of all the information that is going to be transmitted. We may not face any problems in the future regarding the message transmission. Quantum cryptography plays an important role in the future vision of human race.
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