A Dynamic Security Mechanism Of  Leader Election For Intrusion Detection In MANET Using RBF

Abstract-In MANET, the leader election in the presence of selfish nodes for Radial Basis Function (RBF) based intrusion detection can be obtained. To balance the resource consumption among all nodes and prolong the lifetime of a MANET, nodes with the most remaining resources should be elected as the leaders. To Tackle the announce of selfish nodes in MANET, this method provides nodes with incentives in the form of reputations to encourage nodes in honestly participating in the election process. The amount of incentives is based on the Vickrey, Clarke, and Groves (VCG) model to ensure that truth-telling must be the major strategy for any node. And secondly, to deal with the optimal election issue, a series of local election algorithms that can lead to globally optimal election results with a low cost. To address these issues in  possible application settings, namely, Cluster-Independent Leader Election (CILE). After electing the leader node, IDS is to be launched using the Radial Basis Function. RBF has incorporated the system to achieve robustness and flexibility. Based on several models with different measures, RBF makes the final decision of whether current behavior is abnormal or not. In this work, RBF  has been used to implement the IDS. No of packets sent, No of packets receive, packet size, transmission interval, duration, source address and destination address are the parameters considered. The experimental results show that our method is more efficient than the existing method.

Index Terms-Leader election , intrusion detection systems, mechanism design and MANET security.

1   INTRODUCTION
The Mobile Ad Hoc Networks(MANET) have no fixed bottlenecks to deploy IDS rather than in the traditional networks [3]. Hence each node run on its own IDS and cooperate with other nodes inorder to provide security. This is very inefficient interms of resource consumption since the mobile nodes are energy limited.To overcome this problem,first divide the MANET into a set of 1-hop clusters and each cluster elects the leader node which provides IDS for the entire cluster. The election process can be done either by random model or connectivity-index based approach.Both these approaches aim to reduce the overall resource consumption IDS in the network.However, the nodes having different resources  at any given time should be taken into account for each election.
        Attacks to the financial, military, and energy sectors are increasing, requiring detection of illegal intrusions in advance to prevent the damage to the critical communication infrastructure. Large web sites adopt intrusion detection system (IDS) to protect 
them from various attacks. Intrusion detection is to find attacks exploiting illegal uses or misuses. Basically, an IDS analyzes information about users’ behaviors from various sources such as audit trail, system table, and network usage data. Intruders find new ways to compromise systems each day. To understand what an IDS is, first one should know what intrusion and intruders are. Intrusion is the unauthorized attempt to access information, manipulate information, or render a system unreliable or unusable. To detect intrusions and to prevent them, one has to be aware of how an intruder can cause intrusions. IDS is the process of monitoring the events occurring in a computer system or network, and analyzing them for intrusions. A method has been adopted to implement IDS by processing the input vector with which will be given as inputs to the radial basis function. The output can be obtained with the help of the mobile agents.
1.1  Existing System
They proposed a solution for balancing the resource consumption of IDSs among all nodes while pre-venting nodes from behaving selfishly. To address the selfish behavior[1], they design incentives in the form of reputation to encourage nodes to honestly participate in the election scheme by revealing their cost of analysis. The cost of analysis is designed to protect nodes’ sensitive information (resources level) and ensure the contribution of every node on the election process (fairness). To motivate nodes in behaving normally in every election round, we relate the amount of detection service that each node is entitled to the nodes’ reputation value. Besides, this reputation value can also be used to give routing priority and to build a trust environment. The design of incentives is based on a classical mechanism design model, namely, Vickrey, Clarke, and Groves (VCG) [9]. The model guarantees that truth-telling is always the dominant strategy for every node during each election phase. On the other hand, to find the globally optimal cost-efficient leaders, a leader election algorithm is devised to handle the election process, taking into consideration the possibility of cheating and security flaws, such as replay attack. The algorithm decreases the percentage of leaders, single node clusters, maximum cluster size and increases average cluster size.Last but not least, we address these issues in two possible settings, namely, Cluster Independent Leader Election (CILE) and Cluster Dependent Leader Election (CDLE). In the former,the leaders are elected according to the received votes from the neighbor nodes. The latter scheme elects leaders after the network is formulated into multiple clusters. In both schemes, the leaders are elected in an optimal way in the sense that the resource consumption for serving as IDSs will be balanced among all nodes overtime. Finally, we justify the correctness of proposed methods through analysis and simulation. Empirical results indicate that our scheme can effectively improve the overall lifetime of a MANET. The main contribution of this paper is a unified model that is able to: (1) Balance the IDS resource consumptions among all nodes by electing the most cost-efficient leaders. (2) Motivate selfish nodes to reveal their truthful resources level.

1.2   Proposed System

In the proposed system, the extension of the paper can be done. Since in the existing system, they didn’t mentioned about the IDS operation and the identification of intrusion detection is very difficult. Hence accuracy will be lowered. To overcome this problem, This paper proposes the launching of IDS using radial basis function after electing the leader node by CILE method in the existing paper. The RBF is a real-valued function whose value depends only on the distance from the origin.  If a function ‘h’ satisfies the property

                              h(x)=h(||x||)                                          (1)                                                                
Eqn.1 is a radial function. Here ‘h’ represents the hidden unit function and ‘x’ represents the input and these can be used to calculate the Euclidean Distance applied by the basis function. Their characteristic feature is that their response decreases (or increases) monotonically with distance from a central point. The centre, the distance scale, and the precise shape of the radial function are parameters of the model, all fixed if it is linear.

        A typical radial function is the Gaussian which, in the case of a scalar input, is
                       h(x)=exp((-(x-c)2)/(r2))                              (2)                                             
In Eqn.2, Its parameters are its centre c and its radius r. A Gaussian RBF monotonically decreases with distance from the centre. In contrast, a multiquadric RBF which, in the case of scalar input, monotonically increases with distance from the centre. Gaussian-like RBFs are local (give a significant response only in a neighborhood near the centre) and are more commonly used than multiquadric-type RBFs which have a global response. Radial functions are simply a class of functions. In principal, they could be employed in any sort of model (linear or nonlinear) and any sort of network (single-layer or multi-layer). RBF networks have traditionally been associated with radial functions in a single-layer network. The input layer of RBF carries the outputs. The distance between these values and centre values are found and summed to form linear combination before the neurons of the hidden layer. These neurons are said to contain the radial basis function with exponential form. The outputs of the RBF activation function is further processed according to specific requirements.
1.3   Paper Outline
The rest of this paper is organized as follows: Section 2 formulates the problem. Section 3 describes leader election mechanism where the cost of analysis function, reputation model and payment design are given. Section 4 election algorithm needed to handle the election process. Finally, Section 5 concludes the paper and discusses our future work.

2.   RELATED WORK

L.Anderegg and S.Eidenbenz  [2],They introduce a game-theoretic setting for routing in a mobile ad hoc network that consists of greedy, selfish agents who accept payments for forwarding data for other agents if the payments cover their individual costs incurred by forwarding data. In this setting, they propose Ad hoc-VCG, a reactive routing protocol that achieves the design objectives of truthfulness and cost-efficiency. They show that the total overpayment is relatively small by giving a theoretical upper bound and by providing experimental evidence. Their routing protocol implements a variation of the well-known mechanism by Vickrey, Clarke, and Groves in a mobile network setting. They propose Ad hoc-VCG, a routing protocol that is guaranteed to find the most cost-efficient path and to be truthful. It is a generalized second best sealed bid auction, they thus call it Ad hoc-VCG. The main challenges lie in showing that the protocol remains truthful despite the fact that they deviate from the standard mechanism design model in which the agents know their own type. In their setting, the type can only be determined through interaction with neighboring nodes. 
F.Anjum and P.Mouchtaris [3],The authors make use of elliptic curve cryptography and show that public keys operations can be executed within 34 s. In wireless networks, nodes transmit information through electromagnetic propagation over the air. The signal transmitted by a node can only be received by nodes that are located within a specific distance from  the transmitting  node. This distance is typically called the transmission range. The transmission range depends not only on the power level used for the transmission, Typically multiple nodes exist within an area and these nodes might need to make use of the wireless medium for communication. If many such transmissions happen at the same time within the transmission range of a node, then this will result in the transmissions colliding with each other. More precisely, the systems that they focus on are the systems of ad hoc networks. Building secure systems does not consist of taking a good cryptographic algorithm and combining it with the system. Rather, a good cryptographic algorithm will have to be integrated intelligently into the system, keeping in mind the constraints and features of the system. The area of security in wireless ad hoc networks has been attracting much attention. While many problems have been addressed, there are many others that need attention. Even the problems that have been addressed might have to be revisited in the light of improvements in technology, both wireless and computational. 
S.Basagni[4],A distributed algorithm is presented that partitions the nodes of a fully mobile network (multi-hop network) into clusters, thus giving the network a hierarchical organization. The algorithm is proven to be adaptive to changes in the network topology due to nodes’ mobility and to nodes addition/ removal. A new weight-based mechanism is introduced for the efficient cluster formation that allows the cluster organization to be configured for specific applications and adaptive to changes in the network status, not available in previous solutions. They introduce a generalization of the DMAC protocol that aims to overcome the DMAC limitations while retaining its desirable properties. In particular, as for the DMAC algorithm, Nodes can move, even during the clustering set up. A node decides its own role (cluster head or ordinary node) solely knowing its current one hop neighbors. A new weight-based criterion is defined that allows the nodes to decide whether to change (switch) its role or not depending on the current condition of the network. Indeed, two or more cluster heads should be allowed to be neighbors depending on specific network conditions and applications. Simulation results are provided that demonstrate up to an 85% reduction on the communication overhead associated with the cluster maintenance with respect to techniques used in clustering algorithms previously proposed.

M.Bechler[5],Secure communication is very important in computer networks and authentication is one of the most eminent preconditions. However, common authentication schemes are not applicable in ad hoc networks because public key infrastructures with a centralized certification authority are hard to deploy there. They propose and evaluate a security concept based on a distributed certification facility. A network is divided into clusters with one special head node each. These cluster head nodes execute administrative functions and hold shares of a network key used for certification. New nodes start to participate in the network as guests; they can only become full members with a network signed certificate after their authenticity has been warranted by some other members. The feasibility of this concept was verified by simulation. Three different models for node mobility were used in order to include realistic scenarios as well as make the results comparable to other work. The simulation results include an evaluation of the log-on times, availability, and communication overhead. Providing for secure authentication without relying on single centralized entities is the most important issue; methods for ensuring integrity, confidentiality or non-repudiation for end to end communication were not considered in detail, as these can easily be realized using well-known techniques if secure authentication is possible.
P.Brutch and C.Ko[6],They presents a brief survey of current research in intrusion detection for wireless ad-hoc networks. In addition to examining the challenges of providing intrusion detection in this environment, this paper reviews current efforts to detect attacks against the ad-hoc routing infrastructure, as well as detecting attacks directed against the mobile nodes. This paper also examines the intrusion detection architectures that may be deployed for different wireless ad-hoc network infrastructures, as well as proposed methods of intrusion response.Therefore each mobile node should run some type of node-based IDS, if the node has the available CPU, memory, and battery capacity. While signature-based detection is the primary technique used in fixed wired networks, the secure distribution of signature updates in a wireless ad-hoc network may be difficult, and mobile nodes may operate in disconnect mode. The ideal node based IDS should be able to detect unknown attacks without requiring signature updates. Potential solutions for a node-based ID to detect attacks against the node may use anomaly or specification-based detection on the system calls generated by monitored processes running on the node.

3.   PROBLEM STATEMENT

In a MANET,  each node has an IDS and a unique identity. To achieve the goal of  the most cost efficient nodes as leaders in the presence of selfish and malicious nodes, the following challenges arise: The resource level present in the node could be considered as the private information. As a result, the nodes can reveal fake information about their resources if that could increase their own benefits. Second, the nodes might behave normally during the election but then deviate from normal behavior by not offering the IDS service to their voted nodes.

        So, consider MANET as an undirected graph G = (N,L) where N is the set of nodes and L is the set of bidirectional links. We denote the cost of analysis vector as C = {c1, c2, . . . ,cn} where n is the number of nodes in N. We denote the election process as a function  eta(C, i) where eta(C, i) = 1 if a node i votes for a node a; eta(C, i) = 0, otherwise. We assume that each elected leader allocates the same budget B (in the number of packets) for each node that has voted for it. Knowing that, the total budget will be distributed among all the voting nodes according to their reputation. This will motivate the nodes to cooperate in every election round that will be held on every time TELECTION . Thus, the model will be repeatable. The objective of minimizing the global cost of analysis while serving all the nodes can be expressed by the following Social Choice Function (SCF):

   SCF = S(C) = min ∑  ca . ( ∑ eta(C,i) . B)                                  (3)
                                 a € N
        Clearly, in order to minimize this SCF, the following must be achieved. First, we need to design incentives for encouraging each node in revealing its true cost of analysis value c, which will be addressed in Section 4. Second, we need to design an election algorithm that can provably minimize the above SCF while not incurring too much of performance overhead. 
4.    LEADER ELECTION MECHANISM


Here, leader election mechanism for truthfully electing the leader  nodes should be done. To make the paper self-contained, the background on mechanism design is given in Subsection III-A. Subsection III-B formulates our model using the standard mechanism design notations. To achieve the design goal, the cost of analysis function is given in Subsection III-C followed by the reputation system model given in Subsection III-D. Finally, the design of the payment for the two models is given in Subsection III-E.

4.1   Background of the Mechanism Design

Mechanism design is a sub-field of microeconomics and game theory [9]. Mechanism design uses game theory [14] tools to achieve the desired goals. The main difference is that game theory is used to study about independent player’s act selfishly whereas the mechanism design allows the game designer to define rules with the help of the SCF.so that the players will play according to that rules.The IDS resource consumption problem can be modeled using mechanism design theory with an objective function that depends on the private information.

The cost of analysis is the private information of player’s energy level. If the coherent player selects to deliver the untruthful information to obtain the better outcome depending on their preferences. The main goal of mechanism design is to provide incentives for the players and compute payment using Equation 3.This model consists of n agents where each agent i ∈ {1, . . . , n} which holds the private information, θi ∈ Θi, called agent’s type. Moreover, it defines a set of strategies Ai for each agent i. The agent can choose any strategy ai _ Ai to input in the mechanism. According to the inputs (ai, . . . , an) of all the agents, the mechanism calculates an output o = o(a1, . . . , an) and payment vector v = (v1, . . . , vn) where vi = vi(a1, . . . , an). The preference of each agent from the output is calculated by a valuation function, fi(θi, o). This is a quantification in terms of a real number to evaluate the output for an agent i. Thus, the utility of a node is calculated as 


li = vi − fi(θi, o)                  (4)

From Eqn .4 ,the utility can be measured by the combination of valuation function and the payment it received. In direct revelation mechanism [17], every agent i has a type, θi. Each agent gives an input ai(θi) to the mechanism.The agent chooses the strategy according to its type, where ai(θi) = θi, which is chosen from the strategy set Θ = {Selfish, Normal}. We assume that normal agents follow the protocol whereas selfish agents deviate from the defined protocol if the deviation leads to a higher utility. Although the prime objective of these agents is not to actively harm others but their presence can passively harm others.Last but not least, the mechanism provides a global output from the input vector and also computes a specific payment for each agent. The goal is to design a strategy-proof mechanism where each agent gives an input based on its real type θi (known as the dominant strategy) such that it maximizes its utility regardless of the strategies of others. A strategy is dominated by another strategy if the second strategy is at least as good as the other one regardless of the other players’strategy. This is expressed as follows:

       vi − vi(θ∗i , o) = u∗i ≥ ui = vi − vi(θi, o)                    (5)
where θ∗i denotes non-selfishness and 
θi denotes selfishness.

B. The Mechanism Model


It treat the IDS resource consumption problem as a game. The N mobile nodes are considered as the agents/players. Each node plays by sending its own private information (cost of analysis) that is based on the node’s type θi. The type θi is drawn from each player’s available type set Θi={Normal,Selfish}. Each player can selects his own strategy/type according to how much the node values and thus provides the outcome. If the player’s strategy is normal then the node reveals the true cost of analysis. We assume that each player i has a utility function [9]:
         ui(θi) = vi − vi(θi, o(θi, θ−i))                                    (4)
where,

• θ−i is the type of all the other nodes except i.

• vi is the valuation of player i of the output o ∈ O, knowing that O is the set of possible outcomes. In our case, if the node is elected then vi is the cost of analysis ci. Otherwise vi is 0 since the node will not be the leader and hence there will be no cost to run the IDS.vi is the payment given by the mechanism to the elected node. The Payment will be given in the form of reputation. The Nodes which are not elected will not receive any payments.  Note that, ui(θi) is what the player usually seeks to maximize. It reflects the amount of benefits gained by player I if he follows a specific type θi. Players might deviate from revealing the truthful valuation for the cost of analysis if that could lead to a better payoff. Therefore, our mechanism must be strategy-proof where truth-telling is the dominant strategy.


To play a game, every node should declares its corresponding cost of analysis which is the input to the mechanism.Then it calculates output and payment vector.The payments are used to motivate nodes to reveal the truthful information which is the main goal of the mechanism. In the following subsections, the following components are used namely,
1) Cost of analysis function: It is an important function for the nodes to compute the valuation function.
2) Reputation system: It is needed to show how:

    a) Incentives are used once they are fixed.

    b) Misbehaving nodes are catched and punished.

3) Payment design: It is a must to design the amount of

incentives that will be given to the nodes based on VCG.

C. Cost of Analysis Function


During the design of the cost of analysis function, the following two problems arise: First, the energy level given as the input should be considered as the private information and cannot be publiced, since the exposure of such information can be used maliciously for attacking the node with the least resources level. Second, if the cost function is designed only in terms of nodes’ energy level, then the nodes with the low energy level will not increase their reputation values.

To solve the above problems, The cost of analysis function has  the following two properties: Fairness and Privacy. The fairness property allow nodes with initially less resources and serves as the leaders to increase their reputation.. The privacy property is used to avoid the malicious activity. To avoid this attack,  we are going to design the cost of analysis function that is based on the reputation value, the expected number of time slots that the node alive in the cluster and the energy level.
D. Reputation System Model


The reputation system model mainly depends on the payment. To design the payment,first we should know how the payments are present in the form of reputation. It mainly concerned about the motivation of the nodes to behave normally and if not punish the misbehaving nodes.moreover, this model is very useful  for which node to trust. For each and every election phase, the nodes should be motivated to tell the truth-ful information. So that first relate the cluster’s service to node reputation. This will create a competition environment that motivates the nodes to behave normally by saying the truth. To enforce our mechanism, a punishment system is needed to prevent nodes from behaving selfishly after the election. The misbehaving nodes are punished by decreasing their reputation and consequently are excluded from the cluster services if the reputation is less than a predefined threshold. Figure 1 shows the abstract model of our reputation system where each node has the following components:

• Monitor or Watchdog: The Monitor is used to monitor the working behavior of the elected leader. The monitoring process can be done with the help of checkers. Inorder to reduce the resources that is consumed, this checkers will monitor that process also. This monitors mainly the behavior of the elected nodes whether it is providing resources to all the other nodes .If not so then it will call for the election process and punish the leader node by deleting from the network. We assume the checkers are cooperative because the amount of computation they conduct for monitoring the leader only amounts to a marginal resource consumption, which is dominated by the benefit of receiving intrusion detection service from the leader.

• Communication: The communication can be done based on the two following factors: (1) The exchange of reputation value with other nodes in other clusters for providing services in the nodes. (2) To reduce the false positive rate, the checkers will exchange information about the behavior of the leader to make decision about the leader’s behavior.                                                        Reputation System: The Reputation System should be in the form of a table. This table contains the ID of all the other nodes and the corresponding Reputation R. The node which is having the high reputation will be considered as the most trusted node. This will be giving priority for the clusters services Therefore, the normal nodes are motivated to increase their reputation value by participating in the leader election.
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Fig 1. System Architecture

• Threshold Check: The Threshold Check is used for two main purposes: (1) To check whether nodes’ reputation is greater than a predefined threshold. If the result is true then nodes’ services are offered according to nodes’ reputation. (2) To verify whether a leader’s behavior exceeds a predefined misbehaving threshold. According to the result, the punishment system is called.

• Service System: The service system will  motivate the nodes to participate in every election round. So that  the amount of detection service provided to each node is based on the node’s reputation values. The nodes which are elected as a leaders has a budget for sampling and hence only limited services can be offered. Then this sampling budget will be distributed to all the nodes based on the reputation.. Besides, this reputation can also be used for packet forwarding. Packets of highly reputed nodes should always be forwarded. if the source node has an unacceptably low reputation then its packet will have less priority. Hence, in every round, nodes will try to increase their reputation by becoming the leader in order to increase their services.

• Punishment System: To improve the performance and reduce the false-positive rate of checkers in catching and punishing a misbehaving leader, we have formulated in a cooperative game-theoretical model to efficiently catch and punish misbehaving leaders with low false positive rate. Our catch-and-punish model was made up of k detection-levels, representing different levels of selfish behaviors of the leader-IDS. This enables us to better respond to the misbehaving leader-IDS depending on which detection-level it belongs to. Hence, the percentage of checkers varies with respect to the detection-level. Once the detection exceeds a predefined threshold, the leader will be punished by decreasing its reputation value.

E. CILE Payment Design


In Cluster Independent Leader Election (CILE), each node must be monitored by a leader node that will analyze the packets for other ordinary nodes. Based on the cost of analysis vector C, nodes will cooperate to elect a set of leader nodes that will be able to analyze the traffic across the whole network and handle the monitoring process. This increases the efficiency and balances the resource consumption of an IDS in the network. Our mechanism provides payments to the elected leaders for serving others (i.e., offering the detection service).The payment is based on a per-packet price that depends on the number of votes the elected nodes get. The nodes that do not get any vote from others will not receive any payment. The payment is in the form of reputations, which are then used to allocate the leader’s sampling budget for each node. Hence, any node will strive to increase its reputation in order to receive more IDS services from its corresponding leader.

IV. LEADER ELECTION ALGORITHM


To run the election mechanism given in Section III, the  leader election algorithm helps to elect the most cost-efficient leaders in the network. All the needed messages to establish the election mechanism are taken into consideration of cheating and presence of malicious nodes. Moreover, the addition and removal of nodes to/from the network due to mobility reasons also been vierified. Finally, the performance overhead is considered during the design of the given algorithm where computation, communication and storage overhead are derived.

A. Objectives and Assumptions


To design the leader election algorithm, the following requirements are needed: (1) To protect all the nodes in a network, every node should be monitored by a leader. (2) To balance the resource consumption of IDS service, the overall cost of analysis for protecting the whole network is minimized.In other words, every node has to be affiliated with the most cost efficient leader among its neighbors. Our algorithm is executed in each node taking into consideration the following assumptions about the nodes and the network architecture:

• Every node knows its (2-hop) neighbors, which is reasonable since nodes usually maintain a table about their neighbors for routing purposes.

• Loosely synchronized clocks are available  between nodes.

• Each node has a key (public, private) pair for establishing a secure communication between nodes.

• Each node is aware of the presence of a new node or removal of a node. For secure communication, we can use a combination of TESLA [30] and public key infrastructure. With the help of TESLA, loosely synchronized clocks can be available. Nodes can use public key infrastructure during election and TESLA in other cases. Recent investigations showed that computationally limited mobile nodes can also perform public key operations [13].

B. Leader Election

To start a new election, the election algorithm uses four types of messages. Hello, used by every node to initiate the election process; Begin-Election, used to announce the cost of a node; Vote, sent by every node to elect a leader; Acknowledge, sent by the leader to broadcast its payment, and also as a confirmation of its leadership. For describing the algorithm, we use the following notation:

• service-table(a): The list of all ordinary  nodes, those voted for the leader node k.

• reputation-tableak): The reputation table of node a. Each node keeps the record of reputation of all other nodes.

• neighbors(a): The set of node a’s neighbors.

• leadernode(a): The ID of node a’s leader. If node a is running its own IDS then the variable contains a.

• leader(a): A boolean variable that sets to TRUE if node k is a leader and FALSE otherwise. Initially, each node a starts the election procedure by broadcasting a Hello message to all the nodes that are one hop from node k and starts a timer T1. This value of the node’s cost of analysis  identifier (ID). 
------------------------------------------------------------------------
Algorithm 1 (Executed by every node)

------------------------------------------------------------------------
/* On receiving Hello, all nodes reply with their cost */

1. if (received Hello from all neighbors)then

2. Send Begin-Election (IDa, costa);

3. else if(neighbors(a)=Ø) then

4. Launch IDS.

5. end if

On expiration of T1, each node ‘a’ checks whether it has received all the hash values from its neighbors. Nodes from whom the Hello message have not received are excluded from the election. On receiving the Hello from all neighbors, each node sends Begin-Election as in Algorithm 1, which contains the cost of analysis of the node and then starts timer T2. If node ‘a’ is the only node in the network or it does not have any neighbors then it launches its own IDS.

------------------------------------------------------------------------
Algorithm 2 (Executed by every node)

------------------------------------------------------------------------
/* Each node votes for one node among the neighbors */

1. if (∀ n _ neighbor(k), ∃ i _ n : ci ≤ cn)  then

2. send V ote(IDa, IDi , costj_=i);

3. leadernode(a):= i;

5. end if

On expiration of T2, the node ‘a’ compares the hash value of Hello to the value received by the Begin-Election to verify the cost of analysis for all the nodes. Then node ‘a’ calculates the least-cost value among its neighbors and sends Vote for node

i as in Algorithm 2. The Vote message contains the IDa of the source node, the IDi of the proposed leader and second least cost
among the neighbors of the source node costj_=i.Then node ‘a’ sets node i as its leader in order to update later on its reputation. Note that the second least cost of analysis is needed by the leader node to calculate the payment. If node k has the least cost among all its neighbors then it votes for itself and starts timer T3.

------------------------------------------------------------------------
Algorithm 3 (Executed by Elected leader node)

------------------------------------------------------------------------
/* Send Acknowledge message to the neighbor nodes */

1. Leader(i) := TRUE;

2. Compute Payment, Pi;

3. updateservice−table(i);

4. updatereputation−table(i);

5. Acknowledge = Pi + all the votes;

6. Send Acknowledge(i);

7. Launch IDS.

On expiration of T3, the elected node i calculates its payment using equation 5 and sends an Acknowledge message to all the serving nodes as in Algorithm 3. The Acknowledge message contains the payment and all the votes the leader received. The leader then launches its IDS. Each ordinary node verifies the payment and updates its reputation table according to the payment. All the messages are signed by the respective source nodes to avoid any kind of cheating. At the end of the election, nodes are divided into two types: Leader and ordinary nodes. Leader nodes run the IDS for inspecting packets, during an interval TELECTION , based on the relative reputations of the ordinary nodes. We enforce re-election every period TELECTION since it is unfair and unsafe for one node to be a leader forever. Even if the topology remains same after TELECTION time, all the nodes go back to initial stage and elect a new leader according to the above algorithms.
------------------------------------------------------------------------
Algorithm 4 (Executed by neighboring nodes)

------------------------------------------------------------------------
/* The neighboring nodes send ’Status’ to new node */

1. if (leader(a) = TRUE) then

2. Status := Costa;

3. else

4. Status := leadernode(a);

5. end if;

6. send Status(a, n);

On receiving the Status messages from the neighbors, the new node n sends Join to the leader node. If two of its neighbors are leaders with the same cost, then the new node can send Join to any of the nodes depending on its physical location (i.e; signal strength).We assume that an ordinary node have no interest to be a leader during the service time since it will not receive any payment from others. The algorithm does not make the new node as a leader for others before the new election (i.e., to reduce performance overhead). Detailed analysis is presented in Section VI. If the new node has the least cost, it can either send Join to the leader node or launches its own IDS. After getting the Join message, the leader node adds the new node to its service list and divides its budget according to nodes’ reputation. We do not give any new payment to the leader as the leader node has the same budget. A problem can arise from keeping the same sampling budget for every added node. It causes the voting nodes to have less IDS service compared to what they have payed for at the election time. Thus, less sampling is offered to the voting nodes, which will ease the job of an attacker. An attacker can

take an advantage from this technique only if the network is static. On the other hand, in a dynamic network, which is the case of  MANET, nodes are dynamically added and removed from the network due to mobility. As a result, the average value of the budget will remain the same. Thus, the security of nodes will not be effected. Finally, the leader node sends an Acknowledge message, that includes its payment, to the new node so that the new node can update its reputation table. Note that new nodes can still use their reputation value for having detection service.

------------------------------------------------------

Algorithm 5 (Executed by neighboring nodes)

------------------------------------------------------

/* The neighboring nodes reconfigure the network and declare new election if necessary*/

1. if (leadernode(a) = n) then

2. leadernode(a):= NULL;

3. updatereputation(a);

4. send Begin − Election as in Algorithm 1;

5. end if;

6. if (leader(a) = TRUE) then

7. if (n _ service(a)) then

8. updateservice();

9. end if;

10. end if;

EXPERIMENTAL RESULTS

The experimental results shows that the number of energy levels increases then the number of nodes present in the network can be able to transfer the messages and hence the intrusion detection time can be minimized and hence the processing can be made in which each corresponding to its energy levels and hence the analysis can be made.thus the representation is shown below:
We analyze and compare the performance offered by intrusion detection and intrusion detection using PBF process. Here if the no of nodes increased the energy level is decreased linearly. But the energy level of proposed system is high when compared with existing system. Based on the comparison and the results from the experiment show the proposed approach works better than the other existing systems.
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We analyze and compare the performance offered by intrusion detection and intrusion detection using PBF process. Here if the no of nodes increased the percentage of leader node is decreased linearly. But the percentage of leader node of proposed system is high when compared with existing system. Based on the comparison and the results from the experiment show the proposed approach works better than the other existing systems.
V. CONCLUSION AND FUTURE WORK

The solution motivated nodes to truthfully elect the most cost-efficient nodes that handle the detection duty on behalf of others. Moreover, the sum of the elected leaders is globally optimal. To achieve this goal, incentives are given in the form of reputations to motivate nodes in revealing truthfully their costs of analysis. Reputations are computed using the well-known VCG mechanism by which truth telling is the dominant strategy. We also analyzed the performance of the mechanisms in the presence of selfish and malicious nodes. To implement our mechanism, we devised an election algorithm with reasonable performance overheads. We also provided the algorithmic correctness and security properties of our algorithm. In future work, by changing the incentives based model can improve the intrusion detection with more efficiency. And also the work can be further improved by changing polynomial functions and high risk attacks can be obtained.
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