1.1WHAT IS SPREAD SPECTRUM?
Spread-spectrum techniques are methods by which a signal (e.g. an electrical,electromagnetic, or acoustic signal) generated in a particular bandwidth is deliberately spread in the frequency domain, resulting in a signal with a wider bandwidth. These techniques are used for a variety of reasons, including the establishment of securecommunications, increasing resistance to natural interference and jamming, topreventdetection, and to limit power flux density (e.g. in satellite downlinks).

 Spread-spectrum radio communications, long a favorite technology of the military because it resists jamming and is hard for an enemy to intercept, is now on the verge of potentially explosive commercial development because of the reason spread-spectrum signals are distributed over a wide range of frequencies and then collected onto their original frequency at the receiver,these are so inconspicuous as to be 'transparent.' Just as they are unlikely to be intercepted by a military opponent, so are they unlikely to interfere with other signals intended for business and consumer users -- even ones transmitted on the same frequencies. Such an advantage opens up crowded frequency spectra to vastly expanded use.
Spread spectrum is a means of transmission in which the signal occupies a bandwidth in excess of the minimum necessary to send the information. The band spread is accomplished by means of a code which is independent of data and, synchronized reception with the code at the receiver is used for de-spreading and subsequent data recovery.

1.2 HOW SPREAD SPECTRUM WORKS

Spread Spectrum uses wide band, noise-like signals. Because Spread Spectrum signals are noise-like, they are hard to detect. Spread Spectrum signals are also hard to Intercept or demodulate. Further, Spread Spectrum signals are harder to jam (interfere with) than narrowband signals. These Low Probability of Intercept (LPI) and anti-jam (AJ) features are why the military has used Spread Spectrum for so many years. Spread signals are intentionally made to be much wider band than the information they are carrying to make them more noise-like.

Spread Spectrum signals use fast codes that run many times the information bandwidth or data rate. These special "Spreading" codes are called "Pseudo Random" or "Pseudo Noise" codes. They are called "Pseudo" because they are not real gaussian noise. Spread Spectrum transmitters use similar transmits power levels to narrow band transmitters. Because Spread Spectrum signals are so wide, they transmit at a much lower spectral power density, measured in Watts per Hertz, than narrowband transmitters. This lower transmitted power density characteristic gives spread signals a big plus. Spread and narrow band signals can occupy the same band, with little or no interference. This capability is the main reason for all the interest in Spread Spectrum today.

In telecommunications, direct-sequence spread spectrum (DSSS) is a modulation technique. As with other spread spectrum technologies, the transmitted signal takes up more bandwidth than the information signal that is being modulated. The name 'spread spectrum' comes from the fact that the carrier signals occur over the full bandwidth (spectrum) of a device's transmitting frequency.

1.3 FEATURES
·  It phase-modulates a sine wave pseudo randomly with a continuous string of pseudo noise (PN) code symbols called "chips", each of which has a much shorter duration than an information bit. That is, each information bit is modulated by a sequence of much faster chips. Therefore, the chip rate is much higher than the information signal bit rate. 

·  It uses a signal structure in which the sequence of chips produced by the transmitter is known a priori by the receiver. The receiver can then use the same PN sequence to counteract the effect of the PN sequence on the received signal in order to reconstruct the information signal.

1.4 HISTORY


Spread-spectrum communications technology was first described on paper by an actress and a musician! In 1941 Hollywood actress Hedy Lamarr and pianist George Antheil described a secure radio link to control torpedos. They received U.S. Patent #2.292.387. The technology was not taken seriously at that time by the U.S. Army and was forgotten until the 1980s, when it became active. Since then the technology has become increasingly popular for applications that involve radio links in hostile environments. Typical applications for the resulting short-range data transceivers include satellite-positioning systems (GPS), 3G mobile telecommunications, W-LAN (IEEE® 802.11a, IEEE 802.11b, IEEE 802.11g), and Bluetooth®. Spreadspectrum techniques also aid in the endless race between communication needs and radio-frequency availability—situations where the radio spectrum is limited and is, therefore, an expensive resource.
Over the last twenty years, many spread spectrum signals have appeared on the air. The easiest way to characterize these modulations is by their frequency spectra. These SS signals occupy a much greater bandwidth than needed by the information bandwidth of the transmitted data. To rate being called an SS signal, two technicalities must be met.
· The signal bandwidth must be much wider than the information bandwidth.
· Some code or pattern, other than the data to be transmitted, determines the actual on-the-air transmit bandwidth.

In today's commercial spread spectrum systems, bandwidths of 10 to 100 times the information rates are used. Military systems have used spectrum widths from 1000 to 1 million times the information bandwidth. 

Various spread-spectrum techniques have been proposed: 

1) Direct-Sequence 

2) Frequency-Hopping 

3) Multi-Carrier 

4) Ultra Wide Band (UWB) techniques using very steep pulses at well defined instants. This is sometimes called "Time Hopping" 

2. DIRECT SEQUENCE SPREAD SPECTRUM

2.1 INTRODUCTION

Direct sequence spread spectrum, also known as direct sequence code division multiple access (DS-CDMA), is one of two approaches to spread spectrum modulation for digital signal transmission over the airwaves. In direct sequence spread spectrum, the stream of information to be transmitted is divided into small pieces, each of which is allocated across to a frequency channel across the spectrum. A data signal at the point of transmission is combined with a higher data-rate bit sequence (also known as a chipping code) that divides the data according to a spreading ratio. The redundant chipping code helps the signal resist interference and also enables the original data to be recovered if data bits are damaged during transmission. 

2.2 TRANSMISSION METHOD
Direct-sequence spread-spectrum transmissions multiply the data being transmitted by a "noise" signal. This noise signal is a pseudorandom sequence of 1 and −1 values, at a frequency much higher than that of the original signal, thereby spreading the energy of the original signal into a much wider band. The resulting signal resembles white noise, like an audio recording of "static". However, this noise-like signal can be used to exactly reconstruct the original data at the receiving end, by multiplying it by the same pseudorandom sequence (because 1 × 1 = 1, and −1 × −1 = 1). This process, known as "de-spreading", mathematically constitutes a correlation of the transmitted PN sequence with the receiver's assumed sequence.

For de-spreading to work correctly, the transmit and receive sequences must be synchronized. This requires the receiver to synchronize its sequence with the transmitter's sequence via some sort of timing search process. However, this apparent drawback can be a significant benefit: if the sequences of multiple transmitters are synchronized with each other, the relative synchronizations the receiver must make between them can be used to determine relative timing, which, in turn, can be used to calculate the receiver's position if the transmitters' positions are known. This is the basis for many satellite navigation systems.

The resulting effect of enhancing signal to noise ratio on the channel is called processing gain. This effect can be made larger by employing a longer PN sequence and more chips per bit, but physical devices used to generate the PN sequence impose practical limits on attainable processing gain. If an undesired transmitter transmits on the same channel but with a different PN sequence (or no sequence at all), the de-spreading process results in no processing gain for that signal. This effect is the basis for the code division multiple access (CDMA) property of DSSS, which allows multiple transmitters to share the same channel within the limits of the cross-correlation properties of their PN sequences.

As this description suggests, a plot of the transmitted waveform has a roughly bell-shaped envelope centered on the carrier frequency, just like a normal AM transmission, except that the added noise causes the distribution to be much wider than that of an AM transmission. In contrast, frequency-hopping spread spectrum pseudo-randomly re-tunes the carrier, instead of adding pseudo-random noise to the data, which results in a uniform frequency distribution whose width is determined by the output range of the pseudo-random number generator.

2.3 BLOCK DIAGRAM
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fig 2.1: Block diagram of  spread spectrum modulation technique

In this technique, the PRN is applied directly to data entering the carrier modulator. The modulator therefore sees a much larger bit rate, which corresponds to the chip rate of the PRN sequence. The result of modulating an RF carrier with such a code sequence is to produce a direct-sequence-modulated spread spectrum with ((sin x)/x)² frequency spectrum, centered at the carrier frequency. The main lobe of this spectrum (null to null) has a bandwidth twice the clock rate of the modulating code, and the sidelobes have null-to-null bandwidths equal to the code"s clock rate. Illustrated below is the most common type of direct-sequence-modulated spread spectrum signal. Direct-sequence spectra vary somewhat in spectral shape, depending on the actual carrier and data modulation used.

Different SS techniques are available, but all have one idea in common: the key (also called code or sequence) attached to the communication channel. The manner of inserting this code defines precisely the SS technique in question. The term "spread spectrum" refers to the expansion of signal bandwidth, by several orders of magnitude in some cases, which occurs when a key is attached to the communication channel. The formal definition of SS is more precise: Spread spectrum is an RF communications system in which the baseband signal bandwidth is intentionally spread over a larger bandwith by injecting a higher-frequency signal. As a direct consequence, energy used in transmitting the signal is spread over a wider bandwith, and appears as noise. The ratio (in dB) between the spread baseband and the original signal is called processing gain. Typical SS
processing gains run from 10dB to 60dB

To apply an SS technique, simply inject the corresponding SS code somewhere in the transmitting chain before the antenna. (That injection is called the spreading operation.) The effect is to diffuse the information in a larger bandwidth. Conversely, you can remove the SS code (despreading operation) at a point in the receive chain before data retrieval. The effect of a despreading operation is to reconstitute the information in its original bandwidth. Obviously, thesame code must be known in advance at both ends the transmission channel. 

[image: image11.emf]

                    Figure 2.2 Spread spectrum Communication
2.4 BANDWIDTH EFFECT OF SPREADING OPERATION

The simple drawings below illustrate the evaluation of signal bandwiths  in a communication link.
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                   Figure 2.3  Message signal in spreading mode
SS modulation is applied on top of a conventional modulation such as BPSK or direct conversion. One can demonstrate that all other signals not receiving the SS code will stay as they are, unspread. 

BANDWIDTH EFFECT OF DESPREADING OPERATION

Similarly, despreading can be seen as follows:
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Figure 2.4  Despreading operation
 An SS demodulation has been made on top of the normal demodulation operations above. One can also demonstrate that signals added during the transmission (such as an interferer or jammer will be spread during the de-spreading operation.
2.5 PN SEQUENCE GENERATOR

At this point, we know that the main SS characteristic is the presence of a code or key, which must be known in advance by the transmitter and receiver(s). In modern communications, the codes are digital sequences that must be  long and  random  possiblly to appear as "noise-like". But in any case, they must remain reproducible. Otherwise, the receiver will be unable to extract the message that has been sent. Thus, the sequence is "nearly random." Such a code is called a pseudo-random number (PRN) or sequence. The method most frequently used to generate pseudo-random codes is based on a feedback shift register.

 To guarantee efficient SS communications, the PRN sequences must respect certain rules, such as length, auto-correlation, cross-correlation, orthogonality, and bits balancing. The more popular PRN sequences have names: Barker, M-Sequence, Gold, Hadamard-Walsh, etc. Keep in mind that a more complex sequence set provides a more robust SS link. But, the price to pay is a more complex electronics (both in speed and behavior), mainly for the SS despreading operations. Purely digital SS de-spreading chips can contain more than several million equivalent 2-input NAND gates, switching at several tens of megahertz.

The pseudorandom noise (PN) sequences are a series of 1’s and 0’s which lack any definite pattern, and look statistically independent and uniformly distributed. The sequences are deterministic, but exhibit noise properties similar to randomness. The PN sequence generator is usually made up of shift registers with feedback. By linearly combining elements from taps of the shift register and feeding them back to the input of the generator, you can obtain a sequence of much longer repeat length using the same number of delay elements in the shift register. Hence, these blocks are also referred to as linear feedback shift registers (LFSR).The length of the shift register, the number of taps, and their positions in the LFSR, are important to generate PN sequences with desirable autocorrelation and cross-correlation properties.

2.5.1 LINEAR FEEDBACK SHIFT REGISTER
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Fig .2.5 Block Diagram of Pn-sequence generator

A Linear Feedback Shift Register is a sequential shift register with combinational logic that causes it to pseudo-randomly cycle through a sequence of binary values. Linear feedback shift registers have multiple uses in digital systems design.
Linear Feedback Shift Registers sequence through (2n – 1) states, where n is the number of registers in the LFSR. At each clock edge, the contents of the registers are shifted right by one position. There is feedback from predefined registers or taps to the left most register through an exclusive-NOR (XNOR) or an exclusive-OR (XOR) gate. A value of all "1"s is illegal in the case of a XNOR feedback. A count of all "0"s is illegal for an XOR feedback. This state is illegal because the counter would remain locked-up in this state. The LFSR in this application note is implemented with XNOR feedback. A 4-bit LFSR sequences through (24 – 1) = 15 states (the state 1111 is in the lock-up/illegal state). 

LFSR counters are very fast since they use no carry signals. However, the dedicated carry in spartan devices is rarely a speed limiting factor because it is intrinsically fast. LFSRs can replace conventional binary counters in performance critical applications where the count sequence is not important (e.g., FIFOs). LFSRs are also used as pseudo-random bit stream generators. They are important building blocks in the implementation of encryption and decryption algorithms

Since an LFSR has a finite set of states, the sequence of states eventually repeats. The number of states which appear before the first state repeats (and the sequence begins again) is called the period. Clearly, an LFSR with period n can be used to count from 0 to n_1: choose an arbitrary initial state giving rise to a sequence of period n, label this initial state \0", and label every succeeding state by one more than the label of its predecessor.

2.6 SCRAMBLING CODES

 Code Division Multiple Access (CDMA) networks allow multiple users to transmit simultaneously within the same wideband radio channel. In order to enable frequency re-use, the networks employ the spread spectrum technique.

The main principle of spread spectrum communication is using wideband, noise-like signals to increase the bandwidth occupancy. As a result of larger bandwidth, the power spectral density is lower, which enables multiple signals to occupy the same band with minimum interference. During the spreading process, CDMA distributes the signal across the entire allotted frequency spectrum by combining the data signal with a scrambling code which is independent of the transmitted signal. In a multi-path environment, each addressee is assigned a unique scrambling ode. The correlation property of these codes makes it possible to generate a distinction between the signals, which allows the different paths to be decoded by the receiver.

The scrambling codes used in 3G CDMA wiresless systems are based on “Gold” codes. Gold codes are obtained by combining two PN sequencesand modulo-2 adding, or XORing, the output together.These codes havespecific cross-correlation properties, to allow as many users as possible,with minimum interference.

Using a set of polynomials, you can construct the PN sequences (alsoknown as m-sequences). This reference design uses a set of specificprimitive polynomials over Galois Field 2 (GF[2]) as described in the 3rdGeneration Partnership Project (3GPP) Technical Specification 25.213.

The x-sequence uses the following polynomial:


X25 + X3 + 1

The y-sequence uses the following polynomial:

X25 + X3 + X2 + X + 1

The specifications require the use of 25-stage LFSRs.The final result is a long scrambling code, Clong,1n and Clong,2n, generatedby summing (using modulo-two addition) the outputs of two PN code sequence generators. CDMA uses bpsk modulation for transmission of data from transmitter to receiver

2.7 THEORITICAL JUSTIFICATION

Spread-spectrum is apparent in the Shannon and Hartley channel-capacity theorem:

C = B × log2 (1 + S/N)       
     (Eq. 1)   

In this equation, C is the channel capacity in bits per second (bps), which is the maximum data rate for a theoretical bit-error rate (BER).

B is the required channel bandwidth in Hz, and 

S/N is the signal-to-noise power ratio. 

To be more explicit, one assumes that C, which represents the amount of information allowed by the communication channel, also represents the desired performance. Bandwidth (B) is the price to be paid, because frequency is a limited resource. The S/N ratio expresses the environmental conditions or the physical characteristics (i.e.,obstacles, presence of jammers, interferences, etc.). 

There is an elegant interpretation of this equation, applicable for difficult environments, for example, when a low S/N ratio is caused by noise and interference. This approach says that one can maintain or even increase communication performance (high C) by allowing or injecting more bandwidth (high B), even when signal power is below the noise floor. (The equation does not forbid that condition!)

Modifying equation 1 by changing the log base from 2 to e (the Napierian number) and by noting that ln = loge.

Therefore:

C/B = (1/ln2) × ln(1 + S/N) = 1.443 × ln(1 + S/N)                    (Eq. 2)

Applying the MacLaurin series development for

ln(1 + x) = x - x²/2 + x³/3 - x4/4 + ... + (-1)k+1xk/k + ...:

C/B = 1.443 × (S/N - 1/2 × (S/N)² + 1/3 × (S/N)³ - ...)                   (Eq. 3)

S/N is usually low for spread-spectrum applications. (As just mentioned, the signal power density can even be below the noise level.) Assuming a noise level such that S/N << 1, Shannon's expression becomes simply:

C/B » 1.433 × S/N                   (Eq. 4)

Very roughly:

C/B » S/N                      (Eq. 5)

Or:

N/S » B/C                      (Eq. 6)

To send error-free information for a given noise-to-signal ratio in the channel, therefore, one need only perform the fundamental spread-spectrum signal-spreading operation: increase the transmitted bandwidth. That principle seems simple and evident. Nonetheless, implementation is complex, mainly because spreading the baseband (by a factor that can be several orders of magnitude) forces the electronics to act and react accordingly, which, in turn, makes the spreading and despreading operations necessary.

2.8 AWGN CHANNEL            
The AWGN Channel block adds white Gaussian noise to a real or complex input signal. When the input signal is real, this block adds real Gaussian noise and produces a real output signal. When the input signal is complex, this block adds complex Gaussian noise and produces a complex output signal. This block inherits its sample time from the input signal. 
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Figure 2.6
This block uses the Signal Processing Blockset Random Source block to generate the noise. Random numbers are generated using the Ziggurat method, which is the same method used by the MATLAB random function. The Initial seed parameter in this block initializes the noise generator. Initial seed can be either a scalar or a vector whose length matches the number of channels in the input signal. For details on Initial seed, see the Random Source block reference page in the Signal Processing Blockset documentation set.The signal inputs can only be of type single or double. The port data types are inherited from the signals that drive the block.

The example given above, the PN code is generator is running at a higher clock frequency than that used for the data. The resultant scrambled data is now transmitted at a much higher rate than that of the data. When a logic high is applied to the BPSK modulator the carrier undergoes a phase change of 180 degrees. When a logic low is applied to the BPSK modulator the carrier undergoes a 0 degree phase change. The carrier frequency containing the phase change information is received by the distant receiver. This signal is then descrambled by a descrambler that relies on a PN code generator producing PN code identical to that at the transmitter. The signal is then converted back into logic levels to produce the original data.

3. BENIFITS OF SPREAD SPECTRUM

3.1 RESISTANCE TO INTERFERENCE AND ANTIJAMMING

      EFFECTS                                                                               

There are many benefits to spread-spectrum technology. Resistance to interference is the most important advantage. Intentional or unintentional interference and jamming signals are rejected because they do not contain the spread-spectrum key. Only the desired signal, which has the key, will be seen at the receiver when the despreading operation is exercised. 


Figure 3.1 A spread-spectrum communication system.
 Note:

The interferer's energy is spread while the data signal is despread in the receive chain.

You can practically ignore the interference, narrowband or wideband, if it does not include the key used in the despreading operation. That rejection also applies to other spread-spectrum signals that do not have the right key. Thus different spread-spectrum communications can be active simultaneously in the same band, such as CDMA. Note that spread spectrum is a wideband technology, but the reverse is not true: wideband techniques need not involve spread-spectrum technology

3.2 RESISTANCE TO INTERCEPTION

Resistance to interception is the second advantage provided by spread spectrum techniques. Because nonauthorized listeners do not have the key used to spread the original signal, those listeners cannot decode it. Without the right key, the spread-spectrum signal appears as noise or as an interferer. (Scanning methods can break the code, however, if the key is short.) Even better, signal levels can be below the noise floor, because the spreading operation reduces the spectral density. See Figure. (Total energy is the same, but it is widely spread in frequency.) The message is thus made invisible, an effect that is particularly strong with the directsequence spread-spectrum (DSSS) technique. (DSSS is discussed in greater detail below.) Other receivers cannot "see" the transmission; they only register a slight increase in the overall noise level!


Figure 3.2 Spread-spectrum signal is buried under the noise level. The receiver cannot "see" the transmission without the right spread-spectrum keys
3.3 RESISTANCE TO FADING (MULTIPATH EFFECTS)

Wireless channels often include multiple-path propagation in which the signal has more than one path from the transmitter to the receiver (Figure). Such multipaths can be caused by atmospheric reflection or refraction, and by reflection from the ground or from objects such as buildings.


Figure 3.3 Illustration of how the signal can reach the receiver over multiple paths
The reflected path (R) can interfere with the direct path (D) in a phenomenon called fading. Because the despreading process synchronizes to signal D, signal R is rejected even though it contains the same key. Methods are available to use the reflected-path signals by despreading them and adding the extracted results to the main one.

3.4 ALLOWS CDMA

Thanks to the coding basis, spread spectrum can also be used as another method for implementing multiple access (i.e., the real or apparent coexistence of multiple and simultaneous communication links on the same physical media). So far, three main methods are available.

3.4.1 FDMA—Frequency Division Multiple Access

FDMA allocates a specific carrier frequency to a communication channel. The number of different users is limited to the number of "slices" in the frequency spectrum (Figure). Of the three methods for enabling multiple access, FDMA is the least efficient in term of frequency-band usage. Methods of FDMA access include radio broadcasting, TV, AMPS, and TETRAPOLE.


Figure 3.4 FDMA

Figure 8. Carrier-frequency allocations among different users in a FDMA system.

3.4.2 TDMA—Time Division Multiple Access

With TDMA the different users speak and listen to each other according to a defined allocation of time slots (Figure). Different communication channels can then be established for a unique carrier frequency. Examples of TDMA are GSM, DECT, TETRA, and IS-136.


3.4.3 CDMA—Code Division Multiple Access

CDMA access to the air is determined by a key or code (Figure). In that sense, spread spectrum is a CDMA access. The key must be defined and known in advance at the transmitter and receiver ends. Growing examples are IS-95 (DS), IS-98, Bluetooth, and WLAN. One can, of course, combine the above access methods. GSM, for instance, combines TDMA and FDMA. GSM defines the topological areas (cells) with different carrier frequencies, and sets time slots within each cell.


Figure 3.5. CDMA systems access the same frequency band with unique keys or codes
3.5 ADVANTAGES AND APLLICATIONS 
The SS Communications are widely used today for Military, Industrial, Avionics, Scientific, and Civil uses. The applications include the following:

1. Jam-resistant communication systems

2. CDMA radios: It is useful in multiple access communications wherein many users communicate over a shared channel. Here the assignment of a unique spread spectrum sequence to each user allows him to simultaneouly transmit over a common channel with minimal mutual interference. Such access technique often simplifies the network control requirements considerably.

3. High Resolution Ranging: SS Communications is often used in high resolution ranging. It is possible to locate an object with good accuracy using SS techniques. One example where it could be used is Global Positioning System (GPS).  Here an object can use signals from several satellites transmitting SS signals according to a predefined format to determine its own position accurately on the globe.

3. WLAN: Wireless LAN (Local Area Networks) widely use spread spectrum communications. IEEE 802.11 is a standard that is developed for mobile communication, and widely implemented throughout the world. The standard defines three types of Physical Layer communications. These are:

    a. Infrared (IR) Communications

    b. Direct Sequence Spread Spectrum Communications

    c. Frequency Hopping Spread Spectrum Communications.

Among the three, DSSS, and FHSS are widely used.

4. Cordless Phones: Several manufacturers implement Spread Spectrum in Cordless phones. The advantages of using spread spectrum in cordless phone include the following:

    a. Security: Inherently, a ss communication is coded.

    b. Immunity to Noise: SS modulation is immune to noise when compared with other modulation schemes such as AM and FM.

    c. Longer Range: Due to noise immunity, it is possible to achieve a longer range of communications, for a very small transmitted power.

5. Long-range wireless phones for home and industry

6. Cellular base stations interconnection
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