
Chapter 1
INTRODUCTION
A mobile ad hoc network is a self-organizing system of mobile nodes that communicate with each other via wireless links with no infrastructure or centralized administration such as base stations or access points. Nodes in MANET operate both as hosts as well as routers to forward packets for each other in a multi-hop fashion. MANETSs are suitable for applications in which no infrastructure exists such as military battlefield, emergency rescue, vehicular communications and mining operations.
 In these applications, communication and collaboration among a given group of nodes are necessary. Instead of using multiple unicast transmissions, it is advantageous to use multicast in order to save network bandwidth and resources, since a single message can be delivered to multiple receivers simultaneously. Existing multicast routing protocols in MANETs can be classified into two categories: tree based and mesh-based. In a multicast routing tree, there is usually only one single path between a sender and a receiver, while in a routing mesh, there may be multiple paths between each sender receiver pair. Routing meshes are thus suitable than routing trees for systems with frequently changing topology such as MANETs due to availability of multiple paths between a source and a destination. Example tree-based multicast routing protocols are MAODV, AMRIS, BEMRP, and ADMR. Typically mesh-based multicast routing protocols are ODMRP, FGMP, CAMP , DCMP , and NSMP [2]. Among all the research issues, security is an essential requirement in MANET environments. Compared to wired networks, MANETs are more vulnerable to security attacks due to lack of trusted centralized authority, lack of trust relationships between mobile nodes, easy eavesdropping because of shared wireless medium, dynamic network topology, low bandwidth, and battery and memory constraints of mobile devices. The security issue of MANETs in group communications is even more challenging because of the involvement of multiple senders and multiple receivers. Although several types of security attacks in MANETs have been studied in the literature, the focus of earlier research is on unicast (point to point) applications. The impacts of security attacks on multicast in MANETs have not yet been explored. In this paper, we present a simulation-based study of the effects of Rushing attack on multicast in MANETs. We consider the most common types of attacks, namely rushing attack, blackhole attack, neighbor attack and jellyfish attack.
1.1 Goal 
The goal of this paper is to impact of rushing attack on mesh-based multicast in MANETs. The rushing attack, that acts as an effective denial-of-service attack against all currently proposed on-demand ad hoc network routing protocols, including protocols that were designed to be secure. In this work, to simulate three scenarios: The attacker node is place at near sender, the attacker node is place at near receiver. The attacker node is place anywhere within the MANETs. Based on above scenarios, to simulate how the Rushing attack affects the network performance. 
1.2 Reading Roadmap 

This paper starts with this section, which gives a brief introduction, and goal of this paper. Section 2 describes preliminaries for multicast attacks in MANETs. The Improved model scheme Impact of Rushing Attack on Multicast in Mobile Ad hoc Networks (IRAMA) is presented in Section 3. In Section 4, we discuss the experimental results and discussion. Finally, conclusions are given in Section 5. 

Chapter 2

MULTICAST AND RUSHING ATTACKS IN MOBILE AD HOC NETWORK

2.1 Introduction 

A mobile ad hoc network (MANETs) is a self-organizing system of mobile nodes that communicate with each other via wireless links with no fixed infrastructure or centralized administration such as base station or access points. Nodes in a MANETs operate both as host as well as routers to forward packets for each other in a multi-hop fashion. For many applications in wireless networks, multicasting is an important and frequent communication service. By multicasting, since a single message can be delivered to multiple receivers simultaneously. It greatly reduces the transmission cost when sending the same packet to multiple recipients. Multicast is communication between a single sender and multiple receivers on a network. Otherwise it transmits a single message to a select group of recipients. Multicast is used, for example, in streaming video, in which many megabytes of data are sent over the network. Single packets copied by the network and sent to a specific subset of network addresses. These addresses are specified in the Destination Address. Protocol to allow point to multipoint efficient distribution of packets, frequently used in access grid applications. It greatly reduces the transmission cost when sending the same packet to multiple recipients. The option to multicast was made possible by digital technology to allow each digital broadcast station to split its bit stream into 2, 3, 4 or more individual channels of programming and/or data services.
Instead of using multiple unicast transmissions, it is advantageous to use multicast in order to save bandwidth and resources. Since a single message can be delivered to multiple receivers simultaneously. Multicast data may still be delivered to the destination on alternative paths even when the route breaks. It is typically used to refer to IP multicast which is often employed for streaming media and At the Data Link Layer, multicast describes one-to-many distribution such as Ethernet multicast addressing, Asynchronous Transfer Mode (ATM) point-to-multipoint virtual circuits or Infiniband multicast. Teleconferencing and videoconferencing also use multicasting, but require more robust protocols and networks. Standards are being developed to support multicasting over a TCP/IP network such as the Internet. These standards, IP Multicast and Mbone, will allow users to easily join multicast groups.
2.2 Attack against ad hoc network 

While a wireless network is more versatile than a wired one, it is also more vulnerable to attacks. This is due to the very nature of radio transmissions, which are made on the air. On a wired network, an intruder would need to break into a machine of the network or to physically wiretap a cable. On a wireless network, an adversary is able to eavesdrop on all messages within the emission area, by operating in promiscuous mode and using a packet sniffer (and possibly a directional antenna). Furthermore, due to the limitations of the medium, communications can easily be perturbed; the intruder can perform this attack by keeping the medium busy sending its own messages, or just by jamming communications with noise. Security has become a primary concern to provide protected communication between mobile nodes in a hostile environment. Unlike wireline networks, the unique characteristics of mobile ad hoc networks pose a number of non-trivial challenges to the security design. 
2.3 Rushing Attacks on Multicast 
Multicast conserves network bandwidth by sending a single stream of data to multiple receivers. Packets are duplicated only at branch points. The security issue of MANETs in group communications is even more challenging because of involvement of multiple senders and multiple receivers. Some different types of multicast attacks are Rushing attack, Balckhole attack, Neighbor attack, and Jellyfish attack.

 
A rushing attacker exploits this duplicate suppression mechanism by quickly forwarding route discovery packets in order to gain access to the forwarding group.
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Figure 1 Rushing Attack

· Goal: to invade into routing paths 

· Target: multicast routing protocols that use a duplicate suppression mechanism in order to reduce routing overheads. 

· Method: quickly forwards route discovery (control) packets by skipping processing or routing steps. Rushing attack otherwise, falsely sending malicious control messages and then forwards the packet fastly than clear node reachable. 

Chapter 3
IMPROVED MODEL (IMPACT OF RUSHING ATTACK ON MULTICAST IN MOBILE AD HOC NETWORK

3.1Rushing Attack and its Impacts in Ad hoc Networks 
Multicast is communication between a single sender and multiple receivers on a network. Otherwise it transmits a single message to a select group of recipients. On a wireless network, an adversary is able to eavesdrop on all messages within the emission area, by operating in promiscuous mode and using a packet sniffer (and possibly a directional antenna). Furthermore, due to the limitations of the medium, communications can easily be perturbed; MANETS are more vulnerable to attacks than wired networks due to open medium, dynamically changing network topology, cooperative algorithms, lack of centralized monitoring and lack of clear line of defense. Typically, multicast on-demand routing protocols state that nodes must forward only the first received Route Request from each route discovery; all further received Route requests are ignored. This is done in order to reduce cluttering. The attack consists, for the adversary, in quickly forwarding its Route Request messages when a route discovery is initiated. If the Route Requests that first reach the target’s neighbors are those of the attacker, then any discovered route includes the attacker. The rushing attack, that acts as an effective denial-of-service attack against all currently proposed on-demand ad hoc network routing protocols, including protocols that were designed to be secure. In this work, to simulate three scenarios: 
· The attacker node is place at near sender 

· The attacker node is place at near receiver. 

· The attacker node is place anywhere within the network. 

Based on above scenarios, to simulate how the Rushing attack affects the network performance. 

. 
3.2 Rushing Attack Based on Three scenarios 
3.2.1 Rushing attack at near sender 
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Figure 3. Rushing Node at near Sender
In this figure 4 node S sends the packet to the destination node R. The attacker node A is placed at near sender. The data packets from the sender are forwarded to both the node A and C at the same time. The attacker nodes quickly forward the data packet to node E than the node C. The attacker node forwards the packet to node E then to G and B node. Finally Receiver R receives the data packets that are forwarded by attacker node. The performance of Attack Success Rate with respect to this scenario is calculated. 
3.4.1 Rushing attack at near receiver

[image: image3.emf]
Figure 4 Rushing Node at near Receiving
In this figure 5 node S sends the packet to the destination node R. The attacker node A is placed at near receiver. The sender node forwards the data packets to both the node B and C at the same time. The data packet can pass through either B, E and G nodes or C, F and G nodes. When the data packet reaches the attacker node A, it quickly forwards the data packet to node R. The performance of Attack Success Rate with respect to this scenario is calculated. 
3.4.2 Rushing attack at anywhere within the network: 
[image: image4.emf]
Figure 5 Rushing Node at anywhere within the network.

In this figure 5 node S sends the packet to the destination node R. The attacker node A is placed anywhere within the network. The data packet from the sender is forwarded to the nodes B and C. The data packet is then forwarded through the nodes B and E. But the data packet passed through the node C and then to attacker node A which quickly forwards the data packet to the node G than from the node E. The data packet is then finally reaches the receiver node R through node F. The performance of Attack Success Rate with respect to this scenario is calculated. 
Chapter 4
Impact of Rushing attack on Multicast in Mobile Ad Hoc Network

4.1 Rushing attack at near sender (One sender and 5 receivers) 
When the rushing attack happens at near sender in ad hoc network, the attack success rate is average because it has to search only the intermediate node. If there is no rushing attack in the network then the average attack success rate will be least.
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Figure 6 Rushing attack at near sender
4.2 Rushing Attack at Near Receiver
[image: image6.emf]
Figure 7 Rushing attack at near receiver
The figure 8 shows that the Attack Success Rate goes high, because of Rushing node is placed near receiver, because most of the forward node will contain all the packets. Since the attacker node is near to the receiver, it can gets the packet when the packet reaches the forward node near the receiver. Therefore, the receiver node get the packet quickly from the near attacker node and the impact of attack is highly harmful. 

4.3 Rushing Attack at Anywhere 
The figure 9 shows that the Attack Success Rate goes least rate, because of Rushing node is placed anywhere. The attacker node is not placed at near sender or near receiver. The rushing node is placed anywhere (i.e. forward node in group). The forwarded node (Rushing attacker) taps the packet and quickly forwards the packets to the next node. Therefore, the chance of getting the packet from the attacker node depends on the upcoming nodes and so the impact of attack is least when its compare to near receiver’s Attack Success Rate, is slightly higher than the near sender in which the Attack Success Rate is low . With rushing attack Without rushing attack Figure 9 Rushing Attack at anywhere.
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Figure 8 Rushing Attack at anywhere

                                                         Chapter 5

Future Directions
This seminar deals with one sender and multiple receivers in multicast ad hoc network. Apart from this there are chances to enhance it to have multiple senders and multiple receivers in multicast ad hoc network. 

In this seminar , it is assumed to have only one attacker node in the network for future it can be extended by adding more attacker nodes in the network.
Chapter 6

CONCLUSION
The Rushing attacks are more likely to succeed in a multicast session where the number of multicast senders is small and/or the number of multicast receivers is large. The goal of the project is to draw the graph based on the rushing attack position in the network. With respect to the attack positions, the best position to launch rushing attacks is at the near receiver, have the highest success rates. The rushing attack near sender have the low success rate and final attack position is likely to take place anywhere in the network, have the least success rate. 
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