Introduction to Remote LAN Networks
Not very long ago, remote access to enterprise networks was like caviar, luxury limousines and upper class beach resorts- available only to a privileged few. The concept of working at home was virtually unknown. Connections to home offices, where they existed, were extremely limited in number and scope. They were mostly restricted to insurance offices, field sales offices, and a few well-to-do lawyers. For almost everyone else, work was synonymous with a daily commute to the office.

Even connections to corporate computing services from branch offices were far from pervasive. In fact, the very subject of remote connectivity was avoided as much as possible by network managers and their staffs. The topic simply raised too many thorny technical, financial and political issues. Almost without exception, every part of remote access presented a barrier of some sort to implementation. However, the two factors that worked the hardest against remote access were logistics and economics. 

Logistics came into play because it was not a straightforward matter to provide connections to remote locations. Installations were almost always a logistical nightmare. In addition, installations involved a fair amount of work and coordination, both by the telephone company and by corporate information services. 

Remote connectivity costs were as astronomical as installations were complex. Equipment was expensive, line costs were far from inexpensive and the personnel required to support and service remote connections did not come cheaply. 

Where remote connections did occur, the most common form of access was a slow-speed serial link to the infamous dumb terminal. These terminals were rather large, intimidating devices that were usually connected to the corporate mainframe by coaxial cable. They also required a rather odd-looking device called a controller. 

Figure 1.1 shows how remote connections were typically accomplished. The mainframe was channel-attached to a front end processor (FEP) in the computer room. The FEP connected to a synchronous or limited-distance modem. A synchronous link was used to connect the FEP to the remote controller. 

Sometimes a bank of synchronous modems or limited-distance modems connected a number of remote terminals to the FEP. In either case, a dedicated link connected the remote destination through the telephone company's central office. The link was channeled through the central office, but did not usually go through the telephone-switching equipment. At the destination was another synchronous or limited-distance modem. This modem connected to the controller with a serial cable. Finally, coax connected the terminal with the controller. 

To the user the connection seemed quite ordinary. The terminal appeared to be channel-attached directly to the FEP. Anything that could ordinarily be done on a terminal in the corporate office could also be done on the remote terminal in the branch office. 

To the information services staff, the connection did not appear to be ordinary at all. The word that a terminal had to be set up in a remote office location often sent chills down the corporate information systems manager's spine. 

It was a job in every sense of the word. Terminals and controllers had to be shipped to the remote site, configured and installed. A data line had to be run from the remote site to the corporate computing center. The telephone company had to dedicate wire pairs in their cables to the connection. 

Once connections were in place, they were difficult to change. Moving the location of the terminal required changes that were neither cheap nor easy. Relocating remote circuits required the generation of telephone company work orders. This took weeks to accomplish and usually required several visits to the remote locations. The process was so costly and involved that relocating remote equipment was strongly discouraged. Eventually, additions and changes became nearly impossible to accommodate as open copper pairs in the telephone company's cable plants became scarce. 


Figure 1.1 Branch office connections through dedicated links 


The Transition to Local Area Networks 

Today things have changed remarkably. Within a building or corporate site, communications capabilities have undergone a radical transformation. The prime mover for change was the deployment of Local Area Network (LAN) technology. 

LANs have radically changed the corporate information infrastructure. They have led corporations to move away from terminal- and mainframe-based systems. These have been replaced with client/server-based information systems connected over LANs. Terminals were replaced by personal computers that could either emulate a terminal or become an intelligent part of the network in their own right. In many cases, mainframes became orphans and were replaced by network servers. 

Where mainframes remain in service, their role has been often been relegated to handling large file or mail services. The mainframes themselves are, more often than not, accessed through LANs. All of this has given rise to new capabilities for information access. 

Popular LANs 

Few developments in technology have made such quick inroads into corporate computing environments as Local Area Networks. They have become extremely popular, and with very good reason. 

LANs provided an overall level of connectivity that surpassed anything previously available. They offered throughput rates that were adequate for even the most bandwidth-hungry applications. LANs allowed users to transcend the limitations of their local computer, and to access local, regional and worldwide information networks. 

LANs provide high-speed multiple-user access to a wide variety of information sources residing on devices such as file servers, minicomputers and mainframes. Peripheral devices such as printers, modems, and fax systems, can be connected via a LAN, making them accessible to multiple users. Today, virtually no one questions the statement that LANs were the most important technological advancement made during the last half of the eighties. 


Limited LANs 

However, with all their capabilities, Local Area Networks are far from perfect. They have limitations, sometimes significantly so, particularly in offering widespread connectivity. It is interesting that the very name given to LANs highlights their biggest limitation. Local Area Networks are just that- local. They are designed to provide network services only within a restricted area. This was not an oversight on the part of the LAN designers, it is exactly what the LAN designers intended. 

Local Area Networks are local for a good reason. Early LAN designers never envisioned that their networks would someday be extended outside a fairly small radius. As a result, LAN technologies such as Ethernet and Token Ring deployed technology that has distance limitations. The intent was to use the LAN for network connections on the same floor or within the same building. 

Distance causes erosion of the digital signal that is used to propagate information over the LAN. Besides signal loss issues, there are also delay problems with long connections. This is particularly true with Ethernet, since it uses a bus topology to connect workstations. Furthermore, the algorithm used to carry Ethernet causes the network to be even more limited when it comes to distance. 

Devices on an Ethernet network use an algorithm called Carrier Sense Multiple Access with Collision Detection (CSMA/CD). The CSMA/CD algorithm listens on the wire before it transmits in case another station happens to be transmitting at the exact same moment. Propagation delays along a lengthy backbone cable cause stations that are physically far apart to transmit at the exact same moment. The length of backbone cable masks the fact that more than one station is transmitting. This causes collisions to occur on the network. Therefore, Ethernet over thinnet or twisted-pair cable carries a distance limitation of 100 meters. This limits the propagation delay and helps prevent collisions from occurring on the network. 

To get beyond the distance limitations required LAN segmentation and devices called repeaters. However, even this does not allow unlimited LAN distances. Therefore, LANs rarely traversed building boundaries. It was even less common for them to leave a corporate or university campus. 

Winds of Change 

As LANs became popular ways to interconnect various computer systems, things began to change for those who needed access to corporate information services. 

For the user, the degree of information access has always had a direct impact on their productivity. In the office, a network is an extremely effective information access tool. Users directly on the LAN are given access to a variety of services. These include print, file, and fax servers. LANs also provide access to a number of network hosts. The problem is that off-site users have been unable to enjoy the same benefits and information access as a local LAN user. Users who worked on a LAN in the office and then tried to work from remote locations found themselves in an unenviable situation. They were extremely frustrated by the contrast in capability when they were off the network as compared to when they were on the network. 

Connections for users who worked great distances from the LAN were the most problematic. Historically, network connectivity has been supported by communications programs and modems. This kind of access is radically inferior to what is available to a user in a LAN-connected office. At best, legacy remote services offered only a small subset of network capabilities. These reduced capabilities were only available with substantially slower transfer rates. This severely limited the ability for people to work from homes, remote offices, or other sites outside the corporate network. 

On the one hand, LANs are extremely enabling technology. They let users accomplish things that were virtually impossible without them. On the other hand, due to their distance limitations, LANs accentuated the connectivity chasm between office and remote connectivity. This led to dissonance and dissatisfaction since some workers had much better connectivity than others. 


Importance of Remote LAN Access 

Remote users, as much as or maybe even more so than users directly on the office LAN, need decent connectivity. They desperately need, but seldom have, unrestricted access to information services. Their need for connectivity to common services is absolutely essential to their productivity because their resources are extremely limited. Typically, they work on a single workstation or, at best, an isolated cluster of machines. The remote user cannot, for example, cross the hall to get a file from another user or move to another computer in the office to print or fax a critical document. 

There is a wide range of off-site users who require efficient access to the corporate resources that typically reside on LANs. This includes personnel who work on the corporate campus but are not physically located in the same building as the LAN. Personnel in the field and home office workers also need access to corporate computing services. 

Take, for example, a typical university administrative department. Because they need to work with a number of different colleges on campus, administrative staff are often scattered among the departments or colleges. They may be located in the Engineering complex, in the Physics department, or in the Agricultural Sciences building. This creates a situation where, in their scattered environment, the department's administrative staff workers have to find ways to work together. Even though they are dispersed, administration staff still need to access common information services. More often than not, that information resides on network servers away from their locations. 

If distance was not an issue, access to common information for the administrative staff would not be much of a problem. With staff located in a common facility, all that is required is enough network hardware and cabling to add them to the already existing Ethernet or Token Ring LAN. However, since the workers are physically scattered, information access becomes a significant problem. 

West Virginia University faced just this situation with its Extension Education department. Extension Education interfaces students in each of West Virginia's 55 counties with all of the diverse colleges on campus. Because they need to work directly with the colleges, Extension Education staff are often located in the colleges themselves rather than centrally located. This means the staff is scattered across many departments and colleges, and throughout three separate campuses. 

Without a better means of communication, the workers had no choice but to exchange information by campus mail. They would mail floppy disks back and forth. Obviously, this was far from an efficient way to communicate critical data. Disks frequently crossed in the mail. The latest versions of files were not always available, or even known. Most importantly, there was a time lag of several days to move the disks through the campus mail system. 

The answer for the Extension Education department's dilemma was not very different from the solution for any worker who needs access to remote information resources. If it could be possible to provide each worker with remote LAN access to common campus network services, it would allow them to share essential information. They could even do this in real-time, if they wanted. 

The Extension Education example illustrates an important point. If implemented properly, remote LAN access can result in a major increase in the department's productivity and accuracy. 


Remote Access Applications 

Remote access has become so important that a new acronym has been coined. SOHO, which stands for Small Office/Home Office, categorizes one of the largest groups that requires remote LAN connections to perform their daily work. 

There are five applications that are considered to be important in terms of remote access for SOHOs. 

· E-Mail 

In terms of popularity, electronic mail is near the top of the mark. Many people check their e-mail long before they check their post office mail or even voice mail. Access to e-mail, of course, requires access to a network that offers e-mail services. For users directly on corporate networks, e-mail access rarely presents a problem. For remote users, there needs to be a method for connecting their computers to the network in order to receive their mail. 

· Interactive Terminal Access 

Users need access to host computers for information processing purposes. Sometimes this takes the form of a communications session with a remote host where the local computer does nothing more than echo the screen data to the user. This can be done with remote control software that allows users to control a network-connected computer. In other cases, it may require a Telnet or some other communications session where the user's computer becomes a remote terminal to a host computer. 

· Connections to Remote Enterprise Networks 

Often productivity demands that the user's computer becomes a client of a remote network. This is the most effective form of remote access. The remote user's computer functions exactly as it would on the remote network. This makes it feasible to do remotely the very same functions that are possible when directly connected to the office network. This includes accessing file and print servers. 

· Internet Access 

There is no question that the Internet has become an important information source for millions of people. Whenever users wish to "surf the net," access a newsgroup, or transmit files across the country or the world, the Internet is the vehicle they use. Until recently, Internet access has been available only to people on corporate or education networks. Now that the Internet has become important, people want to remotely access it from libraries, schools and even their homes. 

· File Sharing 

The beauty of remote access is that it allows people to access files and applications from a common location. Several years ago, I had to transport floppy disks from my office, to my home, and back again to the office. This was necessary because I did a considerable amount of my daily work at home. 

Like many others in a similar situation, I discovered that transporting floppy disks to and from work was less than a perfect system. If I was rushed and forgot my disks, or worse lost them, I was in serious shape. Additionally, I frequently became confused as to which disk and which computer had the current version of a file. 

Today, remote access virtually guarantees that the files and applications that I need to do my work will be accessible whether I am in the office, at home, or even on the road. Since files are synchronized and readily available, I always know where the most current version is located. There is no doubt that file-sharing across a remotely accessible network is a much better way to do business. 


Transparency of Access 

As can be seen from the above discussion of the top five remote access applications, network connectivity has become very important in getting work done. For many users, remote network connectivity is not a luxury. In today's "do more with less" business environment, users require instant access to their data. This is true no matter what the time of day (or night), where the user is located, or where their data resides. 

The need is for remote access services that are transparent. In other words, the user should have access to information in exactly the same manner, no matter the location or the time. Just as importantly, the access method should be transparent, meaning that it is the same no matter what the physical location of the user or services might be. The ability to accomplish this equal access to network services is called "access transparency." 

In years past, this was not at all the case. Workers in their offices accessed information in one way, typically through the corporate network. They had direct access to file servers and were able to use file transfer applications like FTP. When the same workers attempted to work from home, their access method changed dramatically. Now the worker typically was using a modem and a communications program to access their information. Direct access to file servers or network applications like FTP was impossible. Therefore, workers had to deal with two radically different methods of accessing information, depending on whether they were at home or at work. 

Just about everyone whose business involves information of some sort can benefit from access transparency. Being able to access information whenever it is needed is a major contributor to productivity. Customers and associates prefer to hear, "Sure, let me look it up for you." What they do not want to hear is, "I'm on the road this week. Let me send you the information next week when I get back to my office." 

Every company has its share of people whose work is of a critical nature, or whose work schedules are not tied to being in a specific location at any given time. Systems analysts, freelance writers, college professors and research scientists rarely live by eight-to-five regimens. Often, their most creative times occur during what might be considered by most people as "off-hours." Ironically, since they generally spend their off-hours at home without decent remote network access, they have their least efficient connectivity during their most productive hours. 

Mission-critical personnel are also good examples of those who can especially benefit from efficient, transparent remote network access. Essential personnel such as police or medical staff must have connectivity to critical information resources whenever they are needed, even if it is three in the morning or during a major winter snowstorm. 

Sophisticated users are growing intolerant of the rather large disparity between their data communications capabilities at work and those at home or at a branch office. They have begun to demand transparent access to their information services. This has increased the pressure to find solutions that allow the remote user to connect to corporate information systems with the same capabilities as those in the corporate headquarters. 

Clearly, user demand is a major factor driving the search for better remote access solutions. However, it is not the only reason. Several factors are combining to promote the growth of remote network access: 

· Increased desire for Internet and World Wide Web access. 

· Government air quality-control mandates. 

· Municipal limits on the number of commuters permitted on local roads. 

· Increased frustration with time-consuming daily commutes. 

· Increased emphasis on educational capabilities in schools, libraries and homes. 

· Promise of the National and Global Information Infrastructure. 

Many of these pressures have preceded the creation and deployment of solutions for remote network access.
 LAN Access ATM

A strategic portfolio of services for the future

The LAN Access ATM service allows multinational organizations to link multiple locations into one transparent wide area network. It allows you to transmit multimedia traffic and provides the basis for managed services such as ATM campus, desktop and bureau video conferencing solutions.

Over the LAN Access ATM service, multimedia traffic can be switched at very high speeds in real and non-real time, at constant or variable speed - depending on whether the bandwidth required is fixed (such as for voice and video), or bursty (for data).

IP over ATM

Frame relay is typically used today to transport IP across the WAN. Frame relay limits are being reached with the demands of high performance routers. Also new voice and video IP applications now require high availability and minimum delay from the wide area network.

ATM delivers very high speeds and quality of service guarantees and thus supports very high performance multi media intranets. ATM services complement IP services. Integrated IP over ATM combines the best of both technologies.

Meeting the needs of multinational business

Typical business drivers for ATM include:

Evolution path from frame relay 

Consolidation of data, voice and video over a common infrastructure at very high speeds with minimal delays 

An alternative to expensive leased circuits which do not offer flexible bandwidth options 

Connectivity for private ATM infrastructure 

Benefits of LAN Access ATM

A wide range of scalable bandwidth options allowing growth according to business needs 

Simple hardware upgrade minimizing capital expenditure 

ATM inverse multiplexing for incremental growth of access costs 

Reporting capabilities to monitor network performance 

Enables seamless migration from frame relay 

Fully managed ATM CPE provides integrated access of ATM, frame relay and voice 

A single bill from a single supplier for all your data, voice and video network requirements worldwide 

An impressive range of burst capabilities

Our service offers an impressive range of non-real time, variable bit rate (nrt-VBR), burst capabilities and choice of burst options:

A burst ratio of up to 256:1 peak to sustained cell rate 

Maximum burst size of up to 11,000 cells 

Enables very high quality of service for intranets, Internet and web applications 

Service features

Extensive range of traffic rates from 8 kbps to 22.5 Mbps 

Port speeds from 1.5 Mbps to 155 Mbps 

Frame relay to ATM network interworking 

Seamless end-to-end network and service management features 

Available in over 50 countries worldwide 

 LAN Access Frame Relay

High performance, reliable networking

The LAN Access Frame Relay service provides a high-performance data networking service for the interconnection of geographically dispersed Local Area Networks (LANs) and IBM environments. It offers an excellent, lower-cost alternative to expensive leased lines.

The LAN Access Frame Relay service provides sophisticated bandwidth management capabilities, allowing the service to be tailored to the requirements of individual sites. A range of Committed Information Rates (CIR) for steady traffic flow and a choice of Excess Information Rate (EIR) options for burst traffic support offers users the benefits of allocated capacity, end-to-end, combined with 'bandwidth on demand' capabilities.

High reliability is attained by using a proven network infrastructure from a single provider with unparalleled experience in operating global networks.

In addition to standard monthly reporting of Quality of Service indicators, iVISION is our optional service management tool, which provides visibility of LAN Access Frame Relay connections and Permanent Virtual Circuits (PVCs).

Application support

The LAN Access Frame Relay service is ideal for both LAN interconnection and communications between IBM host systems.

LAN interconnection

Applications of frame relay in LAN environments include:


Client/server communications.


Terminal-to-host applications.


E-mail applications.


Other multimedia applications.

Frame relay compatible LAN routers are supported. Frame relay is totally transparent to the protocols used. Typical LAN protocols are TCP/IP, Novell IPX, DECNET or NetBIOS.

IBM communications

The combination of frame relay's streamlined implementation and the sophisticated flow-control and error handling systems of SNA provide a highly effective solution for IBM host-to-host communications. IBM front end processors (frame relay compatible) are supported.

Key service features

Flexible access with speeds up to 45 Mbps. 

A wide range of CIRs and port speeds can be pre-selected between each pair of locations. 

Access at up to 45 Mbps and CIR up to 10 Mbps is now available. 

Support for traffic bursts

Ability to send bursts of user data at either up to 150% of CIR for continuous periods or up to access port speeds for shorter periods. 

Quality of Service indicators

Monthly reports are provided as standard enabling customers to monitor quality of service, network performance and PVC utilization. 

ISDN Dial Back-Up

Increased resilience of the local high speed network access circuit can be achieved with automatic ISDN Dial Back-Up. Automatic reconnection to the leased line circuit when service returns, ensures optimal application performance. ISDN is available in many countries at speeds from 64 to 384 kbps, with higher speeds planned for 1999. 

X.25 to frame relay gateway

A gateway enabling our X.25 sites to communicate with frame relay sites is available. 

PVC redirection

Automatic redirection around failure of access line, node and CPE ensures high-availability frame relay service. 

Remote LAN Access

Remote access to intranets and your corporate LANs

The Remote LAN Access service allows your mobile or remote PC users to dial into any of our global network's dial service access points worldwide to link with intranets or your corporate LANs.

As more and more small branch offices need to access information on LANs globally, Remote LAN Access provides an ideal solution to improve communications and reduce costs. With Remote LAN Access, costly leased lines and international or long distance telephone calls are avoided.

A truly global high-performance service

The Remote LAN Access user dials Access service to connect to one of your corporate LAN routers on our global network. There are multiple in-country dial access points in over 170 countries; this effectively means you can dial internationally for the cost of a local phone call. For the mobile executive, a global system mobile (GSM) phone can be used with a GSM data-compatible modem where this service is available. PC users call their LANs at access rates from 9.6 kbps up to 28.8 kbps (38.4 kbps with data compression).

Remote users can access corporate information as easily as local users

Once connected to our global network, full Point-to-Point Protocol (PPP) access is provided by the software-based servers integrated into the LAN routers. These are supplied as part of our LAN Access service.

Remote LAN Access users therefore enjoy the same functionality remotely as they would with a direct connection to the corporate LAN, for such applications as groupware, e-mail and file transfer. This has the benefit of providing faster access to vital information and increasing user productivity.

Consistent, seamless, worldwide operation using de facto protocol standards

Our X.28 Dial Access service is the most globally available dial service on the market today. Its unique advantage over other services is that it has consistent user-access sign-on procedures in every country worldwide. A single global log-on script can be set up centrally.

Remote LAN Access supports industry de facto standards using PPP for remote LAN access applications in the TCP/IP and Novell IPX environments.

Stringent, dual-level security

The confidentiality of corporate information is vital, so users are fully authenticated using the dual-level security system. Initially with the use of encrypted passwords prior to their being allowed onto intranets or remote LAN networks, and then an automatic procedure continually challenges authenticity during the session.

The system demands that each user has a valid X.28 Network User Identifier. Having provided this, the user is prompted for a password using the Challenge Handshake Authentication Protocol (CHAP), a sophisticated three-way handshake technique. These checks ensure the CHAP password cannot be discovered by monitoring transmissions, and in addition, periodic validation ensures that the time of exposure is limited due to the continual challenges.

Access made easy

The Dial Manager incorporates a telephone list of access points to make it easier for users to dial in to their local LAN.

Dynamic address allocation for occasional users

Some remote users only need occasional access, so the router dynamically allocates temporary IP addresses from an address pool on the router or customer security server, greatly simplifying IP address allocation.

More sophisticated security system options

For customers with even more stringent security requirements (for instance, requiring a large population of passwords or frequent updates) it is recommended that they install their own security server such as the CiscoSecure Unix server, which can be integrated into our remote LAN environment.

Availability and support services

Remote LAN Access is available in over 600 cities in over 170 countries, with the high-speed service available in key business locations. With over 6,000 professional staff, and a global network that spans 220 countries and territories, we provide a true end-to-end service in more countries than any other operator.
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