                       Area Efficient Cryptography Processors for Smart Cards

                                        ABSTRACT
                     Cryptography circuits for smart cards and portable electronic devices provide user authentication and secure data communication. These circuits should, in general, occupy small chip area, consume low power, handle several cryptography algorithms, and provide acceptable performance. This paper presents a hardware implementation of three standard cryptography algorithms on a universal architecture. 
                    The microcoded cryptography processor targets smart card applications and implements both private key and public key algorithms and meets the power and performance specifications and is as small as 2.25 mm[image: image1.png]


 in 0.18-µm 6LM CMOS. A new algorithm is implemented by changing the contents of the memory blocks that are implemented in ferroelectric RAM (FeRAM). Using FeRAM allows nonvolatile storage of the configuration bits, which are changed only when a new algorithm instantiation is required. 
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                                            INTRODUCTION
SMART CARDS
· Smart cards are ICC embedded integrated circuits which can process data.

· They can be used for identification, authentication, and data storage and eliminate redundant data entry.
· They are classified as Contactless and Contact
· They enable improvements of business processes by enhancing the services and the security.
CRYPTOGRAPHY
                  The popularity of the devices like smart cards, cellular phones and PDAs necessitates special considerations for their security subsystems. Thus cryptography gives trust in confidentiality, integrity, and authenticity of these devices.

                  Since next-generation, multipurpose smart cards will be used for a wide range of applications, their security system must implement both private (symmetric) and public (asymmetric) key algorithms, to accommodate various application requirements.
Private key algorithms with high throughput are suitable for data communication, while public key algorithms with much lower throughput are suitable for private key exchange and authentication.
                  Among all available algorithms, data encryption standard (DES), advanced encryption standard (AES), and elliptic curve cryptography (ECC), which are approved by standards organizations are selected for this application.
 DES, for past compatibility, and AES, for high security and throughput, are the major candidates for private key algorithms, and ECC is the best candidate for the public key algorithm for its encryption efficiency.

                RSA, which is also a standard public key algorithm, is not considered in this design for three reasons. First, it is believed that 160-b ECC provides the same level of security as 1024-b RSA. Thus, ECC will be a better choice when implementation area is a key factor in the design. Second, RSA uses binary addition of large numbers and needs binary adderess that are either slow for carry propagation or large for look-ahead carry generation. Third, a larger number of bits in RSA means wider buses, which adds to the area and power consumption of the design, both of which are scarce resources in smart cards.

IMPLEMENTATION

· A cryptography system can be implemented in either software or hardware. Software implementations allow multiple algorithms to be supported on the same hardware platform,but they are usually slow and cannot meet the required specifications. Moreover, they are considered to be more vulnerable to side-channel attacks compared to other implementations.

· Hardware implementations which support high throughput do not allow for flexibility and, hence, are not suitable for smart cards. 
· Flexible field-programmable gate array (FPGA) implementations are not a good choice either, because they need large area and power which cannot be supported on smart card.

However, since users and manufacturers are still concerned about the vulnerability of software implementations of the cryptography algorithms to side-channel attacks, it is important to design hardware circuits that meet the required specifications and are more immune to these attacks.
CRYPTOGRAPHY ALGORITHMS

DATA ENCRYPTION STANDARD (DES) 

· This is a well-established algorithm that has been used for more than two decades (since 1977) in military and commercial data exchange and storage. 
· The algorithm is designed to encipher and decipher blocks of data consisting of 64 b using a 56-b key.
· It uses 2 basic techniques of cryptography: Confusion & Diffusion . Confusion is achieved through numerous permutations & Diffusion is achieved through XOR and Shift operations

· A block to be enciphered is subjected to an initial permutation (IP), then to 16 rounds of a complex key-dependent permutation, and, finally, to another permutation which is the inverse of the IP, IP[image: image2.png]


 , as shown in Fig. 1
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Fig 1: DES block diagram (K1, K2,_ _ _, K16 refer to the key values used in rounds 1–16).
· The function f() in this figure is the heart of this algorithm and consists of an expansion, XOR, lookup table (LUT), and permutation, as depicted in Fig. 2.
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Fig 2: DES f() block details 
· A more secure algorithm based on DES which is still supported by NIST is called the
            triple data encryption algorithm (Triple DES, 3DES, or TDEA) depicted in Fig. 3. 
            In this figure, DES represents encryption and represents decryption. 3DES involves 

            applying DES, then , followed by a final DES to the plain text using three different

            key options which results in a cipher text that is much harder to break.
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Fig 3: 3DES (TDEA) block diagram.
· The implementation of DES needs four basic operations only, namely, the XOR, shift, LUT, and permutation, which are relatively simple to implement in hardware. The TDEA also uses the same set of operations as DES.
ADVANCED ENCRYPTION STANDARD (AES)
· AES, also known as Rijndael, is a block encryption algorithm which encrypts blocks of 128 b using a unique key for both encryption and decryption. 

· Three versions of the algorithm are available differing only in the key generation procedure and in the number of rounds the data is processed for a complete encryption (decryption).
· The 128-b input data is considered as a 4X4 array of 8-b bytes (also called “state” in the algorithm). The state undergoes four different operations in each round, except for the final round which has only three operations(Fig 4).
· These operations are “ByteSub,” “ShiftRow,” “MixColumn,” and “AddRoundKey” operations.  “MixColumn” is omitted in the final round. 
· Each round of the algorithm needs a 128-b key, which is generated from the input key to the algorithm. 

· The key-scheduler block (not shown in Fig. 4) consists of two sections: the key expansion unit, which expands the input key bits to the maximum number of bits required by the algorithm, and the key selection unit, which selects the required number of bits from the expanded key, for every round
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Fig 4: AES block diagram.
· Each byte in the state matrix is an element of a Galois Field, and all of the operations can be expressed in terms of the field operations. 

·  ByteSub operation can be implemented by LUT. 

· The ShiftRow can be implemented using a circular shifter.

·  The MixColumn is the most complicated operation in this algorithm and needs field multiply and add operations. Due to the specific choices of the parameters of the algorithm, this operation can be expressed as a matrix multiplication, which can be implemented using shift and XOR operations.

· AddRoundKey is just a logical XOR operation.
ELLIPTIC CRYPTOGRAPHY CURVE (ECC)

             The set of all (x,y ) pairs satisfying the nonsupersingular elliptic curve equation 

y[image: image7.png]
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  + a6
are called points on the elliptic curve E, where x , y , a2 , and a6  are elements of the GF(2[image: image10.png]


). The point addition (S = P+Q) and multiplication (R = k.P, where k is a constant) operations are defined such that both S and R are also points on the elliptic curve E. Moreover, knowing R and P, it is practically impossible to find k. This property forms the fundamental foundation of ECC.

                     ECC is used in basic application, that is, the secret key exchange also known as the Diffie–Hellman protocol for key exchange.
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Fig 6: ECC secret-key-exchange algorithm block diagram.

In brief, both users, A and B, agree on the elliptic curve E, a point P on  E, and a mathematical basis, such as polynomial basis or normal basis (NB).
Each user then chooses a secret key from GF(2[image: image12.png]


), ka  and  kb, and calculates her/his own public key (Pka = ka . P and Pkb = kb.P ) and sends it to the other user. At this point

both users can calculate the secret point S(xs,ys):
S(xs,ys) = ka . Pka = kb . Pkb  = ka . kb . P

Note that, although both xs and ys are available, only one of them should be used for higher security.
CRYPTOPROCESSOR SPECIFICATIONS
ARCHITECTURE 

A microprogrammed control unit (Fig. 7) controls the data path and implements the algorithm agility.
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Fig 7: Cryptoprocessor controller and its subblock interconnections.
· The design uses a 32-b bidirectional data bus and a 9-b address bus and a 13-b control bus to communicate to the host CPU. 
· The host CPU uses these signals to write/read the algorithm inputs/outputs to/from the memory-mapped cryptoprocessor registers in addition to the updating the configuration memories (microprogram and LUTs) that define the function of the cryptoprocessor. 
· LUTs are used to realize the substitution operations in DES and AES and to implement the multiply operation in ECC. For the case of ECC, LUTs are used to implement the multiplication matrix.
· Both volatile (SRAM) and nonvolatile memories (e.g., EEPROM, Flash, and FeRAM) can be used for the memory blocks in this cryptoprocessor, but nonvolatile memories have the advantage of keeping their contents, and hence the cryptoprocessor configuration, intact, even when the power is removed from the circuit
· FeRAM is a better choice, because of its short write access time and low power and voltage write operation . The main disadvantage of FeRAM over other nonvolatile memories is its higher power consumption for read operation. One remedy to this problem is to use shadow SRAM memory blocks, which can add upto 10% to the overall chip area. 
· Atmost 16 live variables need to be present in the cryptoprocessor at any given time. These variables are stored in 16 registers that comprise the register file. 
· To minimize the area and power consumption, the width of the internal buses and the registers of the cryptoprocessor is limited to 256 b. 
INITIALIZATIONS
The operational mode of the cryptoprocessor is controlled by a RESET signal.

· When  the RESET signal is at logic “0”, the cryptoprocessor is in reset mode & the host   CPU can read & write the memory and register contents

· When the RESET signal is at logic “1”, the cryptoprocessor is in run mode and acts as an ASIC, implementing 1 of the 3 algorithms based on the preloaded contents of the memory blocks.

MICROINSTRUCTION SET AND MICROPROGRAMS
·  Microinstruction encoding is used to minimize the number of bits in each microinstruction.

· Only 32 microinstructions are required 

· 24 data manipulation microinstructions

· 15 program control microinstructions

· Each line of the microcode fits in one word (32 b) of the microprogram memory.
· The DES microcode is the shortest and has 46 lines of code (23 for encryption and 23 for decryption). 

· The microcode for AES needs 150 lines of code (68 for encryption and 82 for decryption) and is the longest microcode among the three, mainly because of the key scheduler. It uses one level of subroutine call.
 ECC needs 60 lines of microcode to implement the point multiplication algorithm and uses two levels of subroutine call. 

·            AREA  AND  POWER  REQUIREMENTS

· The design uses a core area of 2.25 mm[image: image14.png]


 in 0.18-µm 6LM CMOS technology, which is only 9% of total available chip area. 
· The estimated core power consumption of the design for different algorithms for a 1.8-V power supply and 13.56-MHz clock frequency is as given in the table.
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            The last column in this table presents the core power consumption at a reduced clock

frequency (lower than 13.56 MHz) that provides the required throughput of 847.5 kb/s for contactless smart cards. 

           The power consumption can be further reduced by running the processor at lower voltages than the nominal voltage of 1.8 V (as long as the speed and throughput requirements are satisfied). 

           To obtain an estimate of the chip area using FeRAM technology, the layout of the same design using Fujitsu’s 0.18-µm CMOS m Ferro process with FeRAM as the main memory and SRAM as shadow back-up was generated with the same set of tools.
DESIGN PERFORMANCE
The simulated performance of the post-layout design is summarized in the table (for all 3 algorithms) and in fig 8 (for ECC only).
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Fig 8: ECC point-multiplication time for various key lengths.
For ECC, the performance is measured in point multiplication per second (PM/s) rather than bits per second (b/s), because ECC is mainly used for secret key exchange and authentication

purposes which both use point multiplication as the basic operation.

                               APPLICATIONS
· Communications : GSM, Payphones

· Entertainment : Pay-TV, Public event access control

· Health care : Insurance data, Personal file

· Government : Identification, Passport, Driving license

· E-banking : Access to accounts, To do transactions , Sharing

· E-commerce : Sale of tickets, Reservations

· Education : Student database, personal data like results

· Biometric : Finger print recognition
FUTURE ENHANCEMENTS
· The design currently uses uses a 256X32 microprogram memory, while the maximum number of microcode words needed by DES, AES, and ECC are 46, 150, and 60, respectively where in the algorithm instantiation is accomplished by changing the LUT contents only. In a more area-limited application, the memory size can be reduced to 150 words (41% = 0.05mm[image: image18.png]


reduction). In this case, the microprogram memory contents, in addition to the LUT contents, need to be updated by the host CPU during an algorithm change.

· The ECC multiplication is currently performed in a firmware loop which degrades the performance due to the regular fetching of the loop microcode. A hardware implementation of this instruction can improve the ECC performance by 200%–300%, with negligible area overhead.

· AES decryption is much slower than AES encryption, mainly because of the inverse key generation algorithm. This could be greatly improved by reconsidering the inverse-key-generation algorithm and by making the registers in the register file byte-addressable.

· Although the cryptoprocessor is designed to support DES, AES, and ECC only, it provides basic micro-operations that are used in other cryptography algorithms. Therefore, other algorithms such as Serpent (which was also a NIST finalist during AES selection [28]) that use the same basic micro-operations can also be implemented on the same hardware by developing a suitable microcode for each algorithm.

· For the current design, we have been mainly concerned about the feasibility, area requirements, and the performance of the cryptoprocessor, which are important for all types of smart cards, and less concerned about the power consumption, which is a constraint specific to contactless smart cards only. To reduce power consumption further, the following techniques are available to the designers: reducing the bus wire lengths by using a hierarchical implementation, instead of a flat implementation
                                 CONCLUSION

This design presents, for the first time, a universal cryptography processor for smart-card applications that supports both private and public key cryptography algorithms. This is achieved this by expressing the primitives of three important algorithms for smart cards (DES, AES, and ECC) in terms of simple logical operations that maximize the number of common blocks among them. This approach resulted in a cryptoprocessor that meets the power consumption and performance specifications of smart cards and occupies 2.25 mm[image: image19.png]


  in 0.18-µm CMOS when SRAM memory blocks are used. This area represents just 9% of the maximum available smart-card chip area of 25 mm . Using FeRAM instead of SRAM memory blocks provides nonvolatile configuration at no extra area overhead

BIBLIOGRAPHY
1.  Data Encryption Standard (DES), Oct. 1999. Fed. Inf. Process. Standards Pub..

2.  Advanced Encryption Standard (AES), Nov. 2001. Fed. Inf. Process.

      Standards Pub..

3.  IEEE Standard Specifications for Public-Key Cryptography, Jan. 2000.

4.  T. S. Messerges, E. A. Dabbish, and R. H. Sloan, “Investigation of power

       analysis attacks on smartcards,” in Proc. USENIX Workshop Smartcards Technology, 

      Chicago, IL, May 1999, p. 151 and 161.

5.  K. Okeya and K. Sakurai, “A multiple power analysis breaks the advanced version of the 

       randomized addition-subtraction chains counter-measure against side channel attacks,” in 

      Proc. IEEE Inf. Theory Work-shop, 2003, pp. 175–178.

6.  S. B. Ors, F. Gurkaynak, E. Oswald, and B. Preneel, “Power-analysis attack on an ASIC 

      AES implementation,” in Proc. Inf. Technol.: Coding Computing, vol. 2, 2004.

7.  Smart Cards Standards, 1995–2004. Int. Standard Org..

8.  International Standard Organization/International Electrotechnical Commission 

        ISO/IEC 14 443 standard.

9.   [Online].
Available: http://www.mips.com/ProductCatalog/P_MIPS324KFamily/ 

          Product Brief

10.  J. Goodman and A. P. Chandrakasan, “An energy-efficient reconfigurable 

         public-key cryptography processor,” IEEE J. Solid-State Circuits, vol. 36, 

        no. 11, pp. 1808–1820, Nov. 2001.

[image: image20.png]









                                          Dept.of Telecommunications, Dr. AIT
PAGE  
15

