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       Internet Cryptography
1.INTRODUCTION



The Internet or the global Internet is the internationally connected network of computer networks with addresses that are administrated by IANA (Internet address and Naming Authority).  It grew dramatically because anyone can connect to it and any one connected to it can connect others to it as well. Each site that connected to it, can become an Internet Service provider to other sites.

The features that give Internet its vitality also make it unsafe, like streets of a major city.  People do not walk carelessly in vital, teeming city.  A careful person approaches the Internet with caution.

The essential problem is that you can make no assumptions about data you send in, receive over the Internet. Data you send could be modified by subverted routing host before it arrives at its destination.  The data could be stolen and resorted to a different destination, never arriving where it should. Data you

receive could be , completely forged (or) simply modified in transit. If your data is important then there is a real risk of someone interfering with it, then you need, protection.

Thus, business data that crosses the public Internet can be forged, modified and stolen.

Cryptography has emerged as the only alternative to protect Internet data and it does the job well. Modern crypto techniques have evolved from secret codes of decades past, brilliantly augmented with deep knowledge of modern mathematics.  New cryptographic products and technologies have been developed particularly for Internet applications.

2.BASIC PROBLEM

Most people associate safety and security with physical protection, which is also true with computers.  The safety of computers data relies heavily on the physical security of computer itself. This is problem of 'wired' world. Computer data travels from one computer to another, leaving safety of its protected physical surroundings.

 Once the data is out of hands your hands it can fall into, hands of people with bad intentions.  If it suit them, they could modify (or) forge your data, either for amusement (or) forge your data. Cryptography can reformat and transform your data, making it safer on its trip between computers the technology based on 

the essentials of secret codes, augmented by modern mathematics that protect your data in powerful ways.

  Ex: Two persons had to communicate and if a person A who works at branch office as to send a message to person B working at head office to do a payment let us assume that they use simple mail transfer protocol, the standard e-mail protocol.

 The electronic message send by A are incredibly easy to modify and forge. The recipient of messages B has no way of distinguish a genuine, message from A 

(or) it from a forgery. Lets say a forger profits by sending a forged message to B, who receives message that says it is from A there is no way to tell whether it was really constructed from third person, forger.

Thus standard e-mail is easy to forge.  In some cases people write longer, more personal messages simply to convince the recipient that message is authentic, This makes it bit harder for forger, but still it can intercepted.

 Crypto techniques give the two persons in above example the right balance of communications capabilities and security protection, i.e. In above example the persons may physically lock forgers and other hostile outsiders away from computing systems by wiring keyboards, cpu, mainframes and network together (or) they may use dial-up phone lines.  But these communication media does not satisfy their communication needs which makes them to search for strategy by which forgeries can be made expensive. Though each and every conceivable attack cannot be protected, we can make it harder for attacks to succeed.

  The crypto techniques mark, transform, and reformat the message to protect them from disclosure, change (or) both. The person A may use secret codes to disguise the message contents, which is traditional technique (or) he may use modern crypto mechanism the digital signature, to protect his message from forgery. The digital signature, to protect her message from forgery. The digital signature clearly and reliably 

tells the recipient if contents of message were modified after author had composed it.

3.Basic Terminology

The story begins: When Julius Caesar sent messages to his trusted acquaintances, he didn't trust the messengers. So he replaced every A by a D, every B by a E, and so on through the alphabet. Only someone who knew the ``shift by 3'' rule could decipher his messages.

A cryptosystem or cipher system is a method of disguising messages so that only certain people can see through the disguise. Cryptography is the art of creating and using cryptosystems. Cryptanalysis is the art of breaking cryptosystems---seeing through the disguise even when you're not supposed to be able to. Cryptology is the study of both cryptography and cryptanalysis.

The original message is called a plaintext. The disguised message is called a ciphertext. Encryption means any procedure to convert plaintext into ciphertext. Decryption means any procedure to convert  ciphertext into plaintext.

A cryptosystem is usually a whole collection of algorithms. The algorithms are labeled; the labels are called keys. For instance, Caesar probably used ``shift by n'' encryption for several different values of n. It's natural to say that n is the key here.

The people who are supposed to be able to see through the disguise are called recipients. Other people are enemies, opponents,eavesdroppers, or third parties.

 4.ESSENTIALS OF CRYPTO

  Crypto is a collection of techniques that transform data in ways that hard to mimic (or) reverse by someone who is not on secret. Here is an example of what happens after a and B agree that all messages shall be encrypted.

In Fig2. A takes her plaintext message ('PAY $100') and uses a crypto device to crypto it. This operation produces a scrambled version of message (y9-naba%d) that leaves no hint about what it says.  This scrambled message is called ciphertext. If anyone intercepts the message, they encounter the text "ya-nba%d" instead of "PAY $100".

The crucial element in setting up the crypto equipment is the crypto key, a special piece of data that, directs the crypto device to encrypt a message n a distinctive way. In traditional systems, this key is a randomly chosen number on which both of them agree before hand. They can read and send messages to each other as long as they have installed same keys in their respective crypto devices. Eavesdroppers can read nothing, even if they use exactly same crypto equipment, since the transformation between plain text and cipher text depends on having right key. 

In fact, A and B rely on crypto techniques to assure themselves of three specific things about their messages.

1. They are reasonably sure that their messages can't be read by anyone else, since nobody has the same crypto key. They rely on confidentiality of messages.

2. B is reasonably sure that incoming message are from A, since He is the only person having crypto key.

3. B relieve on authenticity of messages B relies on integrity of messages, since the readable incoming messages have not been created (or) modified by any one except A.


The encryption can keep message contents secret, but it does not necessarily make it hard to modify (or) forge.  In a low -risk environment, simple encryption might be enough to deter attacks.  Another problem in this is that people who use internet can not 

run all their messages through crypto device.  The real problem is that what happens if a message bypasses the crypto when it shouldn't have.

5.ENCRYPTION BASICS

  
5.1.BASIC BUILDING BLOCKS



A modern crypto device has several essential elements that determine how it works. First is a crypto algorithm, which specifies the mathematical transform action that is performed on data to encrypt (or) decrypt it.  Some algorithms are for stream ciphers, which encrypt a digital data stream a bit at a time, and block ciphers which transform data in fixed-size blocks, one block at a time the  cipher mode defines how the algorithm is applied block to data stream.

Crypto algorithm is a procedure that takes the plain text data and transforms it into ciphertext in a reversible way. A good algorithm produce ciphertext that yields as few clues as possible about either the key (or) the plain text that produced it.

An important distinction between crypto algorithms is whether they are secret key (or) public key algorithms.

A secret key algorithm is symmetric, (or) it uses same key for encryption and also for decryption.  The security of secret key algorithm rests with keeping key itself. Completely secret from others.

Public key algorithm use different keys for encryption an decryption one key caused private key, must kept secret by its owner and in general is never shared with anyone else. The other key called public key will be shared with anyone else. The two will be mathematically related.

5.2.Private key Cryptography

A private-key cryptosystem consists of an encryption system E and a  decryption system D. The encryption system E is a collection of  functions E_K, indexed by “keys” K, mapping some set of  “plaintexts” P to some set of “ciphertexts” C. Similarly the  decryption system D is a collection of functions D_K such that  D_K(E_K(P)) = P for every plaintext P. That is, successful decryption of ciphertext into plaintext is accomplished using the same key  (index) as was used for the corresponding encryption of plaintext into ciphertext. Such systems, where the same key value is used to encrypt and decrypt, are also known as “symmetric” cryptoystems.

5.3.Public key cryptography 

   In a classic cryptosystem, we have encryption functions E_K and decryption functions D_K such that D_K(E_K(P)) = P for any plaintext  P. In a public-key cryptosystem, E_K can be easily computed from some  “public key” X which in turn is computed from K. X is published, so that anyone can encrypt messages. If decryption D_K cannot be easily   computed from public key X without knowledge of private key K, but   readily with knowledge of K, then only the person who generated K can   decrypt messages. That's the essence of public-key cryptography, introduced by Diffie and Hellman in 1976. 

 
5.4.Stream cipher 



Stream cipher algorithms are designed to accept a crypto key and a stream of plain text to produce a stream of cipher text. The example for this is Vernam cipher, in which crypto key is stored on a paper tape, each bit of plain text in data stream would pick up the next bit from the crypto key paper tape and cipher text is produced by adding the plain text bit and crypto key bit discarding carry.


Vernam remains an important cipher even though it can be breaked easily. It is weak when using repeating keys. But effective, when key string varies constantly. Modern stream ciphers use this approach.

They consists of 2 parts.

1.A procedure to generate a sequence of bits which outsiders can’t guess.

2.Vernam cipher using that sequence as it’s key.

5.5.Block Cipher:


Blocks ciphers are designed to take data blocks of a particular size, encrypt them with a key of particular size, and yield a block of cipher text of particular size.





Table1

Properties of some secret key block cipher algorithms.

Secret key block ciphers
Data Block
Crypto key
In user?






Size(bits)
size(bits)

DES




64

56

yes

International data

Encryption algorithm(Idea)
64

128

yes

Modular multiplication

Block cipher(mmb)


128

128

no

Cellular automata cipher
384

1088

no

SKIPJACK



64

80

yes

Patterns in cipher text become a problem when we apply block ciphers to streams of data. If we encrypt the same blocks twice with same crypto key we will get same cipher text. When encrypting a message like “Five by Five”, the word Five appears twice. This yields a repeating pattern in cipher text. Reasonable amounts of plain text will always yield this type of sequences.


The term cipher mode refers to set of techniques used to apply to a block cipher to a data stream several modes have been developed to disguise repeated plain text blocks and otherwise improve the security of block ciphers. 

The four basic modes are as follows:

1.Electronic code block(ECB):


It is a block cipher mode that consists of simply applying a cipher to blocks of data in sequence one block at a time.

2.Cipher block Chaining(CBC):


This is a block cipher mode that combines that combines the previous block of cipher text with current block of plain text before encrypting it. It is widely used.

3.Cipher Feedback(CFB):


This feeds previously encrypted ciphertext through the block cipher to generate the key that encrypts the next block of ciphertext. It is called CTAK, Cipher Text Auto Key.

4.Ouput Feedback(OFB):


This is a block cipher mode in which cipher is used to generate the key string. It is also called auto key.

6.Properties to be satisfied by Stronger Crypto  

system

The security of a strong system resides with the secrecy of the key  rather than with the supposed secrecy of the algorithm.

A strong cryptosystem has a large keyspace, as mentioned above. It  has a reasonably large unicity distance; see question 8.8.

A strong cryptosystem will certainly produce ciphertext which appears  random to all standard statistical tests (see, for example, [CAE90]).

     A strong cryptosystem will resist all known previous attacks. A system which has never been subjected to scrutiny is suspect.

If a system passes all the tests mentioned above, is it necessarily strong? Certainly not. Many weak cryptosystems looked good at first. However, sometimes it is possible to show that a cryptosystem is strong by mathematical proof. “If Joe can break this system, then he can also solve the well-known difficult problem of factoring  integers”.  Failing that, it's a crap shoot.

7.How crypto System fail


Typical data communication protocols are designed to deal with random errors. TCP/IP delivers data reliably even when broad range of accidents or failures occur. But they are not designed to stand up against attempts to fool them.


Crypto systems are designed to stand up against attack when crypto systems do fail, they can identify weaknesses as falling into either of two categories. In the cipher itself or in the operating environment. The cipher is the mechanism by which we transfer plain text to cipher text. The operating environment in which code is used includes the rules of handling plaintext, distribution of keys, roles of people involve and physical protection given to various elements.


The strongest codes have emerged from teams that understand how to break codes as well as to build them. The NSA(National Security Agency) of U.S. Government is responsible for both creating and cracking encryption systems. Sophisticated crypto designers and users recognize that you must understand the system weaknesses before you rely on systems strengths.


Cracking a code involves either an attack on code itself or on way it is used. In cipher, the strength of modern codes, real risk lies in how they are actually used.

The essential objective in choosing a strong code, or strong crypt system is to look at the work factor it presents an attacker. The work factor is an estimate of now hard attacker must work in order to bypass the protections and achieve some valuable, goal. Stronger subsystems present a larger work factor while weaker systems are easier to overcome. Ideally work factor should be large enough make costs of an attack greater than potential benefits of the attacker.

8. Brute force cracking of secret keys


Cryptanalysis is the process of trying to recover crypto key (or) plaintext associated with a crypto system.


Cryptanalysis has long relied as lengthy, patient application of trial and error in order o crack a code.  The advent of electronic computing has dramatically enhanced the process.  A practical result today is that anyone with a work station can crack ciphertext encrypted with a short key.

 
Brute force cracking is the process of trying to recover a crypto key by trying all reasonable possibilities it works by trying all possible values for key until the right one is found .

 Once it succeeds the attacker can read the message that was encrypted with that key, along with any other, message encrypted with that key.  The principal defense against brute force cracking is to produce as long as list of legal key as possible. As the list gets longer, so does the amount of work it could take to guess the right key.




Table2

Brute force attacks on shorter key lengths

Type 

No.of 
No.of

Time to 
No.of 
Avg

Of key
bits

 keys  
test one   parallel
search




(sec)

Tests

time

Short text
28

81,450,625
50 

1

34 min

Password

Netscape
40
1,099,511,627,776
50

1

10 mon

Export 

crypto


Long text

Password
56  
6,634,204,312,890
50

1

5,274 


,620






yr

DES key
56
72,057,594,037,
50

1

57,280




927,900





yr

The first column indicates the type of key and its size.  From which , we compute the no. of possible keys.  The no. of possible keys depend upon whether keys comprised of digits, characters (or) pure binary data.  The fourth column tells how long it takes to try a single key.

 
The Netscape examples refer to encryption used on ‘secure’ world wide web accesses by Netscape navigator.  The Navigators encryption s/w uses a reasonable long key, but many its copies keep only40 bits of key secret DES has been used by banking industry , including U.S. federal reserve system.


The last DES example is a theoretical one.  According to Michael Wiener, who worked out the design for device based on available technology that would perform brute force searches for DES keys.  According to him, the minimal version costs $100,000 and could brute force crack a DES in 35 hours.

Table 3

Brute force attacks on longer key lengths

Algorithm
No.of 
No.of 
Average search time with a 



Bits

Keys

$1 million cracking engine


DES 

56

1012

35 hr

SKIPJACK 
80 

1024

6,655 YR

Triple DES 

With 2 keys
112 

1033

30,000,000,000,000 yr

IDEA, IRC4
128

1030 

2,000,000,000,000,000,000yr

9.Crypto Algorithms


The following are the algorithms that are likely to be Encountered in products intending to provide strong crypto protection.

Data Encryption Standard



DES has the benefit of being a known quantity with familiar strenghs and weaknesses. In typical applications it is unlikely to be vulnerable to any attack of brute force.  A technique called defferential cryptanalysis has been developed against DES, which is a technique for attacking a cipher by feeding it chosen plaintext and watching for patterns in ciphertext.  The problem of DES today is its relatively short 546-bit key length.

Triple DES


3DES is technique by which the DES algorithm is applied three times to each plaintext block.  Typical approaches use two conventional DES keys, yielding a length of 112 bits.  Some approaches uses three different keys, yielding a total key size of 168 bits which is enormous symmetric cipher.

International Data Encryption Algorithm(IDEA)

IDEA is a block cipher developed at Swiss Federal Institute of Technology. It is more efficient to implement in software than  DES or 3DES and it’s 128-bit key makes it more attractive than conventional DES. It may be used with usual block cipher modes.

Revest Cipher #4


Rc4 is a stream marked by RSA data security. Though it’s size may vary. It is often used as 128-bit key. The most commonly cited problem it’s use. With short key lengths the typical implementations use a very short key length& suffer from corresponding vulnerability to brute force cracking.

SKIP JACK


SKIP JACK is a block encryption algorithm developed by NSA. It encrypts 64 bit block using a 80-bit key. The usual block cipher modes may be used with it to encrypt streams. A published report on this algorithm claims that it has a variety of important properties, including resistance to deferential cryptanalysis and other shortcut attacks.


Thus the crypto algorithm is one elements in security of crypto system. It’s choice establishes much of system’s strength or vulnerability when faced with a sophisticated attack.

10.Internet Crypto Techniques


The crypto techniques resides in different place with in systems software elements.


The commercial networking software usually comes in three separate components called application software, network protocol stack and peripheral devices crypto mechanisms are generally integrated into one of these three components or they will be installed at one of the interfaces between them.

 
The application is software package that actually perform a particular useful service like e-mail or access to information. The interface in between application and network is usually called socket interface. The application uses this interface to identify the networking service being provided or used and to establish connections. The network protocol stack refers to software that implements the socket interface on particular host computer. The data link refers to interface hardware you use to connect to your network. The network protocol software communicates with data link through a device driver installed in system.

Installing Internet crypto Techniques within a computer system 

IP Link Encryption


This produces a highly secure, extensible TCP/IP network by applying crypto to data link and by restricting physical access to hosts on network. This architecture blocks communication with untrusted hosts and sites. Sites use point-to-point interconnections and apply to all traffic on those inter connections.

A VPN Constructed with IP security protocol (IPSEC) router


A VPN is a private network built, on top of public network. Hosts within the private network use encryption to talk to other hosts. The encryption excludes hosts from outside the private network even if they are on public network.


Here crypto is applied at internet layer using IPSEC. This approach uses encrypting routers and does not provide sites with access to untrusted internet sites.

A VPN Constructed with IPSEC firewalls


This is different approach to VPN that uses encrypting firewalls instead of encrypting routers crypto is still applied at internet layer using IPSEC. The firewalls encrypt all traffic between trusted sites and also provide controlled access to untrusted hosts. Strong firewall access control is necessary to reduce the risk of attacks on crypt mechanisms as well as attacks on hosts within trusted sites.

World Wide Web service with secure socket Layer


This applies crypto service using SSL protocol. It is integrated into application software packages for web clients and servers. This protects selected data transfers between web client and server.

What is the National Security Agency (NSA)?

  The NSA is the official communications security body of the U.S. government. It was given its charter by President Truman in the early 50's, and has continued research in cryptology till the present. The   NSA is known to be the largest employer of mathematicians in the world, and is also the largest purchaser of computer hardware in the world. Governments in general have always been prime employers of cryptologists. The NSA probably possesses cryptographic expertise many  years ahead of the public state of the art, and can undoubtedly break  many of the systems used in practice; but for reasons of national security almost all information about the NSA is classified.

11.CONCLUSION


Cryptography has emerged as the only alternative to protect Internet data and it does the job well.

New cryptographic products and technologies have been developed particularly for Internet applications.
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