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ABSTRACT

Practical training period strengthens the enhancement of practical knowledge in many perspectives and here by this project corresponds to the brief description of the topic about which we chased to gain the knowledge as this report conscientious to the Basic Networking and its various applications.

Networking  is Internet and  Local  based development and use of computer technology. It is a style of arrangement of computer  in which user get various administrative power,through which he get his company well to do.One serever study also give the detail knowledge of the server administrative power & various authentaction modes.
Chapter 1

Basic Networking

1.1 NETWORK
A Network is a collection of Individual computers connected by some media and networking devices.

1.2 INTERNETWORK
An internetwork is a collection of Individual networks connected by Intermediate networking devices that Function as a single large network. Networks and networking have grown exponentially over the last 15 years—understandably so. They’ve had to evolve at light speed just to keep up with huge increases in basic mission critical user needs such as sharing data and printers as well as more advanced demands such as Video conferencing. Unless everyone who needs to share network resources is located in the same office area (an increasingly uncommon situation), the challenge is to connect the sometimes many relevant networks together so all users can share the networks’ wealth.

Starting with a look at Figure 1.1, you get a picture of a basic LAN network that’s connected together using a hub. This network is actually one collision domain and one broadcast domain.

[image: image2.emf]
Fig 1.1

The basic network allows devices to share information.

The term computer language refers to binary code (0s or 1s).

The two hosts above communicate using hardware or MAC addresses.
About Figure 1.1 How would we say the PC named Bob communicates with the PC named Sally? Bob is actually going to use Sally’s MAC address (known as a hardware address), which is burned right into the network card of Sally’s PC, to get a hold of her. Great, but how does Bob get Sally’s MAC address since Bob knows only Sally’s name and doesn’t even have her IP address yet? Bob is going to start with name resolution (hostname to IP address resolution), something that’s usually accomplished using Domain Name Service (DNS). And of note, if these two are on the same LAN, Bob can just broadcast to Sally asking her for the information (no DNS needed)—welcome to Microsoft Windows (Vista included)! As I already mentioned, since the two hosts are on a local LAN, Windows (Bob) will just broadcast to resolve the name Sally (the destination 192.168.0.255 is a broadcast address).Bob knows his own MAC address and source IP address but not Sally’s IP address or MAC address, so Bob sends a broadcast address of all for the MAC address (a Data Link layer broadcast) and an IP LAN broadcast of 192.168.0.255. Before the name is resolved, the first thing Bob has to do is broadcast on the LAN to get Sally’s MAC address so he can communicate to her PC and resolve her name to an IP address.

It’s also likely that at some point we’ll have to break up one large network into a bunch of smaller ones because user response will have dwindled to a slow crawl as the network grew and grew. And with all that growth, your LAN’s traffic congestion has reached epic proportions. The answer to this is breaking up a really big network into a number of smaller ones—something called network segmentation
We do this by using devices like routers, switches and bridges
Figure 1.2 displays a network that’s been segmented with a switch so each network segment connected to the switch is now a separate collision domain. But make note of the fact that this network is still one broadcast domain.
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Fig1.2

Routers are used to connect networks together and route packets of data from one network to another. Cisco became the de facto standard of routers because of its high-quality router products, great selection, and fantastic service. Routers, by default, break up a broadcast domain, the set of all devices on a network segment that hear all the broadcasts sent on that segment.

Frames, routers use logical addressing and provide what is called packet switching. Routers can also provide packet filtering by using access lists, and when routers connect two or more networks together and use logical addressing (IP or IPv6), this is called an internetwork. Last, routers use a routing table (map of the internetwork) to make path selections and to forward packets to remote networks.

Conversely, switches aren’t used to create internetworks (they do not break up broadcast domains by default), they’re employed to add functionality to a network LAN. The main purpose of a switch is to make a LAN work better—to optimize its performance—providing more bandwidth for the LAN’s users. And switches don’t forward packets to other networks as routers do. Instead, they only “switch” frames from one port to another within the switched network. 

By default, switches break up collision domains. This is an Ethernet term used to describe a network scenario wherein one particular device sends a packet on a network segment, forcing every other device on that same segment to pay attention to it. At the same time, a different device tries to transmit, leading to a collision, after which both devices must retransmit, one at a time. Not very efficient! This situation is typically found in a hub environment where each host segment connects to a hub that represents only one collision domain and only one broadcast domain. By contrast, each and every port on a switch represents its own collision domain.

Switches create separate collision domains but a single broadcast domain. Routers provide a separate broadcast domain for each interface.

The term bridging was introduced before routers and hubs were implemented, so it’s pretty common to hear people referring to bridges as switches. That’s because bridges and switches basically do the same thing—break up collision domains on a LAN .So what this means is that a switch is basically just a multiple-port bridge with more brainpower. Well, pretty much, but there are differences. Switches do provide this function, but they do so with greatly enhanced management ability and features. Plus, most of the time, bridges only had 2 or 4 ports. Yes, you could get your hands on a bridge with up to 16 ports, but that’s nothing compared to the hundreds available on some switches! We would use a bridge in a network to reduce collisions within broadcast domains and to increase the number of collision domains in your network. Doing this provides more bandwidth for users. And keep in mind that using hubs in our network can contribute to congestion on our Ethernet network.

Figure 1.3 shows how a network would look with all these internetwork devices in place.

Remember that the router will not only break up broadcast domains for every LAN interface,

it will break up collision domains as well.
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Fig1.3
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Fig1.4

The network in Figure 1.4 is a pretty cool network. Each host is connected to its own collision domain, and the router has created two broadcast domains. And don’t forget that the router provides connections to WAN services as well! The router uses something called a serial interface for WAN connections.

There are two advantages of using routers in your network:

· They don’t forward broadcasts by default.

· They can filter the network based on layer 3 (Network layer) information (e.g., IP address).

Four router functions in your network can be listed as follows:

· Packet switching

· Packet filtering

· Internetwork communication

· Path selection
Figure 1.5 shows the network that is typically found today.
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Fig 1.5

1.3 TOPOLOGY

Network topology refers to the arrangement of physical layout of computer, cables and other components on the network. Various kind of topologies are: 

1.3.1Single Node Topology
· Single device, at times device called dumb terminal is connected to the server.
· Device operates on files from server and returns them back after completing task.
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Fig 1.6

1.3.2 BUS Topology
· 
All devices are connected to a common cable called backbone/trunk

· Computers on a bus topology network communicate by addressing data to a particular computer and putting that data on the form of electronic signals.

· Medium is shared that’s why creates collision.

· Server is at one end and devices are at different positions.
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Fig 1.7

1.3.3 RING Topology
· Devices are connected in a closed loop.

· All devices have equal access to media.

· Device waits for its turn to transmit.

· The signal travels around the loop in one direction and pass through each computer.
· Computer acts like a repeater to boost the signal and sends it on the next computer.
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Fig 1.8

1.2.4 STAR Topology
· Each device is connected to a central device called Hub/Switch through cable.

· Data passes through hub before reaching destination.
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Fig 1.9
1.2.5 EXTENDED STAR
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Fig 1.10
1.3.6 MESH Topology

· Every device is connected to every other device.
· A mesh topology is used when there can be absolutely no break in communications, for example the control systems of a nuclear power plant.
·  Each host has its own connections to all other hosts.
· This also reflects the design of the Internet, which has multiple paths to any one location.
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Fig 1.11
1.4 TYPES OF NETWORK
1.4.1 Local Area Network (LAN)

A LAN is any type of network used within a single facility such as a campus to share data between computers. The computers or clients are physical connected and they can share data
1.4.2 Metropolitan Area Network (MAN)






MAN is one of the types of networks in which two or more LANs are connected. MAN is used where a company is connected with many LANs that cover a large area or more than one campus. It is used in shorter range connectivity solutions within the same city
1.4.3 Wide Area Network (WAN)








Wide are network spreads over very large geographical area. Most companies have both LANs and WANs. The main purpose of WAN is to provide reliable, fast, and safe communication between two or more places.
1.4.4 Virtual Private Network (VPN)







Virtual Private Network is a network that uses a public telecommunication infrastructure, like the Internet to provide remote offices or individual users with secure access to their organization’s network.
1.4.5 Storage Area Network (SAN) 







A STORAGE Area Network is a high-speed-special-purpose network that is designed to interconnect various kinds of data storage devices with associated data servers on behalf of larger network or users. SAN supports disk mirroring, backup and restore, archival and retrieval of archived data.
.

. 
Chapter 2

OSI Reference Model

In the late 1970s, the Open Systems Interconnection (OSI) reference model was created by the International Organization for Standardization (ISO) to break this barrier.

The OSI model was meant to help vendors create interoperable network devices and software in the form of protocols so that different vendor networks could work with each other.

Like world peace, it’ll probably never happen completely, but it’s still a great goal.

The OSI model is the primary architectural model for networks. It describes how data and network information are communicated from an application on one computer through the network media to an application on another computer. The OSI reference model breaks this approach into layers.
2.1The Layered Approach

A reference model is a conceptual blueprint of how communications should take place. It

address all the process required for effective communication and divides these processes into logical groupings called layers. When a communication system is designed in this manner, it’s known as layered architecture.
2.2Advantages of Reference Models

The OSI model is hierarchical, and the same benefits and advantages can apply to any layered model. The primary purpose of all such models, especially the OSI model, is to allow different vendors’ networks to interoperate.
Advantages of using the OSI layered model include, but are not limited to, the following: 
· It divides the network communication process into smaller and simpler components, thus aiding component development, design, and troubleshooting. 
· It allows multiple-vendor development through standardization of network components.
·  It encourages industry standardization by defining what functions occur at each layer of the model. 

· It allows various types of network hardware and software to communicate. 
· It prevents changes in one layer from affecting other layers, so it does not hamper

development.

2.3The OSI Reference Model 

One of the greatest functions of the OSI specifications is to assist in data transfer between disparate hosts—meaning, for example, that they enable us to transfer data between a Unix host

and a PC or a Mac.

The OSI isn’t a physical model, though. Rather, it’s a set of guidelines that application

developers can use to create and implement applications that run on a network. It also provides

a framework for creating and implementing networking standards, devices, and internetworking

schemes.

The OSI has seven different layers, divided into two groups. The top three layers define how the applications within the end stations will communicate with each other and with users. The bottom four layers define how data is transmitted end to end. Figure shows the three upper

layers and their functions, and Figure shows the four lower layers and their functions.
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Fig 2.1
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Fig 2.2

The OSI reference model has seven layers:

· Application layer (layer 7)
· Presentation layer (layer 6)
· Session layer (layer 5)
· Transport layer (layer 4)
· Network layer (layer 3)
· Data Link layer (layer 2)
· Physical layer (layer 1)
2.3.1 The Application Layer

The Application layer of the OSI model marks the spot where users actually communicate to the computer. This layer only comes into play when it’s apparent that access to the network is going to be needed soon. Take the case of Internet Explorer (IE). You could uninstall every trace of networking components from a system, such as TCP/IP, NIC card, and so on, and you could still use IE to view a local HTML document—no problem. But things would definitely get messy if you tried to do something like view an HTML document that must be retrieved using HTTP or nab a file with FTP or TFTP. That’s because IE will respond to requests such as those by attempting to access the Application layer. And what’s happening is that the Application layer is acting as an interface between the actual application program—which isn’t at all a part of the layered structure—and the next layer down by providing ways for the application to send information down through the protocol stack. In other words, IE doesn’t truly reside within the Application layer—it interfaces with Application layer protocols when it needs to deal with remote resources.

The Application layer is also responsible for identifying and establishing the availability of the intended communication partner and determining whether sufficient resources for the intended communication exist. These tasks are import because computer applications sometimes require more than only desktop resources. Often, they’ll unite communicating components from more than one network application. Prime examples are file transfers and email, as well as enabling remote access, network management activities, client/server processes, and information location.

Many network applications provide services for communication over enterprise networks, but for present and future internetworking, the need is fast developing to reach beyond the limits of current physical networking.
2.3.2The Presentation Layer

The Presentation layer gets its name from its purpose: It presents data to the Application layer and is responsible for data translation and code formatting. This layer is essentially a translator and provides coding and conversion functions. A successful data-transfer technique is to adapt the data into a standard format before transmission. Computers are configured to receive this generically formatted data and then convert the data back into its native format for actual reading (for example, EBCDIC to ASCII). By providing translation services, the Presentation layer ensures that data transferred from the Application layer of one system can be read by the Application layer of another one.

The OSI has protocol standards that define how standard data should be formatted. Tasks like data compression, decompression, encryption, and decryption are associated with this layer. Some Presentation layer standards are involved in multimedia operations too.
2.3.3 The Session Layer

The Session layer is responsible for setting up, managing, and then tearing down sessions between Presentation layer entities. This layer also provides dialog control between devices, or nodes. It coordinates communication between systems and serves to organize their communication by offering three different modes: simplex, half duplex, and full duplex. To sum up, the Session layer basically keeps different applications’ data separate from other applications’ data.
2.3.4The Transport Layer

The Transport layer segments and reassembles data into a data stream. Services located in the Transport layer segment and reassemble data from upper-layer applications and unite it into the same data stream. They provide end-to-end data transport services and can establish a logical connection between the sending host and destination host on an internetwork. Some of you are probably familiar with TCP and UDP already. If so, we know that both work at the Transport layer and that TCP is a reliable service and UDP is not. This means that application developers have more options because they have a choice between the two protocols when working with TCP/IP protocols.
The Transport layer can be connectionless or connection-oriented. However, Cisco is mostly concerned with you understanding the connection-oriented portion of the Transport layer. The following sections will provide the skinny on the connection-oriented (reliable) protocol of the Transport layer.
Connection-Oriented Communication

In reliable transport operation, a device that wants to transmit sets up a connection-oriented communication with a remote device by creating a session. The transmitting device first establishes a connection-oriented session with its peer system, which is called a call setup or a three way handshake. Data is then transferred; when the transfer is finished, a call termination takes place to tear down the virtual circuit.

Figure depicts a typical reliable session taking place between sending and receiving systems. Looking at it, you can see that both hosts’ application programs begin by notifying their individual operating systems that a connection is about to be initiated. The two operating systems communicate by sending messages over the network confirming that the transfer is approved and that both sides are ready for it to take place. After all of this required synchronization takes place, a connection is fully established and the data transfer begins (this virtual circuit setup is called overhead!).

[image: image15.emf]
Fig 2.3

· The first “connection agreement” segment is a request for synchronization. 
· The second and third segments acknowledge the request and establish connection parameters—the rules—between hosts. These segments request that the receiver’s sequencing is synchronized here as well so that a bidirectional connection is formed. The final segment is also an acknowledgment. It notifies the destination host that the connection agreement has been accepted and that the actual connection has been established. Data transfer can now begin.
Windowing

Ideally, data throughput happens quickly and efficiently. And as you can imagine, it would be slow if the transmitting machine had to wait for an acknowledgment after sending each segment. But because there’s time available after the sender transmits the data segment and before. It finishes processing acknowledgments from the receiving machine, the sender uses the break as an opportunity to transmit more data. The quantity of data segments (measured in bytes) that the transmitting machine is allowed to send without receiving an acknowledgment for them is called a window.
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Fig 2.4

2.3.5 The Network Layer

The Network layer (also called layer 3) manages device addressing, tracks the location of devices on the network, and determines the best way to move data, which means that the Network layer must transport traffic between devices that aren’t locally attached. Routers (layer 3 devices) are specified at the Network layer and provide the routing services within an internetwork. It happens like this: First, when a packet is received on a router interface, the destination IP address is checked. If the packet isn’t destined for that particular router, it will look up the destination network address in the routing table. Once the router chooses an exit interface, the packet will be sent to that interface to be framed and sent out on the local network. If the router can’t find an entry for the packet’s destination network in the routing table, the router drops the packet.

Two types of packets are used at the Network layer: data and route updates.

Data packets Used to transport user data through the internetwork. Protocols used to support data traffic are called routed protocols; examples of routed protocols are IP and IPv6. Route update packets Used to update neighboring routers about the networks connected to all routers within the internetwork. Protocols that send route update packets are called routing protocols; examples of some common ones are RIP, RIPv2, EIGRP, and OSPF. Route update packets are used to help build and maintain routing tables on each router.

2.3.6The Data Link Layer

The Data Link layer provides the physical transmission of the data and handles error notification, network topology, and flow control. This means that the Data Link layer will ensure that messages are delivered to the proper device on a LAN using hardware addresses and will translate messages from the Network layer into bits for the Physical layer to transmit.

The Data Link layer formats the message into pieces, each called a data frame, and adds a customized header containing the hardware destination and source address. This added information forms a sort of capsule that surrounds the original message in much the same way that engines, navigational devices, and other tools were attached to the lunar modules of the Apollo project. These various pieces of equipment were useful only during certain stages of space flight and were stripped off the module and discarded when their designated stage was complete. Data traveling through networks is similar.
2.3.7The Physical Layer

Finally arriving at the bottom, we find that the Physical layer does two things: It sends bits and receives bits. Bits come only in values of 1 or 0—a Morse code with numerical values. The Physical layer communicates directly with the various types of actual communication media.

Different kinds of media represent these bit values in different ways. Some use audio tones,

while others employ state transitions—changes in voltage from high to low and low to high.

Specific protocols are needed for each type of media to describe the proper bit patterns to be

used, how data is encoded into media signals, and the various qualities of the physical media’s

attachment interface.

The Physical layer specifies the electrical, mechanical, procedural, and functional requirements for activating, maintaining, and deactivating a physical link between end systems. This layer is also where you identify the interface between the data terminal equipment (DTE) and the data communication equipment (DCE). (Some old phone-company employees still call

DCE data circuit-terminating equipment.) The DCE is usually located at the service provider,

while the DTE is the attached device. The services available to the DTE are most often accessed

via a modem or channel service unit/data service unit (CSU/DSU).
2.4 Ethernet Networking

Ethernet is a contention media access method that allows all hosts on a network to share the same bandwidth of a link. Ethernet is popular because it’s readily scalable, meaning that it’s comparatively easy to integrate new technologies, such as Fast Ethernet and Gigabit Ethernet,

into an existing network infrastructure. It’s also relatively simple to implement in the first

place, and with it, troubleshooting is reasonably straightforward. Ethernet uses both Data

Link and Physical layer specifications, and this section of the chapter will give you both the

Data Link layer and Physical layer information you need to effectively implement, troubleshoot,

and maintain an Ethernet network.

Ethernet networking uses Carrier Sense Multiple Access with Collision Detection (CSMA/CD), a protocol that helps devices share the bandwidth evenly without having two devices transmit at the same time on the network medium. CSMA/CD was created to overcome the problem of those collisions that occur when packets are transmitted simultaneously from different nodes. And trust me—good collision management is crucial, because when a node transmits in a CSMA/CD network, all the other nodes on the network receive and examine that transmission. Only bridges and routers can effectively prevent a transmission from propagating throughout the entire network!
2.5 Half- and Full-Duplex Ethernet

Half-duplex Ethernet is defined in the original 802.3 Ethernet; Cisco says it uses only one wire pair with a digital signal running in both directions on the wire. Certainly, the IEEE specifications discuss the process of half duplex somewhat differently, but what Cisco is talking

about is a general sense of what is happening here with Ethernet.

It also uses the CSMA/CD protocol to help prevent collisions and to permit retransmitting if a collision does occur. If a hub is attached to a switch, it must operate in half-duplex mode because the end stations must be able to detect collisions. Half-duplex Ethernet—typically 10BaseT—is only about 30 to 40 percent efficient as Cisco sees it because a large 10BaseT network will usually only give you 3 to 4Mbps, at most. But full-duplex Ethernet uses two pairs of wires instead of one wire pair like half duplex. And full duplex uses a point-to-point connection between the transmitter of the transmitting device and the receiver of the receiving device. This means that with full-duplex data transfer, you get a faster data transfer compared to half duplex. And because the transmitted data is sent on a different set of wires than the received data, no collisions will occur. The reason you don’t need to worry about collisions is because now it’s like a freeway with multiple lanes instead of the single-lane road provided by half duplex. Full-duplex Ethernet is supposed to offer 100 percent efficiency in both directions—for example, you can get 20Mbps with a 10Mbps Ethernet running full duplex or 200Mbps for Fast Ethernet. But this rate is something known as an aggregate rate, which translates as “you’re supposed to get” 100 percent efficiency. No guarantees, in networking as in life. Full-duplex Ethernet can be used in three situations:

· With a connection from a switch to a host.

· With a connection from a switch to a switch.

· With a connection from a host to a host using a crossover cable.

Chapter 3
Introduction to TCP/IP
The Transmission Control Protocol/Internet Protocol (TCP/IP) suite was created by the Department of Defense (DOD) to ensure and preserve data integrity, as well as maintain communications in the event of catastrophic war. So it follows that if designed and implemented correctly, a TCP/IP network can be a truly dependable and resilient one. 
3.1TCP/IP and the DOD Model
The DOD model is basically a condensed version of the OSI model—it’s composed of four, instead of seven, layers:

· Process/Application layer
· Host-to-Host layer
· Internet layer
· Network Access layer
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A vast array of protocols combine at the DoD model’s Process/Application layer to integrate the various activities and duties spanning the focus of the OSI’s corresponding top three layers (Application, Presentation, and Session). We’ll be looking closely at those protocols in the next part of this chapter. The Process/Application layer defines protocols for node-to-node application communication and also controls user-interface specifications.

The Host-to-Host layer parallels the functions of the OSI’s Transport layer, defining protocols for setting up the level of transmission service for applications. It tackles issues such as creating reliable end-to-end communication and ensuring the error-free delivery of data. It handles packet sequencing and maintains data integrity. The

Internet layer corresponds to the OSI’s Network layer, designating the protocols relating
to the logical transmission of packets over the entire network. It takes care of the addressing of hosts by giving them an IP (Internet Protocol) address, and it handles the routing of packets among multiple networks. At the bottom of the DoD model, the Network Access layer monitors the data exchange between the host and the network. The equivalent of the Data Link and Physical layers of the OSI model, the Network Access layer oversees hardware addressing and defines protocols for the physical transmission of data.
3.2 The TCP/IP protocol suite

[image: image18.emf]
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3.3 The Process/Application Layer Protocols

In this section, I’ll describe the different applications and services typically used in IP networks.

The following protocols and applications are covered in this section:

· Telnet
· FTP
· TFTP
· NFS
· SMTP
· LPD
· X Window
· SNMP
· DNS
· DHCP/BootP
3.3.1Telnet

Telnet is the chameleon of protocols—its specialty is terminal emulation. It allows a user on a remote client machine, called the Telnet client, to access the resources of another machine, the Telnet server. Telnet achieves this by pulling a fast one on the Telnet server and making the client machine appear as though it were a terminal directly attached to the local network. This projection is actually a software image—a virtual terminal that can interact with the chosen remote host. These emulated terminals are of the text-mode type and can execute refined procedures such as displaying menus that give users the opportunity to choose options and access the applications on the duped server. Users begin a Telnet session by running the Telnet client software and then logging into the Telnet server.
3.3.2 File Transfer Protocol (FTP)

File Transfer Protocol (FTP) is the protocol that actually lets us transfer files, and it can accomplish this between any two machines using it. But FTP isn’t just a protocol; it’s also a program. Operating as a protocol, FTP is used by applications. As a program, it’s employed by users to perform file tasks by hand. FTP also allows for access to both directories and files and can accomplish certain types of directory operations, such as relocating into different ones. FTP teams up with Telnet to transparently log you into the FTP server and then provides for the transfer of files.
Accessing a host through FTP is only the first step, though. Users must then be subjected to an authentication login that’s probably secured with passwords and usernames implemented by system administrators to restrict access. You can get around this somewhat by adopting the username anonymous —though what you’ll gain access to will be limited.

Even when employed by users manually as a program, FTP’s functions are limited to listing and manipulating directories, typing file contents, and copying files between hosts. It can’t execute remote files as programs.

3.3.3 Trivial File Transfer Protocol (TFTP)

Trivial File Transfer Protocol (TFTP) is the stripped-down, stock version of FTP, but it’s the protocol of choice if you know exactly what you want and where to find it, plus it’s so easy to use and it’s fast too! It doesn’t give you the abundance of functions that FTP does, though. TFTP has no directory-browsing abilities; it can do nothing but send and receive files. This compact little protocol also skimps in the data department, sending much smaller blocks of data than FTP, and there’s no authentication as with FTP, so it’s insecure. Few sites support it because of the inherent security risks.
3.3.4 Network File System (NFS)

Network File System (NFS) is a jewel of a protocol specializing in file sharing. It allows two different types of file systems to interoperate. It works like this: Suppose the NFS server software is running on an NT server and the NFS client software is running on a Unix host. NFS allows for a portion of the RAM on the NT server to transparently store Unix files, which can, in turn, be used by Unix users. Even though the NT file system and Unix file system are unlike—they have different case sensitivity, filename lengths, security, and so on—both Unix users and NT users can access that same file with their normal file systems, in their normal way.
3.3.5 Simple Mail Transfer Protocol (SMTP)

              Simple Mail Transfer Protocol (SMTP, answering our ubiquitous call to email, uses a spooled, or queued, method of mail delivery. Once a message has been sent to a destination, the message is spooled to a device—usually a disk. The server software at the destination posts a vigil, regularly checking the queue for messages. When it detects them, it proceeds to deliver them to their destination. SMTP is used to send mail; POP3 is used to receive mail.
3.3.6Line Printer Daemon (LPD)

The Line Printer Daemon (LPD) protocol is designed for printer sharing. The LPD, along with the Line Printer (LPR) program, allows print jobs to be spooled and sent to the network’s

printers using TCP/IP.

3.3.7 X Window

Designed for client/server operations, X Window defines a protocol for writing client/server applications based on a graphical user interface (GUI). The idea is to allow a program, called a client, to run on one computer and have it display things through a window server on another computer.

3.3.8 Simple Network Management Protocol (SNMP)

Simple Network Management Protocol (SNMP) collects and manipulates valuable network information. It gathers data by polling the devices on the network from a management station at fixed or random intervals, requiring them to disclose certain information. When all is well, SNMP receives something called a baseline a report delimiting the operational traits of a healthy network. This protocol can also stand as a watchdog over the network, quickly notifying managers of any sudden turn of events. These network watchdogs are called agents and when aberrations occur, agents send an alert called a trap to the management station.
3.3.9 Domain Name Service (DNS)

Domain Name Service (DNS) resolves hostnames—specifically, Internet names, such a www.routersim.com. You don’t have to use DNS; you can just type in the IP address of any device you want to communicate with. An IP address identifies hosts on a network and the Internet as well. However, DNS was designed to make our lives easier. Think about this: What would happen if you wanted to move your web page to a different service provider? The IP address would change and no one would know what the new one was. DNS allows you to use a domain name to specify an IP address. You can change the IP address as often as you want and no one will know the difference.
3.3.10Dynamic Host Configuration Protocol (DHCP)/Bootstrap

Protocol (BootP)

Dynamic Host Configuration Protocol (DHCP) assigns IP addresses to hosts. It allows easier administration and works well in small to even very large network environments. All types of hardware can be used as a DHCP server, including a Cisco router. DHCP differs from BootP in that BootP assigns an IP address to a host but the host’s hardware address must be entered manually in a BootP table. You can think of DHCP as a dynamic BootP. But remember that BootP is also used to send an operating system that a host can boot from. DHCP can’t do that. But there is a lot of information a DHCP server can provide to a host when the host is requesting an IP address from the DHCP server. Here’s a list of the information a DHCP server can provide:
· IP address
· Subnet mask
· Domain name
· Default gateway (routers)
· DNS
· WINS information

A DHCP server can give us even more information than this, but the items in the list are the most common.

Chapter 4

IP Addressing

· An IP Address is a numeric identifier assigned to each machine on an IP network.
· An IP address is a software address.
· IP addressing was designed to allow hosts of one network to communicate with a host on a different network regardless of the type of the LAN.
4.1 IP Terminology 
· Bit :- A bit is one digit, either a 1 or a 0.

· Byte :- A byte is 7 or 8 bits, depending on whether parity is used.

· Octet :- An octet, made up of 8 bits, is just an ordinary 8 bit binary number.
4.2 Hierarchical IP Addressing Scheme 
· An IP address consist of 32 bits of information these bits are divided into four sections, referred to as octets or bytes, Each containing 1 byte (8 bits).

· The 32 bit IP address is a structured or hierarchical address.

· If every address were unique, all routers on the internet would need to store the address of the each & every machine on the internet. This would make efficient routing impossible.

· The solution of this problem is to use a two-or three level hierarchical addressing scheme that is structured by network and host.
4.3 IPv4 Addressing
· 32-bit addresses.
· Commonly expressed in dotted  decimal format (e.g., 192.168.10.12).

· Each “dotted decimal” is commonly called an octet (8 bits).

4.4 IP Address Classes
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Fig4.1
4.5 Subnet Mask 
· Humans can simply remember the numbers and the concept and then quickly determine the network and host parts of an IP address. Computer use a mask to define the size of the network and the hosts parts of the address.

· The logic behind the masks results in same conventions of class A, B and C networks, but the computers can deal with it better as a binary math problem.

· The mask is a 32 bit binary number usually written in dotted decimal format. The mask defines the size of the network part and host part of an IP address. Representing the network part with binary 1s and host part of the IP address with binary 0s in the mask.
	Class of
Address
	Size of Network Part 
of address in Bits
	Host Part
	Default Mask

	A
	8
	24
	255.0.0.0

	B
	16
	16
	255.255.0.0

	C
	24
	8
	255.255.255.0


Table 4.1

4.6 SLASH (/) Notation 
· It is the method that ISPs use to allocate a number of address to a company, a home or a customer. They provide addresses in a certain block size.

· The slash notation (/) means how many bits are turned on (1s).
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Table 4.2

4.7 IP Subnetting  
· IP subnetting creates larger numbers of smaller groups of IP addresses compared with simply using Class A, B and C conventions. A single Class A, B or C network can be subdivided into many smaller groups.

· Subnetting treats a subdivision of a single Class A, B or C network as if it were a network itself. By doing so, a single Class A, B or C network can be subdivided into many non overlapping subnets.
· How many subnets ?  2x = number of subnets. ‘X’ is the number of masked bits.

· How many hosts per subnet ? 2y – 2 = number of hosts per subnet. ‘Y’ is the number of unmasked bits, or the 0s.

· What is the Block Size ?                                              256 – subnet mask = block size,

· What’s the Broadcast Address & Network Address for each subnet ?
· What are the valid hosts ? 
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Chapter-5
Server

5.1.What is a server 

In computing, the term server is used to refer to one of the following:
· A computer program running to serve the needs or requests of other programs (referred to in this context as “clients”)which may or may not be running on the same computer.

· a physical computer dedicated to running one or more such services, to serve the needs of programs running on other computers on the same network.

· a software/hardware system (i.e. a software service running on a dedicated computer) such a database server,file server,mail server or print server.

In computer networking, a server is a program that operates as a socket listener.The term server is also often generalized to describe a host that is deployed to execute one or more such programs.

A server computer is a computer or series of computers, that link other computers or electronic devices together. They often provide essential services across a network, either to private users inside a large organization or to public users via the internet. For example, when you enter a query in a search engine, the query is sent from your computer over the internet to the servers that store all the relevant web pages. The results are sent back by the server to your computer.

Many servers have dedicated functionality such web servers,print servers or data base server as Enterprise servers are servers that are used in a business context.

5.2.Usage

Servers provide essential services across a network, either to private users inside a large organization or to public users via the Internet.For example, when you enter a query in a search engine, the query is sent from your computer over the internet to the servers that store all the relevant web pages. The results are sent back by the server to your computer.

The term server is used quite broadly in information technology Despite the many server-branded products available (such as server versions of hardware, software or operating systems), in theory any computerised process that shares 

a resource to one or more client processes is a server. To illustrate this, take the common example of file sharing. While the existence of files on a machine does not classify it as a server, the mechanism which shares these files to clients by the operating system is the server.

Similarly, consider a web server application (such as the multiplatform"Apache HTTP Serve”).This web server software can be run on any capable computer.For example, while a laptop or personal computer is not typically known as a server, they can in these situations fulfill the role of one, and hence be labelled as one. It is in this case that the machine's purpose as a web server classifies it in general as a server.

In the hardware sense, the word server typically designates computer models intended for hosting software applications under the heavy demand of a network environment. In this client–server configuration one or more machines, either a computer or a computer appliance,share information with each other with one acting as a host for the other.

While nearly any personal computer is capable of acting as a network server, a dedicated server will contain features making it more suitable for production environments. These features may include a faster CPU, increased high-performance RAM, and typically more than one large  hard drive. More obvious distinctions include marked redundancy in power supplies, network connections, and even the servers themselves.

Between the 1990s and 2000s an increase in the use of dedicated hardware saw the advent of self-contained server appliances. One well-known product is the Google Search Appliance, a unit that combines hardware and software in an out-of-the-box packaging. Simpler examples of such appliances include switches, routers, gateways, and print server, all of which are available in a near plug-and-playconfiguration.

Modern operating systems such as Microsoft Windows or Linux distributions rightfully seem to be designed with a client–server architecture in mind. These operating systems attempt to abstract hardware, allowing a wide variety of software to work with components of the computer. In a sense, the operating system can be seen as serving hardware to the software, which in all but low-level programming languages must interact using an API.

These operating systems may be able to run programs in the background called either services or daemons. Such programs may wait in a sleep state for their necessity to become apparent, such as the aforementioned Apache HTTP Server software. Since any software that provides services can be called a server, modern personal computers can be seen as a forest of servers and clients operating in parallel.

The Internet itself is also a forest of servers and clients. Merely requesting a web page from a few kilometers away involves satisfying a stackof protocols that involve many examples of hardware and software servers. The least of these are the routers, modems, domain name servers, and various other servers necessary to provide us the world wide web.

5.2.1Types of server
In a general network environment the following types of servers may be found.

· Application server,a server dedicated to running certain software applications.
· Catalog server,a central search point for information across a distributed network

· Communications server, carrier-grade computing platform for communications networks

· Database server, provides database services to other computer programs or computers

· Fax server, provides fax services for clients

· File server, provides file services

· Game server, a server that video game clients connect to in order to play online together

· Home server, a server for the home

· ISA server,provides the two basic services of an enterprise firewall and a Web proxy/cache server

· Name server or DNS server

· Print server, provides printer services

· Proxy server, acts as an intermediary for requests from clients seeking resources from other servers

· Sound server, provides multimedia broadcasting, streaming.

· Standalone server, an emulator for client–server (web-based) programs

· Web server a server that HTTP clients connect to in order to send commands and receive responses along with data contents

5.3 Microsoft windows server 2008

Windows Server 2008 (sometimes abbreviated as "Win2K8" or "W2K8") is one of Microsoft Windows server line of operating systems. Released to manufacturing on February 4, 2008, and officially released on February 27, 2008, it is the successor toWindows Server 2003, released nearly five years earlier. A second release, named Windows Server 2008 R2, was released to manufacturing on July 22, 2009.[3] LikeWindows Vista and Windows7, Windows Server 2008 is based on Windows NT 6.x.
5.3.1History

Originally known as Windows Server Codename "Longhorn", Microsoft chairmanBill Gates announced its official title (Windows Server 2008) during his keynote address at WinHEC 16 May 2007. Beta 1 was released on 27 July 2005, Beta 2 was announced and released on 23 May 2006 at WinHEC 2006 and Beta 3 was released publicly on 25 April 2007. Release Candidate 0 was released to the general public on 24 September 2007  and Release Candidate 1 was released to the general public on 5 December 2007. Windows Server 2008 was released to manufacturing on 4 February 2008 and officially launched on 27 February 2008. 
5.3.2 Features 

Windows Server 2008 is built from the same code base as Windows Vista; therefore, it shares much of the same architecture and functionality. Since the code base is common, it automatically comes with most of the technical, security, management and administrative

HYPERLINK "http://en.wikipedia.org/wiki/Features_new_to_Windows_Vista" \o "Features new to Windows Vista"features new to Windows Vista such as the rewritten networking stack (native IPv6, native wireless, speed and security improvements); improved image-based installation, deployment and recovery; improved diagnostics, monitoring, event logging and reporting tools; new security features such as BitLocker and ASLR; improved Windows Firewall with secure default configuration; .NET Framework 3.0technologies, specifically Windows Communication Foundation, Microsoft Message Queuing and Windows Workflow Foundation; and the core kernel, memory and file system improvements. Processors and memory devices are modeled as Plug and Play devices, to allow hot-plugging of these devices. This allows the system resources to be partitioned dynamically using Dynamic Hardware Partitioning; each partition has its own memory, processor and I/O host bridge devices independent of other partitions. 
Server Core
Windows Server 2008 includes a variation of installation called Server Core. Server Core is a significantly scaled-back installation where no Windows Explorer shell is installed. All configuration and maintenance is done entirely through command line interface windows, or by connecting to the machine remotely using Microsoft Management Console. However, Notepad and some control panel applets, such as Regional Settings, are available.

Server Core does not include the .NET Framework, Internet Explorer, Windows PowerShell or many other features not related to core server features. A Server Core machine can be configured for several basic roles: Domain controller/Active Directory Domain Services, ADLDS (ADAM), DNS Server, DHCP Server, file server, print server, Windows Media Server, IIS 7 Web server and Hyper-V virtual server. Server Core can also be used to create a cluster with high availability using failover clustering or network load balancing.. 

Active Directory roles
Active Directory roles are expanded with identity, certificate, and rights management services. Active Directory, until Windows Server 2003, allowed network administrators to centrally manage connected computers, to set policies for groups of users, and to centrally deploy new applications to multiple computers. This role of Active Directory is being renamed as Active Directory Domain Services (ADDS). A number of other additional services are being introduced, including Active Directory Federation Services (ADFS), Active Directory Lightweight Directory Services (AD LDS), (formerly Active Directory Application Mode, or ADAM), Active Directory Certificate Services (ADCS), andActive Directory Rights Management Services (ADRMS). Identity and certificate services allow administrators to manage user accounts and the digital certificates that allow them to access certain services and systems. Federation management services enable enterprises to share credentials with trusted partners and customers, allowing a consultant to use his company user name and password to log in on a client's network. Identity Integration Feature Pack is included as Active Directory Metadirectory Services. Each of these services represents a server role.

Failover Clustering
Windows Server 2008 offers high-availability to services and applications through Failover Clustering. Most server features and roles can be kept running with little to no downtime.

In Windows Server 2008 and Windows Server 2008 R2, the way clusters are qualified changed significantly with the introduction of the cluster validation wizard. The cluster validation wizard is a feature that is integrated into failover clustering in Windows Server 2008 and Windows Server 2008 R2. With the cluster validation wizard, you can run a set of focused tests on a collection of servers that you intend to use as nodes in a cluster. This cluster validation process tests the underlying hardware and software directly, and individually, to obtain an accurate assessment of how well failover clustering can be supported on a given configuration.

Note: This feature is only available in Enterprise and Datacenter editions of Windows Server.

Self-healing NTFS
In Windows versions prior to Windows Vista, if the operating system detected corruption in the file system of an NTFS volume, it marked the volume "dirty"; to correct errors on the volume, it had to be taken offline. With self-healing NTFS, an NTFS worker thread is spawned in the background which performs a localized fix-up of damaged data structures, with only the corrupted files/folders remaining unavailable without locking out the entire volume and needing the server to be taken down. The operating system now features S.M.A.R.T. detection techniques to help determine when a hard disk may fail. 

Hyper-V
Hyper-V is hypervisor-based virtualization software, forming a core part of Microsoft's virtualization strategy. It virtualizes servers on an operating system's kernel layer. It can be thought of as partitioning a single physical server into multiple small computational partitions. Hyper-V includes the ability to act as a Xen virtualization hypervisor host allowing Xen-enabled guest operating systems to run virtualized. A beta version of Hyper-V shipped with certain x86-64 editions of Windows Server 2008, prior to Microsoft's release of the final version of Hyper-V on 26 June 2008 as a free download. Also, a standalone version of Hyper-V exists; this version only supports the x86-64 architecture. While the x86 editions of Windows Server 2008 cannot run or install Hyper-V, they can run the MMCsnap-in for managing Hyper-V.

Windows System Resource Manager
Windows System Resource Manager (WSRM) is integrated into Windows Server 2008. It provides resource management and can be used to control the amount of resources a process or a user can use based on business priorities. Process Matching Criteria, which is defined by the name, type or owner of the process, enforces restrictions on the resource usage by a process that matches the criteria. CPU time, bandwidth that it can use, number of processors it can be run on, and allocated to a process can be restricted. Restrictions can be set to be imposed only on certain dates as well.

Server Manager

Server Manager is a new roles-based management tool for Windows Server 2008. It is a combination of Manage Your Server and Security Configuration Wizard from Windows Server 2003. Server Manager is an improvement of the Configure my server dialog that launches by default on Windows Server 2003 machines. However, rather than serve only as a starting point to configuring new roles, Server Manager gathers together all of the operations users would want to conduct on the server, such as, getting a remote deployment method set up, adding more server roles etc., and provides a consolidated, portal-like view about the status of each role. 

Other features
Other new or enhanced features include:


Core OS improvements
· Fully multi-componentized operating system.

· Improved hot patching, a feature that allows non-kernel patches to occur without the need for a reboot.

· Support for being booted from Extensible Firmware Interface (EFI)-compliant firmware on x86-64 systems.

· Dynamic Hardware Partitioning

· Support for the hot-addition or replacement of processors and memory, on capable hardware.

Active Directory improvements
· Read-only domain controllers (RODCs) in Active Directory, intended for use in branch office or other scenarios where a domain controller may reside in a low physical security environment. The RODC holds a non-writeable copy of Active Directory, and redirects all write attempts to a Full Domain Controller. It replicates all accounts except sensitive ones. In RODC mode, credentials are not cached by default. Moreover, only the replication partner of the RODC needs to run Windows Server 2008. Also, local administrators can log on to the machine to perform maintenance tasks without requiring administrative rights on the domain. 

· Restartable Active Directory allows ADDS to be stopped and restarted from the Management Console or the command-line without rebooting the domain controller. This reduces downtime for offline operations and reduces overall DC servicing requirements with Server Core. ADDS is implemented as a Domain Controller Service in Windows Server 2008.

Policy related improvements
· All of the Group Policy improvements from Windows Vista are included. Group Policy Management Console (GPMC) is built-in. The Group Policy objects are indexed for search and can be commented on. 

· Policy-based networking with Network Access Protection, improved branch management and enhanced end user collaboration. Policies can be created to ensure greater Quality of Service for certain applications or services that require prioritization of network bandwidth between client and server.

· Granular password settings within a single domain - ability to implement different password policies for administrative accounts on a "group" and "user" basis, instead of a single set of password settings to the whole domain.

Disk management and file storage improvements
· The ability to resize hard disk partitions without stopping the server, even the system partition. This applies only to simple and spanned volumes, not to striped volumes.

· Shadow Copy based block-level backup which supports optical media, network shares and Windows Recovery Environment.

· DFS enhancements - SYSVOL on DFS-R, Read-only Folder Replication Member. There is also support for domain-based DFS namespaces that exceed the previous size recommendation of 5,000 folders with targets in a namespace. 

· Several improvements to Failover Clustering (High-availability clusters). 

· Internet Storage Naming Server (iSNS) enables central registration, deregistration and queries for iSCSI hard drives.

Protocol and cryptography improvements
· Support for 128- and 256-bit AES encryption for the Kerberos authentication protocol.

· New cryptography (CNG) API which supports elliptic curve cryptography and improved certificate management.

· Secure Socket Tunneling Protocol, a new Microsoft proprietary VPN protocol.

· AuthIP, a Microsoft proprietary extension of the IKE cryptographic protocol used in IPsec VPN networks.

· Server Message Block 2.0 protocol in the new TCP/IP stack provides a number of communication enhancements, including greater performance when connecting to file shares over high-latency links and better security through the use of mutual authentication and message signing.

Improvements due to client-side (Windows Vista) enhancements
· Searching Windows Server 2008 servers from Windows Vista clients delegates the query to the server, which uses the Windows Searchtechnology to search and transfer the results back to the client.

· In a networked environment with a print server running Windows Vista, clients can render print jobs locally before sending them to print servers to reduce the load on the server and increase its availability.

· Event forwarding aggregates and forwards logs of subscribed Windows Vista client computers back to a central console. Event forwarding can be enabled on the client subscribers from the central server directly from the event management console.

Miscellaneous improvements
· Windows Deployment Services replacing Automated Deployment Services and Remote Installation Services. Windows Deployment Services (WDS) support an enhanced multicast feature when deploying operating system images.[20]
· Internet Information Services 7 - Increased security, Robocopy deployment, improved diagnostic tools, delegated administration.

· Windows Internal Database, a variant of SQL Server Express 2005, which serves as a common storage back-end for several other components such as Windows System Resource Manager, Windows SharePoint Services and Windows Server Update Services. It is not intended to be used by third-party applications.

                  Chapter-6
Installation & Upgrades

6.1Editions of windows server2008 


Windows Server 2008 R2 builds on the award-winning foundation of Windows Server 2008, expanding existing technology and adding new features to enable organizations to increase the reliability and flexibility of their server infrastructures. New virtualization tools, Web resources, management enhancements, and exciting Windows 7 integration help save time, reduce costs, and provide a platform for a dynamic and efficiently managed data center. Powerful tools such as Internet Information Services (IIS) version 7.5, updated Server Manager and Hyper-V platforms and Windows PowerShell version 2.0 combine to give customers greater control, increased efficiency, and the ability to react to front-line business needs faster than ever before.



So just select the right edition of the server,which fulfill ur or ur company desire. Each Windows Server 2008 R2 edition provides key functionality to support any sized business and IT challenge.Here I describe the various functions & features which is provided by different editions.


6.1.1 Windows Server2008 standard



Windows server 2008 standard is the most robust Windows Server operating system to date. With built-in, enhanced Web and virtualization capabilities, it is designed to increase the reliability and flexibility of your server infrastructure while helping save time and reduce costs. Powerful tools give you greater control over your servers, and streamline configuration and management tasks. Plus, enhanced security features work to harden the operating system to help protect your data and network and provide a solid, highly dependable foundation for your business.Some features of the edition is:


General server function: This edition is used very commonly.As it is very common ,so it is used by many organizations.It is most commonly deployed edition of  windows server2008.The main functions are:



Domain controller:It stores a data base known as Active Directory.Eg:user account,computer account,group account.It is used when user logs on,it checks whether the user is authorise or not.



Infrastructure: It provides the various functionality.One is DNS which stands for Domain Name System.It will use as we enter any address like www.cbtnuggets.com.So it will take us to that particular page.Second is DHCP which is Dynamic Host Configuration Protocol.It simply issues our IP address to our TCP/IP protocol.The Other thing is Certificate Authority ,which is the base function of this edition.Used for security & authentication.It is also used in Encryption & Decryption.



File/Print: It also supports file & print server.If any folder at server & we want to make it available to the network,then it is known as file server.It also provides print server,where we can attach the  printer to the server  & the sharing machines can print their job through the server.



Application: It supports general services.



IIS: It also supports IIS,which is  known as Internet Information Server.



1VM: It supports 1virtual machine in Hyper-V.Hyper-V is the answer to virtual machine by Microsoft.



It supports 64 bit processor,upto 32GB of RAM & 4 processors.   


6.1.2 Enterprise Edition


Windows server2008 Enterprise is an advanced server platform that provides more cost-effective and reliable support for mission-critical workloads. It offers innovative features for virtualization, power savings, and manageability and helps make it easier for mobile workers to access company resources.The various features are:



Standars plus:It has all the features exactly same as in the standard edition.



Cluster: A cluster is two or more interconnected computers that create a solution to provide higher availability, higher scalability or both.The advantage of clustering computers for high availability is seen if one of these computers fails, another computer in the cluster can then assume the workload of the failed computer. Users of the system see no interruption of access.The advantages of clustering computers for scalability include increased application performance and the support of a greater number of users.



Hot Add RAM/PROC: This means that we can add RAM & Processors to our server,if we want to.As it may be that our server is taking more load,so we can add RAM and Processors to it without disturbing our client computers.



CA Templates: This is known as Certificate authority.It is same as in standard edition.It issues certificates of authority.



4VM:We got licence to install 4 virtual machines.



It Supports 2TB of RAM & 8 Processors.

6.1.3 Datacenter Edition

Data center edition delivers an enterprise-class platform for deploying business-critical applications and large-scale virtualization on small and large servers. Improve availability, enhance power management, and integrate solutions for mobile and branch workers. Reduce infrastructure costs by consolidating applications with unlimited virtualization licensing rights. Scale from two to 64 processors. Windows Server R2 2008 Datacenter provides a foundation on which to build enterprise-class virtualization and scale-up solutions.Some features are:




Enterprise plus: Means it has all the features exactly  same as in the enterprise edition.



Hot Add/Replace Proc. & RAM: It can add RAM & Processors likee  we can do in Enterprise but it can also Replace them.



Hardware Partitions:We can  do the logical sepration of our system.We can do this as our requirement.



Unlimited VMS: We can make unlimited virtual machines or how much we want or as our requirements.



It supports  64 processors. 

6.1.4 Other Editions

Web Server: It is a powerful Web application and services platform. Featuring Internet Information Services (IIS) 7.5 and designed exclusively as an Internet-facing server, it offers improved administration and diagnostic tools to help reduce infrastructure costs when used with a variety of popular development platforms. With included Web Server and DNS Server roles, as well as improved reliability and scalability, this platform allows you to manage the most demanding environments — from a dedicated Web server to an entire Web server farm.


ITANIUM: It delivers an enterprise-class platform for deploying business-critical applications. Scale database, line-of-business, and custom applications to meet growing business needs. 
Windows Server 2008 R2, SQL Server 2008 R2 and the current 2010 line-up of our Developer Tools, plus associated .NET frameworks, will be the last iterations in each product line to support the Intel Itanium processor and associated OEM server platforms.

6.2 Server core Intro

A Server Core installation provides a minimal environment for running specific server roles, which reduces the maintenance and management requirements and the attack surface for those server roles.In Windows Server 2008, Server Core installation does not include the traditional full graphical user interface (GUI). The Server Core installation option of Windows Server 2008 requires initial configuration at a command prompt. A Server Core installation does not include the traditional full graphical user interface. Once you have configured the server, you can manage it locally at a command prompt or remotely using a Terminal Server connection. You can also manage the server remotely using the Microsoft Management Console (MMC) or command-line tools that support remote use. In R2, PowerShell can also be used either locally or remotely.


6.2.1 Features of Server core



All editions are available in full or core.

No User Interface.

This is also knon  as “Headless”,Because we can assume that,we have not connected a monitor to it.That’s why it is also Known as  more  stable & more secure.

It conumes less hardware.

It isvery ideal for Branch offices.

No upgrade is needed.

It has several  key admin tools:


Netsh:Netshow which is used to change the IP addres.


Netdom:Netdomain which is used for domain management.


SLMGR:Used for licence management


Ocsetup:To add DNS row in the server.


WINRS:Used for remotely  control server core.      

6.2.2Benefits of a Server Core installation

The Server Core installation option of Windows Server 2008 and R2 provides the following benefits:

· Reduced maintenance - Because the Server Core installation option installs only what is required to have a manageable server for the AD DS, AD LDS, AD CS, DHCP Server, DNS Server, File Services, Print Services, Web Server and Hyper-V server roles, less maintenance is required than on a full installation of Windows Server 2008.

· Reduced attack surface - Because Server Core installations are minimal, there are fewer applications running on the server, which decreases the attack surface.

· Reduced management - Because fewer applications and services are installed on a server running the Server Core installation, there is less to manage.

· Less disk space required - A Server Core installation requires only about 1.5 gigabyte (GB) of disk space to install and approximately 2 GB for operations after the installation.

· Lower risk of bugs - Reducing the amount of code can help reduce the amount of bugs.

6.3 Deployment Methods

We use various kind of methods,that are used for installing the  server2008. The methods are:


IFM: It stands for install from media.In this,we just use a simple dvd to install the server.It is very commonly used method.It is also known  as manual process.


Autounattend.xml: In this,we have a xml file that has all the answers prebuilt into it.


WDS: Windows Deployment Services.It is also used for installing the server.First is attended installation,in which we havee to follow the steps or instruction.Second is boot.win or install.win,we just use if we want to custom configure anything.Third is WAIK(Windows Automatic Installation Kit) which we have to add.


SCCM:Systm Center Configuration Manager.It is used,because it is full featured product.It allow much greater degree of control over deployment. 

6.4 Roll back planning


Reduce the risk of disrupting end users in your organization by establishing a rollback plan. In general, it is possible to isolate and resolve any problems that occur during each phase of the migration. However, it is important to analyze potential risks and identify the levels of user impact and downtime that might necessitate rolling back the migration. You might be required to roll back your migration if any of the following occur:

· Users cannot log on to their accounts after migration.

· Users cannot access resources after migration.

· User migration is incomplete; for example, passwords did not migrate.

· User migration was successful, but user workstation migration or local profile translation failed.

If user impact or downtime reaches a level that you have defined as unacceptable in your organization, you can implement your rollback plan and continue to operate in your premigration environment. Because the source domain remains intact during an interforest restructure, you can restore the original environment by completing a few key steps.

To roll back to the premigration environment after migrating account objects:

1. Enable the user accounts in the source domain (if you disabled the accounts during the migration process).

2. Notify the users to log off of the target domain.

3. Notify the users to log on to the source domain.

4. Verify that users are able to access resources.

5. Verify that the logon scripts and user profiles for users work as configured in the source domain.

The rollback process for resource objects is similar to that for account objects. To roll back to the premigration environment after migrating resource objects:

1. Change the domain membership for the server or workstation to the source domain.

2. Restart the server or workstation.

3. Log on as a user and verify that you can access the resource. 
6.5 Bitlocker

BitLocker ToGo is a new feature of Windows 7 and Windows Server 2008 R2 that provides encryption for removable drives. This is an especially important feature for server backups because it ensures that your backups are protected in case they get into the hands of someone hey shouldn’t. We’ve read enough stories over the last several years of hard drives or tapes that contained sensitive data being lost or stolen that we’ve all become more aware of the issues and the reasons why encryption is very important for sensitive data.

Before you can use BitLocker ToGo, you need to add the BitLocker feature to Windows Server 2008 R2. From Server Manager, highlight the server and select Add Features from the Action menu to open the Add Features Wizard. Select BitLocker Drive Encryption and you’ll get both the regular BitLocker that is designed for nonremovable drives and that uses a Trusted Platform Module (TPM) for encryption, and the new BitLocker ToGo that is used with removable drives.Some features are:


1.Protects operating system drive


2.Encrypts entire drive


3. Not same as EFS(Encrypting file system)


4.Only in vista,win7 or server 2008.

Chapter-7

Automated Server Deployment

7.1Windows deployment services
It will colllect all the groups & modify images.Collect means to collect all necessary images of operating system.For eg XP,VISTA,W2K8.When we collect all the necessary images,then it will create a Group.In the group,the OS are almost same kind.It shares all the common files among them.It will  keep that files which are different in all operating system. 


Modify images: Some features wwhich are not installed on the client machine,can be  made  to install with the help of server machine.


The other thing which we can do with our WDS is Customize Boot or OS images.


Actually two kind of images are created.One is for booting & the alternate is use Image X.This is a tool,that we can use from command line.  

For efficient transport we use TFTP(Trivial File Transfer Protocol).It is capable of  just taking advantage of spare bandwidth,without over processing the network.
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Figure 3.1

This image tells about the various processes of installation.


When we install from WDS,we have to need the NTFS operating system,that is used to store the images.We can also include answer file. Answer.xml & autounattended.xml both are  created  with the  help of  WAIK.


When the client machine boots,then the network machine will boot first.This is the default service.Then it will go to search for WDS.In this process the active directory & DNS will help it,other wise there is no way to find it.


The other thing that the Active directory does,is validate our credentials.

DHCP(Dynamic Host Configuration Manager) 


It will issue all the IP addresses to the client,that they can utilize their resources effictively.

SCCM(System Center Configuration Manager)


It will do a lot more flexiable things.It will upgrade the existing machine.Such as an XP machine to a Vista Machine.WDS does clean installation.

7.2 WDS requirements


WDS requires the following things



AD(Active Directory):It is used for authorization.



DHCP(Dynamic Host Configuration Protocol): For issuing IP addresses & configuration.



DNS(Domain Name System): It will give the credentials.



Human  interaction is also needed.

7.2.1Groups  

In group,it will limit the storage.It will just keep all the different files.So the storage will  be limited.


It will also give permissions.On the basis of group to identify,who has  the ability to work with them

7.3 WIM files 

It is images which are based on file,not on the sector.It can modify files also.Means by this,we can add additional files,drivers or other things.


It is hardware independent.We can take the image of any system & place into the WIM files,then we can install it on other machine. 


It is single instance.


It is non destructive deployment.

7.4  WAIK(Windows Automated Installation Kit) 


It do our job lot easier.It uses SIM(System Image Manager),that will creat  an  answer file which are Autounattended.xml.


It uses ImageX image Management.It will crack open the WIM files.


PETools Command prompt: It is a normal command prompt just to apply the functional command.
7.5 WDS Multicast


For  understanding the  multicast,first we have to understand the unicast.


Unicast: It uses seprate dedicated connection for each client.It uses one to one relationship.It does not scale.


Multicast: It uses one to many relationship over single data stream.It is scalable in nature.    
Chapter-8
Windows Activation 

Windows Product Activation is a license validation procedure used by Microsoft Corporation in all versions of its Microsoft Windows operating system from Windows XP and Windows Server 2008 onwards, serving as a means of preventing software piracy. It helps Microsoft enforce compliance with software license agreement by preventing or hampering the use of the operating system after a specific period of time until it is verified as genuine by Microsoft.
When installing Microsoft Windows, the user is asked to input the license key supplied on aCertificate of Authenticityenclosed with the product.After installation, the user is required to activate his product within 30 days (60 days for Windows Server 2008). Windows Vista may be set to activate automatically after three days.

Activation is performed with a utility supplied with Windows. It can be performed using one of three ways:

· Over the Internet

· Via a telephone call to a Microsoft agent

· Over the phone line via a modem

We just sharing the different types of activation method,that are generally used:

8.1 MAK Activation


This Stands for Multiple Activation Key activation.This is generally used in smaller environment.Features are:

.In this,a single or common key is used for multiple computers.

.With the help of this,we can activate 25 vista machines & 5 server2008 machines.

One thing is to really know about that,all the machines must be in physical form.They can not be virtual machines.

So,it uses mainly 2 type of activation:

8.1.1 Independent Activation

In this process,we uses VAMT which is Volume Activation Management Tool. The Volume Activation Management Tool, or VAMT, is a free Microsoft tool to help administrators perform many tasks related to Windows product activation, using a single tool.


VAMT enables you to manage Multiple Activation Key (MAK), Key Management Service (KMS), and retail product keys—whether you obtained them from the Volume Licensing Service Center (VLSC) or from a Microsoft subscription program such as MSDN—and product activations using those keys.


A typical first step using VAMT is to discover computers in your environment, then add them into VAMT. To manage activation on the systems in your environment, you must discover and catalog those systems inVAMT.  VAMT provides multiple ways by which physical and virtual systems can be discovered.


When we install the VAMT tool,we do not need to install thee key in every single machine.We just install it on VAMT(Whether it is win7 or w2k8),then it automatically installs the key in the remaining connected system.Once the key will be installed in every machine,then it would do automatic update from the internet.The VAMT also keeps records of that,on which machine,the key is not installed yet.  


The diagran of MAK activation using independent activation will give us more clear idea.
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8.1.2 Proxy Activation

This kind of activation will come into play,when we don’t have any internet connection.But the VAMT will surely plays its role.


VAMT will collect all th installation id’s of all the machines,which are not connected to the internet.Then it will create a .cil file,which is gnerally in xml form.Now the id’s will sent  to VAMT machine & it should be connected to the internet.Then it will go to microsoft & update our product.The vice versa process will be called & our systems will be activated.


One important thing is to note about MAK is that,it is a permanent activation.

8.2 KMS Activation

This stands for Key Management Services.It is generally used for Larger environments.Some main features are:


It is used for larger organization.


In this,a single key for only KMS host will be activated.We will contact to microsoft,only for the KMS host.

Now,the KMS volume clients will have to acivate their machines using KMS host.It will create an SRV for the activation.

We have to renew the activation in every 180 days.In MAK,it is peramanent.

KMS will activate only if the following condition will be suitable:


5 or more Servers


25 or more Clients

This is the minimum requirement of the KMS.

Only physical machines will be counted for threshold.No virtual machines.

Virtual machines can be activated after threshold.

KMS host discovery will used to create the SRV,which is used to find,where the KMS server is.It is done bt directly or by autodiscovery.

8.2.1 KMS Host Configuration

It will install the VLK(volume licence key)once.Then it will done their activation either via Internet or telephone.


TCP 1688 is open between KMS host &client over WAN link or any other connections that must be secure.

The diagram will show about the KMS activation.
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Chapter-9
IP Version-6

9.1 IP Addressing

An IP address is a logical address for a network adapter. The IP address uniquely identifies computers on a TCP/IP network.

An IP address can be private - for use on a local area network (LAN) - or public - for use on the Internet or other wide area network (WAN). IP addresses can be determined statically (assigned to a computer by a system administrator) or dynamically (assigned by another device on the network on demand).

Two IP addressing standards are in use today. The IPv4 standard is most familar to people and supported everywhere on the Internet, but the newer IPv6standard is planned to replace it and starting to be deployed.
9.1.1 IPV-4
Internet Protocol version 4 (IPv4) is the fourth revision in the development of the Internet Protocol(IP) and the first version of the protocol to be widely deployed. IPv4 is a connectionless protocol for use on packet-switchedLink Layer networks (e.g., Ethernet).

 IPv4 uses 32-bit (four-byte) addresses, which limits the address space to 4294967296 (232) addresses. However, some address blocks are reserved for special purposes such as private networks (~18 million addresses) and multicast addresses (~270 million addresses). This reduces the number of addresses that may be allocated for routing on the public Internet. IPv4 addresses may be written in any notation expressing a 32-bit integer value, but for human convenience, they are most often written indot-decimal notation, which consists of four octets of the address expressed individually in decimal and separated by periods.Eg:10.10.10.1.

9.1.2 IPV-6
Internet Protocol version 6 (IPv6) is the current version of the Internet Protocol (IP). It is designed to succeed the older Internet Protocol version 4(IPv4). 

It features are given below:

It gives 128 bit addressing.As  it will give 128 0’s & 1’s,then this will create a typical  maths.So we us Hex characteres which has the range from 0-9 & A-F.

There will be 8 groups of 4 Hex characters.It provides very long address range.

The main important & interesting thing about IPV-6 is that,it conssisit two rules about the addrsses.These are:


Eliminate consecutive zeroes”::”.

Suppose our ipv6 address isFD00:1D81:0006:0000:0000:0000:4390:FF20.In this address,we are seeing that 3 groups of 4zeroes are consecutive.So for our easy  way to undrstanding ,we can eliminate that zeroes.So our new address will be:FD00:1D81:0006::4390:FF20.

One important thing about this rule is that,it can apply only once in our address.


Eliminate leading zeroes:

Now our address is FD00:1D81:0006:4390:FF20.We can also reduce it to one  more level.As we can eliminate leading zeroes.So our new addrss will be:Fd00:1D81:6::4390:FF20.

9.2 IPV-6 Type of addresses

9.2.1 Link local


This is equivalent to IPV-4.It is very similar to APIPA,which is Automatic Private IP Address.This address is in the range of 169.254.x.x.This address is not routable on the internet.This APIPA is used on their own subnet or own link.


Now,IPV-6 is broken into two chunks of 64 bits.One 64 bit is dedicated to network & other 64 bit is dedicated to host.So we get the combination in the power of  2 at the limit 64 for both the chunks.


It uses the concept as:



FE80+54bits”0”+64bits MAC-FFEE-MAC.


For eg.if our MAC address is 00044B18EE6C,then it will become as 0004:4BFF:FE18:EE6C.This is used by RFC(Request for commence).This is officaly standard.



Microsoft does not use this standard.Microsoft is used to randomize our MAC address ,for the issue of privacy.That’s why microsoft will not advertise our MAC address in our actual ip address.


It always get link local,even with statically or with DHCP,because they are very efficient for communicating with other host on the local link or local network.

9.2.2Unique local(Site-local) 

Similar to private ip.It uses NAT(Network Address Translator) for ip address.it will allow us to use privatee ip addresses internally,but uses a shared public ip addresses on the internet.It use  FD00::/8.First 8 bits are dedicated towards this addressing scheme.


Site local is previous addressing scheme,it starts from FEC0::/10 &                                                                                         it will come under the unique local.But the unique local will start from FD00::/8.


It also uses loop back for testing purposes.Ti is 127.0.0.1 in ipv4 & ::1 in ipv6.

9.2.3Global scope

It uses in ipv6.It is also use in something called internet version 2 or(V2).In this High level bits 001 are same & it is non negotiable.That must be start from this  technology.So the form will be(2000::/3).


Global routing prefix: It is used to identify further chunks of netwok.It is of 48 bits or less.


Subnet id: Rmaining bits in1st 64 afet global routing prefix is known as subnet id.


Interface id: It is known as last 64 bits.  

Chapter -10

DHCP
10.1 Overview

Dynamic Host Configuration Protocol (DHCP) is a client/server protocol that automatically provides an Internet Protocol (IP) host with its IP address and other related configuration information such as the subnet mask and default gateway. RFCs 2131 and 2132 define DHCP as an Internet Engineering Task Force (IETF) standard based on Bootstrap Protocol (BOOTP), a protocol with which DHCP shares many implementation details. DHCP allows hosts to obtain necessary TCP/IP configuration information from a DHCP server.

10.2 Benefits of DHCP

In Windows Server 2003, the DHCP Server service provides the following benefits:

· Reliable IP address configuration. DHCP minimizes configuration errors caused by manual IP address configuration, such as typographical errors, or address conflicts caused by the assignment of an IP address to more than one computer at the same time.

· Reduced network administration. DHCP includes the following features to reduce network administration: 



· Centralized and automated TCP/IP configuration.

· The ability to define TCP/IP configurations from a central location.

· The ability to assign a full range of additional TCP/IP configuration values by means of DHCP options.

· The efficient handling of IP address changes for clients that must be updated frequently, such as those for portable computers that move to different locations on a wireless network. 
· The forwarding of initial DHCP messages by using a DHCP relay agent, thus eliminating the need to have a DHCP server on every subnet.

10.3 Why use DHCP

Every device on a TCP/IP-based network must have a unique unicast IP address to access the network and its resources. Without DHCP, IP addresses must be configured manually for new computers or computers that are moved from one subnet to another, and manually reclaimed for computers that are removed from the network.

DHCP enables this entire process to be automated and managed centrally. The DHCP server maintains a pool of IP addresses and leases an address to any DHCP-enabled client when it starts up on the network. Because the IP addresses are dynamic (leased) rather than static (permanently assigned), addresses no longer in use are automatically returned to the pool for reallocation.

The network administrator establishes DHCP servers that maintain TCP/IP configuration information and provide address configuration to DHCP-enabled clients in the form of a lease offer. The DHCP server stores the configuration information in a database, which includes:

· Valid TCP/IP configuration parameters for all clients on the network.

· Valid IP addresses, maintained in a pool for assignment to clients, as well as excluded addresses.

· Reserved IP addresses associated with particular DHCP clients. This allows consistent assignment of a single IP address to a single DHCP client.

· The lease duration, or the length of time for which the IP address can be used before a lease renewal is required.

A DHCP-enabled client, upon accepting a lease offer, receives:

· A valid IP address for the subnet to which it is connecting.

· Requested DHCP options, which are additional parameters that a DHCP server is configured to assign to clients. Some examples of DHCP options are Router (default gateway), DNS Servers, and DNS Domain Name. 

10.4 Availability of DHCP Server

In any organization,if the DHCP serevr stops its functioning,then the company will have to suffer a very large amount of time & money.So the availability of DHCP server must be always on.For this purposes,we use mainly two methods.
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We hav placd the image.Supposee this is our two DHCP server.One  is giving the service from 10.10.10.1 to 10.10.10.200 & other is giving from10.10.10.201 to 10.10.10.254.So to overcome the failure of one of these  server generally we use two methods:

10.4.1 Clustering 
A cluster is two or more interconnected computers that create a solution to provide higher availability, higher scalability or both.As our first server is on 10.10.10.0/24 network.Suppose it fails its services.As we r using clustering,so we will attach one more DHCP server to it.Means two DHCP server will share same kind of data,which is known as DHCP data base.

They are not access at same time,one will remain in ideal state, the other which are providing services,will send heartbeats at regular interval.As the second server will not getting the heartbeats,then it will come into play.This process is veery fast,even sometimes the client also don’t know about this process happens. 

10.4.2 Split scope

As we see on the 10.10.10 network 80% of  the addresses are on the left side & 20% are on the right side.As on the 10.10.11 network,the vice-versa happens.As we are using Bootp router,which is a special kind of router.If the left side server  stops functioining,then the respected client will broadcast a message  to the bootp router.Bootp router will send the request to the other server which has 20% of addresses,so for the moment,this server will give services to the respected client.


Same case can be happen to 10.10.11 network.So the process will become vice versa.     
Chapter -11
DNS
11.1 Overview

Domain Name System (DNS) is a system for naming computers and network services that maps those names to network addresses and organizes them into a hierarchy of domains. DNS naming is used on TCP/IP networks, such as the Internet and most corporate networks, to locate computers and services by using user-friendly names. When a user enters the DNS name of a computer in an application, DNS can look up the name and provide other information that is associated with the computer, such as its IP address or services that it provides for the network. This process is called name resolution.

Name systems, such as DNS, make it easier to use network resources by providing users with a way to refer to a computer or service by a name that is easy to remember. DNS looks up that name and provides the numeric address that operating systems and applications require to identify the computer on a network. For example, users enter www.microsoft.com instead of the numeric IP address of the server to identify a Microsoft Web server on the Internet. The name is resolved when the DNS client software on the user's computer sends a request to a DNS server that the user's computer is configured to use. If the DNS server has been configured to respond authoritatively with the address of the requested host, it replies to the request directly. Otherwise, the DNS server passes the request on to another server that can provide the address or a referral to another DNS server that can help provide the address. This is where the name hierarchy comes into play: If a DNS server does not know which server is configured with the address, it can request the server that is responsible for maintaining addresses of servers at each level in the hierarchy until it locates the authoritative server. For example, if the DNS server does not know which server is responsible for the server named www.microsoft.com, the DNS server can ask the server that is responsible for supplying the names of DNS servers in the .com domain to provide the address of the server that is responsible for providing the addresses of DNS servers in the microsoft.com domain. The original DNS server can then query that server for the address of the computer named www.microsoft.com.

DNS requires little ongoing maintenance for small businesses, which typically have one to four DNS servers. (Medium-size organizations usually have 4 to 14 DNS servers.) DNS problems, however, can affect server availability for your entire network. Most DNS problems occur because DNS settings are configured incorrectly or obsolete records remain on the DNS servers
11.2 Understanding The DNS Name space

The following illustration shows how the DNS namespace is organized.
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A DNS name consists of two or more parts separated by periods, or "dots" (.). The last (rightmost) part of the name is called the top-level domain (TLD). Other parts of the name are subdomains of the TLD or another subdomain. The names of the TLDs are either functional or geographical. Subdomains usually refer to the organization that owns the domain name.

Functional TLDs suggest the purpose of the organization that has registered a subdomain in the TLD. The following table shows some of the most common functional TLD names.

	Functional TLD
	Typically used by …

	.com
	Commercial entities, such as corporations, to register DNS domain names

	.edu
	Educational institutions, such as colleges, and public and private schools

	.gov
	Government entities, such as federal, state, and local governments

	.net
	Organizations that provide Internet services, such as Internet service providers (ISPs)

	.org
	Private, nonprofit organizations


11.3 Zone

Forward look up zone:When we know the name of the computer,but don’t know the ip address of the computer.


Reverse look up zone:When we know the ip address of the computer,but don’t know the name of the computer.


11.3.1 Zone types 


The DNS Server service provides for three types of zones:

· Primary zone

· Secondary zone

· Stub zone

The following sections describe each of these zone types.

Primary zone

When a zone that this DNS server hosts is a primary zone, the DNS server is the primary source for information about this zone, and it stores the master copy of zone data in a local file or in AD DS. When the zone is stored in a file, by default the primary zone file is named zone_name.dns and it is located in the %windir%\System32\Dns folder on the server.

Secondary zone

When a zone that this DNS server hosts is a secondary zone, this DNS server is a secondary source for information about this zone. The zone at this server must be obtained from another remote DNS server computer that also hosts the zone. This DNS server must have network access to the remote DNS server that supplies this server with updated information about the zone. Because a secondary zone is merely a copy of a primary zone that is hosted on another server, it cannot be stored in AD DS.

Stub zone

When a zone that this DNS server hosts is a stub zone, this DNS server is a source only for information about the authoritative name servers for this zone. The zone at this server must be obtained from another DNS server that hosts the zone. This DNS server must have network access to the remote DNS server to copy the authoritative name server information about the zone.

You can use stub zones to:

· Keep delegated zone information current. By updating a stub zone for one of its child zones regularly, the DNS server that hosts both the parent zone and the stub zone will maintain a current list of authoritative DNS servers for the child zone.

· Improve name resolution. Stub zones enable a DNS server to perform recursion using the stub zone's list of name servers, without having to query the Internet or an internal root server for the DNS namespace.

· Simplify DNS administration. By using stub zones throughout your DNS infrastructure, you can distribute a list of the authoritative DNS servers for a zone without using secondary zones. However, stub zones do not serve the same purpose as secondary zones, and they are not an alternative for enhancing redundancy and load sharing.

11.4 New DNS Features 
The DNS Server role in Windows Server 2008 contains four new or enhanced features that improve the performance of the DNS Server service or give it new abilities:

· Background zone loading: DNS servers that host large DNS zones that are stored in Active Directory Domain Services (AD DS) are able to respond to client queries more quickly when they restart because zone data is now loaded in the background.

· IP version 6 (IPv6) support: The DNS Server service now fully supports the longer addresses of the IPv6 specification.

· Support for read-only domain controllers (RODCs): The DNS Server role in Windows Server 2008 provides primary read-only zones on RODCs.

· Global single names: The GlobalNames zone provides single-label name resolution for large enterprise networks that do not deploy Windows Internet Name Service (WINS). The GlobalNames zone is useful when using DNS name suffixes to provide single-label name resolution is not practical. 
· Global query block list: Clients of such protocols as the Web Proxy Auto-Discovery Protocol (WPAD) and the Intra-site Automatic Tunnel Addressing Protocol (ISATAP) that rely on DNS name resolution to resolve well-known host names are vulnerable to malicious users who use dynamic update to register host computers that pose as legitimate servers. The DNS Server role in Windows Server 2008 provides a global query block list that can help reduce this vulnerability.
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