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            INTRODUCTION
Introduction
1. INTRODUCTION:
1.1 ORGANIZATION PROFILE:

   Focus Tech Media-An Overview
Focus Tech Media, Nasscom Certified, is a group company of ‘Omne Agate Systems Pvt. Ltd.’, An Omne Agate system is an Rs100 Crore company with interests in Digital metering, Software, Multimedia and ‘Out of Home’ advertisements.
Being a pioneer developer of software for the Utility sector in India , we provide various automated solution to the Electricity boards,which increase their efficiency.

The major services offered by Focus Tech Media are:

· Software solutions

· R&D in Engineering Design

· Corporate Training

· Educational services
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    Introduction
Software Development:

We, at ‘Focus Tech Media’ provide technology driven business solutions that help the customers meet their business objectives. We believe in providing IT solutions based on contemporary technologies & practices , innovation and enduring relation.
Our flagship product, Energy Audit and Accounting Application (E3A) has been implemented as part of Advanced Metering Infrastructure project by various Indian state Electricity Boards.

GSM based communication forms the basis of many innovative products and services that   constitute our product lineup

Our R & D team equipped with state-of-art infrastructure specializes in:

· Embedded software development

· Automated Meter Reading Solution for Utilities

· Embedded application solutions for textile industries

· Healthcare domain
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Introduction
Engineering Services:

We specialize in Automotive and other manufacturing domains and have executed projects for American, European & Indian manufacturing industries.

Services Offered:

· Modeling (concept to prototype)

· Preparation of manufacturing drawings and parametric modeling

· Engineering Animation Services

· Reverse Engineering

· Vectorization and Digitization services

GIS & Mapping:

FTM provides custom developed GPS based Geographical Information System applications.


   Solution Offered:

· GIS based Asset Management System

· GPS based Navigation and Tracking System
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Introduction
Corporate Training:

New technologies, languages, frameworks and tools are emerging faster than one can master the current. Today companies need to adopt newer and newer technologies to stay ahead of the competition. 
In other words, companies need to keep running to stay where they are. The employees need to trained and retrained as the need arises.

If the new technology being learnt is a paradigm shift from the one already used, it could be extremely difficult for the company to find the trainer in-house. Most of the time, such in-house

Training tends to ignore best practices applicable for the new technology.

Keeping all these factors in mind, we have developed courses for skill upgrading of employees at all levels.

Our courses are designed and delivered by experts who have in-depth understanding of the subject and great instructional ability.
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Introduction
Educational Services:

We serve a sophisticated customer base of Engineers, Scientists and R&D personnel who   demand high quality and timely service.

With such an innovative expertise, we do encourage Graduates and Research scholars       to complete their project work in our organization and give project assistance in the following   domains:

· Embedded Systems

· DSP/VLSI/Mat Lab/Bio Medical/PLC/SCADA

· Wireless communication technologies

· DotNet technologies

· Advanced Java applications

          Our Life-Skills and Placement Enhancement Program (PEP) enables the student to handle              The interview process with ease.
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Introduction

1.2 PROJECT PROFILE

                   Distributed denial of service (DDoS) attack is a continuous critical threat to the Internet. Derived from the low layers, new application-layer-based DDoS attacks utilizing legitimate    HTTP requests to overwhelm victim resources are more undetectable. The case may be more serious when such attacks mimic or occur during the flash crowd event of a popular Website.

                                             Focusing on the detection for such new DDoS attacks, a scheme based on document popularity is introduced. An Access Matrix is defined to capture the spatial-temporal patterns of a normal flash crowd. Principal component analysis and independent component analysis are applied to abstract the multidimensional Access Matrix. A novel anomaly detector based on hidden semi-Markov model is proposed to describe the dynamics of Access Matrix and to detect the attacks. The entropy of document popularity fitting to the model is used to detect the potential application-layer

DDoS attacks. Numerical results based on real Web traffic data are presented to demonstrate the effectiveness of the proposed method.

The following are the modules present in monitoring application layer DDOS Attacks in popular websites
· Victim server & User Login

· Training phase

· PCA
· ICA
· HSMM
· Data Preparation

· Monitoring 
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 System Analysis

2. SYSTEM ANALYSIS
2.1 EXISTING SYSTEM:

 In Existing they used two properties to distinguish the DoS and normal flash crowd:

· A DoS event is due to an increase in the request rates for a small group of clients while flash crowds are due to increase in the number of clients 

· DoS clients originate from new client clusters as compared to flash crowd clients which originate from clusters that had been seen before the flash event.
DISADVANTAGES:

· Only little work has been done on the detection of App- DDoS attacks because there were few such attacks in the past.

· App-DDoS attacks are that the application- layer requests originating from the compromised hosts are indistinguishable from those generated by legitimate users.

· The implied premise of most current detection schemes is that the characteristics of DDoS attack traffic differ from normal traffic, which might fail because App-DDoS attacks may mimic the access behaviors of normal users.
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 System Analysis

2.2 PROPOSED SYSTEM:

· We define the Access Matrix (AM) to capture spatial-temporal patterns of normal flash crowd and to monitor App-DDoS attacks during flash crowd event.

· We use hidden semi-Markov model (HsMM) to describe the dynamics of AM and to achieve a numerical and automatic detection.
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2.3 FEASIBILITY STUDY

          All projects are feasible given unlimited resources and infinite time. It is both necessary and prudent to evaluate the feasibility of the project at the earliest possible time. Feasibility and risk analysis is related in many ways. If project risk is great, the feasibility listed below is equally important. 
              The following feasibility techniques has been used in this project
· Operational Feasibility
· Technical Feasibility
· Economic Feasibility
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Operational Feasibility:
 Proposed system is beneficial since it turned into information system analyzing the traffic that will meet the organizations operating requirements.

IN security, the file is transferred to the destination and the acknowledgement is given to the server. Bulk of data transfer is sent without traffic. 
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Technical Feasibility: 
         Technical feasibility centers on the existing computer system (hardware, software, etc...) and to what extent it can support the proposed addition. For example, if the current computer is operating at 80% capacity. This involves, additional hardware (RAM and PROCESSOR) will increase the speed of the process.                                      
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Economic Feasibility:
                      Economic feasibility is the most frequently used method for evaluating the effectiveness of a candidate system. More commonly known as cost / benefit analysis, the procedure is to determine the benefits and saving that are expected from a candidate and compare them with the costs. If the benefits outweigh cost. Then the decision is made to design and implement the system. Otherwise drop the system. 

    





       This system has been implemented such that it can be used to analysis the traffic. So it does not require any extra equipment or hardware to implement. So it is economically feasible to use.   
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 3. SYSTEM SPECIFICATION
3.1 HARDWARE SPECIFICATION: 
                          Processor
:        Pentium-IV

                          Speed

:        1.1GHz
                          RAM

:        512MB
                          Hard Disk
:        40GB
                          General        
:        Keyboard, Monitor, Mouse
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3.2 SOFTWARE SPECIFICATION: 
        Operating System  
: 
Windows XP
        Software               
:  
Visual studio 5.0

  Front End              
:
Microsoft Visual Studio 2005

        Back End
     
:
Sql server       
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           4. SOFTWARE SPECIFICATION

            4.1 About the Software

ASP.NET is a powerful and flexible technology for creating dynamic web pages. It‘s a convergence of two major Microsoft technologies, Active Server Pages and the .NET framework.

Active Server Pages:
ASP is a relative old-timer on the Web computing circuit and has provided a sturdy, a powerful and effective way building dynamic Web pages for seven years or so now.

.NET:

 
The .NET Framework, on the other hand, is a Whole suite of technologies designed by Microsoft with the aim of revolutionizing the way in which all programming development takes place and the way companies carry out business.

ASP.NET:

ASP.NET is a way of creating dynamic Web pages While making use of the innovations present in the .NET Framework The first important thing to know about ASP.NET is that don’t need any ASP skills to learn it. All you need is a little HTML knowledge for building web pages.

 
ASP.NET allows you to build dynamic Web pages and tailors the HTML output to the browser you’re using. It also comes with a great set of reusable, predefined, and ready to use controls for your ASP.NET projects. These reduce the amount of code you have to write, so you can be more productive while programming. 
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What is ASP.NET Web Forms?
ASP.NET Web Forms framework has been specifically designed to address a number of key deficiencies in the previous model. In particular, it provides:

· The ability to create and use reusable UI controls that can encapsulate common functionality and thus reduce the amount of code that a page developer has to write.

· The ability for developers to cleanly structure their page logic in an orderly fashion (not "spaghetti code").

· The ability for development tools to provide strong WYSIWYG design support for pages (existing ASP code is opaque to tools).
Introduction to ASP.NET Server Controls:

In addition to (or instead of) using <% %> code blocks to program dynamic content, ASP.NET page developers can use ASP.NET server controls to program Web pages. Server controls are declared within an .aspx file using custom tags or intrinsic HTML tags that contain a runat="server" attributes value. Intrinsic HTML tags are handled by one of the controls in the System.Web.UI.HtmlControls namespace. Any tag that doesn't explicitly map to one of the controls is assigned the type of System.Web.UI.HtmlControls.HtmlGenericControl.
Server controls automatically maintain any client-entered values between round trips to the server. This control state is not stored on the server (it is instead stored within an <input type="hidden"> form field that is round-tripped between requests).
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Crystal Reports :

Crystal Reports for Visual Basic .NET is the standard reporting tool for Visual Basic.NET; it brings the ability to create interactive, presentation-quality content — which has been the strength of Crystal Reports for years — to the .NET platform. 

With Crystal Reports for Visual Basic.NET, you can host reports on Web and Windows platforms and publish Crystal reports as Report Web Services on a Web server. 

To present data to users, you could write code to loop through record sets and print them inside your Windows or Web application. However, any work beyond basic formatting can be complicated: consolidations, multiple level totals, charting, and conditional formatting are difficult to program. 

With Crystal Reports for Visual Studio .NET, you can quickly create complex and professional-looking reports. Instead of coding, you use the Crystal Report Designer interface to create and format the report you need. The powerful Report Engine processes the formatting, grouping, and charting criteria you specify.
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Report Experts
Using the Crystal Report Experts, you can quickly create reports based on your development needs: 

· Choose from report layout options ranging from standard reports to form letters, or build your own report from scratch. 

· Display charts that users can drill down on to view detailed report data. 

· Calculate summaries, subtotals, and percentages on grouped data. 

· Show TopN or BottomN results of data. 

· Conditionally format text and rotate text objects. 
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ACTIVE X DATA OBJECTS.NET

ADO.NET Overview

ADO.NET is an evolution of the ADO data access model that directly addresses user requirements for developing scalable applications. It was designed specifically for the web with scalability, statelessness, and XML in mind. 

ADO.NET uses some ADO objects, such as the Connection and Command objects, and also introduces new objects. Key new ADO.NET objects include the DataSet, DataReader, and DataAdapter. 

DataSet : 

              It is separate and distinct from any data stores. Because of that, the DataSet functions as a standalone entity. You can think of the DataSet as an always disconnected record set that knows nothing about the source or destination of the data it contains. Inside a DataSet, much like in a database, there are tables, columns, relationships, constraints, views, and so forth. 

DataAdapter:

                   It is the object that connects to the database to fill the DataSet. Then, it connects back to the database to update the data there, based on operations performed while the DataSet held the data. In the past, data processing has been primarily connection-based.
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4.2About Microsoft SQL Server 7.0

Microsoft SQL Server is a Structured Query Language (SQL) based, client/server relational database. Each of these terms describes a fundamental part of the architecture of SQL Server. 

Database:
A database is similar to a data file in that it is a storage place for data. Like a data file, a database does not present information directly to a user; the user runs an application that accesses data from the database and presents it to the user in an understandable format. 

A database typically has two components: the files holding the physical database and the database management system (DBMS) software that applications use to access data. The DBMS is responsible for enforcing the database structure, including:

· Maintaining the relationships between data in the database. 

· Ensuring that data is stored correctly and that the rules defining data relationships are not violated. 

· Recovering all data to a point of known consistency in case of system failures. 
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Relational Database:
There are different ways to organize data in a database but relational databases are one of the most effective. Relational database systems are an application of mathematical set theory to the problem of effectively organizing data. In a relational database, data is collected into tables (called relations in relational theory). 

When organizing data into tables, you can usually find many different ways to define tables. Relational database theory defines a process, normalization, which ensures that the set of tables you define will organize your data effectively. 
Client/Server: 
In a client/server system, the server is a relatively large computer in a central location that manages a resource used by many people. When individuals need to use the resource, they connect over the network from their computers, or clients, to the server. 

Examples of servers are: In client/server database architecture, the database files and DBMS software reside on a server. A communications component is provided so applications can run on separate clients and communicate to the database server over a network. The SQL Server communication component also allows communication between an application running on the server and SQL Server. 
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Structured Query Language (SQL) :
To work with data in a database, you must use a set of commands and statements (language) defined by the DBMS software. There are several different languages that can be used with relational databases; the most common is SQL. Both the American National Standards Institute (ANSI) and the International Standards Organization (ISO) have defined standards for SQL. Most modern DBMS products support the Entry Level of SQL-92, the latest SQL standard (published in 1992). 

SQL Server Features:
Microsoft SQL Server supports a set of features that result in the following benefits: 

Ease of installation, deployment, and use:
SQL Server includes a set of administrative and development tools that improve your ability to install, deploy, manage, and use SQL Server across several sites. 
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Scalability: 

The same database engine can be used across platforms ranging from laptop computers running Microsoft Windows® 95/98 to large, multiprocessor servers running Microsoft Windows NT®, Enterprise Edition. 

Data warehousing:

SQL Server includes tools for extracting and analyzing summary data for online analytical processing (OLAP). SQL Server also includes tools for visually designing databases and analyzing data using English-based questions. 

System integration with other server software:
SQL Server integrates with e-mail, the Internet, and Windows. 
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Databases:

A database in Microsoft SQL Server consists of a collection of tables that contain data, and other objects, such as views, indexes, stored procedures, and triggers, defined to support activities performed with the data. The data stored in a database is usually related to a particular subject or process, such as inventory information for a manufacturing warehouse.

SQL Server can support many databases, and each database can store either interrelated data or data unrelated to that in the other databases. For example, a server can have one database that stores personnel data and another that stores product-related data. Alternatively, one database can store current customer order data, and another; related database can store historical customer orders that are used for yearly reporting. Before you create a database, it is important to understand the parts of a database and how to design these parts to ensure that the database performs well after it is implemented.
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   System Design

5. SYSTEM DESIGN
The system design phase converts the general requirements defined in the analysis phase into detailed specification for the new system. Until now, the analyst has been using the general knowledge about the specific operations, and an ability to get information from the people.

Based on the user requirements, the new system must be designed. This is the system design phase, which is the most crucial phase in the development of the system.

 Developing a real time application for any system utilities involves two processes namely,

· The first process is to design the system and implement it.

· The second process is to construct the executable code.

Design refers to the process of translating performance specifications recommended in analysis phase into design specifications. 

The process of design involves –

· Input  Design

· Output Design

· Database Design
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Input Design:

Input design is the process of converting user-oriented formats to computer-based formats. The input design in made user-friendly, in such a way that they could enter data online through a keyboard. A formatted form is a preprinted form that requests the user to enter data in appropriate locations.

Output Design:

              The normal procedure in developing a system is to design the output in detail first and then move back to the input. The output will be in the form of views and reports. The output from the system is required to communicate the result of processing to the users. They are also used as the permanent copy for later verifications. 

Database Design:


                           Database is a collection of data. It is designed to serve the users quickly and efficiently. The database was designed using relational model and stored in different tables. The fields in a relational model such as primary key, foreign key and description fields.
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DESCRIPTION OF A SYSTEM:
  Network:
                 A Network is a set of devices (often referred to as nodes) connected by media links. A node can be a computer, Printer, or any other device capable of sending and/or receiving data generated by other nodes on the network. The links connecting the devices are often called communication Channels.
Distributed Processing:
                 Network use distributed Processing, in which a task is divided among multiple computers.
                Advantages of distributed processing included the following.


· Security/encapsulation.

· Distributed databases.

· Faster problem solving.

· Security through redundancy. 
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OSI Model:

  An ISO standard that covers all aspects of network communications is Open Systems Interconnection model. The Open systems Interconnection model is a layered framework for the design of network system that allows for communication across all type of computer systems. It consists of seven ordered layers, each of which defines a segment of the process of moving information across a network.
The seven layers are:
· Physical Layer

· Data Link Layer

· Network Layer

· Transport Layer

· Session Layer

· Presentation Layer

· Application Layer
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Physical Layer:
                   The physical layer coordinates the functions required to transmit a bit stream over a physical medium. It also defines the procedures and functions that physical devices and interfaces have to perform for transmission to occur.

Data Link Layer:
                  The data link layer transforms the physical layer, a raw transmission facility, to a reliable link and is responsible for node-to-node delivery. It makes the physical layer appear error free to the network layer. The data link layer divides the stream of bits received from the network layer into manageable data units called frames. The data link layer adds a header to the frame to define the physical address of the sender or receiver of the frame.

Network Layer:
               The network layer is responsible for the source-to-destination delivery of a packet possibly across multiple networks. The network layer ensures that each packet gets from its point of origin to its final destination. The network layer includes the logical addresses of the sender and receiver.
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Transport Layer:   
                  The transport layer is responsible for source –to-destination delivery of the entire message. The network layer oversees end-end delivery of individual packets; it does not recognize any relationship between those packets. 
It treats each one independently. The transport layer
creates   connection between the two end ports. A connection is a single logical path between the source and destination that is associated with all packets in a message. In this layer the message is divided into transmittable segment containing a sequence number.

Session Layer:  
                 The Session layer is the network dialog controller. It establishes, maintains, and synchronizes the interaction between communicating systems. The session layer allows a process to add checkpoints into a stream of data.
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Presentation Layer:
                  The Presentation layer is concerned with the syntax and semantics of the information exchange between two systems. The processes in two systems are usually exchanging information in the form of character strings, numbers and so on. 
                                      The information should be changed to bit streams before being transmitted. The presentation layer is responsible for interoperability between these different encoding methods. The presentation layer at the sender changes the information from its sender-dependent format into a common format.
Application Layer:
                  The Application layer enables the user, whether human or software, to access the network. A network virtual terminal is a software version of a physical terminal and allows a user to log on to a remote host.
                   A client is defined as a requester of services and a server is defined as the provider of services. A single machine can be both a client and a server depending on the software configuration.
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5.1 MODULE DESIGN
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5.2 DATAFLOW DIAGRAM:

Graphical Description of a System’s data & how the process transform the data is known as Data Flow Diagram or simply DFD.


Unlike detail flowcharts, DFDs do not supply detailed descriptions of modules but graphically describe a System’s data & how the data interact with the system.

To construct a Data Flow Diagrams, We use:

* 
Arrows

· Identifies data flow-data in motion.It is a pipeline through which information flows.


*        Circles

· Like the rectangle in flowcharts, Circles stand for a process that converts incoming data to information.




[image: image3]
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*        Open-Ended Boxes or Parallel Lines

· An Open-Ended box represents a data/store-data at rest,or a temporary repository of data.




                                      

*        Square

· A square defines a source or destination of System data.


Monitoring the Application Layer DDOS Attack for Popular Website                     
 36
System Design

5.3SCREEN DESIGN
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5.4 TABLE DESIGN
	S.No
	Column Name
	Data Type
	Size
	Constraints

	0
	User Name
	VARCHAR
	20
	Not Null

	1
	 Password
	VARCHAR
	20
	Not Null

	2
	Site name
	VARCHAR
	10
	Not Null

	3
	Url
	VARCHAR
	30
	Not Null

	4
	Threshold limit
	VARCHAR
	20
	Not Null

	5
	Current status
	VARCHAR
	10
	Not Null

	6
	Details
	VARCHAR
	20
	Not Null

	7
	Site name
	VARCHAR
	10
	Not Null

	8
	IP Address
	VARCHAR
	10
	Not Null

	9
	User name
	VARCHAR
	10
	Not Null

	10
	Sign in time
	VARCHAR
	10
	Not Null


User Entry Table:

	S.No
	Column Name
	Data Type
	Size
	Constraints

	0
	User Name
	VARCHAR
	20
	Not Null

	1
	 Password
	VARCHAR
	20
	Not Null
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Site Details Table:

	S.No
	Column Name
	Data Type
	Size
	Constraints

	1
	Site name
	VARCHAR
	10
	Not Null

	2
	Url
	VARCHAR
	30
	Not Null

	3
	Threshold limit
	VARCHAR
	20
	Not Null

	4
	Current status
	VARCHAR
	10
	Not Null

	5
	Details
	VARCHAR
	20
	Not Null


Attack Details Table:

	7
	Site name
	VARCHAR
	10
	Not Null

	8
	IP Address
	VARCHAR
	10
	Not Null

	9
	User name
	VARCHAR
	10
	Not Null

	10
	Sign in time
	VARCHAR
	10
	Not Null
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Project Description

6. PROJECT DESCRIPTION
Monitoring the Application-Layer Ddos Attacks For Popular Websites 

Has the Modules:

· Victim server & User Login

· Training phase

· PCA

· ICA

· HSMM

· Data Preparation

· Monitoring 

Victim server & User Login:

In this module the victim webpage, which has to be monitored will be selected. The previous records of the web page documents will be collected to create access matrix in training phase. To calculate those details number of web server documents and the number of sample will be given for the selected web application.  Then the users will use the documents of the web application by giving request to the victim server. 
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Training phase:


In training phase the document popularity based access matrix will be calculated used by PCA and ICA.
Training phase includes following sub modules are:
· Principal Component Analysis

· Independent Component Analysis

· Hidden Semi Markov Model

· Principal Component Analysis

PCA is used reduce the dimensionality for data analysis and compression. Average vector and co-variance matrix will be calculated in this module. Principle component dataset of average matrix is calculated.
· Independent Component Analysis:

ICA is used to split the output of PCA in to independent data. Principle component data set is modified in to independent data sets.
· Hidden Semi Markov Model:

By using the access matrix given by the ICA, HSMM calculates the threshold value of average matrix, which is useful in monitoring phase.
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Data Preparation:


In this data preparation module, the user’s requests are analyzed and the access matrix will be calculated for current data set. This access matrix is required for monitoring phase to compare the current details with existing records. Users requests are analyzed by getting their number of request all the documents. This is called request hit rate. 

The following formula is used to calculate the access matrix:

[image: image18.emf]
Monitoring Phase:


Monitoring phase is used to identify whether the application has DDOS attacks are not. 

The monitoring phase compares the average matrix calculated in the training phase and access matrix calculated in the data preparation module by using the threshold value calculated in the HSMM. This monitoring phase will be implemented‘t’ time once and the DDOS attacks are monitored if anything in the web sites. Where, t-Time interval between the applications of monitoring scheme.
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System Testing

7. SYSTEM  TESTING:
                 Testing is a process of executing a program with intent of finding an error. Testing presents an interesting anomaly for the software engineering. The goal of the software testing is to convince system developer and customers that the software is good enough for operational use. Testing is a process intended to build confidence in the software. Testing is a set of activities that can be planned in advance and conducted   systematically. Testing is a set of activities that can be planned in advance and conducted   systematically. Software testing is often referred to as verification & validation.
TYPE OF TESTING

    The various types of testing are

· White Box Testing

· Black Box Testing 

WHITE BOX TESTING

It is also called as glass-box testing. It is a test case design method that uses the control structure of the procedural design to derive test cases. Using white box testing methods, the software engineer can derive test   cases that guarantee that all independent parts within a module have been exercised at least once. Exercise all logical decisions on their true and false sides.


In my project “Intranet for CPCL” each and every modules are carried out through the “White Box Testing”. Whenever inserting data, updating data and selecting data from the database the queries must be written in carefully. 

BLACK BOX TESTING

It’s also called as behavioral testing.  It focuses on the functional

Requirements of the software. It is complementary approach that is likely to uncover a different   class of errors than white box errors. A black box testing enables a software engineering to derive assets of input conditions that will fully exercise all functional   Requirements for a program.
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In my project “Monitoring the Application layer for DDOS Attack for Popular Website” each and every modules are carried out through the “Unit Testing”. Each and every module is tested by giving the input to get the expected output. 

 SYSTEM TESTING:

                       Testing of the debugging programs is one of the most critical aspects of the computer programming triggers, without programs that works, the system would never produce the output for which it was designed. Testing is best performed when user development are asked to assist in identifying all errors and bugs. The sample data are used for testing. It is not quantity but quality of the data used the matters of testing. Testing is aimed at ensuring that the system was accurately an efficiently before live operation commands.
UNIT TESTING:

                        In this testing we test each module individually and integrate with the overall system. Unit testing focuses verification efforts on the smallest unit of software design in the module. This is also known as module testing. The module of the system is tested separately. This testing is carried out during programming stage itself. In this testing step each module is found to working satisfactorily as regard to the expected output from the module. There are some validation checks for fields also. It is very easy to find error debut in the system.
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VALIDATION TESTING:
                       At the culmination of the black box testing, software is completely assembled as a package, interfacing error have been uncovered and corrected and a final series of software tests. That is, validation tests begin, validation testing can be defined many ways but a simple definition is that validation succeeds when the software functions in manner that can be reasonably expected be the customer. After a validation test has been conducted one of the two possible conditions exists.

. 
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System Implementation

8. SYSTEM IMPLEMENTATION:
System implementation covers a broad spectrum of activities from a detailed workflow analysis to the formal go-live of the new system. During system implementation organizations may refine the initial workflow analysis that had been completed as part of the requirements analysis phase. With the aid of the vendor they may also start mapping out the proposed new workflow. 

The system implementation phase requires the vendor to play a very prominent role. In addition to the workflow analysis it is during this phase that full system testing is completed. Other key activities that would occur during this phase include piloting of the new system, formal go-live and the immediate post implementation period during which any application issues are resolved. 
Implementation Process

The implementation process begins with preparing a plan for the implementation system. According to this plan, the other activities are to be carried out. In this plan, discussion has been made regarding the equipment, resources and how to test the activities.

Post Implementation Review
The Post Implementation Review (PIR) process collects and utilizes knowledge learned throughout a project to optimize the delivery and outputs of future projects. A PIR can be used on projects ranging from the design and construction of buildings to the development of an asset strategy or an asset register. PIR is a process, a tool and a means of collecting and communicating information. A PIR can be used to evaluate all stages in the asset life cycle.
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Future Enhancement

9. FUTURE ENHANCEMENT:
 As the industry has been developing in a fast way, we can use the project in  the network based system in the future. It will be useful to detect the hacker who uses the website.
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Conclusion

10. CONCLUSION:
This project is used for finding the attack made by the Hackers, the distributed denial of service is an attack made by a victims by entering into the website more than a time to cause damage to it. So to avoid this project helps to find who is login the site every time.

The Monitoring page will monitor the people who logins checks the time of login. If it is more than threshold value and it finds that is hacker and block the person to log again. By using this we can save our system from the hackers within an organization.

Monitoring the Application Layer DDOS Attack for Popular Website                     
 60
BIBLIOGRAPHY










Bibliography

11. BIBLIOGRAPHY
· Asp.Net Data Web Controls - by Scott Mitchell

·  Asp.Net - by Stephen Walther

· Asp.Net for Web Designers -by Peter Ladka

· C#: The Complete Reference. By Schildt, Herbert.

· SQL: The Complete Reference, Second Edition. by James R Groff & Paul N. Weinberg

· Transact-SQL Language Reference Guide. Published By: www.DyessConsulting.Com
· Monitoring the Application-Layer DDoS Attacks for Popular Websites - Yi Xie and Shun-Zheng Yu, Member, IEEE
· K. Poulsen, "FBI Busts Alleged DDoS Mafia," 2004. [Online]. Available: http://www.securityfocus.com/news/9411
Monitoring the Application Layer DDOS Attack for Popular Website                     
61






Source Code








Source Code





          Csc.exe or vbc.exe       





Compiler











Assembly





Assembly








  Compile





Common Language Specification





Common Language Runtime





VB





C++





C#





ASP.NET, Web Services


And Web Forms





JScript





…





Windows�Forms





.NET Framework Base Classes





ADO.NET: Data and XML











Visual 











Studio








.NET





Target website





Website





Any two document from the website








Access matrix





Average matrix








Current request





Previous analysis for no of request


request





Multiple dimensions using PCA





Split dimensions using ICA





Monitors existing and current request





Publish the DDOS attack








