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    Computer Security Threats


Computer systems are vulnerable to many threats that can inflict various types of damage resulting in significant losses. This damage can range from errors harming database integrity to fires destroying entire computer centers. Losses can stem, for example, from the actions of supposedly trusted employees defrauding a system, from outside hackers, or from careless data entry clerks. Precision in estimating computer security-related losses is not possible because many losses are never discovered, and others are "swept under the carpet" to avoid unfavorable publicity. The effects of various threats varies considerably: some affect the confidentiality or integrity of data while others affect the availability of a system. 


Errors and Omissions
Errors and omissions are an important threat to data and system integrity. These errors are caused not only by data entry clerks processing hundreds of transactions per day, but also by all types of users who create and edit data. 


Fraud and Theft
Computer systems can be exploited for both fraud and theft both by "automating" traditional methods of fraud and by using new methods. For example, individuals may use a computer to skim small amounts of money from a large number of financial accounts, assuming that small discrepancies may not be investigated.  

Employee Sabotage 
Employees are most familiar with their employer's computers and applications, including knowing what actions might cause the most damage, mischief, or sabotage. The downsizing of organizations in both the public and private sectors has created a group of individuals with organizational knowledge, who may retain potential system access (e.g., if system accounts are not deleted in a timely manner). 


Common examples of computer-related employee sabotage include:
· destroying hardware or facilities, 
· planting logic bombs that destroy 
· programs or data, 
· entering data incorrectly, 
· "crashing" systems, 
· deleting data, 
· holding data hostage, and 
· changing data. 
 Malicious Hackers 
The term malicious hackers, sometimes called crackers, refers to those who break into computers without authorization. They can include both outsiders and insiders. Much of the rise of hacker activity is often attributed to increases in connectivity in both government and industry. 
Malicious Code 
Malicious code refers to viruses, worms, Trojan horses, logic bombs, and other "uninvited" software. Sometimes mistakenly associated only with personal computers, malicious code can attack other platforms. 
Threats to Personal Privacy 
The accumulation of vast amounts of electronic information about individuals by governments, credit bureaus, and private companies, combined with the ability of computers to monitor, process, and aggregate large amounts of information about individuals have created a threat to individual privacy. 
The computer security threats covered here are:

· Viruses 
· Macro Viruses 
· Trojan Horses 
· Worms 
· Zombies 
· Phishing 
· Internet Based Attacks 
· Viral Web Sites 
	
                                                               



                                                                     Viruses
A software virus is a parasitic program written intentionally to alter the way your computer operates without your permission or knowledge.
A virus attaches copies of itself to other files such as program files or documents and is inactive until you run an infected program or open an infected document. When activated, a virus may damage or delete files, cause erratic system behaviour, display messages or even erase your hard disk.
A virus may spread through email and instant messenger attachments, through infected files on floppy disks or CD-ROMs, or by exploiting a security flaw in Microsoft Windows.
2.1.What is a virus?
                        A computer virus is a computer program that can spread across computers and networks by making copies of  itself, usually without the user’s knowledge. Viruses can have harmful side-effects. These can range from displaying irritating messages to deleting all the files on your computer. 
2.2.Evolution of virus 
                        In the mid-1980s Basit and Amjad Alvi of Lahore, Pakistan discovered that people were pirating their software. They responded by writing  the first computer virus, a  program that would put a copy of itself and a copyright message on any floppy disk copies their customers made. From these simple beginnings, an entire virus counter-culture has emerged. Today new viruses sweep the planet in hours and virus scares are major news.
How does a virus infect computers?
                        A virus program has to be run before it can infect your computer. Viruses have ways of making sure that this happens. They can attach themselves to other   programs or hide in code that is run   automatically when you open certain types of files.   You might receive an infected file on a disk, in an email attachment, or in a download from the internet. As soon as you launch the file, the virus code runs. Then the virus can copy itself to other files or disks and make changes on your computer.
 Who writes viruses?
                        Virus writers don’t gain in financial or career terms; they rarely achieve real fame; and, unlike hackers, they don’t usually target particular victims, since viruses spread too indiscriminately. Virus writers tend to be male, under 25 and single. Viruses also give their writers powers in cyberspace that they could never hope to have in the real world.  
Virus side effects(Payload)
                        Virus side-effects are often called the payload.   Viruses can disable our computer hardware, Can change the figures of an accounts spreadsheets at random, Adversely affects our email contacts and business domain, Can attack on web servers.
File Infector Viruses
The most “traditional” form of computer virus is the file infector virus, which hides within the code of another program. The infected program can be a business application, a utility, or even a game—just as long as it’s an executable program, typically with an EXE, COM, SYS, BAT, or PIF extension.
When an infected program is launched, the virus code copies itself into your computer’s memory, typically before the program code is loaded. By loading itself into memory separately from the host program, the virus can continue to run in your system’s memory, even after the host program is closed down.
Before the advent of the Internet and coincident creation of macro viruses, file infector viruses accounted for probably 85% of all virus infections. Today that number is much lower, because the other types of viruses are much easier to propagate.

Boot sector viruses
Boot sector viruses were the first type of virus to appear.    They spread by modifying the boot sector, which contains the program that enables your computer to start up. When you switch on, the hardware looks for the boot sector program – which is usually on the hard disk, but can be on floppy or CD – and runs it. This program then loads the rest of the operating system into memory. A boot sector virus replaces the original boot sector with its own, modified version (and usually hides the original somewhere else on the hard disk). When you next start up, the infected boot sector is used and the virus becomes active. You can only become infected if you boot up your computer from an infected disk, e.g. a floppy disk that has an infected boot   sector.  Many boot sector viruses are now quite old. Those written for DOS machines do not usually spread on Windows 95, 98, Me, NT  or 2000 computers, though they can sometimes stop them from starting up  properly.
                        Boot viruses infect System Boot Sectors (SBS) and Master Boot Sectors (MBS). The MBS is located on all   physical hard drives. It contains, among other data, information about the partition table (information about how a physical disk is divided into logical disks), and a short program that can interpret the partition information to find out where the SBS is located. The MBS is operating system independent. The SBS contains, among other data, a program whose purpose is to find and run an operating system. Because floppy diskettes are exchanged more frequently than program files boot viruses are able to propagate more effectively than file viruses.
Form -A virus that is still widespread ten years after it first appeared.   The original version triggers on the 18th of each month and produces a click when keys are pressed on the keyboard.   
Parity Boot -   A virus that may randomly display the message ‘PARITY CHECK’ and freeze the operating system. The message resembles a genuine error message displayed when the computer’s memory is faulty.
Parasitic virus (File virus)
                        Parasitic viruses, also known as file viruses, attach themselves to programs (or ‘executables’) and Acts as a part of the program .When you start a program infected with a file virus, the virus is launched first. To hide itself, the virus then runs the original program.  The operating system on your computer sees the virus as part of the program you were trying to run and gives it the same rights. These rights allow the virus to copy itself, install itself in memory or release its payload. these viruses Infects over networks.  The internet has made it easier than ever to distribute programs, giving these   viruses new opportunities to spread.
a) Companion virus 
                             A companion virus does not modify its host directly. Instead it maneuvers the operating system to execute itself instead of the host file. Sometimes this is done by renaming the host file into some other name, and then grant the virus file the name of the original program. Or the virus infects an .EXE file by creating a .COM file with the same name in the same directory. DOS will always execute a .COM file first if only the program name is given, so if you type “EDIT” on a DOS prompt, and there is an EDIT.COM and EDIT.EXE in the same directory, the EDIT.COM is executed.
b) Linking Virus
                        A link virus makes changes in the low-level workings of the file system, so that program names do no longer point to the original program, but to a copy of the virus. It makes it possible to have only one instance of the virus, which all program names point to.
c) Overwriting viruses
[image: image004]
 
                        An overwriting virus places itself at the beginning of the program, directly over the original program code, so the program is now damaged. When you try to run this program, nothing happens except for the virus infecting another file. Such viruses are easily apprehended and destroyed by users and user support staff, so they actually spread very poorly in the wild. You have almost no chance of ever getting an overwriting virus in your machine.
d) Inserting viruses
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                        An inserting virus copies itself into the host program. Programs sometimes contain areas that are not used, and viruses can find and insert themselves into such areas. The virus can also be designed to move a large chunk of the host file somewhere else and simply occupy the vacant space. 
e)Prep-ending [image: image008]viruses
                
 
                        The pure prepending virus may simply place all of its code at the top of your original program. When you run a program infected by a prep ending file virus, the virus code runs first, and then your 
original program runs.
f) Appending viruses
                        An appending virus places a “jump” at the beginning of the program file, moves the original beginning of  the file to the end of the file, and places itself between what was originally the end of the file and what was originally at the beginning of the file. When you try to run this program, the “jump” calls the virus, and the virus runs. The virus then moves the original beginning of the file back to its normal position and then lets your program run.
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	[bookmark: mviruses]                                                      Macro Viruses
Macros are simple programs that can be written to automate repetitive tasks in a document or make calculations in a spreadsheet. Macros can be written in documents created by Microsoft Word, in spreadsheets created by Microsoft Excel and in many other kinds of documents.
Macro viruses are malicious macro programs that are designed to replicate themselves from file to file and can cause damage to the files on your computer. They spread whenever you open an infected file.
                        
Macro viruses take advantage of macros, commands that are embedded in files and run automatically. Many applications, such as word processing or spreadsheet programs, use macros. A macro virus is a macro program that can copy itself and spread from one file to another. If an infected file is opened, i.e. a file that contains a macro virus, the virus copies itself into the application’s startup files. The computer is now infected. When another file is opened using the same application, the virus infects that file. If the computer is on a   network, the infection can spread rapidly: when an infected file is send to someone else, they can   become infected too.  A malicious macro can also make changes to your documents or settings.  Macro viruses infect files used in most offices and some can infect several file types, such as Word or Excel files. They can also spread to any platform on which their ‘host’ application runs. Above all, they spread easily because documents are exchanged frequently via email and websites. 


	[bookmark: tnhorses]

                                                     Trojan Horses
Trojan horses are programs that appear to serve some useful purpose or provide entertainment, which encourages you to run them. But these programs also serve a covert purpose, which may be to damage files, to place a virus on your computer or to allow a hacker to gain access to your machine. More commonly these days, you can be enticed into running a Trojan by clicking a link on a viral web site or in an email.
Trojans that allow a hacker to gain access to your machine, called Remote Access Trojans (RATs), are particularly prevalent at the moment. Over 50% of all spam (unsolicited email) is sent from home or work computers that have been compromised by RATs.
A Trojan horse is not a virus because it does not replicate and spread like a virus.Trojan horses are programs that do things that are not described in their specifications The user runs what they think is a legitimate program, allowing it to carry out hidden, often harmful, functions. For example, Troj/Zulu  claims to be a program for fixing the ‘millennium bug’ but actually overwrites the hard disk.  Trojan horses are sometimes used as a means of infecting a user with a computer virus.   
Backdoor Trojans
A backdoor Trojan is a program that allows someone to take control of another user’s PC via the internet. Like other Trojans, a backdoor Trojan poses as legitimate or desirable software. When it is run (usually on a Windows 95/98 PC), it adds itself to the PC’s startup routine. The Trojan can then monitor the PC until it makes a connection to the internet. Once the PC is on-line, the person who sent the Trojan can use software on their computer to open and close programs on the infected computer, modify files and   even send items to the printer. Subseven and Back Orifice are among the best known backdoor Trojans.
                                                                  Worms

	[bookmark: worms] Worms are programs that replicate and spread, often opening a back door to allow hackers to gain access to the computers that they infect.
Worms can spread over the Internet by expoiting security flaws in the software of computers that are connected to the Internet. Worms can also spread by copying thems Worms are similar to viruses but do not need a carrier   (like a macro or a boot sector).They are subtype of viruses.  Worms simply  create exact copies of themselves and use  communications between   computers to spread.  Many viruses, such as    Kakworm (VBS/Kakworm) or Love Bug (VBS/LoveLet-A), behave like worms and use email to forward themselves to other users.
 A worm is designed to copy itself from one computer to another, but it does so automatically (perhaps over a network) by taking control of features on the computer that can transport files or information. This often occurs without the action of humans. Worms are very effective at using e-mail systems and address books to spread.

A worm may arrive in the form of a joke program or software of some sort,
or by copying itself using email or another transport mechanism. A great
danger of worms is their ability to replicate in great volume. When new
worms are unleashed, they spread very quickly, clogging networks and
possibly making you wait twice as long to view Web pages on the Internet.
This is called a Denial of Service Attack.
The worm may do damage and compromise the security of the computer.
Once a worm is in a computer system it can travel alone. Because worms
don't need to travel via a "host" program or file, they can tunnel into the
system and allow another person to take control of the computer remotely.

                                                         

                                                          Zombie

	 

	[bookmark: zombies]A Zombie is a dormant program that lies inactive on a computer. It can be activated remotely to aid a collective attack on another computer. Zombies don’t normally damage the computer on which they reside but can damage other computers.
Zombies often arrive as email attachments and when the attachment is opened they install themselves secretly and then wait to be activated. 
A computer which has been taken over by an intruder and which can be used to attack other computers or websites, all without the knowledge or consent of the owner.  A zombie might exist as an individual computer or be just one machine in a whole zombie network (or botnet) containing multiple computers which can be wielded en masse to perform a distributed denial of service attack for example.  Sometimes, there may be several tiers of zombie computers, where relatively few higher level computers (or zombie masters) are used to control the many zombies below them.
                                                     Internet Based Attacks
While your computer is connected to the Internet it can be subject to attack through your network communications. Some of the most common attacks include:
· Bonk – An attack on the Microsoft TCP/IP stack that can crash the attacked computer. 
· RDS_Shell – A method of exploiting the Remote Data Services component of the Microsoft Data Access Components that lets a remote attacker run commands with system privileges. 
WinNuke – An exploit that can use NetBIOS to crash older Windows computers.

	[bookmark: phishing]                                                                 Phishing
A Phishing attack is when you are are sent an email that asks you to click on a link and re-enter your bank or credit card details. These emails can pretend to be from banks, Internet service providers, on-line stores and so on, and both the email and the web site it links to appear genuine. When you enter your bank or credit card details they are then used fraudulently. 
The fraudulent act of sending bogus, spam emails (which appear to originate from a legitimate organisation) which entice the recipients to visit a fake website (which is an almost exact replica of the organisation's genuine site) for the purposes of gathering personal or sensitive financial information from them.  For example, a phishing email might look exactly like a legitimate email from the recipient's bank and may request that the recipient confirm some personal details or visit the website to carry out some sort of transaction.  On clicking the hyperlink in the email to take them to what they believe is their bank's real website, the email recipient will actually be directed to the bogus, phishing site, where any details they enter will be collected by the fraudsters and may subsequently be used for identity theft.

	[bookmark: intattks]

	[bookmark: vwbsites]                                                           Viral Web Sites
Users can be enticed, often by email messages, to visit web sites that contain viruses or Trojans. These sites are known as viral web sites and are often made to look like well known web sites and can have similar web addresses to the sites they are imitating.
Users who visit these sites often inadvertently download and run a virus or Trojan and can then become infected or the subject of hacker attacks.

	[bookmark: spyware]                                Spyware, Adware and Advertising Trojans

Spyware, Adware and Advertising Trojans are often installed with other programs, usually without your knowledge. They record your behaviour on the Internet, display targeted ads to you and can even download other malicious software on to your computer. They are often included within programs that you can download free from the Internet or that are on CDs given away free by magazines.
Spyware doesn’t usually carry viruses but it can use your system resources and slow down your Internet connection with the display of ads. If the Spyware contains bugs (faults) it can make your computer unstable but the main concern is your privacy. These programs record every step that you take on the Internet and forward it to an Ad Management Centre which reviews your searches and downloads to determine your shopping preferences. The Ad Management Centre will build up a detailed profile of you, without your knowledge, and can pass this on to third parties, again without your knowledge. Some Spyware can download more serious threats on to your computer, such as Trojan Horses.
In this paper, spyware programs are defined as applications that send information via the Internet to
the publishers for marketing purposes without obvious notification to users. In this paper, spyware does not refer to Backdoor Trojan Horses that allow hackers to secretly gain information from the computer. The type of gathered information differs depending on the spyware. Some spyware sends only system-specific information; other spyware sends personal information including browsing habits.
Most spyware programs are free programs that are available on the Internet, and in some cases are useful tools. Some examples are:
• Download utilities
• Games
• Media players
• Accounting software
Technically, spyware can be considered as two separate pieces of software that are shipped in one package:
1.) The core functionality that is visible and useful to the user
2.) Information-gathering functionality that gathers, maintains, monitors, and sends user and/or computer information in the background Spyware is generally distributed in one of two ways: the developers of the core functionality license the information-gathering functionality to merge with their product, or they incorporate their own information-gathering software. After the spyware product has been produced, it is marketed. The question arises as to why users would want to use spyware. Most users, if not all, are unaware of the information-gathering functionality of spyware programs. Spyware is generally freeware, and the information-gathering functionality is not mentioned before users install the software, making it attractive to users.



	[bookmark: vhoaxes]

	[bookmark: unwiacc]

	[bookmark: bluesnarf]

	[bookmark: social]                                                            Social Engineering
 

Tricking computer users into revealing computer security or private information, e.g. passwords, email addresses, etc, by exploiting the natural tendency of a person to trust and/or by exploiting a person's emotional response.
Example 1: Spammers send out an email about victims of child abuse and provide a link to click in the email for further information or to help the victims. When the link is clicked the spammers know the email address is "live" and add it to their live list which they then use to target their spam.
Example 2: A company computer user is tricked into revealing the network password by someone on the telephone who is impersonating the voice of an employee in authority and who has a story of distress.
Whereby an attacker will engender a sense of trust in a potential victim,  lulling them into a false sense of security so that they voluntarily reveal information or perform some action that will be useful in the attack.  For example, an attacker might call an organisation's Help Desk pretending to be a legitimate user and ask for his password to be reset, thereby enabling him to log straight in to the organisation's system without the need to break in.

	[bookmark: metadata]                            
                                        Microsoft Office Document Metadata


The average Microsoft Word, Excel, etc document includes hidden metadata with details of who created it, who has worked on it, when it has been amended and quite possibly the text of all those changes as well. Viewing a Word document in a text editor can reveal the metadata in plain text at the start and finish of the document.

	                                                          Bluesnarfing

The act of stealing personal data, specifically calendar and contact information, from a Bluetooth enabled device. The practice of making covert Bluetooth connections to other compatible Bluetooth devices (mobile telephones, PDA's, etc.) for the purpose of stealing data from them.  Bluesnarfing is distinct from Bluejacking, which is the practice of "discovering" nearby compatible Bluetooth devices and sending prank messages to them to startle or surprise their owners.  Bluejacking is generally regarded as harmless fun, whilst Bluesnarfing, like most other forms of malicious hacking, is illegal.


                                              Unsecured Wireless Access Points
                                
 If a wireless access point, e.g. an ADSL (Broadband) Router, hasn't been secured then anyone with a wireless device (laptop, PDA, etc) will be able to connect to it and thereby access the Internet and all the other computers on the wireless network.


· Spyware, Adware and Advertising Trojans 
· Virus Hoaxes 
· Unsecured Wireless Access Point 
· Bluesnarfing 
· Social Engineering 
· Microsoft Office Document Metadata 

                                                                          Adware:

A generic term referring to a class of software that causes a victim's web browser to display annoying pop-up advertisements and advertising banners.  Sometimes adware may be installed in conjunction with a companion spyware program.  Whilst the spyware program tracks and reports on the user's web browsing behaviour, the adware program provides targeted advertisements based on that behavior.

                                                          ANSI	bomb:

The reprogramming of the keyboard (on any system which has MS-DOS as the underlying Operating System and that has ANSI.SYS loaded) so that pressing a reprogrammed key has an unexpected and possibly undesirable effect!  An ANSI Bomb could, for example, reformat the victim's hard drive when they press the Enter key.  ANSI stands for American National Standards Institute.

                                                                      Bot:
An abbreviation of robot, bot traditionally refers to a tiny program which traverses the Internet gathering information about the websites it discovers which it then reports back to its masters.  In this respect a bot is synonymous with a spider or web crawler and performs a very useful purpose, enabling Internet search engines for instance to provide accurate and up to date lists of websites in response to search queries.  However, bot is also a term used to describe a small, malicious program that can be planted on a computer which is then used to attack another victim computer or website.

                                                              Botnet:

A collection of computers that have been infected with maliciously programmed bots which are then used to launch a co-ordinated attack against a victim's computer or website, most often resulting in a denial of service.  A botnet is also referred to as a zombie network.
                           
                                                
                                                  Browser	hijacker:

A generic term referring to any piece of software which, against the user's wishes and perhaps even without their knowledge, detrimentally affects the functioning of their web browser.  Often a browser hijacker will change a user's Home page and Search settings and put various mechanisms in place to prevent the user from undoing those changes.

                                                             Cracker:

Traditionally what is now usually and incorrectly referred to as a hacker.  Originally, a hacker was a person who enjoyed obtaining an in-depth knowledge of the intricacies of computer operation, software and communications, whilst a cracker was somebody who used such knowledge for malicious or nefarious purposes.

                                                                  Crackz(s):

Crackz are small programs designed to patch or modify other target programs.  Such modification usually involves illegally removing copyright information, removing the requirement to officially register the target program, or the conversion of a shareware/trial program with limited functionality into a fully functioning version.  Target programs which have been "cracked" are known as "warez" or "wares".  It's possible, though not always the case, that crackz may have some other malign intent or undesirable effects apart from just patching their target.

                                                           Data	miner:

In its most malign form a data miner is a type of spyware which gathers information from the computer on which it is installed and which sends this information back to an attacker.  Such information might include users' logon details or credit card information typed into website forms for example.  Other data miners record users' Internet browsing habits which may be employed for legitimate marketing purposes or might be harnessed by an adware program to provide targeted pop-up advertising for example.  Data miners are sometimes referred to as tracking cookie).

                       DDoS	attack(Distributed Denial	of	Service	attack):

An orchestrated denial of service attack launched from multiple computers against one (or relatively few) targets.  The attacking computers are usually co-ordinated into a botnet or zombie network so that, en masse, they have a far greater effect than if the attack was launched from a single computer.

                                                     Domain	hijacking:

Broadly speaking, the act of assuming or taking over a domain name, not necessarily illegally.  Some definitions of domain hijacking include what has come to be known as cyber-squatting.  Here, someone registers - perhaps entirely innocently and with no ill-intent - an available domain name that nevertheless relates to or may be closely associated with some other person or organisation.  Obviously there may be a conflict of interest if the other party should subsequently want to use the domain name for themselves.  More seriously, a person or organisation who has previously registered and is actively using a domain name may subsequently forget to renew it.  If the domain name is not renewed, it becomes available for anybody else to register and may thus be hijacked by a malicious cyber-squatter who may demand payment to relinquish the hijacked domain.  Most seriously, it is the act of fooling the domain registrars into either performing a DNS transfer (in which web browser requests for the domain's web site and its email traffic, for example, will be directed to the wrong servers) or transferring a domain name away from the current, legitimate registrant to someone else. 
                           DoS attack(Denial	of	Service	attack):

An attack whereby the target is deliberately prevented from providing or receiving a particular service.  For example, a very common DoS attack involves preventing a company's web servers from serving web pages, thereby preventing customers from visiting the company's website.  DoS attacks are usually accomplished by bombarding the target with more data than it can handle, or by exploiting a weakness in the software employed by the target to cause the service to fail or perhaps to continually crash the computer.

                                                         Email	bomb:

A denial of service attack in which a user's email account is targeted by bombarding it with more email messages than it can handle, thereby curtailing or even preventing the acceptance and delivery of legitimate email messages.  In some cases an entire email server may be targeted, thereby denying service to all the mail accounts on the server.


                                               Finger	bomb:

Finger is a UNIX command that displays information about users on a computer.  Obviously such information is useful to intruders as well as system administrators.  On some computers, the finger command can be passed through from one machine to another.  This is very useful for an intruder because it makes it appear as though the finger command has come from the last computer in the chain before the target, and not the originating computer, thus aiding the attacker to cover their tracks.  Also, by malforming the finger command, a finger bomb can be constructed in which the target computer is instructed to finger itself repeatedly until its memory is exhausted and it stops responding, resulting in a denial of service.

                                                       Google	hacking:

To use the advanced and less well known features of the Google search engine to reveal sensitive data about a particular target or to identify potential targets for attack.  Often, potential victims (or "googledorks") are blissfully unaware that such sensitive data has "leaked" onto the Internet from within their organisations and that it can be found by anyone who knows how to construct the more advanced search engine queries.  Although originally confined to the Google search engine, Google hacking now applies to other search engines also.

                                                         Hacker:

Traditionally a hacker was a person who enjoyed obtaining an in-depth knowledge of the intricacies of computer operation, software and communications.  Nowadays, the term hacker has become synonymous with what used to be referred to as a cracker i.e. somebody who uses such knowledge for malicious or nefarious purposes.  However, to help identify the good from the bad, hackers now sometimes affiliate themselves with one of three camps -
         White	Hats:
White Hat hackers are the good guys.  People who enjoy finding out about how computers operate in depth and who will share their knowledge with Security professionals when they uncover potential weaknesses and vulnerabilities and help programmers and developers build better and more secure systems.  In theory at least, a White Hat hacker wouldn't even dream of using their knowledge for illegal purposes.

          Black	 Hats:
The bad guys.  No more or less skilled than the White Hats, Black Hats are unlikely to have any compunction about using their knowledge for personal gain, perhaps breaking into systems and stealing data, selling their knowledge and skills to criminals, perhaps deliberately damaging or breaking systems through some political or social motivation, or otherwise using their knowledge in some illegal fashion.
            Grey	Hats:
Grey Hats do not affiliate themselves with either White Hats or Black Hats.  Whilst they may not necessarily use their own skills and knowledge for personal gain as a matter of course, they may nonetheless associate with the Black Hats on occasion.  Equally, they may well assist the White Hats, the IT Security community and programmers and developers when they see fit.  On occasion, they may even break into systems and damage or disable them if they feel that such an action is justified.

                                                                  
          Logic	bomb:
 
A piece of malicious code contained within a legitimate program that is designed to execute should certain events occur.  As an example, a programmer might write some software for his employer which includes a logic bomb to disable the software if he should have his contract terminated.

                                                            Spam:

The electronic equivalent of junk mail or, as a verb, the sending of such.  Thanks to the availability of huge email address databases and the relatively small cost of sending emails (particularly when open relays are used), spam is a lucrative business and now accounts for the majority of all email messages!  Recent evidence suggests that some spammers have now teamed-up with virus writers so that even more spam can be sent, using the infected computer to send spam to all the email addresses contained in a user's address book for example.  Spam gets its name from the Monty Python sketch and associated song: "Spam, Spam, Spam, Spam, Spam, Spam, Spam, Spam..."

                                                      Spoof:

To falsify one's identity or the identity of a computer.  For example, an intruder may spoof the IP address of the computer from which he is launching an attack in order to cover his tracks or to make it appear that another, innocent party is responsible.  Often, spammers will spoof the email address from which their junk mails are being sent so that they are more difficult to track down or take action against.
                                                            UDP	bomb:

UDP (User Datagram Protocol) is one of the main protocols used for sending data across the Internet.  Unlike TCP (Transmission Control Protocol) it does not provide any means of checking that packets of data have arrived at their destination.  By sending UDP packets with deliberately malformed information in the headers, some types of UNIX computers can be made to "panic" and crash.  By sending large volumes of such packets (a UDP bomb) a vulnerable computer can be caused to reboot constantly thereby causing a denial of service. 

                                                 Packet	sniffer:


Sometimes referred to as protocol analyzers, packet sniffers are programs designed to capture and record network traffic, ostensibly for diagnostic purposes.  However, an attacker can use a packet sniffer to capture packets perhaps containing passwords, bank details, credit card numbers or other confidential or valuable information.  A feature of packet sniffers is that they have the ability to switch the network adaptor of the host computer into promiscuous mode.  With the network card in promiscuous mode, the packet sniffer can see all the network traffic on the segment of the network to which the host computer is connected and not just traffic destined for that particular machine.


                           


                                     The Dangers of Computer Viruses


Not a month goes by without another big-time virus scare.Tens of millions of computers are infected by computer viruses every year. In 2001, 2.3 million
computers were infected by the SirCam virus, and another million computers were hit by CodeRed. Even worse, the LoveLetter virus hit an estimated 45 million computers—on a single day in 2000. ICSA Labs (www.icsalabs.com), a leading provider of security research, intelligence, and certification, found that the rate of virus infection in North America in 2001 was 113 infections
per 1000 computers—meaning that more than 10% of all computers they surveyed had been hit by a virus. And this rate is increasing; ICSA says that the likelihood of contracting a computer virus has doubled for each of the past five years. Viruses hit the corporate world especially hard; a single infected computer can spread the virus among the entire corporate network. McAfee.com (www.mcafee.com), a company specializing in virus protection, estimates that two-third of U.S. companies are attacked by viruses each
year. A third of those companies reported that viruses knocked out their servers for an average of 5.8 hours per infection, and 46% of the companies required more than 19 days to completely recover from the virus incident.
These incidents come with a heavy cost. The research firm Computer Economics (www .computereconomics.com) estimates that companies spent $10.7 billion to recover from virus attacks in 2001. Technology magazine The Industry Standard (www.thestandard.com) puts the cost much higher, at upwards of $266 billion. Whatever the real number, it’s clear that computer
viruses are costly to all concerned—in terms of both money and the time required to clean up after them.
Unfortunately, this problem doesn’t look like it’s going to go away. In fact, the problem just keeps getting worse. To date, more than 53,000 different viruses have been identified and catalogued— with another half-dozen or so appearing every day. Just what is it about computer viruses that makes them so deadly—and so easily spread?


                                        How Computer Viruses Work

As you’ll see in the next section, the term virus was applied to this type of software very early in its history. It’s an apt metaphor, because a computer virus is, in many ways, similar to the biologicalviruses that attack human bodies. A biological virus isn’t truly a living, independent entity; as biologists will tell you, a virus is nothing more than a fragment of DNA sheathed in a protective jacket. It reproduces by injecting its DNA into a host cell. The DNA then uses the host cell’s normal mechanisms to reproduce itself.
A computer virus is like a biological virus in that it also isn’t an independent entity; it must piggyback on a host (another program or document) in order to propagate. Many viruses are hidden in the code of legitimate software programs—programs that have been “infected,” that is. These viruses are called file infector viruses, and when the host program is launched, the code for the virus is also executed, and the virus loads itself into your computer’s
memory. From there, the virus code searches for other programs on your system that it can infect; if it finds one, it adds its code to the new program, which, now infected, can be used to infect other computers.


                           
                               Why Viruses Exist

Computer viruses, unlike biological viruses, don’t spring up out of nowhere—they’re created. By people. And the people—programmers and developers, typically—who create computer viruses know what they’re doing. These code writers deliberately create programs that they know will wreak havoc on huge numbers of computer users.
The question is why?
It takes some degree of technical skill to create a virus. To that end, creating a computer virus is no different than creating any other computer application. Any computer programmer or developer with a minimal amount of skill can create a virus—all it takes is knowledge of a programming language, such as C, Visual Basic, or Java, or a macro language, such as VBA.
So, by definition, a virus writer is a person with a certain amount of technical expertise. But instead of using that expertise productively, virus writers use it to generate indiscriminate mayhem among other computer users.
This havoc-wreaking is, in almost all instances, deliberate. Virus writers intend to be destructive. They get some sort of kick out of causing as much damage as possible, from the relative anonymity of their computer keyboards.

 Understanding Computer Viruses

In addition, some developers create viruses to prove their technical prowess. Among certain developers, writing a “successful” virus provides a kind of bragging right, and demonstrates, in some warped fashion, that the writer is especially skilled. Unfortunately, the one attribute that virus writers apparently lack is ethical sense. Virus programs can be enormously destructive, and it takes a peculiar lack of ethics to deliberately perpetrate
such destruction on such a wide scale. In the end, a virus writer is no better than a common vandal. Except for the technical expertise required, the difference between throwing a rock through a window and destroying PC files
via a virus is minimal. Some people find pleasure in destruction, and in our high-tech age, such pleasure can come from writing destructive virus code.

                                               PREVENTING VIRUSES
  
  Although viruses, worms, and Trojan Horses operate differently, there are
four main ways to help protect the computer and files:
1. Never open an e-mail attachment from a stranger.
2. Never open an e-mail attachment from known source unless expected,
and the contents have been verified.
3. Update antivirus software at least once per week.
4. Keep your operating system software current.
Many of the most dangerous viruses have spread prolifically through e-mail
attachments. Viruses, Worms, and Trojan Horses can all be contained in
photos, letters written in Microsoft Word, and even Excel spreadsheets. The
virus is launched when the file attachment is opened or executed (usually by
double-clicking the attachment icon).
If an e-mail arrives with an attachment from an unknown source, delete it
immediately. Unfortunately, viruses have the ability to steal the information
out of e-mail programs and send themselves to everyone listed in an
address book. Even an e-mail from someone familiar can be infected. If an
email contains a message that is not coherent, or appears to be gibberish, or
has an attachment that wasn’t expected, contact the person and confirm the
contents of the attachment before opening it.
Beware of messages with a warning that you sent e-mail that contained a
virus. A practice known as ‘spoofing’ permits the forging of return email
addresses, and does not mean that the email message came from the origin
stated.
Other viruses can spread through programs downloaded from the Internet or
from virus-ridden computer disks that were borrowed from friends. Viruses
can potentially be contained in the disks bought from a store. These are less
common ways to contract a virus. Most viruses come from opening and
running unknown e-mail attachments .Nothing will guarantee the security of a computer 100%. However, by keeping the operating system software up to date, and maintaining a current antivirus software subscription, the chances of remaining virus-free increase dramatically.
                 
   The simple measures to avoid being infected or to deal with viruses if you are infected are ……
.  
a.   Don’t use documents in .doc and .xls format: Save your Word documents in RTF (Rich Text Format) and your Excel spreadsheets as CSV (Comma Separated Values) files. These formats don’t support macros, so they cannot spread macro viruses, which are by far the commonest virus threat. Tell other people to supply you with RTF and CSV files. Some macro viruses intercept File/SaveAs RTF and save the file with an RTF extension but DOC format. To be absolutely safe, use text-only files. Don’t launch unsolicited programs or documents If you don’t know that something is virus-free, assume it isn’t
b.   Forward warnings to one authorized person: only Hoaxes are as big a problem as viruses themselves. Tell users not to forward virus warnings to their friends, colleagues or everyone in their address book. Have a company policy that all warnings go to one named person or department only.
c.   Block files with double extensions at the gateway: Some viruses disguise the fact that they are programs by using a ‘double extension’, such as .TXT.VBS, after their filename. At first glance a file like LOVE-LETTER-FORYOU. TXT.VBS or ANNAKOURNIKOVA.JPG.VBS may seem tobe a harmless text file or a graphic. Any file with double extensions should be blocked at the email gateway. 
d.   Block unwanted file types at the email gateway: Many viruses now use VBS (Visual Basic Script) and Windows scrap object (SHS) file types to spread. It is unlikely that your organization needs to receive these file types from outside, so block them at the email gateway. 
e.   Change your computer’s boot up sequence: Most computers try to boot from floppy disk (the A: drive) first. Your IT staff should change the CMOS settings so that the computer boots from the hard disk by default. Then, even if an infected floppy is left in the computer, it cannot be infected by a boot sector virus. If you need to boot from floppy at any time, you can have the settings changed back.
f.Write-protect floppies before giving to other users :A write-protected floppy cannot be infected.
g.   Subscribe to an email alert service: An alert service can warn you about new viruses and offer virus identities that will enable your anti-virus software to detect them. Sophos has a free alert service. 
h.   Make regular backups of all programs and data: If you are infected with a virus, you will be able to restore any lost programs and data.
i.    Make users aware of the risks: Tell everyone in the organization that they are at risk if they swap floppy disks, download files from websites or open email attachments.
 j.  Install anti-virus software and update it regularly: Anti-virus programs can              detect and often disinfect viruses. If the software offers on-access virus checking, use it. On-access checking protects users by denying access to  any file that is infected.
k.  Keep backups of all your data: Make sure you have backups of all data and  software, including operating systems. If you are affected by a virus, you can 













                                                        Conclusion



This article has covered (briefly and non-technically) the bare essentials of
Viruses, Worms, and Trojan Horses. This topic is of a crucial nature, and
there are entire sections of the computing industry completely dedicated to
dealing with these menaces. The intent of this document has been to inform
the reader in a non-technical manner of the generalities of the nature of
these entities, and how to prevent oneself from their threat. The ultimate
goal has been to edify the reader with enough information to make clear,
informed decisions and actions.
We should not accept files from unknown people without confirmation. We should not download unknown files from internet. Since the advent of the
Internet, computer virus hoaxes have competed with computer viruses. The same is true of the mobile phone virus. There are real hoaxes, just as there are
real viruses. One recent one had folks believing that calls from Pakistan to Afghanistan would transmit an actual physical virus that could cause users to become sick.
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