CELL PHONE VIRUS AND SECURITY


1. INTRODUCTION

Rapid advances in low-power computing, communications, and storage technologies

continue to broaden the horizons of mobile devices, such as cell phones and personal

digital assistants (PDAs). As the use of these devices extends into applications that

srequire them to capture, store, access, or communicate sensitive data, (e.g., mobile ecommerce,financial transactions, acquisition and playback of copyrighted content,

etc.) security becomes an immediate concern. Left unaddressed, security concerns

threaten to impede the deployment of new applications and value-added services,

which is an important engine of growth for the wireless, mobile appliance and

semiconductor industries. According to a survey of mobile appliance users, 52% cited

security concerns as the biggest impediment to their adoption of mobile commerce.

A cell-phone virus is basically the same thing as a computer virus -- an unwanted

executable file that "infects" a device and then copies itself to other devices. But

whereas a computer virus or worm spreads through e-mail attachments and Internet

downloads, a cell-phone virus or worm spreads via Internet downloads, MMS

(multimedia messaging service) attachments and Bluetooth transfers. The most

common type of cell-phone infection right now occurs when a cell phone downloads

an infected file from a PC or the Internet, but phone-to-phone viruses are on the rise.

Current phone-to-phone viruses almost exclusively infect phones running the

Symbian operating system. The large number of proprietary operating systems in the

cell-phone world is one of the obstacles to mass infection. Cell-phone-virus writers

have no Windows-level marketshare to target, so any virus will only affect a small

percentage of phones.

Infected files usually show up disguised as applications like games, security patches,

add-on functionalities and free stuff. Infected text messages sometimes steal the

subject line from a message you've received from a friend, which of course increases

the likelihood of your opening it -- but opening the message isn't enough to get

infected. You have to choose to open the message attachment and agree to install the

program, which is another obstacle to mass infection: To date, no reported phone-to-

phone virus auto-installs. The installation obstacles and the methods of spreadinglimit the amount of damage the current generation of cell-phone virus can do.

Standard operating systems and Bluetooth technology will be a trend for future cell

phone features. These will enable cellphone viruses to spread either through SMS or

by sending Bluetooth requests when cellphones are physically close enough. The

difference in spreading methods gives these two types of viruses' different

epidemiological characteristics. SMS viruses' spread is mainly based on people's

social connections, whereas the spreading of Bluetooth viruses is affected by people's

mobility patterns and population distribution. Using cellphone data recording calls,

SMS and locations of more than 6 million users, we study the spread of SMS and

Bluetooth viruses and characterize how the social network and the mobility of mobile

phone users affect such spreading processes.

2. SPREADING OF VIRUS

Phones that can only make and receive calls are not at risk. Only smartphones with a

Bluetooth connection and data capabilities can receive a cell-phone virus. These

viruses spread primarily in three ways:

Internet downloads - The virus spreads the same way a traditional computer

virus does. The user downloads an infected file to the phone by way of a PC or

the phone's own Internet connection. This may include file-sharing downloads,

applications available from add-on sites (such as ringtones or games) and false

security patches posted on the Symbian Web site.

Bluetooth wireless connection - The virus spreads between phones by way of

their Bluetooth connection. The user receives a virus via Bluetooth when the

phone is in discoverable mode, meaning it can be seen by other Bluetooth-enabled

phones. In this case, the virus spreads like an airborne illness.

Multimedia Messaging Service - The virus is an attachment to an MMS text

message. As with computer viruses that arrive as e-mail attachments, the user

must choose to open the attachment and then install it in order for the virus to

infect the phone. Typically, a virus that spreads via MMS gets into the phone's

contact list and sends itself to every phone number stored there.

With Bluetooth an infected file can be distributed simultaneously to all the devices

in it’s proximity. Mobiles enabled with GPS facility can cause much large scale of

virus infection spread. After all, the virus can access the address book stored on the

mobiles. Now just imagine, as the smart phones (mobiles that are equipped with new

facilities and technologies such as file storage, personal information storage, internet

transacting facility, certificates and key storages and many more in the queue) are

being launched into market after regular short intervals, what the great threat we are

living in! In fact our current mobiles are at such low risk bearance state that if a

proper attack of virus is there on mobiles, whole working of the world will came to

halt.

In all of these transfer methods, the user has to agree at least once (and

usually twice) to run the infected file. But cell-phone-virus writers get you to open

and install their product the same way computer-virus writers do: The virus is

typically disguised as a game, security patch or other desirable application.  

The Commwarrior  virus arrived on the scene in January 2005 and is the first

cell-phone virus to effectively spread through an entire company via Bluetooth .It

replicates by way of both Bluetooth and MMS. Once you receive and install the virus,

it immediately starts looking for other Bluetooth phones in the vicinity to infect. At

the same time, the virus sends infected MMS messages to every phone number in

your address list. Commwarrior is probably one of the more effective viruses to date

because it uses two methods to replicate itself.

3. CASE STUDIES

3.1 CABIR

The first known cell-phone virus, Cabir, is entirely innocuous. All it does is sit in the

phone and try to spread itself. Other cell-phone viruses, however, are not as harmless.

Cabir is coded for the Symbian operating system, which was, and remains, the most

commonly used operating system in mobile phones. This marker leader position is

due largely to the fact that all smartphones produced by Nokia are Symbian-based. In

fact, Symbian +Nokia is currently the standard smartphone combination, and it’s

going to take Windows Mobile a long time to win a significant share of the market

from Symbian.

The appearance of Cabir confirmed the law of computer virus evolution. In order for

malicious programs targeting a particular operating system or platform to emerge,

three conditions need to be fulfilled:

1. The platform must be popular. Symbian was and remains the most

popular platform for smartphones, with tens of millions of users

throughout the world.
2.There must be well-documented development tools for the application.

3. The presence of vulnerabilities or coding errors. Symbian includes a

number of faults, by design, in the system that handles files and

services. In the case of Cabir these faults were not exploited, but most

of today’s Trojans for smartphones take full advantage of them.

3.2 COMWAR

The second worm for mobile devices detected in the wild was Comwar. In contrast to

Cabir, which was initially sent to antivirus companies, and then was only later found

in the wild, Comwar was detected after users in several countries had had their

devices infected, and had sent suspicious files to antivirus companies for analysis.This

is the first worm for mobiles phones which is able to propagate via MMS.It infects

telephones running under OS Symbian Series 60.The executable worm file is packed into a Symbian archive (*.SIS). The archive is approximately 27 - 30KB in size. The name of the file varies: when propagating via Bluetooth, the worm creates a random file name, which will be 8 characters long, e.g. bg82o_s1.sis.The worm propagates via Bluetooth and MMS.

Once launched, the worm will search for accessible Bluetooth devices and send the

infected .SIS archive under a random name to these devices. In order to open the

attachment (which will consequently infect the telephone) the user will have to

confirm several times that he wishes to receive the file.

The worm also sends itself via MMS to all contacts in the address book. The subject

and text of the messages varies.

3.3 CARDTRAP

CardTrap is the first known mobile malware that attempts a cross-platform infection

by jumping from an infected phone to a target computer .SymbOS/CardTrap usually

arrives on phones as a SIS installation package disguised as an installer for normal

applications. Cardtrap.A is a malicious SIS file trojan, which tries to disable large

number of system and third party applications and installs Windows malware on the

phone memory card. The Cardtrap.A installs Windows worms Win32/Padobot.Z and

Win32/Rays to the phone memory card. The Padobot.Z is copied along with autorun

file that points to the Padobot.Z executable, so that if the card is inserted into PC

using Windows the autorun tries to execute Padobot.Z.

3.4. DUTS

Duts is a parasitic file infector virus. It is the first known virus for the PocketPC

platform. Duts affects ARM-based devices only. When an infected file is executed the

virus asks for permission to infect:When granted the permission, Duts attempts to

infect all EXE files in the current directory. Duts only infects files that are bigger than

4096 bytes and have not been infected yet. As an infection marker the virus writes the

string 'atar' to the Windows Version field of the EXE header.The infection routine is

fairly simple. The virus body is appended to the file and the last section is made

readable and executable. The entry point of the file is set to the beginning of the virus

code.Duts contains two messages that are not displayed.

3.5 SKULLS

A trojan horse piece of code. Once downloaded, the virus, called Skulls, replaces all

phone desktop icons with images of a skull. It also renders all phone applications,

including SMSes and MMSes useless Skulls is a malicious SIS file that will replace

the system applications with non-functional versions, so that all but the phone

functionality will be disabled. The Skull s SIS file is named "Extended theme.SIS", it

claims to be theme manager for Nokia 7610 smart phone, written by "Tee-222".If

Skulls is installed it will cause all application icons to be replaced with picture of

skull and cross bones, and the icons don't refer to the actual applications any more so

none of the Phone System applications will be able to start.

3.6 LASCO

Lasco.A, is very similar to Cabir.H and is based on the same source code which is

now freely available on the net. The major difference with Lasco is that not only does

it try and spread over bluetooth (see here for information on how it does that using

the Cabir.H worm), but also inserts a copy of itself into any .SIS files found on the

device. This means that when the phones user transfers any of those .SIS file to

another phone, which is done frequently when people share files and software, the

receiving phone becomes infected with Lasco.A as well. This is the first Symbian

Virus that uses two methods to spread and it goes around with the file-name

valasco.sis

4. CURRENT STATUS OF MOBILE MALWARE

The history of software development clearly shows that time and time again ease of

access is delivered ahead of security. Software running on mobile devices is no

exception: it lives outside traditional network security and could easily become the

weakest link in the corporate security system.

The first half of 2008 was interesting from a mobile malware point of view, and

specifically, the evolution of Trojan programs which stealthily send SMS messages to

short premium numbers.

Regarding this, it's worth stressing the following points:

      1. An increase in the number of malicious programs with Trojan-SMS behavior.

      2. The cross-platform nature of mobile Trojans - any mobile phone which

          supports Java applications or has a Python interpreter is under threat.

      3. The increase in the number of WAP sites where such Trojan programs are

           placed.

      4. The appearance of ICQ spam which advertises WAP sites and the malicious

          programs located on these sites.

      5. The variety of social engineering methods used to spread and disguise

          malicious programs.

      6. The identification of short numbers to which short messages are secretly sent.

We'll take a closer look at these and other trends below.

Let's start with the increase in the number of malicious programs with Trojan-SMS

behavior. During the first half of 2008, more of these programs were detected than

since the first such program was detected (which was Trojan-

SMS.J2ME.RedBrowser.a, detected on 27th February 2006).
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Fig 4.1 Number of new Trojan-SMS programs detected by Kaspersky Lab analysts in

2008

During the first six months of 2008, 422% more new Trojan-SMS programs were

detected than during the second six months of 2007.

There are currently nine families of malicious program which target the J2ME

platform, three which target Symbian and one which targets Python.

So what exactly are these Trojans? They are essentially relatively primitive

creations.In the case of J2ME Trojans, then the vast majority of them have the

following structure: a jar archive which contains several class files. One of these files

sends an SMS message to a short number (naturally, the user is not asked whether

such a message should be sent, and the user is not informed of how much it costs to

send such a message). The other class files are simply there to disguise the malicious

program. The archive may contain a number of images (in the vast majority of cases,

these will be erotic ones) and also a manifest file, which in some cases is also used by

the malicious program to send messages.

In the case of the Trojan-SMS.Python.Flocker family, its primitive nature and payload

are essentially the same - it's only the platform which is different. The main script

responsible for sending SMS messages to a short premium-rate number is written in

Python and located in a sis archive, which also contains additional scripts designed to

mask the activity of the malicious program.
One of the reasons Trojan-SMS programs are a threat is their cross platform nature. If

the phone (and this applies to phones which are not smartphones) has an integrated

Java machine, Trojan-SMS.J2ME will be able to function on the device without any

problems. As for Trojan-SMS.Python, the cross platform factor affects smartphones

running Symbian. If the phone (which can be running any version of the OS) includes

a Python interpreter, then Trojan-SMS.Python is able to function.

The method most commonly used (only a few are used) to spread such malicious

programs are WAP portals, which offer the user the opportunity to download

ringtones, pictures, games and other applications for their mobile. The vast majority

of Trojan programs are disguised either as applications which can be used to send

SMS messages free of charge, and use the Internet free of charge, or applications of

an erotic/ pornographic nature.

Sometimes virus writers come up with original ways of disguising the malicious

payload of their creations. For instance, once a user has launched Trojan-

SMS.J2ME.Swapi.g, a message appears on the phone inviting the user to look at a

pornographic image. In order to do this, the user has to press "DA" ("Yes") while a

short tune is playing. (The program's jar archive contains both a png file and a midi

music file.) In attempting to press the button in time, the user is distracted and doesn't

guess that each time the button is pressed (either while the music is playing or not)

leads to an SMS message being sent to a short number, and a charge being made for

each message that is sent.

Nearly all sites which have malicious programs located on them offer the user the

option to upload his/ her files to the site. Registration is simple - just a couple of

clicks - and free access make it possible for virus writers to spread their primitive

creations without any difficulty. They simply have to give their file the most attractive

name possible (e.g. free_gprs_internet, otpravka_sms_besplatno [send_sms_free],

goloya_devushka )etc., write a few enticing lines describing the program and then

wait for a user to decide to s/he wants to send free SMS messages or look at erotic

pictures.

Once malware has been placed on the site, of course it has to be advertised in some

way. And this is where mass mailing links by ICQ or spamming forums comes in.

Why ICQ? This IM client is very popular in Russian and CIS countries, and a lot of

users who want to be in constant touch use mobile ICQ clients. Of course, for a

malicious user, these people are potential victims

4.1 THEORETICAL DEVELOPMENTS

For Symbian

Symbian malware has reached the stage where it is being developed for profit – we

saw the first Trojan-spy for Symbian in April. Flexispy was being sold by its creator

for 50 USD. The Trojan established full control over smartphones, sending

information about the user’s calls and SMS messages to the malefactor.

For Windows Mobile

Windows Mobile, currently the second most popular platform for smartphones, also

attracted the attention of malware writers. Known malware for Windows Mobile

doubled during this period. This sounds more serious than it actually is given that

there were only two examples of malware for Windows Mobile – Duts and Brador.

However, these two new malware samples are undoubtedly proof of concept versions

that could spark off new directions for the work of other malware writers.

Crossplatform malware

The Cxover virus is the first example of a cross-platform virus for mobile devices.

Cxover begins by checking which operating system is working on the infected device.

If launched on a PC, the virus searches for mobile devices accessible via ActiveSync.

Cxover then copies itself via ActiveSync onto all accessible mobile devices. Once the

virus is on a mobile device it attempts to copy itself onto accessible PCs. In addition,

it deletes user files on infected devices.

The Letum worm, which was detected in April, continued the cross platform trend.
The author exploited .NET; a programming environment that is suitable both for PCs

and Windows based mobile devices. Letum is a typical email worm in that it spreads

as an infected attachment and sends copies of itself to all the addresses in the local

address book. Thus the boundary between stationery and mobile devices is
demolished further. Now such devices can infect each other, and this is precisely an

area that will cause serious concern in the future.

Although smartphones continue to be the main focus of criminal activity, regular

mobile phones are also becoming a target for virus writers. During this period, the

first malware for regular mobile phones appeared which used the J2ME platform to

execute certain applications.

Another illusion was shattered: up to this time, most people had thought that it was

impossible to attack regular phones. In fact, Trojan-SMS.J2ME.RedBrowser.a had

probably already existed in the wild for some time and had even found some victims.

A second variant followed the discovery of the first one.

The discovery of Trojans for J2ME is an event equal in significance to the discovery

of the very first worm for smartphones in June 2004. It is difficult to evaluate the

threat precisely; however, given that there are a lot more regular phones in the world

than smartphones, the existence of malware that successfully infects regular phones

bodes nothing good. Regular phones will now require antivirus protection as well as

their more advanced brethren.

Mobile malware is widening its scope. Take ‘Lasco’ for instance, a hybrid threat: a

virus and worm combined. It infects individual files on the mobile device as well as

spreading from one to the other. The author of Lasco has also explored the possibility

of infecting beyond the mobile device itself. Cross-platform viruses for mobile

devices are also emerging. ‘Cxover’ checks which operating system is running on the

infected device. If it is a PC, it looks for mobile devices that are accessible via

ActivSync and uses it to infect any accessible mobile device. Meanwhile the

‘RedBrowser’ trojan infects mobile phones running Java – in other words, most

mobile phones.

5. PROTECTIVE MEASURES

Protection against viruses can be implemented in two phase –network

level security and system level security. Network layer security makes use of the

proactive approach whereas system level security employs MOSES(Mobile security

processing system).

5.1 PROACTIVE APPROACH

The exponential growth of messaging in both home and enterprise

environments has made it a potent vector for the spread of malicious code .Social

engineering techniques are very effective in spreading malware in these networks

since infected messages appear to come from addresses in personal contact lists,

address and phone books. The problem is compounded further by the increasing

convergence of various messaging platforms. For example, users can now send IM

messages from mobile phones, and SMS messages to mobile phones via SMS

gateways on the Internet. Given the extremely large number of messages in public

IM and SMS networks, the potential for damage from rapidly propagating malicious

software is very high in messaging networks. Thishas not escaped the attention of

malicious code writers. Accordingn to , self-propagating worms represented 91% of

malicious code in large public IM networks in the second half of 2005—a number

that has been steadily rising. Similarly, there are now a growing number of malicious

codes written for mobile handsets that exploit SMS/MMS to proliferate .It is clear

that if a response can be taken in the early stages of an epidemic in these networks,

the spread can be limited to a small number of clients. Therefore, developing

proactive security frameworks in mobile messaging networks is an important area of

research. However, most mobile network operators and messaging providers have

not implemented proactive security for the following reasons.

A key aspect of proactive security is to take steps before a client is compromised

or at the earliest indication of a virus or worm activating the network. Therefore,

finding vulnerable clients to a given malicious software is a key first step to any

proactive security strategy. Note that this step must be entirely automated or the

window of opportunity will be lost. Given the large number and distributed nature of

messaging networks, it is not possible to place monitors everywhere in such networks.

However, the messaging server—the Short Messaging Service Center (SMSC) in case

of SMS/MMS messages, and the IM server—provides a natural way to identify such

clients as we explain later. One may argue that the time window between detection

and proactive containment can be very small and no proactive action can stop a fastspreading malicious code. For example, it is theoretically possible to have

“FlashWorms” that can infect most of the vulnerable hosts of an enterprise within

seconds. While such attacks are possible, there has been a noticeable decrease in

malicious While such attacks are possible, there has been a noticeable decrease in

malicious agents that spread very fast via random scanning and simply clog corporate

networks. However, there has been a steady increase in stealthy Trojans, and

malicious agents that install adware and spam relays, exploit enterprise applications

such as database servers, and host malicious websites. For example, Win32.Opanki.d

arrives as a link via the AOL IM network and when executed, it opens a backdoor via

an IRC channel. For these emerging threats, discovering group associations with an

already-infected or suspected client in near real time will lead to better proactive

containment.

Finally, any proactive response must address the potential loss of service

and delays in the messaging network due to preemptive shutdown or policing of

clients. Since it is common for anomaly detection systems to generate many false

positives, a straightforward quarantine of clients based on alerts may result in

unacceptable levels of message loss and delay. Therefore, one must design proactive

strategies that increase the level of countermeasure with increasing alert correlation.

In this section, we explain the basic rate-limiting and quarantine mechanisms

that serve as the building blocks of our proactive response framework. While scan

detection-based methods, protect an enterprise from incoming infections, rate-liming

and quarantine seek to contain outbound infected messages. These methods can be

applied on both individual as well as a group of clients. When these are applied on a

group of clients as in the case of proactive defense, the first step is to obtain a list of

vulnerable clients most relevant to the generated alerts. We assume that this list can

be obtained on-demand via the behavior clustering algorithm

5.1.1 RATELIMITING

The rate-limiting (also known as “virus throttling” is a general class of response

techniques that seek to limit the spread of a worm or virus once it is detected on a

host. For example, it has been applied to contain IM worms in .It is based on the

observation that normal or acceptable behavior of many Internet protocols such as

TCP/IP, email and IM differs significantly from the corresponding worm-like

behavior. Most users of email, SMS and IM interact with a slowly-varying subset of

other users as compared to malicious codes that attempt to send messages to all

contacts in a victim’s address book or buddy list. The original virus throttling

algorithm proposed by Williamson limits the rate of outgoing connections to new

machines that a host is able to make in a given time interval. Figure 4 explains the

basic ratelimiting mechanism. A working set of specified length (n = 4 in Figure 4) is

maintained for each user that keeps track of n recent addresses that the user has

interacted with. When the user attempts to send a message to a new contact, the

recipient’s address (“h” in Figure 5.1) is compared with those in the working set. If

the address is in the working set, the message is allowed to pass through. Otherwise,

the message is placed on a delay queue for sending at a later time. At periodic

intervals, the delay queue messages are processed as follows: the destination address

of the message at the head of the queue is added to the working set replacing the

oldest address in the working set (using a least-recently used or LRU algorithm).

Then, all messages in the delay queue destined for the newly-admitted address are

removed from the queue and sent to the recipient address. When the length of the

delay queue exceeds a pre-determined threshold, all new contact attempts from the

client can be blocked, e.g., by reducing the size of the working set to zero, and the

user may be asked to validate the messages in the queue. The rate-limiting mechanism

is implemented at the server since it initiates or processes all requests made by the

clients. Further, when implemented at the server, users are not able to modify the ratelimitingconfiguration parameters. Therefore, rate-limiting can be implemented easily

for email, IM, SMS and centralized P2P file-sharing (e.g., Napster). The most

important advantage of ratelimiting is its ability to enforce containment in a gentle

manner, as opposed to quarantine which results in complete shut-down of the client.

Therefore, rate-limiting mechanisms are generally preferred by enterprise networks

over quarantine. We should note that several variants of rate-limiting have been

proposed to date. Recently, Wong et al. have presented an excellent empirical study

of these schemes as well as a new DNS-based rate-limiting algorithm for general
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                                                Fig. 5.1 Virus Throttling Algorithm

5.1.2 QUARANTINE

In contrast with rate-limiting, quarantine-based systems prevent a suspicious or

infected client from sending or receiving messages. This can be implemented at the

messaging server so that any connection attempt by the user on an infected client is

refused. Recent industry initiatives such as Network Admission Control (NAC) [15]

and Network VirusWall [16] are intended to enforce established security policies to

endpoint devices as they enter a protected network. The Cisco NAC allows non-
compliant devices to be denied access and placed in a quarantined local network, or

given restricted access to resources. However, such systems are in very early stages

of development for SMS/MMS networks. In our implementation of quarantine, we

simply reduce the size of the working set to zero in the rate-limiting module on a

client and let the delay queue grow without triggering any new malicious software

alert. This is enforced after an alert has already been issued from the client and a

malicious activity has been detected. This effectively quarantines the client from

sending any more messages. Next,we propose a proactive group behavior containment

(PGBC) algorithm that combines the basic rate-limiting and quarantine mechanisms

described above with behavior clusters to develop a proactive response scheme at the

messaging server.
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                                      Figure 5.2: Proactive rate-limiting and quarantine for a behavior Cluster

Figure 5.2 presents the steps of the PGBC algorithm as implemented in the server.

When an anomaly is detected at a client i, e.g., by monitoring its delay queue length

(or via a malware detection agent running at the server), the algorithm increments a

client alert level (i) by a value ki that depends on the severity of the alert. The

PGBC algorithm suppresses alerts for a period of delay seconds before allowing a

single alert ki for client i in the algorithm. The purpose of the hold-off counter, delay,

is similar to the backoff counter described in [17]: it prevents a single client that

triggers a stream of alerts from forcing the entire messaging network to enter into a

proactive defense mode. When the alert level on a client violates a pre-determined

threshold value (i.e., ki is reached), the server activates a rate-limiting for messages

sent by the client, i.e., the size of its working set is reduced and outgoing messages

from the client are queued at the server. A separate process decrements the alert level

at every time step until it reaches zero, at which point, the rate-limiting is stopped for

messages sent by the client. The messaging server generates behavior clusters at

periodic intervals from the messages exchanged among the clients, using the

clustering algorithm described in Section 3. Whenever an alert level ki is generated

for a client, the algorithm updates the total alert level of the corresponding

behavior cluster. When the behavior cluster alert level reaches a threshold value (th),

the server activates a rate-limiting on the most vulnerable clients of the behavior

cluster, namely, the nodes that have exchanged messages with the infected client. This

list is computed via a set intersection of the client in the behavior cluster and the

working sets of the infected client at current and previous time steps. This step of the

algorithm also enforces a quarantine of all messages from the infected client (i.e., it is

no longer rate-limited but is blocked from messaging). A separate process decrements

a backoff timer (tb) from the value of T assigned at the beginning of the group defense

mode, and transitions the behavior cluster from the proactive defense mode back to

the normal mode when either (i) there are no more alert messagesor (ii) tb becomes 0.

Note that PGBC gradually slows down outgoing messages from a group of clients and

brings them back to the normal mode when no alerts are received for a period of time.

This is in contrast with the traditional detect-and-block schemes that cause sudden

message loss and delay in the network.

5.2 MOBILE SECURITY PROCESSING SYSTEM

Mobile Security Processing System (MOSES) is a programmable security processor

platform, to enable secure data and multi-media communications in next-generation

wireless handsets . MOSES (MObile SEcurity Processing System) – a security

processing architecture that provides for secure (tamper resistant) and efficient (high

performance, low power) execution of security processing functions. MOSES was

developed to meet the security challenges in emerging mobile appliances, including

3G/4G mobile phones and PDAs. From a hardware perspective, it comprises three key

components – a Security Processing Engine (SPE), a hierarchical secure memory subsystem,and a security-enhancedcommunication architecture. The SPE is domainspecific programmable processoron which security computations are performed once they are offloaded from one ofthe host ARMprocessors onto MOSES. The SPE consists of a 32-bit, 5-stagepipelined RISC core along with a tightly-coupled co-processor that implementscustom instructions that can be used to accelerate a wide range of cryptographicalgorithms, including symmetric encryption (DES, 3DES, AES, RC4, etc.), hashing(MD5, SHA-1), and public-key algorithms (RSA, Diffie- Hellman, DSA, EllipticCurve, etc.). Some custom instructions are dedicated (i.e., used for a specificcryptographic algorithm), while others are shared across multiple algorithms. A

programmable processing engine can execute not only core cryptographic algorithms,

but also additional functions such as protocol primitives or key management, leading

to higher offloading efficiency (lower workload for the host processors) when

compared to simple hardware accelerators. The SPE contains a small amount of onchip

scratchpad memory which includes a non-volatile ROM for the bootloader,

device keys, and instruction and data RAMs for cryptographic firmware and critical

data, respectively. Portions of off-chip SDRAM and FlashROM are reserved for the

SPE and guarded by a security-enhanced communication architecture, which monitors

communication traffic on the system bus and ensures that only the SPE is allowed to

access the reserved areas. Off-chip non-volatile data storage secured by encryption

and hashing is also available to the SPE.

5.2.1 SW Architecture

The software architecture for MOSES was designed using a layered philosophy, much

like the layering used in the design of network protocols. At the top level, the SW

architecture provides a generic interface (API) using which security protocols and

applications can be ported to the platform. This API consists of security primitives

such as key generation, encryption, or decryption of a block of data using a specific

public- or private-key cryptographic algorithm (e.g. RSA, ECC, DES, 3DES, AES,

etc.). The security primitives are implemented on top of a layer of complex

mathematical operations such as modular exponentiation, prime number

generation,Miller-Rabin primality testing etc.. These complex operations are in turn

decomposed into basic mathematical operations, including bit-level operations

(typically used in private-key algorithms) and multi-precision operations on large

integers (typically used in public-key algorithms). The use of such a layered SW

approach has several advantages. The design of each SW layer can proceed

concurrently, leading to drastic reductions in design times. Custom instructions can be

developed for the basic operations layer without waiting for the SW implementation

of higher layers to become available. The most important advantage, however, lies in

the ability of the layered SW architecture to enable the use of design methodologies

for co-designing the hardware and software constituents of MOSES .

5.2.2 HW Platform Architecture

The hardware platform is based on the Xtensa configurable and extensible processor

from Tensilica, Inc. Security processing enhancements small granularity computations

identified during design space exploration of a cryptographic algorithm, the

instruction set of the processor is extended through the addition of custom instructions

that speed up their operation. The added instructions are executed by custom

hardware, which is tightly integrated into the processor execution pipeline. However,

based on the specified area and performance constraints for the processor core, more

coarsegrained cryptographic functions may be mapped to custom hardware outside

the basic processor core. The custom hardware is added in some cases as a co

processor that interfaces to the Xtensa’s single-cycle cache interface. In other cases,

where high-performance communication with the processor core is not required.
6. THREATS OF MOBILE PHONE VIRUS

Virus might access and/or delete all of the contact information and calendar entries in

your phone. It might send an infected MMS message to every number in your phone

book -- and MMS messages typically cost money to send, so you're actually paying to

send a virus to all of your friends, family members and business associates. On the

worst-case-scenario end, it might delete or lock up certain phone applications or crash

your phone completely so it's useless

The top three areas of concern for mobile users are receiving inappropriate content,

fraudulent increases in phone bills and loss of important information stored on the

handset, according to McAfee.

Regular users of the mobile internet are considerably more concerned about security

than those who never use their handsets for browsing, the survey found. Likewise,

users of mobile services -- such as banking and mobile ticketing -- displayed raised

levels of concern over security. If a virus spreads across a network and then every

phone on the network starts sending SMSs to everyone else, you can imagine what

that will do to the operators' network, and then there are the costs associated with that.

It could create congestion.

So far it has not been easy for mobile viruses to propagate themselves across the

network, and as soon as someone figures out how to do that, we'll have our first

serious upset.

7. CONCLUSION

Adequate security will be critical to enabling growth in a wide range of wireless

applications and services. However, there are several challenges unique to wireless

devices and their environment, which need to be addressed.In addition to new security

protocols optimized for the wireless environment, new system architectures and

system design methodologies will be required to address many of these challenges,

including the wireless security processing gap defined in this paper. Security

considerations will become an integral part of system design for wireless handsets,

rather than being addressed as an afterthought. The best way to protect yourself from

cell-phone viruses is the same way you protect yourself from computer viruses: Never

open anything if you don't know what it is, haven't requested it or have any suspicions

whatsoever that it's not what it claims to be. That said, even the most cautious person

can still end up with an infected phone. Here are some steps you can take to decrease

your chances of installing a virus:

Turn off Bluetooth discoverable mode. Set your phone to "hidden" so

other phones can't detect it and send it the virus. You can do this on the

Bluetooth options screen.

Check security updates to learn about filenames you should keep an eye

out for. It's not fool-proof -- the Commwarrior program generates random

names for the infected files it sends out, so users can't be warned not to

open specific filenames -- but many viruses can be easily identified by

the filenames they carry. Security sites with detailed virus information

include:
               F-Secure
McAfee

Symantec

SInstall some type of security software on your phone. Numerous companies

are developing security software for cell phones, some for free download, some for

user purchase and some intended for cell-phone service providers. The software

may simply detect and then remove the virus once it's received and installed, or it

may protect your phone from getting certain viruses in the first place. Symbian has

developed an anti-virus version of its operating system that only allows the phone's

Bluetooth connection to accept secure files.

Although some in the cell-phone industry think the potential problem is overstated,

most experts agree that cell-phone viruses are on the brink of their destructive power.

Installing a "security patch" that ends up turning your phone into a useless piece of

plastic is definitely something to be concerned about, but it could still get worse.

Future possibilities include viruses that bug phones -- so someone can see every

number you call and listen to your conversations -- and viruses that steal financial

information, which would be a serious issue if smartphones end up being used as

payment devices Ultimately, more connectivity means more exposure to viruses and

faster spreading of infection. As smartphones become more common and more

complex, so will the viruses that target them.
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