The Challenges of Cloud Computing
ABSTRACT
The word ‘cloud’ has become the hottest buzz word these days. Everything has started moving towards cloud and we could feel that ‘Cloud Computing’ as a revolutionary concept that is going to bring us to Internet ubiquity. At the same time there are also barriers to it. This paper discusses about various cloud computing challenges, security challenges for cloud & security benefits of cloud.
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Introduction
Cloud Computing delivers information or services to customers who pay for what they use.  The customer can be an external person or company who is paying for a service or information or an internal customer, such as the application proprietor who is using services that another division within the same company is offering, and who is being charged for consumption.

There are two different types of clouds – Public cloud and Private cloud. In public cloud the information and services provided to the customer are from external sources and in private cloud customer gets the information from internal sources.  With the public cloud, the customer does not own any storage or server and also no capital expenditure; the customers merely pay money for what they need on demand. With the private cloud, the customer is an internal customer so the company spends capital to either provide services and data internally, or spends capital to provide the servers, storage, networking, and applications for an external customer.

With Cloud Computing consumers and businesses can use applications without it being installed and they also can access their files at computer provided there is an internet access. This technology centralizes storage, memory bandwidth and processing and hence is an efficient computing methodology. This cloud computing is broadly classified into three: Application, Platform & Infrastructure.

Cloud computing is a new way of doing business that takes advantage of building efficiencies into the system that can scale out to provide services for multiple companies.   

Cloud Computing Challenges 
Below are the few challenges that cloud computing currently faces when deployed on a large enterprise scale.
· Self recovery on failure – When there is an application failure or network failure or data storage failure, the service provider should make sure that there will always be a backup running without major delays so that making the resource switch appear seamless to the user.

· Driven by Service Level Agreements– In cloud several instances of one application needs to be replicated on multiple servers if there is a demand and this is managed by service level agreements. So based on priorities, the lower level applications can be shut down or run at low priority/background, which is a challenge.
· Multi-tenancy – With the cloud what will actually happen is multiple clients can be allowed to use the same hardware at the same time; but the client will not knowing about it and hence there is a possibility of  causing conflicts of interest among customers.

· Service-oriented - Cloud permits one client to use numerous applications which could also be a challenge in terms of service on storage, information, license etc

· Virtualized - Applications are not hardware specific; various programs may run on one machine using virtualization or many machines may run one program.

· Linearly scalable - Cloud should handle an increase in data processing linearly; if "n" times more users need a resource, the time to complete the request with "n" more resources should be roughly the same.

· Data management - Distribution, partitioning, security and synchronization of data is not that easy
Security Challenges

If you trust a cloud provider with your data, how is encryption handled, if at all? What about user authentication? What about data breach liability?

One of the major cloud security issues is encryption. If data is processed in the cloud it needs to be decrypted, while some providers don't even offer encryption. And if encryption is used, key management becomes a big issue. Also, the role of network security decreases when moving into the cloud, making user-based controls more critical. Another key area to focus on is Single Sign-on mechanism. 
Man-in-the-middle attacks and Trojans will pose problems in cloud computing, making it important that organizations understand their strong authentication options with a cloud provider and if a company uses two-factor authentication, there's the question of how that transfers to the cloud. 

Another focus for cloud computing services should be authorization -- what users can do in the cloud. Not all providers support that role-based access control.

Also the fact that different cloud providers have different ways to store data, so creating a distributed cloud implies more challenges to be solved between vendors.
Data Security

Security refers to confidentiality, integrity and availability, which pose major issues for cloud vendors. Confidentiality refers to who stores the encryption keys - data from company A, stored in an encrypted format at company B must be kept secure from employees of B; thus, the client company should own the encryption keys.

Integrity refers to the face that no common policies exist for approved data exchanges; the industry has various protocols used to push different software images or jobs. One way to maintain data security on the client side is the use of thin clients that run with as few resources as possible and do not store any user data, so passwords cannot be stolen. The concept seems to be impervious to attacks based on capturing this data. 
Lastly, the most problematic issue is availability, as several companies using cloud computing have already experienced downtime. 
Other things to keep in mind are contract policies between clients and vendors, so that data belongs only to the client at all times, preventing third parties to be involved at any point. Also, authentication should be backed by several methods like password plus flash card, or password plus finger print, or some combination of external hardware and password. One benefit of cloud computing is that client software security does not need to be enforced as strictly as before. This aspect concerns the view of cloud computing as software as a service, as it becomes more important to ensure security of data transfer rather than a traditional secure application life cycle. 

Cloud Computing Security Issues

There are seven identified issues that need to be addressed while switching to Cloud computing model.
· Privileged user access - information transmitted from the client through the Internet poses a certain degree of risk, because of issues of data ownership; enterprises should spend time getting to know their providers and their regulations as much as possible before assigning some trivial applications first to test the water

· Regulatory compliance - clients are accountable for the security of their solution, as they can choose between providers that allow to be audited by 3rd party organizations that check levels of security and providers that don't

· Data location - depending on contracts, some clients might never know what country or what jurisdiction their data is located

· Data segregation - encrypted information from multiple companies may be stored on the same hard disk, so a mechanism to separate data should be deployed by the provider.

· Recovery - every provider should have a disaster recovery protocol to protect user data

· Investigative support - if a client suspects faulty activity from the provider, it may not have many legal ways pursue an investigation

· Long-term viability - refers to the ability to retract a contract and all data if the current provider is bought out by another firm

Given that not all of the above need to be improved depending on the application at hand, it is still paramount that consensus is reached on the issues regarding standardization.

Security Benefits

There are definitely plenty of concerns regarding the inability to trust cloud computing due to its security issues. However, cloud computing comes with several benefits that address data security. 
The following sections looks into addressing concepts such as centralized data, incident response or logging.

Centralized Data refers to the approach of placing all eggs in one basket. It might be dangerous to think that if the cloud goes down, so does the service they provide, but at the same time, it is easier to monitor. Storing data in the cloud voids many issues related to losing laptops or flash drives, which has been the most common way of loosing data for large enterprises or government organizations. The laptop would only store a small cache to interface with the thin client, but the authentication is done through the network, in the cloud. In addition to this, when a laptop is known to be stolen, administrators can block its attempted access based on its identifier or MAC address. Moreover, it is easier and cheaper to store data encrypted in the cloud that to perform disk encryption on every piece of hardware or backup tape.

Incident Response refers to the ability to procure a resource such as a database server or supercomputing power or use a testing environment whenever needed. This bypasses the supplemental red tape associated with traditional requesting of resources within the corporate world. Also, if a server is down for re-imaging or disk clean-up, the client may easily create similar instances of their environment on other machines, improving the acquisition time. From a security standpoint, cloud providers already provide algorithms for generating hashes or checksums whenever a file is stored in the cloud, which bypasses the local/client need for encrypting. This does not imply that clients should not encrypt the data before sending it, but merely that the service is already in place for them.

Password Assurance Testing is a service that can be used to harness the computational power of the cloud in attempts to break into a company's system by guessing passwords. This approach minimizes resources and time spent on the client side. Logging benefits come from the idea that the client need not worry about storage space for log files and enjoys a faster way of searching through them. Moreover, it allows for a convenient way to observe which user accessed certain resources at any given time.

Improvement of Secure Software refers to several aspects in the development lifecycle of a product. Initially, a company that is thinking of placing their application in the cloud knows that the cost of running the application are directly proportional with the number of processing cycles, thus creating an incentive for an optimal implementation. Secondly, it becomes easier to monitor the effects of various security policies implemented in the software, without the overhead of traditional switching environments from development to production or to testing. Creating a new environment simply means creating a clone of the extant one. Thirdly, software run behind an architecture that is build for secure transactions at a physical, data link, network and transport layer, making it easier to design the application without the outspoken need of a security software engineer. Moreover, some cloud providers may use code scanning to detect vulnerabilities in the application code.
Conclusion
Cloud computing is still struggling in its infancy, with positive and negative comments made on its possible implementation for a large-sized enterprise. IT technicians are spearheading the challenge, while academia is bit slower to react. Several groups have recently been formed, such as the Cloud Security Alliance or the Open Cloud Consortium, with the goal of exploring the possibilities offered by cloud computing and to establish a common language among different providers. In this boiling pot, cloud computing is facing several issues in gaining recognition for its merits. Its security deficiencies and benefits need to be carefully weighed before making a decision to implement it. However, the future looks less cloudy as far as more people being attracted by the topic and pursuing research to improve on its drawbacks.
























































































