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                                           Network Security  
ABSTRACT:

      Unauthorized system access and theft of data has become a national epidemic due to lax password-only security. The simplest and most common form of authentication (the process of verifying the identity of an individual) used in IT today is user login name and password. there is no guarantee that the user of the password is the owner of the password. With the growing reliance on information systems within the global economy, it has become necessary to protect the availability, integrity, and confidentiality of information. Password secrecy is now, more than ever, subject to the frailties of human nature. User techniques for avoiding password security obviously negate the intent and purpose of the password. Instead of entering a username and password into their login screens, 
users type in their user name, push the token button (and possibly a PIN code for extra security), and enter the pass code that the token displays. It’s simple, fast and painless. Once a pass code is used, it can't be used to log in again

INTRODUCTION:

      Many IT companies have asked Clareity to research online system access control and data protection methods in order to come up with security solutions that are more reliable than the current username password mechanism. Unauthorized system access and theft of data has become a national epidemic due to lax password-only security.Over the past two years, Clareity has performed significant research on data protection and user authentication (system access control). 
The Current Security Issue:
The simplest and most common form of authentication (the process of verifying the identity of an individual) used in IT today is user login name and password. However, there is a fundamental flaw with this method of authentication: there is no guarantee that the user of the password is the owner of the password.

According to a poll conducted by the Human Firewall Council (now known as the “Information Systems Security Association”):

52% of office workers polled would download company information if asked to bya friend

42% would tell a friend their password

64% already gave their password to a colleague

2 out of 3 gave their company password to the pollster! 

A separate survey conducted in April 2004 by the organizers of the Infosecurity Europe conference found 71% of office workers were willing to part with their password for a chocolate bar. (Yes, a chocolate bar.) Some 37% of the workers in that survey immediately gave their password to the pollster, and prompting questions raised that number substantially. There is no reason to believe that the real estate industry protects its passwords any better.

With the growing reliance on information systems within the global economy, it has become necessary to protect the availability, integrity, and confidentiality of information.

Several types of protection -- such as automatic teller machine (ATM) PINs – have already been integrated into our society and become part of our everyday lives. The military, banking, health-care, and electronic-commerce industries have pioneered this protection effort and have set a precedent for other industries now implementing information systems. As the surface transportation industry enters the information era through the development and deployment of ITS, there is a growing need to apply appropriate information security policies and practices. the ITS user services encompass such a wide range of information (e.g., traffic control, safety, financial, personal), they become susceptible to various intentional or accidental threats. The potential impacts of such threats lead to significant concerns regarding public safety and emergency-response effectiveness, corruption of financial transactions, violations of citizen privacy, and the loss of credibility.

"We have ... stiff fines for sharing user names and passwords. That does not mean we can now sit back and not police it ... You can't be weak on your enforcement if you want to control the data and keep it from falling into the wrong

hands."

“Most of us are blissfully, and in most respects, willfully, unaware of what is

happening to the data. We jump all over any cases of misuse or piracy that come to our attention, but I believe what we don’t know is where the true threat to our rights of ownership will be found.

Password secrecy is now, more than ever, subject to the frailties of human nature:

Forgetting passwords

Writing passwords down

Sharing passwords

Using a common password for all their accesses

Stolen passwords

User techniques for avoiding password security obviously negate the intent and purpose of the password

Technical Security Services:
First, there are several technical security services. These services are provided bycommercially available security mechanisms that can be integrated into computer and communications systems. These services can (and usually should) be transparent to users; however, users should be aware that security services are actually being provided.The most commonly used technical security services are described below.

Confidentiality   helps restrict sensitive

information from disclosure. Confidentiality applies to both information storage and transmission.’
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Authentication  verifies one’s identity or membership in a group
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.

Data integrity  ensures that information

not modified while stored or transmitted

except by authorized users.

A common confidentiality mechanism is encryption. If the names, social security numbers, and credit ratings that the Carport County couple accessed had been encrypted, they would not have been able to understand, let alone steal, the

An ATM user, for example, must have an ATM card and enter a password known as a PIN. While a common word

used as a password can be easily guessed, a more complex phrase or a personal characteristic (e.g., a finger print) may be more difficult to break or “fake.” Stronger authentication, for example, would have prevented the teenage hackers from breaking into the traffic management system.

Automated methods like digital signatures, cryptographic checksums, and automated range checks (e.g., month not equal to 13) can be used to indicate whether any information has changed during storage or transmission.
Without appropriate data integrity features on E911 transmissions, an emergency message indicating an accident could be modified and lead response crews to the wrong

Location
.

Non-repudiation prohibits the sender or

receiver of a transaction from subsequently
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.

Access control  regu a specific resource (e.g Computer Facility lates who can accessinformation, applications,systems, or networks) and what they can do with that resource (e.g., read, write, execute).

Accountability attributes actions to theusers who perform them.
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Availability ensures that expected resources are available for their intended use and perform as expected.

[image: image5.emf][image: image6.emf][image: image7.emf]
A dishonest businessman who receives a customer paymentdenying the action. may deny receiving it on time and subsequently charge a late fee. However, a payment receipt or a canceled check can easily counter this claim. In automated systems, activity logs, electronic acknowledgments, and digital signatures are often used to provide this service. Most emergency management systems record E911 calls in an effort to counter any accusations that staff did not respond -- or did not respond appropriately -- to the calls received.

The concept of least privilege (an important aspect of access control) provides users only those access privileges that they need to perform their functions -- and nothing more. If the

Redmont County clerk’s access privileges had limited her to only the DMV’s files and programs, she would not have been able to access the toll-tag data.

Information systems often use an audit mechanism to log users’ activities (e.g., login, program execution) and the

information-system resources that they used (e.g., processing time, computer memory). Audit analysis tools are then used to check for unusual or unauthorized activities, to summarize

resource usage for planning and chargeback purposes, and to reconstruct events. Audits of the traffic management system used to control the electronic-message signs might have revealed an unusually large number of failed login attempts. Audit entries of this type

often indicate that an unauthorized user may be trying to access the system. Such activity would have alerted the system

administrator that the system was being compromised,

In information systems, availability applies to all system resources (e.g., data, software, printers, networks). Availability is often ensured by using redundant systems and

communications pathways (e.g., a backup computer system that can be used if the main computer becomes inoperable) and system or process designs that address various conditions of operation. A manual override capability for the Slobovian computer might have halted the continuous submission of system requests to the main computer and prevented the shutdown of trains. Alternatively, a system design that separates the call-receiving functions from the dispatching functions might have prevented the EMS’s unavailability.

.

Non-technical Security Services:
There are three major “non-technical security services” that are required to support the technical security services implemented on information systems.

Administrative Security recognizes the

need for managing information security

throughout the organization. This includes establishment and operation of the proper administrative organizations and positions. It also includes obtaining and managing the personnel and other resources required to manage and protect

the organization’s information resources.
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Personnel Security assures that

employees, both local and remote to the

information systems that they access, can betrusted in ways appropriate to their responsibilities.

[image: image9.emf]
Physical Security  is concerned with

protecting the organization’s personnel

as well as its buildings, offices,

equipment, and products from harm,

destruction, and unauthorized access.
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The organization must establish, enforce, and review its security policies and procedures. During this process, emphasis should be placed on personnel security training, importing and exporting information to and from other organizations, handling security violations (e.g., suspending or prosecuting violators), and strategic planning of the organization’s information security needs. The strategic plan must be reviewed and updated as the organization’s functions and development objectives change.
Administrative security also includes requiring and assuring that “everyday” operations are completed in compliance with the organization’s security policies. Everyday operations include, but are not limited to, assigning, changing and removing user IDs, passwords and network addresses, and making backup

copies of the organization’s data and software.

Some staff, for example, may require pre-employment screenings and special clearances to use the information related to their positions; all employees may require special identification badges to access specific off-ices, vehicles, or computers. If the Redmont County clerk’s identification badge had indicated that she was not allowed to access the DMV’s Expressway Management computer facility, she might have been prevented from masquerading as a legitimate Expressway user.
Personnel security also encompasses training personnel (e.g., specific duties, emergency operations, cross training among staff, and security awareness). Perhaps more detailed training in the

operation of the Slobovian traffic control system could have better assured the absence of small objects, including paper clips, from the computer workspace.

Safes can protect sensitive information (e.g., trade secrets, marketing strategies) from fire and flood damage as well as from access by those not authorized to see it. Door locks and alarms can protect employees and equipment from trespassers and potential burglars. Air conditioning and heating systems can provide the proper operating environment for the computer equipment as well as the personnel who operate it.

Physical security also includes developing, testing, and executing the plans and procedures for recovering from disasters -- geographic, weather-related, or political -- to which the organization’s personnel and assets may be exposed.

Information Security Program:
An information security program ties together all of the technical and non-technical components. Keep in mind that there are various methods for implementing a security program. Private companies may have their own versions and individual government agencies may have their own as well. The key point is to develop and follow a wellconceived, thorough security program that is appropriate for a particular environment and its associated threats. An information security program can be viewed as a set of fundamental information security activities. These are activities that involve the technical and non-technical security services and that are applied to the system throughout its life-cycle. Regardless of the specific information security program developed, there are a few key points to first consider:

Designate a central point of contact (an individual or team) for the information

security program

Obtain “buy-in” (i.e., acceptance, concurrence) from the major players such as

acquisition managers, development teams, end-users, and other stake-holders

Focus on the entire system, not just database security or physical security

The model described below presents a framework that can be modified as needed to fit

the individual program office needs. It consists of six information security activities:

> Strategic Security Planning

> Security Policy Analysis & Definition

> Secure Solutions Integration

> Security Awareness, Education & Training

> Security Management

> Security Assessment & Security Awareness

Education & Training Testing
Strategic Security Planning  occurs in

the early stages of concept formulation and parallels other system engineering efforts. The purpose is to ensure that security is addressed in a systematic approach and is consistent with the

NIST Special Publication 800-4 provides guidance on incorporating information security requirements during the acquisition phase. Although this document is directed towards Federal information systems, it can be used as a guide for non-federal information systems (e.g., state-operated traffic management systems, private

ITS information service providers). objectives andmission on the ITS

organization.One of the major planning activities involves conducting an

initial risk analysis. The analysis is used to determine potential threats and the initial security requirements as

well as the costs/benefits of any required security Imechanisms. 
Security Policy Analysis and Definitions identify the rules to ensurethat the security objectives (i.e.,

confidentiality, integrity, and availability) are met. Specifically, security policies identify the conditions

under which data access, storage, and

transmission will operate.

Secure Solutions Integration  requires

applying the appropriate combination of

technical and non-technical security services to the system for a cost-effective, robust yet user-friendly, and effective interoperable

solution (i.e., design). That is, the “whole is greater than the sum of its parts.”

NIST Special Publication 800-4 provides guidance on incorporating information security requirements during the acquisition phase. Although this document is directed towards Federal information systems, it can be used as a guide for non-federal information systems (e.g., state-operated traffic management systems, private ITS information service providers).

One of the major planning activities involves conducting an initial risk analysis. The analysis is used to determine potential threats and the initial security requirements as well as the costs/benefits of any required security mechanisms.

Security policies must take into account applicable legislative,

regulatory, ethical, and organizational requirements (e.g.,

OMB A-130, Public Law 100-235, and the Privacy Act of

1974).

ITS will be implemented by state and local governments as well as by privately owned companies, and policy will most likely be derived from state, local or private Information Resources Management (IRM) plans or similar plans. Specific security requirements are then derived from the higher-level policy statements. The details of implementing

security requirements are considered in the next activity.

A tenable business case must be made for any engineered solutions -- including those for security. A secure solution

takes into account new and legacy systems, existing and missing infrastructures, secure and non-secure products and protocols, consumer expectations, as well as the costs and

benefits of these factors.

Such a comprehensive solution could require using identical authentication mechanisms and procedures at computer facilities;using compatible cryptographic technologies for the various service payment schemes; and installing firewalls that support authentication schemes already in use with ITS systems.
Security Awareness, Education &

Training   is a process for informing users of threats to the systems, the measures to protect the systems from those threats, and the proper security procedures for implementing and maintaining the protection measures.

Security Management can be viewed as

an extension of the previous education and training activity. It is a continual

administrative security activity that

incorporates procedural and technical security features. Management

procedures should be reviewed periodically and updated as needed.

By doing so, system security is maintained should a contingency arise.

Security Assessment and Testing  are

performed in the later stages of system

development or system operation, or after any system modification, upgrade, or change in connectivity. As new technologies are incorporated into ITS, education antraining will be necessary for maintaining the security posture

of the system. This activity will ensure that users andadministrators are aware of the importance of protectingsystem data and resources. Likewise, a complete security training program (e.g., seminars, announcements, demos,

pamphlets} will ensure that employees are trained in the use of security tools and products. It will also ensure that they

are aware of security policies and procedures. A well-engineered security solution is only as good as its design and the individuals operating and maintaining it.

The most advanced security tools and technologies are only as effective as the ways in which they are managed. If simple security mechanisms (e.g., user accounts) are not properly managed, even the most sophisticated authentication technique may offer little or no protection.

Some appropriate security management responsibilities for ITS subsystems may include: operating system security, software and hardware configuration management, data and software integrity verification, audit log inspection, periodic risk assessments, and contingency plan and procedure
development.

These activities entail assessments of the system security posture and range from high-level paper analysis to specific penetration tests of varying degrees of aggression. The results of assessments and testing provide system administrators and managers with a “security health diagnosis” of the system, Assessments are good indicators asto how well security procedures are being followed. Alternatively, testing provides direct feedback on the technical security mechanisms employed. Independent auditors, analysis teams, and test agents are typically used to
assess a system and thus provide unbiased test results. The tools used in the testing process can include both public and propriety programs. Furthermore, in-house testing can be

used in conjunction with independent testing to validate riskssessment conclusions.

Strong Authentication Solves the Password Problem:
There are three factors of authentication: 1) something you know, for example, a

password; 2) something you have, for example, a smart card or other token; and 3)something unique about you, such as a fingerprint.

That third item, “something about you,” is commonly referred to as “biometrics.”

Biometrics eliminates the problems associated with password management by measuring human characteristics such as voiceprint, fingerprint, iris pattern, and facialcontours, which are virtually impossible to duplicate and cannot be lost like traditional passwords. While biometrics can be a very powerful tool, Clareity does not recommend it because of the high implementation and support costs, especially in our industry’s distributed and mobile work environment. Therefore,

Clareity focused its strong authentication research on combining “something you have” with “something you know.”

A common example of this type of strong authentication is your ATM or bank card. Such cards are called ‘tokens’ in IT security parlance. Tokens require something you have (your card), and something you know (your PIN). You wouldn't want your bank to allow access to your account with just one of these factors - the risks are far too great. Yet in the real estate industry, sensitive data can be accessed with just one factor - a weak, memorized password! Strong authentication eliminates password risks by providing multi-factor authentication. Best of all, strong authentication is not new behavior for humans, as we can all relate to the ATM card example. “Something you have” can take several forms, but is generally classified as follows:

A physical smart card or USB token

A ‘digital certificate’ / software token

The best form of these tokens generates a dynamic, one-time pass code that the user enters to access the system. Most of the vulnerabilities of memorized passwords (sniffing, guessing, hacking, sharing etc.) are eliminated if the user requires a different password each time they log into the system, as any pass code obtained or given to a non-member user would be outdated as soon as it was used.

Instead of entering a username and password into their login screens, users type in their user name, push the token button (and possibly a PIN code for extra security), and enter the pass code that the token displays. It’s simple, fast and painless. Once a pass code is used, it can't be used to log in again.

There are hundreds of companies offering various types of strong authentication products today. Clareity spent significant time researching and identifying which company could provide the right solution for the real estate industry.

Secure Computing’s SafeWord PremierAccess solution provides many authentication options, including passcode-generating tokens, digital certificates, smart cards, biometrics, and text-messages to wireless devices such as cell phones, pagers and Palm Pilots. An MLS can mix and match any or all of these solutions to offer the best, most flexible solution for all of its members.

Some of the forms of Secure Computing’s SafeWord PremierAccess Tokens

Silver 2000

Gold 3000

MobilePass

(For cell phone / Palm Pilot)

Smartcard Platinum

iKey 2000

Clareity believes that a combination of any of the following three forms of strong

authentication will make the most sense for the real estate industry:
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