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                       Paper Presentation

                                      On

             NETWORK SECURITY & CRYPTOGRAPHY

                           ABSTRACT

“SECURITY” in this contemporary scenarios has become a more sensible issue either it may be in the “REAL WORLD” or in the “CYBER WORLD”. In the real world as opposed to the cyber world information gathering often precedes an attack. Today the illicit activities of the hackers are growing by leaps and bounds. However; fortunately, the antagonists reacted promptly and resurrected the internet world from the brink of prostration. Tersely quoting some security ditherers -   hijackers, Eavesdropping, hacking, mapping, packet sniffing, spoofing, etc.

                     Computer security is the process of preventing and detecting unauthorized use of your computer. Prevention measures help you to stop unauthorized users (also known as "intruders") from accessing any part of your computer system. Detection helps you to determine whether or not someone attempted to break into your system, if they were successful, and what they may have done. We use computers for everything from banking and investing to shopping and communicating with others through email or chat programs.  Although you may not consider your communications "top secret," you probably do not want strangers reading your email, using your computer to attack other systems, sending forged email from your computer, or examining personal information stored on your computer (such as financial statements).

               Newton’s law says,” Every action has got an equal but opposite reaction”. So is the case with this. Nevertheless the security breaches and Eavesdroppers, the technological prowess has been stupendously developed to defy against each of the assaults. Our paper covers the ADVANCED technical combats that have been devised all through the way, thus giving birth to the notion of “NETWORK-SECURITY”. Various antidotes that are in fact inextricable with security issues are-Cryptography, Authentication, Integrity and Non Repudiation, Key Distribution and certification, Access control by implementing Firewalls etc.,

                      The subject of security is a fascinating one. The challenges facing systems and network managers grow daily. As more people gain access to networks and the internet, the risk of data theft or sabotage cannot be dismissed as the “other guy’s problem”. With the growth in business use of the internet, network security is rapidly becoming crucial to the development of the internet. Anyone with computers connected to common carrier equipment could be under attack. Many programs around the world have been designed for every purpose of computer security. 

                       Network security is not a single protocol, but a large number of concepts and protocols that can be used to ensure privacy where needed. In its simplest form, it is concerned with making sure nosy people cannot read, or worse yet, modify messages intended for other recipients.

                        This paper discusses the security problems that we are face, and ways to solve them. In this article we mainly laid emphasis on well known security systems-password security, web security-mail security and Cryptography.

NETWORK SECURITY:

Introduction:             

In the last decade, the number of computers in use as exploded. For quite some time now, computers have been crucial element in how we entertain and educate ourselves, and most importantly, how we do business. It seems obvious in retrospect that a natural result of the explosive growth in computers use would be an even more explosive growth in the desire and need for computers to talk with each other.

               The growth of industry has been driven by to separate forces which have different goals and end products. The first factor has been research
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                   Interest and laboratories, these groups have always needed to share files, e-mail and other information accords wide area. The research labs developed several types of networks, protocols and methods for this data transfer notably TCP/IP. Business interest is second factor in network growth. For quite some time, businesses were primarily interested in sharing data with in an office or campus environment, this led to the development of various protocols suited to specifically to this task.

               Network security is indeed the crux of discussion amongst all computer enthusiasts and it has also become a major concerned in boardrooms across the glow. Companies have started taking computer security very seriously and now have dedicated technical terms that maintained and secure the company’s sensitive information round the clock. However, the bottom line is that computer criminals have always been two steps ahead of crime fighting agencies, and the targeted individuals who eventually end up feeling defenseless.” Most computer criminals thrive not on knowledge due to ignorance on the part of system administrators”.

    In an era, where a single click of mouse is potent enough to lead a full-fledged attack, the increased security of one’s network is no longer a luxury that everyone enjoys, but it has now become a necessity.

   A “network” has been defined as “any set of interlinking lines resembling a net, a network of roads an interconnected system, a network of alliance”.

             

PASSWORD SECURITY

                      Passwords are a critical part of information and network security. Passwords serve to protect user accounts but a poorly chosen password, if compromised, could put the entire network at risk. The purpose of these guidelines is to set a standard for creating, protecting, and changing passwords such that they are strong, secure, and protected. 

What is a password?

                     Our computer password is our personal key to a computer system. Passwords help to ensure that only authorized individual’s access computer systems. Passwords also help to determine accountability for all transactions and other changes made to system resources, including data. If we share our password with a colleague or friend, we may be giving an unauthorized individual access to the system and may be held responsible for their actions. 

 Password Construction Guide lines :*Password should contain 8 characters. Passwords should contain at least 5 uppercase letters (e.g. N) or 5 lowercase letters (e.g. t) or a combination of both. 

· Passwords should contain at least 2 numerical characters (e.g. 5). 

· Passwords should contain at least 1 special characters (e.g. $). 

· Passwords should not be based on users' personal information or that of his or her friends, family members, or pets. Personal information includes logon I.D., name, birthday, address, phone number, social security number, or any permutations thereof. 

Password Protection Guidelines: Passwords should be treated as confidential information. No employee is to give, tell, or hint at their password to another person, including IT staff, administrators, superiors, other co-workers, friends, or family members, under any circumstances. 

· Passwords used to gain access to company systems should not be used as passwords to access non-company accounts or information. 

· If an employee either knows or suspects that his/her password has been compromised, it must be reported to the IT Department and the password changed immediately.
· LENGTH OF A PASSWORD
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· N0 employee is to keep an unsecured written record of his or her passwords, either on paper or in an electronic file.

      E-mail Security

Email  security  is  increasingly  moving  away  from  a  focus  on  a  single  type  of protection, such as antivirus, toward a focus on broad protection from a wide range of emerging  threats  to  enterprise  security.  While antivirus software remains the foundation of email security, emerging threats are forcing organizations to approach email security with a more comprehensive solution. Corporate concerns about spam, viruses, worms, legal liability, regulatory compliance, and employee productivity are driving the need for a more complete solution. Moreover, there is an increasing need for  integration  between  individual  security  technologies  in  order  to  reduce  the  cost and time associated with managing point products.
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E-mail protection
E-mail spoofing:
Email “spoofing” is when an email message appears to have originated from one source when it actually was sent from another source. Email spoofing is often an attempt to trick the user into making a damaging statement or releasing sensitive information (such as passwords).Spoofed email can range from harmless pranks to social engineering ploys. Also, most legitimate service providers would never ask you to send them any password information via email. If you suspect that you may have received a spoofed email from someone with malicious intent, you should contact your service provider's support personnel immediately.

Email borne viruses:

Viruses and other types of malicious code are often spread as attachments to email messages. Before opening any attachments, be sure you know the source of the attachment. It is not enough that the mail originated from an address you recognize. The Melissa virus (see References) spread precisely because it originated from a familiar address. Also, malicious code might be distributed in amusing or enticing programs.

Evolving Threat   Environment  

Blended Threats: Blended  threats  are  increasingly  designed  to  get  past  point-solution  security  and target  multiple  vulnerabilities  in  clients  and  corporate  networks.    

Phasing Attacks :The  recent  incidents  of  phasing  attacks  on  banks  and  their  online  customers  have opened  both  consumer  and  corporate  eyes  to  the  increasing  dangers  of  corporate identity  theft.  Phasing  is  clearly  motivated  by  financial  fraud  and  gain,  and  thus criminals  are  most  often  behind  these  attacks,  rather  than  teenagers  just  trying  to cause havoc.
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                                CRYPTOGRAPHY

When Julius Caesar sent messages to his generals, he didn't trust his messengers. So he replaced every A in his messages with a D, every B with an E, and so on through the alphabet. Only someone who knew the “shift by 3” rule could decipher his messages. And so we begin. 

Encryption and decryption:

  Data can be read and understood without any special measures is called plaintext r clear text. The method of disguising plaintext in such a way as to hide its substance is called encryption. Encrypting plaintext results in unreadable gibberish called   cipher text. You use encryption to make sure that information is hidden from anyone for whom it is not intended, even those who can see the encrypted data. The process of reverting cipher text to its original plaintext is called decryption.
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What is cryptography?

Cryptography is the science of using mathematics to encrypt and decrypt data. Cryptography enables you to store sensitive information or transmit it across insecure networks (like the Internet) so that it cannot be read by anyone except the intended recipient. While cryptography is the science of securing data, cryptanalysis is the science of analyzing and breaking secure communication. Classical cryptanalysis involves an interesting

Combination of analytical reasoning, Application of mathematical tools, pattern finding, patience, determination, and luck. Cryptanalysts are also called attackers. Cryptology embraces both cryptography and cryptanalysis.

How does cryptography work?

                         A cryptographic algorithm, or cipher, is a mathematical function used in the encryption and decryption process. A cryptographic algorithm works in combination with a key—a word, number, or phrase—to encrypt the plaintext. The same plaintext encrypts to different cipher text with different keys. The security of encrypted data is entirely dependent on two things: the strength of the cryptographic algorithm and the secrecy of the key. A cryptographic algorithm, plus all possible keys and all the protocols that make it work, comprise a cryptosystem. PGP is a cryptosystem.

Conventional cryptography:

In conventional cryptography, also called secret-key or symmetric-key encryption, one key is used both for encryption and decryption. The Data Encryption Standard (DES) is an example of a conventional cryptosystem that is widely employed by the U.S. government. The following figure is an illustration of the conventional encryption process.

Caesar’s cipher:

An extremely simple example of conventional cryptography is a substitution cipher. A substitution cipher substitutes one piece of information for another. This is most frequently done by offsetting letters of the alphabet. Two examples are Captain Midnight’s Secret Decoder Ring, which we

 May have owned when you were a kid, and Julius Caesar’s cipher. In both cases, the algorithm is to offset the alphabet and the key is the number of characters to offset it. For example, if we encode the word “SECRET” using Caesar’s key value of 3, we offset the alphabet so that the 3rd letter down (D) begins the alphabet. So starting with

ABCDEFGHIJKLMNOPQRSTUVWXYZ

And sliding everything up by 3, we get

DEFGHIJKLMNOPQRSTUVWXYZABC

Where D=A, E=B, F=C, and so on.

Using this scheme, the plaintext, “SECRET” encrypts as “VHFUHW.” To allow someone else to read the ciphertext, you tell them that the key is 3.Obviously, this is exceedingly weak cryptography by today’s standards, but hey, it worked for Caesar, and it illustrates how conventional cryptography works.

Key management and conventional encryption

                   Conventional encryption has benefits. It is very fast. It is especially useful for encrypting data that is not going anywhere. However, conventional   encryption alone as a means for transmitting secure data can be quite expensive simply due to the difficulty of secure key distribution.

Recall a character from your favorite spy movie: the person with a locked Briefcase handcuffed to his or her wrist. What is in the briefcase, anyway? It’s probably not the missile launch code/biotoxin formula/invasion plan itself. It’s the key that will decrypt the secret data. 
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For a sender and recipient to communicate securely using conventional encryption, they must agree upon a key and keep it secret between themselves. If they are in different physical locations, they must trust a courier, the Bat Phone, or some other secure communication medium to prevent the disclosure of the secret key during transmission. 

Public key cryptography

                     Public key cryptography is an asymmetric scheme that uses a pair of keys for encryption: a public key, which encrypts data, and a corresponding private key (secret key) for decryption. You publish your public key to the world while keeping your private key secret. Anyone with a copy of your public key can the en encrypts information that only you can read. Even people you have never met.

                               The primary benefit of public key cryptography is that it allows people who have no preexisting security arrangement to exchange messages securely. The need for sender and receiver to share secret keys via some secure channel is eliminated; all communications involve only public keys, and no private key is ever transmitted or shared. Some examples of public-key cryptosystems are Elgamal (named for its inventor, Taher Elgamal), RSA (named for its inventors, Ron Rivest, Adi Shamir, and Leonard Adleman), Diffie-Hellman (named, you guessed it, for its inventors), and DSA, the Digital Signature Algorithm, (invented by David Kravitz).Because conventional cryptography was once the only available means for relaying secret information, the expense of secure channels and key distribution relegated its use only to those who could afford it, such as governments and large banks (or small children with secret decoder rings). Public-key encryption is the technological revolution that provides strong cryptography to the adult masses. Remember the courier with the locked briefcase handcuffed to his wrist? Public-key encryption puts him out of business (probably to his relief ). It is computationally infeasible to deduce the private key from the public key. Anyone who has a public key can encrypt information but cannot decrypt it. 

How PGP works

PGP combines some of the best features of both conventional and public key cryptography.PGP is a hybrid cryptosystem. When a user encrypts plaintext with PGP, PGP first compresses the plaintext. Data compression saves modem transmission time and disk space and, more importantly,

Strengthens cryptographic security. Most cryptanalysis techniques exploit patterns PGP uses a cryptographically strong hash function on the plaintext the user is signing. This generates a fixed-length data item known as a message digest. (Again, any change to the information results in a totally different digest.)Then PGP uses the digest and the private key to create the “signature.”
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 PGP transmits the signature and the plaintext together. Upon receipt of the message, the recipient uses PGP to recompute the digest, thus verifying the signature. PGP can encrypt the plaintext or not; signing plaintext is useful if some of the recipients are not interested in or capable of verifying the signature. As long as a secure hash function is used, there is no way to take someone’s signature from one document and attach it to another, or to alter a signed message in any way. The slightest change to a signed document will cause the digital signature verification process to fail. Digital signatures play a major role in authenticating and validating the keys of others PGP users.

CONCLUSION:




Security is a very difficult topic. Every one has different idea of what “security” is, and levels of risk are acceptable. The key for building a secure network is to define what security is to our organization. Once that has been defined, everything that goes on with the network can be evaluated with respect to that policy. Many people pay great amounts of lip service to security .but do not want to be constantly reminded of the security system and him. Users who find security policies and systems to destructive will find ways around them. It’s important to get their feedback to understand what can be improved. Security is every bodies business, and only with everyone’s cooperation, an intelligent policy, and consistent practices, will it be achievable. 
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