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                  CHAPTER ONE 
1.0 INTRODUCTION

Computer networks have become increasingly popular since the emergence of the ARPANET in the 1960’s. The ARRPANET was a brainchild of the United State Department of Defence. Its origin could be traced to the quest for a network that would still be able to function even when some of the nodes are down. It was envisioned that this type of network would be capable of surviving a possible nuclear attack.
A computer network can be described as the interconnection of various computer systems. The goals users intend to attain through networking are basically the same irrespective of the network size (that is, the number of computer systems involved) or the topology- the mode of connection. The increasing popularity of computer networks is largely due to the immense benefits accrued from the interconnection of computer systems. Some of these benefits include:
Resource Sharing: Interconnecting computer system facilities the ease of sharing of resources such as data, programs, etc. all that is needed is just for one of the networked systems to have the resource available on it. Others could easily access the resource via the communication links between them.

Ease of Communication: Since the systems are connected via communicable links, it is very easy for a system to send or request information to or from others on the network.
Distributed Processing: Any job that should be handled by just one system can be broken down into various pieces, with each piece assigned to a system on the network. The results are then pooled together after all the systems have completed their assigned tasks to form the solution to the original problem. This makes processing of jobs faster and more efficient than when only a system is involved-that is, higher throughput and less turn around time.
Fault tolerance: Computer network facilitates fault tolerance since it is possible to program the network in such a way that jobs which any of the systems cannot complete (due to one form of failure or the other) can be easily taken over by another system. Finally, networking computers also guarantees reliability, back-up and fail-safe.

It might be tempting to believe that the highest possible level of security is required for the server system in the network. Before deciding how much effort or expense security of server files and directories warrants, one needs to decide how much the information is worth. The Length to which the attacker would be likely to go in order to obtain access to information varies instantly.

This study deals with Server security using IP address filtering and port scanner. The study  implement an application  that can be used to monitoring intrusion to the server files and directories using IP address filtering system and constant port scanner.

1.1 PROBLEM STATEMENT

In spite of all these appealing benefits and the efforts aimed at providing secure server operations, a lot of dangers are still posed to computer communication networks. These threats can be categorized into three as: 
(i) External Attacks: External attacks are those that originate from the internet or form systems beyond the access device. External attacks can come in form of web page defacements, viruses, Trojan programs (also known as Trojan horse), and denial of services by malicious system crackers and cyber-terrorists. External attacks can occur against accessible services, systems and networks. 
(ii) Internal Attacks: Internal attacks originate from within the organisation. They are mainly cause by disgruntled employees, curious users, and accidental misuse.
(iii) Physical Attacks: Physical attacks include simple actions such as unplugging the equipment, rearranging cables, or physically damaging components. Another aspect of physical attacks is the ability of a user to see and analyse network traffic that travels over the same network wires of the user’s desktop computer. This is known as electronic eavesdropping. 
Since the goal of security is to guard against these potential threats, there is therefore a need to develop applications that guarantee security of server directories and files.
1.2 JUSTIFICATION OF RESEARCH

This research work is justified by the fact that the client/server approach is a very common networking solution adopted by most organisations. Since these organisations entrust vital and sensitive data and information to their client/server system, it is therefore necessary to provide an efficient security solution that can minimize or prevent the possibility of an attack on these systems. This study focused on IP filtering and port scanner as a means of detecting unauthorized intrusions and operations that may affect the security and effectiveness server systems within organizations. 
1.3 AIMS 
This research examines security issues and problems in computer networks in general and in client/server systems in particular. Various approaches used for providing security on networks are surveyed. The strengths and limitations of these approaches are also discussed. The study concludes by the formulation of an application gateway model for client/server systems.

 OBJECTIVES

  The objectives of this research work are therefore four-fold:

1. To explore the concept of security as pertaining to computer networks
2. To develop an application that watch for changes in a specified directory on the server.

3. To develop an application that can alert administrators of attempts to modify important files on the servers and verify the IP address of client system in order to access server files. 
4. To design an application gateway model for managing security in a client/server environment that scan for open ports on the server system and constantly close them.
1.4   METHODOLGY

In line with the above stated objectives, an exploratory study of server systems security will be conducted. The methodologies to be used to achieve the research objectives include the following:

· Review of relevant literature in the subject area will be carried out. 
· C# Programming language (.Net Framework) will be used as an implementation language and SQL server Database will be used as back end for designing the application gateway. 
1.5  LIMITATION OF STUDY

This project covers security issues and problems in computer networks in general and in client/server systems in particular. The project aimed at developing server security application that the administrator of an organization can be used to monitor the files and directories on the server system. The scope of work does not cover other aspects of security implementations such the use of intrusion selection systems, scanners, spam detection, logging and auditing tools and encryption. 
                                        CHAPTER TWO
LITERATURE REVIEW

2.0                      OVERVIEW OF SERVER SECURITY

Security is defined as something that provides safety or freedom from danger or anxiety (Encarta dictionary, 2007). This definition encompasses a set of measures taken to guide against theft, attack, crime, and espionage or sabotage. Information security thus implies the quality or state of information being secured. That is, when information is free from exposure to any of the above mentioned dangers and acting so as to make against adverse contingencies.
To secure enterprise environment, it is imperative to have a set of security polices that specifies what is required in terms of security and protection. Milan Milenknovic (2004) defines security policies as procedures and processes that specify:

1. How data can enter and exit the system 

2. Who is authorised to access what information and under what conditions

3. What are the permissible flows of data within the system?

He also identified the two basic categories either of which computer related security policies belongs; Discretionary access control and Mandatory access control. Discretionary access control allows polices to be defined by the owner of data or information, who may pass access rights to users. This form of access is common in file system. Its major shortcoming, however, is its vulnerability to the Trojan-horse attack where intruders pass themselves off as legitimate users. Mandatory access control scheme, on the other hand, classifies users according to the level of authority or clearance. Data are classified into security classes according to level of confidentiality, and strict rules are defined regarding which level of user clearance is required for accessing the data of a specific security class.

A related but differently presented categorisation of security polices is identified below. Here, three categories of security polices are outlined:

1. Site and Infrastructural security policy

2. Administrative security policy
3. User or employee security policy

The site and infrastructure security policy outlines the methods used to provide and control physical access to the building where the computing equipment is housed and the conditions under which the access is granted. Administrative security policy outlines acceptable use and procedures for administrators to consider and abide by when following the entire security policy. Administrative policies defined rules and accepted processes by which the computing infrastructure is established and maintained. They also outline a hierarchy of responsibility, escalation matrices, and procedures for everyday security awareness and implementation. User or employee security policy provides a general set of guidelines for users that emphasize best practices and security awareness in daily work. This policy discusses acceptable use with regards to administrative interaction with user, their data, and private information.

Without enforcement, a security policy is likely to be followed for a short period of time after implementation, but generally falls into a state of disuse. Auditing of the environment and its users for compliance with the security policies was also suggested by Dan Farmer. He also identified two general types of audits either of which could be used. These are: notified or scheduled audits and blind audits. Scheduled audit are announced to the employees and help to established compliance where it is otherwise lacking. Inspection of this nature often involves several stages. The first occurs at the technical level, wherein the systems, network, and facilities are analysed for their security components, to ensure that they meet the requirements of the security policy. A final stage is the analysis of the auditing methods to ensure they gather the appropriate information and meet the goals of the audit.

Blind audits, on the other hand, are randomly and periodically scheduled without any notification to those being audited. Blind audits come in the form of simulated attacks or planned scenarios to exemplify a particular security practice. This form of audit is more effective than scheduled audit because the knowledge that an audit could occur at anytime, without notification, forces employees to incorporate security awareness and practice into their daily routines.

In addition to security polices, security design principles also provide the guidelines for effective design of efficient security systems. Saltzer and Schroeder identified some general design principles, which still find relevance in the design of modern protection systems. 

These are: 

1. Least privilege

2. Separation of privilege 

3. Least common mechanism

4. Economy of mechanism

5. Fail-safe default

6. Open design 

7. User acceptability
· The least privilege principle enquires every subject to use the least set of privileges necessary to complete it task. It effectively advocates for small protection domains and switching of domains when the access needs change. 
· The principle of separation of privilege stipulates that when possible, access to objects should depend on satisfying more than one condition. 
· Least common mechanism is an approach which advocates minimising the amount of mechanism common to and depended upon by multiple users. Design implications include the incorporation of the techniques for separating users, such as logical separation via virtual machines and physical separation on different distributed systems.
· Economy of mechanism is a principle, which suggests that the design be kept as simple as possible to facilitate verification and correct implementations. With respect to complete mediation, it is required that every access request for every object be checked for authorisation. 
· The fail-safe default principle advocates that access rights should be acquired by explicit permission only, and the default should be lack of access.
· Open design is an approach which emphasizes that the design of a security mechanism should not be secret, and it should not depend on the ignorance of the attackers 
· User acceptability requires that the mechanism should provide ease of use so that it is applied correctly and not circumvented by users.

2.1   APPROACHES TO PROVIDING SERVER SECURITY 
The focus of this section is to examine the various approaches used to protect networks. Such approaches include firewalls, intrusion detection systems (IDS), vulnerability assessment tools (also known as scanners), logging and auditing tools, and encryption. Our discussion shall revolve around a description of each approach, the factors that are considered when choosing an approach, the strengths as well as the limitations of the approach.

2.1.1    FIREWALLS

Firewall can be defined as a piece of computer software intended to prevent unauthorised access to system software (Encarta dictionary, 2007). Firewalls work based on the policy defined to govern the exchange of information within a network or between groups of networks. Matt Curtin (1998) lends credence to this fact by defining a firewall as “a system or a group of systems that enforces an access control policy between two networks”.

Firewalls are used to prevent outsiders from accessing an internal network. They can also be used to create more secure packets within internal LANS for highly sensitive functions. According to Avolio & Ranum (1994) firewalls are designed to serve as control points to and from a network. They achieve this by evaluating connection request as they are received and checking whether or not the network traffic should be allowed, based on a predefined set of rules (or policies).

Curtin & Ranum (1994) classified firewall technologies into two basic categories: network layer firewalls and application layer firewalls. A more detailed classification was however presented by Fuller & Pagan (1998) who identified the two types of network layer firewalls- that is, packet-filter-based firewalls and stateful packet filter-based firewalls. Packet-filter-based firewalls are typically routers with packet filtering capabilities. With a basic packet-filtering router, access to a site can be granted or denied based on several variables including source address, destination address, and protocol and port number. Router-based firewalls are popular because they offer an intergraded solution and they are they are easily implemented.

Stateful packet-filtering-based firewalls are more flexible than their pure packet-filtering counterparts because they are capable of keeping track of sessions and connections in internal state tables, and can therefore react accordingly. In addition, most stateful packet-filtering-based products are designed to protect against certain types of denial of service attacks and to protection for SMTP (simple mail transfer protocol) – based mail.

In this paper titled “X through the firewall and other application relays”, Treese Wolman (2001) referred to application layer firewall as an application proxy or application gateway. Proxy-based firewalls inspect traffic at the application level in addition to lower levels. When a packet comes into the firewall, it is handed off to an application specific proxy, which inspects traffic at the application level in addition to lower levels. When a packet comes into the firewall, it is handed off to an application level request. Marcus J. Ranum (1994) posits that application layer firewalls can be used as network address translators, since traffic goes in one side and out the other, after having passed through an application that effectively masked the origin of the initiating connection.

Though firewall technology seems to be effective, it is, however, not without some flaws. Larry J. Hughes (2001) states that:


“Some studies suggest that the use of a firewall is impractical in environments where users critically depend on distributed applications”. 

This assertion is true to a large extent because firewalls can implement strict security policies which make these environments become bogged down. This makes what is gained in security to be lost in functionality. Another serious issue, according to Hughes, is that of a perceived and false sense of security. For example, it is possible for an attacker to be able to break into a network by completely bypassing the firewall, if he can find an unscrupulous employee inside who can be fooled into giving access to a modern port.

Deciding on which firewall product to purchase requires that some factors be taken into consideration. In a survey carried out in 2001, network computing magazine identified capacity, features, administrative interface, price, and reputation as the common criteria most people use in deciding on a firewall (networking computing magazine, 2001). Capacity has to do with the ability of the firewall to support the estimated throughput. With respect to features, the firewall product is expected to be able to do what it is needed to do. Bellovin & cheswick (2001) stated that firewall feature include one or a combination of these: content filtering, VPN (virtual private network) support, network address translation, load balancing, and fault tolerance. As regards administrative interface, the intended user has to be comfortable with the interface that the firewall supports. There is also the need for him to understand the interface to avoid messing it up. Price is also a critical issue. There is a need to ensure that there is a balance between price and feature. Reputation has to do with vendor’s responsiveness to product vulnerabilities as well as the product’s track record.
A network without a firewall is widely opened to all sorts of attacks especially when it is connected to external network(s) and systems such as the internet. This is because the internet provides crackers with ability to reach any system irrespective of its geographical located. Even within internal LANS, intruders may also gain unauthorised access to highly sensitive functions such as payroll, payment processing, and research and development systems. A network without a firewall does not have a control point to and from it. In other words, connection requests are not evaluated as they are received. Thus, all shorts of network traffic – authorized and unauthorized – are permitted to enter and leave the network.

However, with firewalls, only an authorised traffic can reach an authorised destination. This is because every connection request is evaluated based on a predefined set of rules. Only connection request from authorised hosts to authorised destinations are processed; the remaining connection request are discarded. Moreover, firewalls provide additional benefits such as content filtering, support for virtual private networking, network address translation, load balancing, fault tolerance, and intrusion detection.

Application gateways (or proxies) inspect traffic at the application level in addition to lower levels. When a packet comes into the gateway, it is handed off to an application specific proxy. The application proxy then inspects the validity of the packet and application-level request and decides whether they should be processed or not. For example, if a web request (HTTP) comes into a proxy-based firewall, the data payload containing the HTTP (hypertext transfer protocol) request will be handed to an HTTP- proxy process. In the same vein, an FTP (file transfer protocol) request would be handled by an FTP – proxy process, Telnet to a Telnet proxy process and so on.

Although there are other possible firewall implementations such as packet-filter-based firewalls and stateful-packet-filter-based firewalls, we chose the proxy – based approach because of its advantages over the others. First, unlike the packet filtering and stateful filtering processes which examine incoming and outgoing packets only at the network and session levels, proxy-based firewalls inspect traffic at the application level in addition to lower levels. Moreover, the concept of a protocol-by protocol approach used by application proxies is more secured than stateful and generic packet filtering because the firewall understands the application protocols themselves.

In a client-server environment, every form of communication internal and external – goes through the server. For example, if a client a wants to request a service from another client B, it will first forward its request to the server. The server will then forward this request to B. B’s response to A will first be forwarded to the server and then to A. even if a client system requests a service from an external network such as the internet, the request must first go through the server. The server then forwards the request to the intended destination. The service from destination will also have to pass through the server before it reaches the source. Installing an application gateway between a client system and the server or between the server and the external network (such as the internet) guarantees that only authorised packets are forwarded from a source to a destination.

In spite of its appealing benefits, the proxy based approach has its own limitations. Firstly, proxy based firewalls have problems with processing speed. They are slower than stateful-packet-filtering-based ones. This drawback limits their suitability for heavily loaded networks. Secondly, the proxy-based solution has some adaptability issues. For example, when a new protocol is invented, proxy must be developed for it. In other words, a protocol cannot be used with a full assurance that it is secure until a proxy is developed for it. Developing a proxy requires time and effort. Thus the benefits of a new protocol will be forfeited until there is a proxy that can handle it.

2.1.2   INTRUSION DETECTION SYSTEMS (IDS)

Rebecca Bace (2002) defined intrusion detection as the detection of break-ins or break-in attempts either manually or via software expert systems that operate on logs or other information available on the network. Intrusion detection systems can therefore be described as manual or software systems that perform the tasks or detecting illegal access to a system or network.

Bace traced the root of modern day intrusion detection systems to the intrusion Detection expert Systems (IDES) and Distributed intrusion detection Systems (DIDS) models that were developed by the United states Department of Defence in the late ‘80s and early ‘90s.

Paul Proctor (2003) in classified modern day IDS into two distinct groups; misuse detection models and anomaly-based detection models. He also identified the two implantations of the misuse detection model. These are network-based intrusion detection systems (HIDS). NIDS are raw packet-parsing engines which capture network traffic and compare them with a set of known attack patterns or signatures. They compare these signatures with every single packet they see in order to detect unauthorised or illegal access. Host based systems, on the other hand, are agent-based. That is, they require the installation of a program on the system they protect. Most host-based IDS have components that pass logs and watch user’s logins and processes. Some advanced types even have built-in compatibilities to catch Trojan ode deployments. 

Anomaly-based IDS are more of a “concept’ than a model. The philosophy behind anomaly-based approaches is to understand the patterns of users and traffic on the network, and find deviation in those patterns. In theory, an anomaly based IDS could detect that something was wrong without knowing specifically what the source of the problem was.

Making an IDS selection decision requires the evaluation of some core components according to Cooper et al (1995) are depth of coverage is concerned with the ability of the proposed intrusion detection system to detect a wide array of attacks. Accuracy of coverage has to do with the elimination of false positives. This is important because false positive can jeopardize the overall effectiveness of the intrusion detection effort. The question of robust architecture involves whether both the engines and the IDS framework itself have been designed with the strength to withstand both attacks and basic evasion techniques. With respect to scalability, the two biggest components that affect IDS on the scaling front are in the areas of high-bandwidth monitoring and data management. As regards management framework, an IDS is not only expected to detect attacks. It should be able to clearly and efficiently present the data related to those attacks. The need for timely DS product updates is also critical as well attacks continue to surface.

2.1.3    LOGGING AND AUDITING TOOLS

Logs can be added to troubleshoot problems, to track down network anomalies and to trace an intruder’s steps. To prevent crackers from tampering with log entries, it is necessary to create a log strategy that is difficult to circumvent. The easiest way to achieve this, according to John Barkley (2000) is to write logs to a one way write-once device, or to copy logs to a secured logging server. For example, administrators could have their UNIX machines write their logs to a serial port that is attached to a standard machine. This approach is quite secured but it does not scale very well. Forest et al (2003), however, identified a little more scalable approach which revolves around using the syslog protocol. This provides administrator with a way to centralize their logs thus giving security teams a single point in which to coordinate all data logs.

In addition to centralizing all logs, using at least one third-party logging or parsing tool can also help beef up security. Federrrath et al (2005) identified two advantages of this approach:

1. Few crackers have the knowledge or the means to circumvent third party logging software.

2. Good third-party software packages derive their logs independently of the operating system logs. This makes them difficult for intruders to circumvent.

Typical examples of logging and auditing tools are watcher private-1, web sense and log surfer.

2.2     VULNERAOBILITY ASSESSMENT TOOLS (SCANNERS)

Vulnerability assessment tools or scanners were developed to automate the process of hunting down the security holes that reside on systems.

The root of scanners was traced back to 1992 when Chris Kalus (1992), a computer science student, was experimenting with internet security concepts. Kalus created a scanning tool known as internet security scanner (ISS) that could used to remotely probe UNIX systems for a set of common vulnerabilities. Since the, the vulnerability assessment scene has continued to grow and mature.

Anonymous also identified a number of methods that can be used to approach the task of automated vulnerability scanning. One of these involves the use of a port-scanning tool such as nmap, identifying the operating system, and then logging all the listening ports. A more practical approach, however, builds on the previous model of port-scanning and OS identification, and then adds some mechanisms to identify the listening services types and versions. 

Scanners have many components. CIAC identified the vulnerability data, the scanning mechanism, and the reporting mechanism as the common components found in most scanning approaches. The vulnerability data consists of internal databases of vulnerability information that help scanners to accurately identify remote system exposure points. The scanning mechanism identifies services, subsystems and vulnerabilities, while the reporting mechanism reports exactly what the problem is.

A lot issues are considered when choosing a vulnerability assessment scanner. Neophasis labs published a report which identified the following as some of the issues that are taken into consideration when choosing a scanning approach:

1. Completeness of the vulnerability checks: This has to do with the number of vulnerabilities that they scanner can identify.

2. Accuracy of the vulnerability checks: Refers to the ability of the scanner to accurately identify vulnerabilities.

3. Reporting capabilities: This is concerned with the scanner’s strength to find vulnerabilities and to properly describe the problems and their subsequent fixes.

4. Timely updates: Although scanners will always be one step behind vulnerability announcements, buyers were advised to go for scanners with records of fairly regular updates.

Vulnerability scanners are however not without limitations. A review carried out by Heberlein et al showed that many scanners catch a fairly high number of known vulnerabilities, but none of them are equipped to identify all of them. It was also identified that most scanners do not have timely updates. Moreover, the products still struggle with false positives. For example, on large and diverse networks, they frequently misfire and report on vulnerabilities that simply do not exist.

2.2    ENCRYPTION

Cryptography or encryption is traditionally associated with maintaining the secrecy of a message when the means of communicating, or storing, that message may be subject to misuse by an attacker. Dennis Logley et al (2003) defined cryptography as the methods used to ensure the secrecy and / or authenticity of messages Yaman Akdemiz (2002) in his paper titled ‘Cryptography and Encryption gives a more detailed and concise and study of secret writing” which concerns the ways in which communications and data can be encoded to prevent disclosure of their contents through eavesdropping or message interception using codes, ciphers, and other method, so that only certain people can see the real message.

Milan Milenkovic (2004) attributes one of the first known ciphers to Julius Caesar. Caesar’s cipher belongs to a more general class of substitution cipher operates by replacing each symbol or a group of symbols in the plaintext by other symbols in order to disguise the originals. Caesar’s cipher is thus based on substitution of each letter with a letter with a letter with a letter that comes three places later in the alphabet. For example, using the English alphabet and concerting to upper case, the plaintext Caesar would yield the cipher text FHDVHU. This method may be generalized to allow the ciphertext to be shifted by K characters, instead of 3, the results is the general method of circularly shifted alphabets with k as the key. Beker & Piper (2000), however, identified a somewhat more elaborate version of the substitution cipher which can be obtained by using a function that operates on the ciphertext and the key to produce the chipper-text. Another class of ciphers identified by Milenknovic, called transposition cipher, operates by re-ordering the plaintext symbols. Transposition ciphers rearrange the symbols without otherwise altering them. Carroll & Kantor (1999) classified ciphers to two important categories: symmetric ciphers and asymmetric ciphers. According to them, symmetric ciphers employ the same key for encryption and decryption, or if the keys are different then one may be easily computed from the other. Asymmetric chippers (also known as public key ciphers), however, have the property that the encryption key and decryption key are not only different but also that it is computationally infeasible to compute one given the other.

The relevance of encryption to data communication and networks is advance of encryption to data communication and network is advanced by the need for information to be handled by a transmission or storage system which is opened to attack, such as by wire-tapping data transmitted over telecommunication lines. Encryption provides the means of transforming the message into an unintelligible dorm. A reverse process, known as description, ensures that the legitimate recipient regains the original message. The strength of encryption, according to Carroll & Robbin (1999), is based on a number of factors such as: 

1. The secrecy of the encryption algorithm

2. The secrecy of the key used

3. The mathematical complexity of the encryption algorithm

Milenknovic also posits that the increased confidence in the integrity of cryptosystems is based on the notion that the cipher-text should be very difficult to decipher without the knowledge of the key. Attacks on cryptography systems may be of mathematical nature, which tackle the algorithm itself, or of a simply devious nature, which exploit some weakness in the implementation or management of cipher systems. Longley et al and Milenkovic classified attacks on cryptosystems into three categories: 

1. The cipher-text attack

2. The known plaintext attack

3. The chosen plaintext attack

The Cipher-text attack occurs when an adversary comes into possession of only the Cipher-text. The extent of damage from the Cipher-text attack can be reduced by frequently changing cryptographic keys to minimise the volume of useful cipher-text available for attack. The known plaintext attack involves a situation whereby an attacker is in possession of both the cipher-text and its corresponding plaintext. If the cipher algorithm is known, the attacker might attempt a key exhaustion attack (as known as brute-force attack) by exploiting the computational speed of a computer to search the entire key space in a comparatively short period of time.

The chosen plaintext attack occurs when an attacker can encrypt any desired plaintext and capture the corresponding cipher-text. These attacks can occur without an attacker gaining knowledge of the key, or the cipher algorithm. 

                                      CHAPTER THREE

SYSTEM ANALYSIS

3.0  INTRODUCTION

A client-server environment consists of two major types of systems: the server(s) and the clients. The servers are bigger and faster than the clients. They also possessed a higher memory capacity than the client systems. In a client-server environment, dedicated servers share resources and provide security while client computers access the shared resources. The client-server architecture is a very popular computing approach because of its advantages over other approaches. Some of these advantages according to Poulsen include:

· Support for many users

· Centralised administration of shared resources; That is, they provide a secure and controlled environment in which shared resources can be located and supported.

· Centralised data storage; (they enable critical data to be backed up easily).

· Centralised security administration; they allow consistent security policies to be applied to each user on the network.

In a traditional centralized system, with dumb terminals, it is the operating system in the host computer that performs all the processing necessary for the operation of that system. All the screen handling, program logic, referential integrity checks, verifying the integrity of users wishing to use system resources and similar functions is done on that central computer. The terminals simply provide a view into that computer.
In client/server systems where the data may be distributed across multiple servers and sites, each with its own administrators, centralized security services are impractical as they do not scale well and more opportunities are available for intruders to access the system. The client PCs often run operating systems with little or no thought to security and the network connecting clients to servers is vulnerable. 

Security is a concern from both a technical and management viewpoint. It is critical to examine the needs of the business and develop a security policy that addresses both of these issues. 

3.1 CLIENT/SERVER SYSTEMS 
Prior to addressing individual security issues a brief explanation of client/ server computing is required. Client/server is an architecture in which a system's functionality and its processing are divided between the client PC and a database server. System functionality, such as programming logic, business rules and data management is segregated between the client and server.
	


Client/server computing comprises three building blocks: 

· The client 

· The server (may be more than one) 

· The network (tying the client and server together). 

A logical and physical separation exists between the client and server and the client/server system co-ordinates the work of both of these components and efficiently uses each one's available resources to complete assigned tasks. This separation of client and server provides an open and flexible environment where mix and match of hardware and operating systems is the rule. The network ties everything together. Today the client applications run predominantly on PCs connected to a network (or LAN). The servers are also connected to the network and know how to connect to their clients. 

Securities is often not given the consideration it requires in client/server partly because the implementation of security represents a cost that does not reflect an immediate return and partly because purchasers are often not aware of security issues and buy the cheapest client because they can get more for their money. 

Security in client/server 

The distribution of services in client/ server increases the susceptibility of these systems to damage from viruses, fraud, physical damage and misuse than in any centralized computer system. With businesses moving towards multi-vendor systems, often chosen on the basis of cost alone, the security issues multiply. Security has to encompass the host system, PCs, LANs, workstations, global WANs and the users. 

However, every level of system security requires dollars and additional steps for the users. The cost and inconvenience (to the users) associated with security must be balanced against the cost and inconvenience of corrupted or insecure data. 

The client 

The client machines pose a threat to security as they can connect to the servers, and access their data, that are elsewhere in an organization. One large problem is that they are easily accessible and easy to use. They are usually located in open plan offices that present a pleasant environment for users (and intruders) making it impossible to lock them away when unattended. Products are available that offer a measure of physical security by locking or bolting equipment and cabling into place. 

Physical protection for the client machines can include disk drive locks, or even diskless workstations to prevent the loading of unauthorized software and viruses. The cases can be fitted with locks to prevent access to the hard drives, and memory. One of the greatest risks with the client workstations is that the operating system is easily and directly accessible to the end user which exposes the whole system to a number of risks. The workstation operating system assumes that the person who turns it on is the owner of all files on the computer, including the configuration files. Even if the client/server application has good security, that security might not be able to counteract attacks at the operating system level which could corrupt data passed to other tiers of the client/server system

The network 

The network connecting clients and servers is a less than secure vehicle that intruders can use to break into computer systems and their various resources. Using publicly available utilities and hardware an attacker can eavesdrop on a network, or "sniff" the network to read packets of information. These packets can contain useful information, e.g. passwords, company details, etc, or reveal weaknesses in the system that can be used to break into the system. 

Encryption of data can solve the problem of attackers sniffing the network for valuable data. Encryption involves converting the readable data into unreadable data. Only those knowing the decryption key can read the data. A problem here is that some network operating systems don't start encryption until the user has been authenticated (i.e. the password is sent unencrypted). 

Most systems employ re-usable passwords for authenticating users which allows an attacker to monitor the network, extract the login information and access the system posing as that user. Even if the password is encrypted the intruder can just inject that packet into the network and gain access. The problem is compounded when, to maintain that single system illusion, only one login is required to access all servers on the network. Customers want a "single system image" of all networked computing resources, in which all systems management and administration can be handled within a single pool of system resources.
To have a secure network it must conform to four basic principles of a trusted computing base (TCB): 

· Identification and authorization 

· Discretionary control 

· Audit 

· Object re-uses. 

The users 

The first line of defense against illegal entry to a multi-user client/server system is user identification and authentication. It follows, that the easiest way to gain illegal entry to the system is by obtaining a valid users ID and password. The problem with keeping passwords secret has been around since passwords were invented. For example, they can be discovered when: 

· The user picks a short password or one that is easy to guess, such a spouse's name 

· The user keeps a list of passwords taped on the screen or in a desk drawer 

· The users share their passwords with other users 

· An attacker phones the user, posing as one of the companies IT staff, and requests the user's password to fix an unnamed problem. 

To overcome this, good security policy and strong password management must be implemented. A security policy will set guidelines for minimum password length, types of passwords that can be chosen, how often passwords should be changed, and so on. Password management utilities are available to check for guessable passwords, for minimum lengths and regularly ask users to change their passwords. 

3.2 SECURING SERVER IS IMPERATIVE

Attacks on Server applications are increasing at a rapid pace. As per a report from the Computer Emergency Response Team (CERT), the number of successful Server application attacks is on the rise, from around 60% in 2002 to 80% in 2003. If Server application infringements continue to grow at this rate, customers’ confidence in online commerce will further diminish. As observed by Gartner(2003), rampant attacks on Server applications make customers wary of making online purchases for fear of credit card tampering and leakage of credit information.

When companies fail to recognize application vulnerabilities, hackers have free rein attacking security loopholes. Hackers are increasingly focusing on Server applications for monetary gains and their attack modes are becoming more advanced and difficult to prevent.

Recent examples demonstrate the unfortunate after effects that companies have faced after such Server application breaches. Companies have borne the brunt of lawsuits, incurred financial losses, lost their credibility in the eyes of the public and, last but not least, have seen their company secrets siphoned off right under their noses.

3.3 Web Security Scanning
Web security, therefore, contains two important components: web and database server security, and web application security. Addressing web application security is as critical as addressing server security.

Firewalls and similar intrusion detection mechanisms provide little defense against full-scale web attacks. Since your website needs to be public, security mechanisms will allow public web traffic to communicate with your web and databases servers (generally over port 80).

Scanning the security of these web assets on the network for possible vulnerabilities is paramount. For example, all modern database systems (e.g. Microsoft SQL Server, Oracle and MySQL) may be accessed through specific ports and anyone can attempt direct connections to the databases effectively bypassing the security mechanisms used by the operating system. These ports remain open to allow communication with legitimate traffic and therefore constitute a major vulnerability. Other weaknesses relate to the actual database application itself and the use of weak or default passwords by administrators. Vendors patch their products regularly; however, hackers always find new ways of attack.

In addition, 75% of cyber attacks aim at finding weaknesses within web applications rather than the servers themselves. Most hackers will launch web application attacks on port 80 which has to remain open to allow regular operation of the business. In addition, web applications are more open to uncovered vulnerabilities since these are generally custom-built and, therefore, pass through a lesser degree of testing than off-the-shelf software.

Some hackers, for example, may maliciously inject code within vulnerable web applications to trick users and redirect them towards phishing sites. This technique is called Cross-Site Scripting (XSS) and may be used even though the web and database servers contain no vulnerability themselves.

Hence, any web security audit must answer the questions “which elements of our network infrastructure we thought are secure are open to hack attacks?”, “which parts of a website we thought are secure are open to hack attacks?”, and “what data can we throw at an application to cause it to perform something it shouldn’t do?”.

Server Vulnerability Scanner ensures website security by automatically checking for SQL injection, Cross site scripting and other vulnerabilities. It checks password strength on authentication pages and automatically audits shopping carts, forms, dynamic content and other web applications. As the scan is being completed, the software produces detailed reports that pinpoint where vulnerabilities exist. Take a product tour or download the evaluation version today!

Various high-profile hacking attacks have proven that web security remains the most critical issue to any business that conducts its operations online.

If your servers and/or web applications are compromised, hackers will have complete access to your backend data even though your firewall is configured correctly and your operating system and applications are patched repeatedly.

The only way to combat the Server application security threat is to proactively scan server and Server applications for vulnerabilities and then fix them. Implementing a Ip address filter / Port scanner application must be a crucial part of any organization’s overall strategy. 

3.4 THE PROPOSED SYSTEM
After a detailed appraisal of the existing system and proper system analysis, there is a need for a system that can be used to find open ports on an IP address (host), ports that are open on a host represent services, servers, and sometimes internet applications (possibly trojans). Therefore a port scanner can inform system administrators of such services, servers, etc. running on a local or remote system. Port scanners will assist in the detection of trojans and other unwanted servers/applications.
A subnet port scanner is a utility used to find computers at a given IP subnet with a given port open. A subnet port scanner may allow network administrators to quickly check large numbers of computers on a network.
Port scanning is the process of connecting to TCP (Transmission control protocol) and UDP (user datagram protocol) ports on the target system to determine what services are running or in a LISTENING state. Identifying listening ports is critical to determining the type of operating system and applications in use. Active services that are listening may allow an unauthorized user to gain access to systems that are misconfigured or running a version of software known to have security vulnerabilities. Port scanning tools and techniques have evolved significantly over the past few years. The project focus on several popular port scanning tools and techniques that will provide us with a wealth of information. 
One of the pioneers of implementing various port scanning techniques is Fyodor. He has incorporated numerous scanning techniques into his nmap tool. Many of the scan types we will be discussing are the direct work of Fyodor himself.

TCP connect scan This type of scan connects to the target port and completes a full three-way handshake (SYN, SYN/ACK, and ACK). It is easily detected by the target system

TCP SYN scan This technique is called half-open scanning because a full

TCP connection is not made. Instead, a SYN packet is sent to the target port. If a SYN/ACK is received from the target port, we can deduce that it is in the LISTENING state. If a RST/ACK is received, it usually indicates that the port is not listening. A RST/ACK will be sent by the system performing the port scan so that a full connection is never established. This technique has the advantage of being stealthier than a full TCP connect, and it may not be logged by the target system.

TCP FIN scans This technique sends a FIN packet to the target port. Based on RFC 793, the target system should send back an RST for all closed ports. This technique usually only works on

UNIX-based TCP/IP stacks.

[image: image1.emf]
Fig 3.2 TCP’s 3-way handshake
UDP (User datagram protocol) scan This technique sends a UDP packet to the target port. If the target port responds with an “ICMP port unreachable” message, the port is closed.

Conversely, if we don’t receive an “ICMP (Internet Control Message Protocol) port unreachable” message, we can deduce the port is open. Since UDP is known as a connectionless protocol, the accuracy of this technique is highly dependent on many factors related to the utilization of network and system resources. In addition, UDP scanning is a very slow process if you are trying to scan a device that employs heavy packet filtering. If you plan on doing UDP scans over the Internet, be prepared for unreliable results.
BENEFITS OF THE PROPOSED SYSTEM

· Possible detection of Trojans on remote and local systems.
Multiple technique ability to find computers currently connected on the network.
· Lists host responses on open TCP ports, may be useful in determining the type of FTP servers running, operating systems, etc.

· View the current relative network traffic of each host by way of response time comparison.

3.5    SYSTEM DESIGN
 The top-down approach is used in designing the system. According to Kendall, top-down design means looking at the large picture of the system and then exploding it into smaller parts or subsystems. Top-down approach is chosen because it allows ascertaining overall system objectives first, along with ascertaining how they are best met in an overall system. The system can then be divided into subsystems along with their requirements. The top-down approach provides desirable emphasis on the interfaces that systems or subsystems require, which is lacking in the bottom-up approach. In addition, the top-down approach provides the means of avoiding the chaos of attempting to design a system is a complex process, an attempt to get all subsystems in place and running at once will definitely lead to failure. The top-down approach also provides the ability to have separate system analysis teams working in a parallel on different but necessary subsystems. This style is well suited to total quality assurance approach and can also save a great deal of time. A final advantage of using a top-down approach is that it prevents systems analysts from getting so mired in detail that they loose sight of what the system is supposed to do. 
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Fig 3.3 Security at different levels

3.6 LOGICAL DESIGN IN UML

Unified Modeling Language (UML), a modern and powerful standard for modeling and documentation, has been used to describe the different aspects of the design. The UML is applicable to object-oriented problem solving. . A model is an abstraction of the underlying problem. The domain is the actual world from which the problem comes.

The UML diagrams are:

Use Case Diagram:  Shows the functions of the system, which may be used by a user

Class Diagram: Includes the modules of the system and the relationship among them

3.7   USE CASE MODELLING

A use case diagram displays the relationship among actors and use cases.  The two main components of a use case diagram are use cases and actors.
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Fig 3.4 main components
An actor is represents a user or another system that will interact with the system you are modeling 
USE CASE DIAGRAM
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Fig 3.5 Use case model for interaction between intruder and server          
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                                                       CHAPTER FOUR

SYSTEM IMPLEMENTATION AND DOCUMENTATION
4.0 OVERVIEW

This chapter deals with series of details involved in design and implementation of Server Security using IP address Filtering and Port scanner (SSIFP). It also discusses the implementation strategy mode of operation and gives a guide on how to use the system

4.1    SYSTEM REQUIREMENTS

The software will work effectively on a Server system with the underlisted minimum hardware and software requirement.

4.1.1 HARDWARE REQUIREMENT

· CPUbasic configuration: Pentium4, Xeon, Core Duo 3GHz
advanced configuration: 2xXeon 3GHz (SMP version of PortaBilling100 required) 


· SCSI integrated or add-on hardware RAID controller compatible with FreeBSD 6.3 


· RAM: 4GB 


· Disks: basic configuration: at least 120GB of the available disk space (RAID: mirroring or RAID5)
advanced configuration: at least 200GB of the available disk space (RAID: mirroring or RAID5), 10K-15K RPM disks or an external disk array 

· Network interface 


· USB Port 


· ATAPI or SCSI CD-ROM drive 

· Any compatible printer

· Uninterrupted Power Supply(UPS)

· Standard or Enhanced Keyboard

· Modem (internal and External)

4.1.2   SOFTWARE REQUIREMENT

Server security using IP address Filtering/Port Scanner has the following software requirement:

1. .NET  Framework(C# as implementation language)

2. Microsoft windows XP or later fashion

3. Microsoft Sql Server 2000 or later fashion

4.2 CHOICE OF IMPLEMENTATION TOOLS

Tools have been designed to facilitate rapid application development (RAD). Server security using IP address Filtering /Port scanner was developed using .net Framework an integrated development for rapid development of .NET programs and web application. The below section describes some of the tools used.

4.2.1 .NET FRAME WORK 

The .NET Framework is a collection of services and classes. It exists as a layer between the applications you write and the underlying operating system. This is a powerful concept: The .NET Framework need not be a Windows-only solution. The .NET Framework could be moved to any operating system, meaning your .NET applications could be run on any operating system hosting the .NET Framework. This means that you could achieve true cross-platform capabilities simply by creating C# applications. C# application provided by the .NET Framework was available for other platforms.

Although this promise of cross-platform capability is a strong selling point to .NET, there has not yet been any official announcement about .NET being moved to other operating systems.

In addition, the .NET Framework is exciting because it encapsulates much of the basic functionality that used to have to be built into various programming languages. The .NET Framework has the code that makes Windows Forms work, so any language can use the built-in code in order to create and use standard Windows forms. In addition, Web Forms are part of the framework, so any .NET language could be used to create Web Applications. Additionally, this means that various programming elements will be the same across all languages; a Long data type will be the same size in all .NET languages. 

The .NET Framework is Microsoft's latest environment for running program code. The concept of managed code, running under control of an execution engine, has quickly permeated all major operating systems, including those from Microsoft. The .NET Framework is one of the core technologies in Windows 2003 Server, Microsoft's latest collection of server platforms. Handheld devices and computer-based mobile phones have quickly acquired .NET Framework-based development environments. The .NET Framework is an integral part of both Internet Information Server (IIS) and Internet Explorer (IE). ASP.NET runs on the Windows 2000 version and up of IIS 5.0. Internet Explorer 5.5, and can load and run .NET Framework code referenced by <object> tags embedded in Web pages. Rich .NET Framework based Windows applications, based on the Win Forms library that comes with the .NET Framework, may be deployed directly from the Internet and run on Windows-based desktops

Managed code has made the .NET Framework so compelling. Development tools produce managed code using .NET Framework classes. Managed code is so named because it runs in an environment produced by mscoree.dll, the Microsoft common object runtime execution engine, which manages all facets of code execution. These include memory allocation and disposal, and class loading, which in traditional execution environments are major sources of programming errors. The .NET Framework also manages error recovery, and because it has complete information about the runtime environment, it need not always terminate an entire application in the face of an error such as an out-of-memory condition, but can instead terminate just a part of an application without affecting the rest of it.

.NET Framework code makes use of code access security that applies a security policy based on the principal running the code, the code itself, and the location from which the code was loaded. The policy determines the permissions the code has. In the .NET Framework, by default, code that is loaded from the machine on which it runs is given full access to the machine. Code loaded from anywhere else, even if run by an administrator, is run in a sandbox that can access almost nothing on the machine. Prior to the .NET Framework, code run by an administrator would generally be given access to the entire machine regardless of its source. The application of policies is controlled by a system administrator and can be very fine grained.

Multiple versions of the .NET Framework, based on different versions of user-written classes or different versions of the .NET base class libraries (BCL), can execute side by side on the same machine. This makes versioning and deployment of revised and fixed classes easier. The .NET Framework kernel or execution engine and the BCL can be written to work with different hardware. A common .NET Framework programming model is usable in x86-based 32-bit processors, like those that currently run versions of Windows 9x, Windows NT, Windows 2000, and Windows XP, as well as mobile computers like the iPaq running on radically different processors. The development libraries are independent of chipset. Because .NET Framework classes can be Just-in-Time compiled (JIT compiled), optimization based on processor type can be deferred until runtime. This allows the .NET Framework to integrate more easily with the new versions of 64-bit processors.

.NET Framework tools compile code into an intermediate language (IL) that is the same regardless of the programming language used to author the program. Microsoft provides C#; Visual Basic .NET; Managed C++; JavaScript; and J#, a variant of the Java language that emits IL. Non-Microsoft languages such as COBOL.NET and Eiffel.NET are also first-class citizens. Code written in different languages can interoperate completely if written to the Common Language Specification (CLS). Even though language features might be radically different as in Managed C++, where managed and unmanaged code can be mixed in the same program the feature sets are similar enough that an organization can choose the language that makes the most sense without losing features. In addition, .NET Framework code can interoperate with existing COM (Component Object Model) code (via COM-callable wrappers and runtime-callable wrappers) and arbitrary Windows Dynamic Link Libraries (DLLs) through a mechanism known as Platform Invoke (PInvoke).

4.2.2 SQL SERVER 2000

Microsoft designed SQL Server to integrate with both Windows 2000’s security and the Active Directory itself. This integration with Windows 2000’s security makes it possible for you to create your user accounts only in Windows 2000 and use them for granting access to SQL Server.

In addition, you can rely on Windows 2000 to authenticate your users instead of SQL Server 2000. By using Windows 2000 to authenticate your users, you can take advantage of its enhanced

Security features such as encryption. SQL Server’s integration with the Active Directory enables your users to search the Active Directory for SQL servers.
SQL Server also integrates with Windows 2000 utilities and services. For example, you can use the SQL Server counters within System Monitor to evaluate the performance of your server. Use the Application log in the Event Viewer to troubleshoot SQL Server errors. You can also integrate SQL Server 2000 with Windows 2000 services. For example, by integrating SQL Server with Internet Information Services, you make it possible for your users to query databases from

a Web browser.

SQL Server consists of several services in Windows 2000. You can manage these services by using Windows 2000 utilities such as the Computer Management MMC. You can also manage these services using SQL Server’s utilities.

4.3 INSTALLATION  PROCEDURE

Server Security using IP address Filtering /Port scanner comes as a directory of files and folder. It may also come as a jar files. Classes in the .NET framework contain the compiled C#.Net classes and packages. The source folder contains the source code and the necessary images used in the application.

Installation is done by copying the compiled version of the program into the server system. This will enabled the application to be running on the server

4.4 RUNNING THE SYSTEM

To run the system, do the following,

· Click on start button on windows desktop

· Click on All Programs

· Launch Visual Studio 2005

· Click on File menu, and then Open project

· Select Server Protection and then Press F5 on the keyboard

4.5 USING THE SYSTEM

The system starts with the introductory screen as shown in the snapshots. This screen display brief information about the author. This screen is timer driven since after some seconds; it redirects itself to the main page.
4.5.1 STARTING THE SYSTEM

The System starts by loading the standalone application executable file. This program will be sharing information with the web part of the whole application through a database server. The standalone application part of the system is restricted to only authorized staff .This is achieved by building authorization module which is the first to be loaded when starting the program
4.5.2 STOPPING THE APPLICATION

To stop the application, the user has to click on Exit Menu and select terminate the application. The program will respond by displaying a dialog box, which request whether the user actually want to terminate the application. If the user specifies yes answer then the application terminate, otherwise the application will continue running.

4.6   SNAPSHOTS OF SCREENS

Login Form: This is an authentication screen for the user of the application. The form will request for both username and password. It then connects to the database server and confirms the authenticity of the user. If both username and password exist on the database server, it will then retrieves the privilege and access level of the  user to determine what that  user can do.


Fig 4.1 Login form

Switchboard Form: This form acts as a link to every other parts of the application. It allows user of the application to specify the operation to perform at any point in time. The user can select create new account, perform server folder lock or port scanning. Each of te option provides an avenue to link to other parts of the application.
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Fig 4.2 Switchboard form
File Server Security Form: This form allows a sensitive folder / files on the server to be locked for usage. It uses registry key to determine what kinds of lock to use. It allows user to set a password for unlock this folder when the need arises
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Fig 4.3 File server security form

Confirm Password: This form request for password used to lock the file and then unlock it for usage. It checks the password entered to the one stored in the registry. If they are the same, the folder will be unlocked
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Fig 4.4 confirm password form

File server Unlock:  This is a screen show the new status of the folder on the server after entering the password for unlocking it.
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Fig 4.5 File server unlock form
Create New Account:  This module is used by the Server administrator to create a new account for the authorized user of the server. This module is also used to set the privilege for each user.
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Fig 4.6 create new account form
Port Scanner: This modules Filter the IP address of the server into the textbox Host. It then allow user to specify the range of ports to scan through. It uses TCP (transfer control protocol) to scan through all the ports ranges specify. It checks for all the ports that is not currently in Use and therefore closed. It also checks for the Open port. After the port scanning process , the results of the scanning is then saved in the log files to provide a guide for the server administrator to know which port is vulnerable for the attacks. It also provides a module for saving the last port scanned exercise.
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Fig 4.7 Snapshot of port scanner
ReadLogFile : This module reads the last port scanned from log file into a rich textbox in a read-only format. This gives the guide and provide means of monitoring the ports on the 


Server
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Fig 4.7 Snapshot of ReadLogFile
                                   CHAPTER 5
       SUMMMARY, CONCLUSION AND RECOMMENDATION

5.1      SUMMARY

Every effort was made to present a project that support or provide another means of securing a server in a client/ server environment. IP filtering and port scanning offers a more intelligent way of securing an organizations server system from an unauthorized intrusion and operations that may affect the security and effectiveness server systems within organizations.
Apart from the filtering of IP addresses and the scanning of ports the system is doing,  it has also provide a way of securing any packet sent from a client system to its designation ( server) from not been track by an intruders or hackers.

5.2    CONCLUSION
    Conclusively, the advantage of developing this system using the .NET  Framework(C# as implementation language), Microsoft windows XP or later fashion and the Microsoft Sql Server 2000 or later fashion is stated below and it has been a great privilege in achieving the goal.

These are;

1 Exploring the concept of security as pertain to computer network

2 A developed application that watch for changes in a specified directory on the server.

3 A developed  application that alert administrators of attempts to modify important files on the servers and verify the IP address of client system accessing the server files.

4 A designed gateway application model for managing security in a client/server environment that scans for open ports on the server system and constantly closes them
5.3    RECOMMENDATION

It is recommended for any organisations to secure their valuable server system or core system supplying the cogent information to any other resource more properly by installing the developed software and ensuring that their server system is monitored only by an authorised administrator.

5.3 CONTRIBUTION TO KNOWLEDGE
It helps in reducing the rate by which cybercrime is been committed.
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Browse for  Folder : This sreen show which folder or file to choose in order to lock.


Fig 4.8 Snap shot of Browse  For  Folder

Lock/Unlock Password: This form request for a password to be used in locking the folder that has been chosen.


Fig 4.9 snap shot of Lock/Unlock Password
Read to Exit : This module shows  a statement  of exiting from the system after performing all operations. 

Fig 4.10 Snap shot of Exit.
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Detect open port





Close the port





Port scan





Port scan





Open ports








Start()























Filter IP Address





IP address: binary








Start()
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Server 





Server name: string


Port No: binary


IP Address: binary


Host names:binary


Socket No:binary





Grant access()


Revoke access()
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Check open port











Secure server





Current status:booean





Start():boolean
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Administrator





Search open port 





Try to access server 





Close all open port





Server system





Enter authorization code
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intruder





Revoke unauthorized access 





intruder











try to access server ()


search open port ()








detect
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Report Message
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Scanning Port





Filter(ip address)





Errorloggin ()





Getlogin()





Administrator





Staff No:string


Staff name: String





Login to server ()


Give authorization code ()


Port scan ()


Filter IP address ()


Revoke unauthorized access ()


Perform file monitoring()











Server: IP address
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: Port





: Admin





File watch





Perform file monitoring





<<extend>>





Re-Login to server





Login to server
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Try access
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files








Number: String


File Name: String





Grant access ()


Deny access ()


Open file()


Close file()
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Admin login





delete user





Unauthorized
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Perform file monitoring





Authorize





reject  user





approve user
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Server system











Scan through open port





Port scan
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