IMPLEMENTATION

Implementation is the stage of the project when the theoretical design is turned out into a working system. Thus it can be considered to be the most critical stage in achieving a successful new system and in giving the user, confidence that the new system will work and be effective.


The implementation stage involves careful planning, investigation of the existing system and it’s constraints on implementation, designing of methods to achieve changeover and evaluation of changeover methods.

Main Modules:-

MODULES

· Server

· Client

· DARPA DataSet

· Mobile

· Attack Simulation

Server


Server module is the main module for this project. This module acts as the Intrusion Detection System. This module consists of four layers viz. sensor layer (which detects the user/client etc.), Detection layer, alert processing layer and reaction layer. In addition there is also Message Log, where all the alerts and messages are stored for the references. This Message Log can also be saved as Log file for future references for any network environment.

Client


Client module is developed for testing the Intrusion Detection System. In this module the client can enter only with a valid user name and password. If an intruder enters with any guessing passwords then the alert is given to the Server and the intruder is also blocked. Even if the valid user enters the correct user name and password, the user can use only for minimum number of times. For example even if the valid user makes the login for repeated number of times, the client will be blocked and the alert is sent to the admin. In the process level intrusion, each client would have given a specific process only. For example, a client may have given permission only for P1process. If the client tries to make more then these processes the client will be blocked and the alert is given by the Intrusion Detection System. In this client module the client can be able to send data. Here, when ever data is sent Intrusion Detection System checks for the file. If the size of the file is large then it is restricted or else the data is sent.

DARPA Dataset

This module is integrated in the Server module. This is an offline type of testing the intrusions. In this module, the DARPA Data Set is used to check the technique of the Online Intrusion Alert Aggregation with Generative Data Stream Modeling. The DARPA data set is downloaded and separated according to each layers. So we test the instance of DARPA Dataset using the open file dialog box. Whenever the dataset is chosen based on the conditions specified the Intrusion Detection System works.

Mobile


This module is developed using J2ME. The traditional system uses the message log for storing the alerts. In this system, the system admin or user can get the alerts in their mobile. Whenever alert message received in the message log of the server, the mobile too receives the alert message.

Attack Simulation


In this module, the attack simulation is made for ourself to test the system. Attacks are classified and made to simulate here. Whenever an attack is launched the Intrusion Detection System must be capable of detecting it. So our system will also be capable of detecting such attacks. For example if an IP trace attack is launched, the Intrusion Detection System must detect it and must kill or block the process.

ALGORITHM FOR THE PROPOSED IDS

MISUSE BASED DETECTION ALGORITHM:
Step 1: Select the ‘n’ layers needed for the whole IDS.

Step 2: Build Sensor Layer to detect Network and Host Systems. 

Step 3: Build Detection Layer based on Misuse and Anomaly detection technique.

Step 4: Classify various types of alerts. (For example alert for System level intrusion or process level intrusion)

Step 5: Code the system for detecting various types of attacks and alerts for respective attacks.

Step 6: Integrate the system with Mobile device to get alerts from the proposed IDS. 

Step 7: Specify each type of alert on which category it falls, so that user can easily recognize the attack type.

Step 8: Build Reaction layer with various options so that administrator/user can have various options to select or react on any type of intrusion.

Step 9: Test the system using Attack Simulation module, by sending different attacks to the proposed IDS.

Step 10: Build a log file, so that all the reports generated can be saved for future references.

Features used in DARPA DATASET MODEL
	Feature

Number
	Feature

Name
	Description
	Type

	1
	Duration
	Duration of the

connection(in

seconds)
	Continuous

	2
	Protocol

type
	Type of the

connection

protocol
	Discrete

	3
	Service
	Destination

service
	Discrete

	4
	Flag
	Status flag of the

connection
	Discrete

	5
	Source

bytes
	Number of bytes

sent form source

to destination
	Continuous

	6
	Destination bytes
	Number of bytes

sent from

destination to

source
	Continuous

	7
	Land
	1 if connection is

from/to the same

host/port; 0

otherwise
	Discrete

	8
	Wrong

fragment
	Number of wrong

fragments
	Continuous

	9
	Urgent
	Number of urgent

packets
	Continuous

	10
	Hot
	Number of “hot”

indicators
	Continuous

	11
	Failed

logins
	Failed

logins
	Continuous

	12
	Logged in
	1 if successfully

logged in; 0

otherwise
	Discrete

	13
	Num

Comprom

ised
	Number of

“compromised”

conditions
	Continuous

	14
	Root shell
	1 if root shell is

obtained; 0

otherwise
	Continuous

	15
	Su

attempted
	1 if “su root”

command

attempted 0

otherwise
	Continuous

	16
	Num Root
	Number of “root”

accesses
	Continuous

	17
	Num File

creations
	Number of file

creation operations
	Continuous

	18
	Num

Shells
	Number of shell

prompts
	Continuous

	19
	Num

Access

files
	Number of

operation on

access control files
	Continuous

	20
	Num

Outbound

cmds
	Number of

outbound

commands in an

ftp session
	Continuous

	21
	Is hot

login
	1 if the login

belongs to the

“hot” list; 0

otherwise
	Discrete

	22
	Is guest

login
	1 if the login is a

guest login 0

otherwise
	Discrete

	23
	Count
	Number of

connections to the

same host as the

current connection

in the past two

seconds
	Continuous

	24
	Srv count
	Number of

connection to the

same service as

the current

connection in past

two seconds
	Continuous

	25
	Serror rate
	Percentage of

connection that

have “SYN” error
	Continuous

	26
	Srv serror rate
	Percentage of connection that

have “SYN” error
	Continuous

	27
	Rerror

rate
	Percentage of

connection that

have “REJ” error
	Continuous

	28
	Srv rerror

rate
	Percentage of

connection that

have “REJ” error
	continuous

	29
	Same srv

rate
	Percentage of

connection to the

same service
	Continuous

	30
	Diff srv

rate
	Percentage of

connection to

different service
	Continuous

	31
	Srv diff

host rate
	Percentage of

connection to host
	Continuous

	32
	Dst host

count
	Count of

connection having

same dest hot
	Continuous

	33
	Dst host

srv count
	Count of

connection having

the same

destination host

and using same

service
	Continuous

	34
	Dst host

same srv

rate
	Percentage of

connection having

the same

destination host

and using same

service
	Continuous

	35
	Dst host

diff srv

rate
	Percentage of

different service

on the current host
	Continuous

	36
	Dst host

same src

port rate
	Percentage of

connection to the

current hot having

same src port
	Continuous

	37
	Dst host

srv diff
	Percentage of

connection to the

same service

coming form

different host
	Continuous

	38
	Dst host

serror rate
	Percentage of

connection to the

current host that

have an S0 error
	Continuous

	39
	Dst host

srv serror

rate
	Percentagof

connection

to the current host

and specified

service that have

an S0 error
	Continuous

	40
	Dst host

rerror rate
	Percentage of

connection to the

current host that

have an RST error
	Continuous

	41
	Dst host

srv rerror

rate
	Percentage of

connection to the

current host and

specified service

that have an RST

error
	Continuous


TABLE 2: Attack Types and Number of samples in 10% KDD Dataset
	Types of Attacks
	Number of Samples

	Normal
	Normal(97277)

	Probe
	Satan(1589), Ipsweep(1247),

Portsweep(1040), Nmap(231)



	DoS
	Smurf(280790), Neptune(107201),

Back(2203), Teardrop(979), Pod(264),

Land(21)



	R2L
	Warezclient(1020), Guess_passwd(53),

Warezmaster(20), Imap(12),

ftp_write(8), Multihop(7), Phf(4),

Spy(2)



	U2R
	Buffer_overflow(30), Rootkit(10),

loadmodule(9), perl(3)



	
	




Figure 2 Attack Breakdown
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