1) What is INTRUSION DETECTION
Intrusion detection as defined by the SysAdmin, Audit, Networking, and Security (SANS) institute is the act of detecting actions that attempt to compromise the confidentiality, integrity or availability of a resource
2) What is INTRUSION DETECTION SYSTEM
An intrusion detection system (IDS) is a device or software application that monitors network and/or system activities for malicious activities or policy violations and produces reports to a Management Station. Intrusion detection systems (IDS) are primarily focused on identifying possible incidents, logging information about them, attempting to stop them, and reporting them to security administrators. For the purpose of dealing with IT, there are two main types of IDS: (i) Network Intrusion Detection System (NIDS) and (ii) Host-based Intrusion Detection System.


3) What are the types of IDS
(i) Network Intrusion Detection System (NIDS)
A network-based intrusion detection system uses a firewall approach to examine the network traffic (packets) at the router or host level for intrusive activity. That is, the network-based intrusion detection system (or NIDS) scans any traffic that is transmitted over the segment of the network and only permits through the packets that are not identified as intrusive.

With the explosive growth of networking and data sharing, NIDS have become the most popular form of Intrusion Detection. The need to scan the voluminous amounts of network activity and successfully recognize and tag network-wide intrusive behavior is well received within the security industry.

Benefits to NIDS Implementations:
· Relatively easy deployment - NIDS are installed per network segment. Deployment to 50 servers may only require 1 network-based intrusion detection system installation.
· A NIDS can be configured to be invisible to the attacker.

· Can view intrusive activity that is targeting several hosts. 

· Provides greater detail into the nature of network traffic. 

· NIDS can interact with firewall technologies to dynamically block recognized intrusion behavior.

It is an independent platform that identifies intrusions by examining network traffic and monitors multiple hosts. Network intrusion detection systems gain access to network traffic by connecting to a network hub, network switch configured for port mirroring, or network tap. In a NIDS, sensors are located at choke points in the network to be monitored, often in the demilitarized zone (DMZ) or at network borders. Sensors capture all network traffic and analyze the content of individual packets for malicious traffic. An example of a NIDS is Snort.

Disadvantages of NIDS:

Network-based intrusion detection seems to offer the most detection coverage while minimizing the IDS deployment and maintenance overhead. However, the main problem with implementing a NIDS with the techniques described in the previous sections is the high rate of false alarms. Modern day enterprise network environments amplify this disadvantage due to the massive amounts of dynamic and diverse data that needs to be analyzed. 

All the previously defined IDS techniques have their share of disadvantages. There just isn't a single IDS model that offers 100% intrusion detection with a 0% false alarm rate that can be applied in today's complex networking environment. However, incorporating multiple IDS techniques can, to a certain extent, minimize many of the disadvantages.

(ii) Host-based intrusion detection system (HIDS)
The first IDS designs were introduced in the early 80’s as Host-based Intrusion Detection Systems (HIDS).  Host-based Intrusion Detection Systems are confined to monitoring activity on the local host computer. This monitoring can include network traffic to the host, or local object (files, processes, services) access on the host. 

For example, a HIDS implementation can be used to analyze all the network traffic transmitted to the computer and pass only the packets deemed safe onto the computer. A HIDS could also be a service running on the local machine that periodically examines the system security logs for suspicious activity. 

Keep in mind, suspicious activity in one environment may not equate to suspicious activity in another environment. So rules that define what suspicious activity need to be created.  Some examples of possible suspicious activities include; several unauthorized logon attempts, confidential file access, deletion of logs, etc.

Benefits to Host-based Intrusion Detection System Implementations:

· Direct system information access. Since HIDS exist directly on the host system, it can directly access local system resources (operating system configurations, files, registry, software installations, etc).
· Can associate users with local computer processes.
· Since a host is part of the target, a HIDS can provide detailed information on the state of the system during the attack.
· Low resource utilization: HIDS only deal with the inspection of traffic and events local to the host. It consists of an agent on a host that identifies intrusions by analyzing system calls, application logs, file-system modifications (binaries, password files, capability databases, Access control lists, etc.) and other host activities and state. In a HIDS, sensors usually consist of a software agent. Some application-based IDS are also part of this category.

Disadvantages of Host-based IDS:

· The implementation of HIDS can get very complex in large networking environments. With several thousand possible endpoints in a large network, collecting and auditing the generated log files from each node can be a daunting task.

· If the IDS system is compromised, the host may cease to function resulting in a stop on all logging activity. Secondly, if the IDS system is compromised and the logging still continues to function, the trust of such log data is severely diminished.
ATTACK TYPES IN DARPA/KDD DATASET
	Types of Attacks


	Number of Samples

	Normal
	Normal(97277)


	Probe
	Satan(1589), Ipsweep(1247), Portsweep(1040), Nmap(231)


	DoS
	Smurf(280790), Neptune(107201), Back(2203), Teardrop(979), Pod(264), Land(21)


	R2L
	Warezclient(1020), Guess_passwd(53), Warezmaster(20), Imap(12), ftp_write(8), Multihop(7), Phf(4), Spy(2)


	U2R
	Buffer_overflow(30), Rootkit(10), loadmodule(9), perl(3)



